While many multilevel security systems exist on paper and in the
laboratory, the Honeywell Secure Communications Processor is the
first of its kind to be offered commercially.

Scomp: A Solution to the Multilevel
Security Problem

Lester J. Fraim, Honeywell Information Systems

The Honeywell Secure Communications Processor
supports a variety of specialized applications that require
the processing of information with multilevel security
attributes. A commercial hardware product, the Scomp
system is a unique implementation of a hardware/software general-purpose operating system based on the
security kernel concept. Scomp hardware supports a
Multics-like, hardware-enforced ring mechanism, virtual
memory, virtual I/O processing, page-fault recovery
support, and performance mechanisms to aid in the
implementation of an efficient operating system. The
Scomp trusted operating program, or STOP, is a security-kernel-based, general-purpose operating system that
provides a multilevel hierarchical file system, interprocess communication, security administrator functions, and operator commands.
The idea for the Scomp system originated in a joint
Honeywell-Air Force program called Project Guardian,
which was an attempt to further enhance the security of
Honeywell's Multics system.' A secure front-end processor was needed that would use the security kernel approach to control communications access to Multics.
Multics was designed to provide program and data
sharing while simultaneously protecting against both
program and data misuse. The system emphasizes information availability, applications implementation, database facilities, decentralized administrative control,
simplified system operation, productivity, and growth.
The Multics system uses the combination of hardware
and software mechanisms to provide a dynamic multiuser environment.
The Multics security mechanisms, considered far more
advanced than those available in most large commercial
systems, use access control lists, a hardware-enforced
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ring structure supporting eight rings, and the Access
Isolation Mechanism that allows the definition of privilege independent of other controls. Access control provided by these mechanisms is interpreted by software but
enforced by hardware on each reference to information.
The hardware implementation includes a demand-paged
virtual memory capability that is invisible to the user
programs.
Although Project Guardian was never completed, the
use of Multics features to provide multilevel security was
pursued in a revised Scomp effort, a joint project of
Honeywell Information Systems and the Department of
Defense (specifically, the Naval Electronics Systems
Command, or Navelex). In this implementation, the
Scomp is a trusted minicomputer operating system using
software verification techniques.*
Originally the plan was to use the traditional approach
to building a trusted operating system: Namely, to build
a security kernel and an emulator ofan existing operating
system to run on top of the kernel. This approach was
taken by UCLA2 and Mitre in their early development
programs and by Ford for KSOS-11.3 One conclusion
drawn from these efforts was that an operating system
emulator was many times slower than the emulated system.4 This performance reduction can be attributed to a
variety of factors, including the incompatibility of the
security kernel with the emulated system, the hardware
capabilities of the system, and the code generated by the
implementation language.
'In August 1982, HoneyweU requested that the newly formed Department of Defense Computer Evaluation Center formally evaluate the
Scomp. This evaluation, which still is continuing, is using the "Draft
Trusted Computer System Evaluation Criteria" (dated January 27, 1983)
to determine whether the Scomp is a Class Al system. The evaluation is
expected to be complete in late summer 1983.
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The planned interface for the Scomp system was a Bell
Labs Unix emulator, the same type of emulator used by
KSOS-I 1. The goal was to provide a compatible interface
on both systems, thereby using the vast amount of software that exists on current Unix implementations. However, KSOS-11 and other attempts to build Unix emulators on secure systems have shown that certain Unix
features (e.g., process family sharing of open-file seek
pointers) are incompatible with the requirements of
secure systems. Furthermore, the Unix notion of doing
I/O by copying data into a process address space is incompatible with the Scomp demand-paging system.
Rather than trying to achieve a full Unix compatibility,
Honeywell has taken a new approach to building an interface for the Scomp. The SKIP, or Scomp kernel interface package, does not try to emulate a specific system.
Instead, it takes advantage of the underlying hardware
and security kernel architecture to provide an efficient
applications interface.
The Scomp system, a solution to many multilevel security problems, contains the mechanisms necessary to
allow controlled processing of different levels of
classified information. Implementing MLS applications
on the Scomp system can provide greater flexibility and
efficiency than the current use of procedural and administrative controls to protect information resources.
Many systems today overclassify both people and information because the computer cannot maintain the separation of information with different classifications. Most
systems operate in a "system high" mode, in which the
level of the system and all its users is cleared to the
highest level of any information in the system. Procedural and physical controls are applied to protect the information in the system.
The Scomp system provides for the processing of information at its classification level, and it enforces the
separation of users with different security characteristics.
In addition, the Scomp system can provide specialized
interfaces between systems of different classifications
to provide more efficient management of information.
Such MLS applications, referred to as guard systems,5
provide the timely flow of information from resources

with different security levels. These resources can be two
networks, two systems, or a system with users at a level
lower than that of the systems.

The Scomp's basic security mechanism
The Scomp system is a unique implementation of the
security kernel approach because of the way in which the
hardware functions support the software capabilities.
The Scomp system satisfies the requirements of the
reference monitor by providing complete mediation,
isolation, and verification of the system design.
Mediation is provided through the interaction of the
Scomp hardware and software. The software provides
the initial mediation of a request for access using the
kernel's internal data structures. It validates the request
for both the subject and the object of the requested action (e.g., read or write). The software then builds a data
element, in the form of a descriptor, for use by the hardware in the continued mediation of the access. The
descriptor consists of four words of information including access permission (i.e., read, write, or execute)
and the location of the object. This cooperative mediation of hardware and software is shown in Figure 1. The
hardware implementation provides performance advantages over a mechanism implemented strictly in software.
Isolation is provided by the hardware implementation
of a Multics-like four-ring mechanism,6 with ring 0 containing the security kernel. This implementation, which
was developed from the Multics architecture to meet the
needs of a Level 6/DPS 6 operating system, includes controlled ring-crossing to allow less privileged software to
access an inner ring for a service function. A ring-bracket
mechanism controls operations of read, write, and execute using the ring of execution.
The Scomp security-relevant software (the security
kernel and trusted software) is verified with two technologies. The first is the SRI International Hierarchical
Development Methodology.7 This method of verification requires the development of a formal top-level
specification, which defines the system from the view of

Figure 1. Mediation implemented through a combination of hardware and software. The software establishes the
descriptor, deriving physical permissions on the basis of subject/object security attributes. The hardware controls
physical access on the basis of descriptors.
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a user process. The FTLS, written in a nonprocedural
language called Special, is then verified using tools
developed by SRI. The Scomp security kernel FTLS has
been verified, using this methodology, against a model of
DoD security policy.8
The second verification technology involves trusted
software, which is security-relevant software outside the
security kernel that can selectively bypass the kernel's
mandatory control. Trusted software must be verified to
ensure that it enforces the policy for which it was designed. The Scomp trusted software will be verified using
the Gypsy methodology developed at the University of
Texas.7 Gypsy was selected because of its procedural
nature and its ability to specify arbitrary enforcement
policies-two capabilities needed to adequately specify
the trusted functions. Verification of the Scomp trusted
functions is expected to be complete in September 1983.
In addition to the formal verification mechanism,
other assurance techniques must be applied to system
development to demonstrate the completeness of the
design and implementation. Scomp development has
been tightly controlled to ensure that the implemented
code corresponds to the verified design. Control has been
possible only because of the clarity and consistency of the
documentation developed during product implementation. The formal review by the DoD Computer Security
Evaluation Center was augmented by Navelex reviews
during development. This comprehensive technical review process has provided invaluable support to the quality and completeness of the security mechanisms in the
Scomp system.

All system components connect to the Level 6/DPS 6
bus, allowing access to I/O controllers, processors, and
memory. The Scomp hardware design uses all standard
peripherals and provides the security mechanisms totally
through the special hardware. Consequently, we can
easily convert a standard Level 6/DPS 6 to a Scomp-the
standard processor is simply replaced with a modified
processor and the Security Protection Module.
The SPM, which enforces the complete mediation and
isolation properties of the reference monitor, resides on
the Level 6/DPS 6 bus between the modified processor
and all other system elements. This structure enables the
SPM to capture all processor requests and perform the
required mediation before accessing memory or I/O devices. Figure 2 shows the placement of the SPM on the
bus.

Mediation mechanisms. The SPM mediates access to
objects using virtual addresses and a process identifier
called the descriptor base root. The DBR points to the
memory and I/O descriptors for the resources available
to the process. If the process requests that an action be
performed, the SPM mediates it using the information in
the appropriate descriptor. If the request is valid, the
SPM maps the virtual request to a physical request and
allows the action to take place. If the action is not allowed, the SPM generates a trap, which is processed by
the security kernel.
The virtual memory for a process is established by
assigning a DBR to each process. Each memory descriptor, pointed to by the DBR, contains a pointer to physical memory, access permissions, and memory manageScomp hardware implementation
ment data. Each process can address a IM-word virtual
Scomp hardware is implemented on the Honeywell address space (512 segments). A segment is treated as an
Level 6/DPS 6, a bus-structured 16-bit minicomputer. object, and its size varies from 0 to 2K words. Segments
can be subdivided into pages of 128 words each.
Addressing within the processes' virtual memory space
is done using a generalized two-dimensional address.
Here, memory is addressed via the ordered pair (segment
number, offset), in which segment number identifies the
memory segment and offset is the word number within
the segment. In the simplest form of addressing, the DBR
for the process is used to find the descriptor segment, and
the segment number from the virtual address is used to
find the specific descriptor. The descriptor is then used to
find the data segment, and the offset is used to find the
specific memory word. The SPM searches for the descriptor and generates the physical address. This form of
address generation is shown in Figure 3. By using indirect
descriptors and pages for descriptor storage, more sophisticated descriptor structures are possible. Figure 4
shows a three-level descriptor structure used for memory
management.
To mediate 1/0, the Scomp uses a virtual 1/0 mechanism with descriptors similar to those used for memory
mediation. This method provides several advantages
over the typical implementation of I/O capabilities.
Because the mediation mechanism is in hardware, 1/0
instructions do not require privilege (i.e., execution in
Figure 2. Configuration of security protection module in the Level ring 0). Consequently, the device drivers can be outside
61DPS 6, a bus-structured 16-bit minicomputer.
the security kernel, making it smaller and simpler be28
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cause it does not have to support many different device
types. Also, 1/0 capabilities can be added without modifying the security kernel, a complex process that would
mean reverifying the kernel's design. The reduced overhead in the kernel and the reduction in kernel calls provide performance advantages over kernels that must perform all 1/0 functions themselves. The virtual 1/0 processing implemented in the Scomp hardware has thus
made the implementation of a general-purpose operating
system more practical.
In the virtual 1/0 mechanism, all 1/0 requests are captured by the SPM. The SPM maps the virtual name to a

physical device and provides for two types of DMA
transfers. To support premapped 1/0, the SPM mediates

the device and memory resources and then initiates the
transfer using an absolute address. Subsequent requests
by the device to memory are made with no SPM intervention. Mapped 1/0 is similar, except that the device controller is provided with a virtual memory address, and
each request by the device for memory is captured and
mediated by the SPM. The mapped 1/0 mechanism requires more overhead; however, it reduces the risk of
error created by an 1/0 device hardware failure and
reduces verification requirements on controllers.

Figure 3. Two-dimensional address generation independent of physical location.

Figure 4. Addressing in a fully paged system. This three-level descriptor structure is used for memory management.

July 1983

29

Isolation mechanism. In the Multics-like, four-ring
structure of the Scomp hardware, ring 0, the kernel ring,
is the most privileged ring, and ring 3, the user ring, is the
least privileged. The hardware supports a call/return
mechanism that allows a less privileged procedure to request a service from a more privileged procedure. The
hardware also supports a mechanism that allows a called
procedure to access caller-supplied arguments at the
caller's privilege level. This mode, called the argumentaddressing mode, prevents the kernel from accessing
data that the caller could not access. Thus the hardware
validates the access for the kernel with the same checks
used to validate access for the user. The AAM eliminates
the need for duplicate software checks in the kernel.

amount of overhead at process initiation by requiring the
loading of registers or descriptors to begin execution.
The Scomp system also takes advantage of a descriptor
cache to save the most recently used memory descriptors.
This cache is the part of the SPM called the virtual
memory interface unit. The VMIU mediates memory requests and saves the descriptors in its cache. If another
request is received for the same page, the VMIU can
mediate it without performance penalty since no descriptor fetch is required. The overall system degradation
caused by the mediation process is a function of the hit
ratio, that is, the number of times the descriptor is in the
cache when it is requested. If the hit ratio is 95 to 98 percent, the performance degradation from hardware will
be between 5 and 15 percent. Hit ratios in this range do
Performance mechanisms. The performance of not appear to be difficult to maintain if good programmtrusted systems has always been a major concern. Many ing techniques are used.
early attempts to provide reference monitor functions in
software have shown that these functions result in a
slower execution. The performance of both the KVM3709 The Scomp trusted operating program
and the Ford KSOS-1 I systems did not meet design exThe Scomp trusted operating program, or STOP, conpectations.
The major reason for implementing the SPM was to sists of three major components. The security kernel enenhance the performance of a trusted system by building forces the security mechanisms and controls all access in
mediation capabilities in hardware. Of course, the hard- the system. The trusted software provides the adminisware and software needed to enforce security can trator, operator, and user services necessary to interface
degrade performance, but the degree of degradation is with the security kernel, and the Scomp kernel interface
package provides a file system mechanism, process consignificantly lower.
The SPM has several capabilities specifically designed trol, and device I/O. These elements of the Scomp operto reduce the overhead of the security mechanism. One ating system provide the user with an efficient interface
of these is the use of the DBR to define a process descrip- for the development of applications. Figure 5 shows how
tor tree in memory. With this approach, the SPM can these software capabilities are structured, using the
load descriptors from memory as needed; no descriptors Scomp ring mechanism to provide a layered operating
need to be preloaded at dispatch time. The hardware system.
loads only descriptors required for mediation, and there
Security kernel. The se.curity kernel is the basic
is no requirement to save or restore descriptor memory in
the mediation mechanism. Consequently, the overhead operating system that performs all resource manageassociated with process switching and dispatching is kept ment, process scheduling, memory management, trap
to a minimum. The initial overhead of a process switch is and interrupt management, and auditing. The security
reduced, and the overhead associated with descriptor kernel also functions as the software portion of the
loading is distributed over the entire execution of the pro- reference monitor implementation. As such, it controls
cess. Many other hardware architectures produce a larger access to objects in accordance with its embedded securi-
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Figure 5. Scomp software architecture using hardware ring mechanism.
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ty policy. The kernel supports segments, devices, and
processes (processes can also be subjects, according to
reference monitor nomenclature). Each of these objects
is distinguished by a 64-bit identifier that never changes
for the life of the object in the system. The kernel also
maintains two types of data on each object in the
system-access information and status data. The access
information consists of the security level and category set
and the integrity level and category set. The levels are
hierarchical, and the category sets are 32 separate compartments for both security and integrity. Also contained
in the access information is the discretionary information, which includes read, write, and execute permissions
for the owner of the object, the group of the owner,
and all others. Additionally, the kernel maintains ring
brackets for owner, group, and "other," which limit the
ring of privilege required for access to an object. Subtypes are also provided to allow user control of objects.
The status information varies depending on the object
type.
The security kernel provides 38 functions, called gates,
that can be used by a process. These kernel gates allow
for creating and deleting objects, mapping (including inprocess address space) and unmapping a segment or
device, wiring (keeping in main memory) or unwiring
segments, getting or setting status, interprocess communicating, and reading and setting the system clock.
The Scomp security kernel, written in UCLA Pascal, '0
consists of approximately 1OK lines of code. It requires
approximately 46K words of text and 9K words of global
data. Dynamic tables are required to manage the Scomp
demand-paging virtual memory. The amount of space
needed depends on the number and size of the system
processes.

software and hardware. This path provides protection
against Trojan horse attacks caused by users responding
to requests from application software that is acting like
the operating system. The user knows that he is indeed
communicating with the system and not with a bogus
user program because he must strike the "secure attention" key to initiate the dialog with the operating system.
The secure attention key generates a unique interrupt to
the security kernel that causes the kernel to connect the
device to a known trusted program. When the user requesting a service strikes the secure attention key, he accesses the operating system.
Trusted user services allow the user to establish a processing environment in which applications can be run.
The easiest way to understand these functions is to step
through the process of logging a user on and establishing
his working environment. To initiate the login sequence,
the user depresses the break key, which acts as a secure
attention key, on the terminal connected to the Scomp
system. The kernel recognizes this condition and notifies
the secure initiator process. The secure initiator controls
all terminals and creates a secure command processor,
called the secure server, for his terminal. The secure
server then prompts the user for the function to be performed. If this login is the user's first, the login function
is invoked by the server. The login function then validates
the user through his identification and password. If the
user had already logged in, he would have been prompted
for his next request. Services available to the user are log
in, change group, modify password, set access level, set
default access, log out, file access modifier (the only
means of changing a file's access), run, process status,
kill, and reattach.

Trusted software. The user, system administrator, and
operator interact with the Scomp system through trusted
software, which uses the security kernel for service and
for special privileges to perform the trusted functions.
This software is called "trusted" because (1) it can
violate one of the security or integrity properties enforced by the kernel (e.g., simple integrity or the security
*-property, pronunced "star" property) or (2) it uses
functions that must be correct because the system's enforcement of security policy relies on their processing.
An example of the second type of trusted software is the
database editor, which builds the user access database. If
it does not properly construct the database for the login
process, the login actions cannot be assured.
The trusted software for the Scomp system has been
implemented in the C language. The trusted functions
are implemented in 23 processes, which consist of 1. 1K
lines of C language code. The software is divided into
three functional areas according to the type of trusted
service provided. Trusted user services provide the interface to the Scomp system for the user, trusted operation
services provide the system operator with the capabilities
necessary to run the system, and trusted maintenance services allow the system administrator to build and maintain the Scomp system.
The user accesses the trusted software through a
trusted communications path that is implemented in

Trusted user services allow the user to
establish a processing environment in which
applications can be run.
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These functions provide the user with the ability to
establish an application environment at a given security
level. The login command validates the user's access to
the system and establishes his security and integrity level
at the defaults defined in the access authentication database. If the user wishes to run at a level other than his
default, the "set access level" command provides the
mechanism for changing security and integrity levels. If
the user wishes to change the group designation for the
session, the "change group" command is executed. The
run command is used to initiate the execution of an application program. To communicate with the system, the
user hits the secure attention key, which transfers the terminal to trusted software. If the user desires the status of
his application programs, he requests the "process
status" service. If the user wishes to terminate the execution of his application, he invokes the kill command.
With the reattach command, the terminal can be reconnected to an existing application that was suspended via
the secure attention key.
The user also has trusted services that modify the information in his entry of the access authentication data31

base. These features include setting the user's password
(modify password) and setting the user's default security
and integrity level (set default access). The file access
modifier provides the controlled upgrading or downgrading of individual files. The system administrator
determines whether a user is allowed to downgrade files.
If the user has this capability, he may be required to
review data before downgrading. A user can upgrade
files to any security level he has permission to access.
Trusted operation services consist of the functions
necessary to start the system and to ensure that normal
operation continues. These functions include secure
startup, audit collection, secure loader, and operator
commands.

Trusted maintenance services allow the
system administrator or operator to
manipulate system data.
Secure startup is the process that receives control at the
end of security kernel initialization. It is responsible for
intializing all devices on the system and creating the audit
collection process, which receives audit records from
both the kernel and trusted software and builds audit
files. The secure loader, which loads a secure process, is
known to the kernel and is used for all requests to load
trusted software.
The operator commands process is called by the secure
server after the operator has established a connection to
the system. The operator commands include setting the
system clock, shutting down the system, switching audit
files, changing device attributes, and obtaining device
status.
Trusted maintenance services allow the system administrator or operator to manipulate system data. All
maintenance services fall into the second class of trusted
software because they ensure the validity of the overall
system. These functions include the ability to initialize a
kernel file system, perform consistency checks on kernel
file systems, repair inconsistencies in the file system, and
dump or restore the file system content. A database editor is also provided so that the system administrator can
modify system databases. The databases maintained include the access authentication database, the group access authentication database, the terminal configuration
database, the security map, and the mountable file system database.
SKIP-the Scomp kernel interface package. The basic
requirements defined for the SKIP are to
* provide a hierarchical multilevel file system,
* provide the ability to create child processes,
* contain an event mechanism for process synchroni-

zation,

* use the Scomp hardware and kernel capabilities to
provide an efficient interface, and
* provide a low-level interface that can be used for
multiple purposes or systems.
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This interface was designed with the help of a
government-provided steering group of experts in computer security and operating systems. Honeywell has
worked with this group to design and implement the
SKIP. The SKIP is not an operating system but rather an
interface to the secure environment-it enables the users
to effectively interface applications and systems with the
security mechanisms of the Scomp system.
The SKIP comprises two sets of routines. The major
portion of the SKIP resides in ring 2 and is activated
through SKIP gate calls. These routines are always
mapped into the user's address space to alleviate the
overhead associated with loading these functions. The
other part of the SKIP is a library of routines that execute
in the user ring (ring 3). The SKIP provides three basic
user capabilities, a hierarchical file system, a process control mechanism, and support for device I/0.
The SKIP file system is a hierarchical structure composed of directories, files, and links. It is an entrynaming system in that the SKIP gates do not interpret
path names. Instead a SKIP subroutine interprets them,
and the subroutine can be modified if the user desires a
different path-name interpretation from that provided.
The file system is protected through the use of the Scomp
ring mechanism and subtypes. Only ring 2 software is
allowed to modify the file system structure. The security
level of the file system must be monotonically nondecreasing from the file system root. The directories, files,
and links are identified by names of up to 24 printable
characters. Directories are entries that contain information about other file system entries. A file is a collection
of segments with a maximum size of 4951 segments
(18,804,736 bytes), the contents of which can be directly
modified by the user. All segments in a file must be at the
same security and integrity level. The third file system entry is a link that points to a directory, to a file, or to
another link. The SKIP link mechanism is the Multics
implementation of a link, in which the entry pointed to is
defined by the path name in the link entry.
The SKIP allows the user to manipulate non-filesystem segments by performing certain functions similar
to those provided by the kernel. To protect the integrity
of the file system, only a limited number of kernel functions can be called directly from the user ring.
The SKIP also allows the user to create and delete processes, set priority, and send and receive events. Events
are messages indicating the occurrence of something
meaningful to a process. These capabilities provide communication to build and manage processes in an application environment. The SKIP event mechanism is interrupt driven, which allows for immediate processing when
notification of an event occurs. The user can provide
handlers for different events as required. A process can
wait on multiple events and selectively wait on specific
events or events from a specific process. Events are
queued by the SKIP to allow the user to receive them in
the order they occur. The event mechanism relays interrupt information to a process owning a device, enabling
the user to process I/0 using SKIP subroutines. This
capability is required because the security kernel does not
support the I/0 service function.
COMPUTER

The user-device I/O routines are contained in a subroutine library. They provide support to asynchronous
terminals, mass storage devices, tape devices, printers,
and the 1822 communications line adapter. The 1/0
functions provide the capability to perform data transfers or issue commands to the devices. The user is required to link only the routines necessary for the particular program, thereby reducing the overhead associated with linking unused support software.

Two types of guards are being implemented on the
Scomp system."1 The Navy is implementing the Advanced Command and Control Architectural Testbed
guard to allow two networks at different security levels to
communicate with each other. This configuration will
provide more timely information without the delays that
now exist because the networks cannot be physically connected with the current controls.
The Army is implementing the Forscom security monitor on the Scomp.11 This guard implementation will
allow users at a low level to access a host at a higher
security level by providing two primary functions. First,
it will filter the input from the user and validate that the
requested service is authorized for this user. Second, the
guard will screen the information returned from the host
to ensure that it reasonably accommodates the request.
The assurance built into the Scomp system allows for a
high level of trust that these applications will not allow
unauthorized information to flow to a user.
In addition to its potential guard applications, the
Scomp system is being evaluated and considered as a base
for a variety of applications that require its security
features. Some of these applications are database
management, office automation, message processors,
and general-purpose systems.
The technology of MLS applications is moving forward. The efficient use of the Scomp system in many of
these applications will demonstrate the improved processing capabilities that can be provided in a multilevel
security environment.
The Scomp system meets the security needs of both the
DoD and industry. Scomp hardware efficiently controls
information in an operating system. The operating system, in turn, provides the user with the control necessary
to process information with different security attributes.
The operating system design is being verified using the
most current methods of program verification. The
assurance techniques applied to the Scomp make it the
first candidate for the DoD Computer Security Evaluation Center's Class Al system. The Scomp is the first of
many systems developed by Honeywell and other manufacturers that will provide solutions to the problems
associated with processing sensitive information.-
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