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Abstract. Packet traceback in mobile ad hoc networks (MANETS) is a technique
for identifying the source and intermediaries of a packet forwardinliy. p&hile
many IP traceback techniques have been introduced for packet ttinilou the
Internet, they are not directly applicable in MANETS due to unique chalkenfe
MANET environments.

In this work, we make the first effort to quantitatively analyze the impatts o
node mobility, attack packet rate, and path length on the traceability of twe type
of well-known IP traceback schemes: probabilistic packet marking/jPanhd
hash-based logging. We then present the design of an authenticaizetkRsob-
abilistic Packet Marking (AK-PPM) scheme, which not only improves the e
fectiveness of source traceback in the MANET environment, but alsadges
authentication for forwarding paths. We prove that AK-PPM can actasyenp-
totically one-hop preciseand present the performance measurement of AK-PPM
in MANETSs with both analytical models and simulations.

Keywords: Traceback; MANET, Probabilistic Packet Marking; Packet Source
Identification; Path Reconstruction;

1 Introduction

Packet attribution includes identifying the source nod@adkets as well as the for-
warding path from the source to the destination during theronanication [1, 2]. Both
source and path information can help the defender to idettié attack source and
locate its geographic location in many mobile ad hoc netwdMANETS) applica-
tions, such as defending Denial-of-Service (DoS) attaBkaihd false data injection
attacks [4]. In business applications, packet attributian be used in a positive way to
provide the trustworthiness (or credibility) of data reeei by a destination node (e.qg.,
data sink node). Data credibility is not just about who réptre data, but also the path
the data comes from [5].

Many IP traceback protocols have been proposed for theneitgd6—8]. Among
these, two types of IP traceback schemes dominate thetlitergrobabilistic packet
marking (PPM) [8, 9] and hash-based logging [7, 10]. Howetleese IP traceback
techniques are not directly applicable in MANETSs due to sgvenique challenges
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in MANETS. First, packet forwarding paths in MANETSs are edsychange due to
node mobility [11], which causes the difficulty in reconsting the attack path from a
victim back to the attack source. Second, unlike the fixedersun the Internet which
are often assumed trusted, forwarding nodes in MANETSs dadmnassumed as trusted,
and compromised nodes may collude to confuse the tracebabkitjues. Moreover,
because both the scale of a MANET and its data traffic rate achramaller than that
of the high-speed Internet, traceback in MANETs must be raffieient. So far, very
little research has been done on traceback in MANETS [12—-14]

In this paper, we make the first effort to quantitatively gmalthe impact of node
mobility on the performance of two representative trackbsshemes (i.e. PPM and
logging schemes). We formulate the impact of network patarege.g., the length
of an attack path, the victim response time, and the mopitity thetraceability of
these schemes in MANETS. Our analytical results show th#téitraceability of both
schemes decreases as node mobility increases; (ii) a PRivheds vulnerable to low-
rate attacks, while a logging scheme performs poorly wheicttinv has a relatively
high intrusion response time.

Further, we propose a new authenticated K-sized ProbibHacket Marking (AK-
PPM) Scheme, which considers the efficiency and securityirements of traceback in
the MANET environment. Our AK-PPM scheme stores multipfet@/’) marks within
a single packet; thus, with the same number of packets atéiy a victim, more infor-
mation about the forwarding path can be collected. AlsoAkePPM scheme includes
chained authentication mechanisms to protect the inyegfrihe mark sequence within
a packet from being manipulated by colluding nodes in a fodwg path. We prove that
is alwaysasymptotically one-hop precisthat is, given enough attack packets, it can al-
ways trace to either an attack node, or the one-hop neigbbdrbf an attack node.
We use analytical models and simulations to measure therpegihce of AK-PPM in
MANETSs of different settings.

2 Preliminaries

2.1 Network Model and Security Assumptions

In a MANET, nodes form a network on-the-fly and forward paskietr one another.
Nodes can establish trust through either a PKI, a TrusteddTarty (TTP), or pre-
distributed shared keys. Further, any two nodes in the mivas long as knowing
each other’s id, can efficiently establish a pairwise keyelasn one of the existing
schemes [15-17]. The key used in the message authenticatien(MAC) generation
at an intermediate node is its pairwise key share with thigwinode. Therefore, mali-
cious nodes cannot impersonate any benign node to the victita. The link between
two neighboring nodes is authenticated. During data fodimar, every packet is authen-
ticated in a hop-by-hop fashion [18] with the pairwise kegr&d between neighboring
nodes; thus, a malicious node cannot impersonate any gatel arad invalid packets
are dropped right away. Such settings exist in many mililANET applications.
Without loss of generality, consider a forwarding patky of packetM in Figure 1.
For a nodeu; located on a forwarding path between the soufcand the destination
V, anodeu; is called itsupstreanmode ifu; is closer taS thanu; is. Similarly,; is a
downstreammode ofu; if u; is closer tol/. The distance of;; from V' on a path is the
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Fig. 1. An attack pathA; of packetM where nodeS and node; are the compromised nodes.
S injects bogus packets, ahg conspires to neutralize the traceback attempt.

number of hops(i.e. nodes) betwegnandV” on the path. For example, the distance of
bz to V is 2 in the Figure 1.

In the case of identifying the attack source node in a Do latiais reasonable
to assume the victim (i.e., destination) node has instaledppropriate intrusion de-
tection system (IDS) (e.g., Snort [19]) which can detectrttadicious intrusion in the
first place. This is a realistic assumption for intrusioredéibn based on attack packets
received by destination node. A path may become broken fdowsreasons. In this
study, we focus on the factor of node mobility. Thiek Duration between two neigh-
bor nodes on the path is defined the length of time intervahduvhich two nodes are
within each other’s transmission range.

2.2 Attack Model

We assume the adversary may compromise one or multiple rmoaketake full control
of the compromised node(s). For example, in Figure 1, theceomodeS and the in-
termediate nodés; are compromised and are both at the disposal of the advebgary
may alter the packet’s marks (if existing in the packet) apdiraceback queries. We
present more details about specific attacks when introdubia proposed schemes in
later Section 6.1.

Since a compromised node possesses a valid security daddinetinjected packets
will not be detected by its downstream nodes. However, tsxthe links are authen-
ticated, an attack source cannot impersonate any norm@igfenode. To hide itself,
it will not put its address into the packet source field, andaacif it was a data for-
warder for the packets while spoofing valid source ids. Tkecktsource may change
its location over time to hide itself.

2.3 Traceback Objectives

Ideally, a traceback procedure can identify the source oaed reconstruct the attack
pathA,,. However, this goal is difficult to achieve due to two reasons

Firstly, the source nodé& may never reveal its true identity so as to hide itself
from traceback (a.k.a., tHest-hopproblem [13]). Thus, the best a traceback scheme
can achieve is to identify the immediate downstream neiglg.,«;) of the attack
source and reconstruct the path from the victim up to it. Qncis identified, it relies
on other online or offline analysis/detection measures,(eagghbor watching [20] or
human intelligence) to identify the source node.

Secondly, compromised nodes on the attack path (g)may collude in order to
confuse the traceback process. In an extreme 6aseay manipulate all attack packets
going through it or even sacrifice itself to protéttin this study, we assume that, from
the attacker’s perspective, the exposure of any one of itsaited nodes may have the
same impact on the potential of future attacks. We calbitecessvhen the immediate
downstream neighbor of an attack source (e59.or colluding node (e.ghs) on the
attack path is identified.
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3 Traceability Analysis of Existing Schemes for MANETS

Intuitively, an IP traceback scheme is not well suited for NATs. However, no con-
crete analysis to quantify such intuition has been repdridte literature. A quanti-
fied analysis will clearly show how the current IP tracebanitqcols are susceptible
in MANETSs and it will serve as a metric for evaluating any newgosed traceback
scheme for MANETS. As such, we will first make a traceabilitabysis of existing IP
traceback schemes before presenting new schemes.

The common IP traceback schemes in the literature can bélisocategorized into
marking-basedchemes anbbgging-basedschemes. Therefore, our discussion below
will be focused on these two approaches. We ddfmeeability T as the success rate of
traceback in MANETST measures the probability that a traceback can be sucdgssful
performed before the attack forwarding path changes. Wetcalsuccess when the
immediate downstream neighbor of an attack node (8.gr,b3) is identified.

3.1 Marking-Based Schemes

In a marking-based scheme, e.g., probabilistic packet imafPPM) [9, 21], inter-
mediate nodes (probabilistically) mark the packets beorgvérded with partial path
information, which later on allows a receiver to reconstthe forwarding path given a
modest number of the marked packets.

Scheme DescriptionTake the edge sampling based PPM algorithm [9] as an example.
An IP traceback mark consists of a distance field asthet-endpair. Every intermedi-

ate node decides to either inscribe a packet (with a presbapility p), or not to mark
(with probability 1 — p). As nodes are allowed to overwrite the existing mark in the
received packet, nodes closerifowill have more chance to leave their marks in pack-
ets. Relying on the relation between the distanc® tand the distribution of received
marks, a traceback can reconstruct the attack path withr énol@ «, to V. Here we
assume that each packet carries only one mark at a time,amebties betweem, and

V are trustworthy.

Traceability Analysis for MANETs For an attack pathl ,; of lengthd, the victim can
trace to the attack source only if it receives at least onkgianarks from the immediate
neighboru, of the attack source before the path breaks up. Hence, tbeatvdity of
PPM for MANETS 7, is determined by two factorpacket ratey andpath duration
PD, given a marking probabilitp. Let X,,, denotes the number of packets that the
victim has to receive before receiving the marking fram The expected number of
packetsF (X, ) is:

E(Xu,) = 1/(p(1=p)*") (1)
If the attacker sends the packets at a constant packetyrdbten the expected time
Tnark,, by which the victim receives the marking from would be

Tma'rk:ul = E(Xul)/'y (2)

Sadagopan et al. [22] proposed a theoretical model to apate the path duration
based on the analysis of statistical extensive simulaenlts. According to [22], path
duration can be approximated by an exponential distributtben the network nodes
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move in moderate to high velocities. The exponential randariable has the following
cumulative distribution function (CDF)

—Xgdv
00

Fpo(t,d) = {1‘6 t20 @3)

0, t<0

where R denotes the radio transmission randejenotes path length;, denotes the
maximum velocity of a mobile node, ang is the proportionality constant.

Given the set of packets received By the victimV” can launch a path reconstruc-
tion procedure [21] to reconstruct the order of marks(heps) on the path. Suppose
that the reconstruction procedure is always performedectyr The farthest hop
will always be identified ifi” have received at least one mark fram Thus, we define
the traceability to identifyu; as the probability that the path duratiéhD is greater
thanT,,.qr,, - Theu,-traceability for PPM is

Tpp'rnul =1- F’PD(jj'marku1 5 d) (4)
According to Equation 2 and 3, we may derive the tracealdlljfy,, ., as

—)\01) d

R-p(1—p)it 7} ©)

The problem of marking every intermediate node in the pathteaformalized as
a Coupon Collector’s Problem with sample size as f21g 23]. Briefly, the number of
trials required to select one of eachdofoupons (i.e. hops in our case) can be estimated
asd(H(d)+ O(1)), whereH(d) =1/1+1/2+ ...+ 1/d.

Note that, in works such as [21} (d) was replaced byn(d). However, we know
that H(d) — In(d) if and only if d — oco. As the number of hopg in MANETS is

small, the replacement may cause errors. For example, wieless thare ~ 2.7148,
the value ofp(llf(% will be less thanm. Thus, we useéd (d) in our study
instead ofln(d). Because the mark of one node may be overwritten by dowmstrea
nodes in a PPM scheme, the upper bound of the number of paekgtised to collect

marks of all hops can be estimated as

Tppmaus (d,7) = exp{

E(Xpath(d)) < H(d)/(p(l - p)d_l) (6)
We derive the lower bound of path traceability,,,, pqtn(q). i-€., the probability of
reconstructing an entire path of lengthwithin the path duratio® D.

—Aov d-H(d
(‘Tppm,path(d) (d7 ’7) > exp{R K p(l _ p)d71 ) ’Y( )

} @)

Traceability Evaluation To demonstrates the limitation of PPM in MANETS, we show
the impacts of packet rate and mobility on the traceabilify,, .., andJTppm patn N
Figure 2. The parameters applied in experimentsgre: 0.59, R = 250m,v = 10 m/s

(in Figure 2(@))p = % ~ = 10 pkt/sec (in Figure 2(b)).

From Figure 2(a) and (b), one can conclude that the tradgabila PPM scheme
decreases whemnincreases. Also, the efficiency of traceability drops whe packet
rate decreases or the mobility of network increases. Fanple an attacker may con-
trol the packet rate at 1 pkt/s and launch the attack at siewershops away from the
victim to avoid traceback with PPM schemes. Sidand~ affectT,,,, reversely and
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Fig. 2. TraceabilityTppm,u,

v, R, andp are environment variables, we consider the traceabilitg Asction ofd
andv, i.e., Tppm,u, = f(d,7). Unfortunately, both the path lengthand the packet
rate~ are controlled by the adversary. The victim can basicallydihing to improve
the traceability in the PPM scheme. Therefore, the appicadf PPM traceback in
MANETS, i.e.ming y Tppm.u, (d,7), Overwhelmingly favors the attacker.

3.2 Logging-Based Schemes

In a logging-based scheme, intermediate nodes record tlseage digest of a for-
warded packet; thus, every packet leaves a trail on the pathits source to its desti-
nation. To reduce the storage overhead for keeping the gesdagests, a typical space-
efficient data structure calldgloom filtercan be used. A practical architectugsurce
Path Isolation EngingéSPIE) (also known as theash-based tracebafkas proposed
in [7], in which the SPIE-deployed routers audit the traffici@igest the invariant por-
tion of each packet for later queries. When the victim idezgifan attack, it launches
a traceback query to a traceback agent that is authorizedlltegch of the intermedi-
ate nodes. Each polled node identifies the false packebirddoking it up in its own
Bloom filter and reports the result to the agent. The tradebgent rebuilds the attack
graph with the help of the information about the network togg.

Scheme Description To conduct on-line traceback for MANETS,the victim quickly
responds to an attack by initiating a traceback processtrbeback query is expected
to rapidly propagate along the reverse attack path, hopigttcan reach the neighbor
of the attack source before the attack path breaks up. Aftaregsing the packet/,

V finds thatM is an attack packet(e.g., containing malicious code), serits out a
traceback request along the reverse path gf.

Traceability Analysis for MANETs Analogous to the PPM based scheme, the path
duration PD also controls traceability here. Thus, we consider theetvack behav-
ior from two points of view:path durationand traceback latencyln logging-based
schemes, a traceback is successful when the tracebackylasesmaller than path du-
ration PD. The traceback latency consists of the end-to-end projoe@elays plus the
victim IDS response time,.,,. Unlike in the PPM based schemes, path reconstruction
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andw; identification here are performed altogether in one rounttafeback query.
Therefore, we define thigaceability T;,, with regard to a detected attack packeds
Tiog = Pr{PD > tgv + tvs + tresp}. AS a traceback process will only be initi-
ated after the victim node receives the attack packsiccessfully, we can rewrite the
traceabilityformula as

(‘TZOQ = PT{PD > tSV +tvs + tresp|PD > tSV} (8)

As described previously? D can be modeled as an exponential random variable that is
memorylessThus, Equation 8 can be reduced to

Tiog = Pr{PD > tys + tresp} 9)

Assuming the end-to-end delay is uniformly distributed anproportional to the path
lengthd (i.e.,tsy « d andty g o d), the traceabilityT;, , will then be a function ol
andt,.s,. Based on Equation 3, we have
—Xod
Bkt te)} (10
wherek is the average delay in an intermediate node. Cledjly, decreases as the
node mobility (i.e.,v) increases. Similar to the way we treatind 7,,,,, because
andt,.,, affectsT;,, in the same trend andis an environment variable, we study the
impact oft,..s, 0N T;,4 instead.

(-Tlog(dy tresp) =1- FPD (tVS + t'resp) = eXp{

Traceability Evaluation Compared with a marking-based scheme, the logging-based
online traceback scheme is more fair. The victim node césthe response timg.),

and the attacker only controls the length of the attack ga&ccording to Equation 10,

we notice thall;,, ~\, 0 asd * co. ThusT;,, unfairly favors the adversary when the
path lengthd is unbounded. But, the longer the attack path is, the moedylike attack
packet will be lost due to the changes in topology.

3.3 Review of Factors

Basing on our analytic results on PPM and logging-basednsebeseveral factors
should be considered when designing traceback schemesANENs.

Attack Packet Rate In MANETS, the attack packet rate required to launch DoS or
DDoS attacks may be much lower [24]. Firstly, the targetedbileanode is more re-
source restricted, requiring lower attack packet rate tmast its resources (e.g., band-
width consumption attack). Secondly, to protect the atsmkce from being exposed
or from exhausting resources, the attacker may reducettiekatacket rate. Therefore,
traceback schemes in MANETS have to adapt to the cases withttack packet rates.
PPM schemes may find it difficult to receive markings framand all other nodes on
the path. In contrast, logging-based schemes are mor¢ergsie low-rate attacks.
Communication Overhead Due to the limited bandwidth in MANETS, a traceback
scheme should introduce little traffic bandwidth overhea@s to prevent the down-
grade of network services. PPM schemes generate little corwation overhead, es-
pecially when marks are stored in the packet header. Loggasgd schemes, however,
generate much more communication overhead by sendindtiekgueries and receiv-
ing responses from the network.
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Resource Cost®One assumption made in most existing traceback schemeatialth
involved nodes are willing to cooperate during the trackbay marking or logging
the packets. In MANETS, the willingness of nhodes may be &ty the cost for co-
operation in the traceback, such as the cost of bandwidthpating power, storage,
and battery power. Thus, traceback schemes should avoedsixe workload on mo-
bile nodes in order to make the scheme feasible to deploy ilNEPs. In this case,
PPM schemes usually demand comparatively lower resounsguoaption on nodes
than logging-based schemes do.
Speed of Tracebackmproving the speed of traceback will help reduce the dans@ige
DoS attacks to the network. Moreover, in MANETS, the speetlanfeback is also im-
portant to identify the attack source and locate its gedgcdpcation. For example, the
location information can be used to physically isolate onoge the attack source after
traceback . The longer time it takes by the traceback theclemsce the attacker can be
found. Unfortunately, both PPM schemes and logging-baskedmnses have drawbacks
in terms of speed. PPM schemes have to wait passively urdiigin marked attack
packets have been received. On the other hand, loggingtsasemes actively send
traceback queries to the network but have to wait until kéegienough responses.
Moreover, when the response time of the IDS in the victim igdathe attack path
could become broken when a traceback is launched.

In general, PPM schemes seem to be more adaptable thandegased schemes
because the resource consumption of nodes and networkitecaléssue in MANETS.
However, improvements are needed on existing PPM schemes.

4 Improving Traceback Efficiency With Multiple Marks

Most existing marking based schemes store marks in the paekéder [21]. Due to the
fixed size of IP header space, the amount of routing infoilrnatiat can be carried in
an IP packet is limited. For example,the single bit based BEfMmes in [25] and [26]
require a huge number of packets for a successful path reaotisn. Differently, in
MANETS, the packet format is relatively flexible, making éafsible for MANET de-
signers to allocate more space in the packet header forptauitiarks. Therefore, we
may store multiple marks within a single packet to improveéfficiency of traceback.
In untrusted MANETS, enabling multiple marks in a packeefatwo challenges.
Challenge I: How to determine the number of allowed marks in he packet?The
number of marks allowed per packet is a key factor to the bade efficiency. The
more marks allowed, the more information a packet can carputathe forwarding
path. Thus, if the number of marks is too small (e.g., singéknin [9]), both source
identification and path reconstruction will require a hugeant of packets. To another
extreme, if the number of marks is unrestricted (e.g., mest@rking approach in [27]),
the amount of payload information in a packet will be affecte
Challenge II: How to protect the integrity of marks and their ordered sequence in a
packet under the colluding attacks?A malicious intermediate node on the forwarding
path may attempt to alter the marks carried by packets, iaerdadhide the source node
and itself. Security mechanisms are needed in the markmésigrotect the integrity
of mark sequence and allow the victim node to detect the nudatipn if existing.

We will address these two challenges in the following setione by one.



AK-PPM: An Authenticated Packet Attribution Scheme for Mobile Ad Hoc Naks 9

5 K-Sized Probabilistic Packet Marking Scheme

In this section, we present a base scheme of K-sized Pradigtbi®acket Marking (K-
PPM) scheme, which improves the efficiency of packet trackebs allowing multiple
marks in a packet. The proposed K-PPM scheme can be appliedsied MANETS
where the intermediate nodes are trusted. In the next seeti® present an extended
scheme that provides protection in untrusted MANETS.

5.1 Scheme Design

K-PPM scheme consists of two phases. In the first phase, eegly in the MANET

inscribes packets it is forwarding with a predefined proligbp. Whenever source
attribution is needed (e.g., DoS attack detected), a patinstruction algorithm will be
executed at the destination node based on the marks carniedgived packets.

Marking Scheme In the proposed K-PPM scheme, every packet contains a k-size
gueue (i.e), which is managed by the First-In First-Out (FIFO) replaeat algo-
rithm. Each mark inQ consists of two node IDs. One is the ID of the current node
which is forwarding this packet (i.eqv), and the other is the ID of the node from
whom the current node receives this packet (s&r).

Initially, when a packet leaves the souiggthe queud) is empty. When the packet
arrives at an intermediate nodg on the path, the node places a mark in the packet
with a preset probability. If the node decides to mark, it will generate a new mark
containing its node 10 asrcv, and append this mark to the end@f If the queue is
full already when arriving, the first (i.e., oldest or leftatpmark in the queue will be
discarded so that a new mark can be appendeddécides to mark. On the other hand,
if u; decides not to mark the packet, it will pass the packet todtgrstream neighbor
with no modification.

Path Reconstruction With the collected marks, we first build a directed graph=

(V, E): V consists of the set of nodes whose IDs appeared in received fgther as
asdr or arcv) at the destination node; ariticonsists of edges created by two rules:
Rule One Assign a directed edgg — i if there exists a received mark within which
the sdr is nodej and thercv is nodei;

Rule Two: Assign a directed edgg — ¢ if node is the sdr of a received mark and
node; is thercv of its left adjacent mark ir). Because nodes appearing in the left
adjacent mark must be upstream nodes in the forwarding path.

In G, let I denote the set of nodes whose in-degree is 0, ard bnote the set of
sink nodes whose out-degree is 0. Suppose that all packetddd through the same
forwarding path. With a sufficient amount of received paskgte sizes of andO will
be narrowed down to 1. The only node leftiirwill be output as thédentified source
nodeand the longest path from the nodelirto the node inO will be output as the
identified forwarding path

With insufficient number of received packets, the accurdcoarce identification
and path reconstruction may be affected. First, the longatt may not traverse all
nodes inG. In this case, we utilize the distribution of received matkfer the order
of nodes. Because the marking process is probabilistic patimission of dequeue,
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nodes closer to the destination node will have more chankedp their marks in the
packets. Due to the space limit, please refer to [9] for thailbel procedure. Second,
the size off may not be one. In this casérepresents a hotspot where any one of them
has equal chance to be the real source node. Thus, extrdigaies, e.g., neighbor
monitoring [20] and physical security [28], can be conddate nodes in.

5.2 Improvement for u, ldentification

We analyze the traceability of the proposed K-PPM schembédrsame setting as in
Figure 1. LetE} (X, ) denote the expected number of packets that the victim has to
receive before receiving the mark from. In the K-PPM scheme, the mark from

will remain in the packet as long as the packet is later mabyedo more thark’ — 1
downstream nodes. If more thd@ — 1 nodes mark the packet after, the mark from

uy Will be discarded from the queue according to the FIFO polldws, the expected
number of packetsZ, (X, ), can be computed as:

1

B pZi:ol((djl)pi(l - p)d_l_i).
In Equ. 11, the value od < i < k — 1 represents the number of marks within

the packet, other than that from. We claim that the K-PPM always requires less

expected packets to receive a mark fram(i.e., Ex(X,,) < E(X,,)). The proof

: . _ _ 1 _

is as follows: Wherk = 1, we see thaty(X,,) = P> I

W = E(X,,). Thus, we show that, wheh = 1, E;(X,,) and E(X,,)

are equivalent. Wheit > 1, Y07 ((,%,)p'(1 — p)?~'~%) is always greater than

S0 (1) (1 — p)d=1—7), thus greater thap(1 — p)¢—'—*. W
Accordingly, we derive the traceabilitj, —ppm ., With respect to node, as

Ek(Xul)

11

—>\0U d
: .= 12
Rosm (ot 2
In Figure 3(a) and 3(b), we compare the K-PPM scheme with PéHdrae in terms
of u; traceability. The default setting in these two figures &e= 0.59, R = 250m
JK =4, p = 0.50 =10 m/s(in Figure 3(a))y = 10 pkt/sec(in Figure 3(b)). Clearly,

the K-PPM scheme can greatly improve the traceability imalbility and attack packet
rate settings.
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5.3 Improvement for Path Reconstruction

We formulate the path reconstruction problem in K-PPM sahe® aCoupon Col-
lector's Problem with random sample sig29, 30]. In our case, the sample size is a
random integer value between 0 and the size of queue/i.eFollowing the approx-
imation equation given in [30], we present the approxintath expected number of
packets required to reconstruct a path witimtermediate nodes as:

Bu(Xpaon,) ~ Yo SOl A Pr{L >} Y 1/(d—j+ 1)
T Sy A Pr{L >} SE01/(d— i) Pri{L > i}]2

In the above Equation 13, represents the number of marks carried by a packet and
Pr{L > i} represents the probability thatis greater than a valug In our caseL
is restricted byK andd, the length of path. This approximation is accurate wheis
small with respect ta according to [29]. Thus, the value &fr{L > i} for0 <: < d
can be computed by:

(13)

— whend < K,
o ifi>d Pr{L >i}=0; v
o if i <d, Pr{L > z} =1- Z;;OPT{L =jh
e Pr{L=1i}= (})p'(1—p)**for0 <i<d
— whend > K
o ifi> K, Pr{L >i}=0; _
o ifi<K Pr{l>i}=1-3 ,Pr{L =}
o Pr{lL =i} = ())p'(1-p)* " for0<i< K;Pr{L=K}=1-Y 1 ' Pr{L =
ik

In Figure 4(a) and 4(b), we present an example of comparistmnpa= 0.5, k = 4,
Ao = 0.59, R = 250m ,v = 10 m/s(in Figure 4(a))y = 10 pkt/sec(in Figure 4(b)).
Through the comparison, we show that, the proposed K-PPNbi® mesistent to the
increase of mobility and the decrease of packet rate, thisimidre suitable to be applied
in MANETSs than PPM scheme.

Moreover, by examining the Equations ( 12) and ( 13), thesthiity of a K-PPM
scheme decreases whémcreases. Also, the efficiency of traceability drops when t
packet rate decreases or the mobility of network increaseily, the destination node
canincreas& to improve the traceability in the K-PPM scheme. Thereftire K-PPM
scheme is a more fair scheme compared with a PPM scheme, éh tih theu; iden-
tification and path reconstruction can be describeads; , maxx Ti—ppm (d, 7, K).

5.4 Parameter Selections

Of all parameters/ andp are defined by the network administratéf. is decided
according to the tradeoff between traceback efficiency &edead. The impact gfon
traceability varies, depending on the path lengthp.ifftoo small, not enough marks can
be collected at the victim. If it is too big, marks from nodésser to the attack source
are likely to be dequeued. In both cases, the traceabilityb@ilow. To maximize the
usage of allocated space while avoiding too few markings,recommended thatbe
set according to equatidid = p * d.s¢, Whered,.s; denotes the estimated path length in
a specific MANET. Detailed evaluations are presented iniGeat
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6 AK-PPM Scheme

In this section, we present an extended scheme, named AK{R&NEnticated K-sized
Probabilistic Packet Marking), to perform the tracebacthwhe same efficiency as the
proposed base scheme in untrusted MANET environments.

We first introduce the possible attacks toward the K-PPM mehehen present the
detailed design of AK-PPM scheme, and finally analyze itsisgc

6.1 Possible Attacks

The integrity of mark sequence in packets is crucial to threeotness of source attribu-
tion. Therefore, in AK-PPM, we focus on colluding attackattbould be launched by a
malicious intermediate node on the forwarding path at ttemgitity of mark sequence in
a packet. The purpose of these attacks is to conceal theowgaksnode of a forwarding
path. A colluding node succeeds if it can launch the attatkawit being noticed by the
verifier atV.

Specifically, we consider the following possible attacky:No-Mark Attacks: the
colluding node may remove all marks @ (2) Mark Altering Attacks: the colluding
node may modify the marks; (3) Mark Re-ordering Attacks: ¢buding node may
re-order the existing marks i}; (4) Mark Insertion Attacks: the colluding node may
insert at least one faked mark@n (5) Mark Deletion Attacks: the colluding node may
arbitrary drop marks ii); (6) Prefix Removal Attack: the colluding node may dequeue
marks from the head of) when @ is not full, dequeue one or many marks without
adding its mark, or dequeue multiple marks while only addisgwn mark. (7) Suffix
Removal Attack: the colluding node may remove one or manykmfom the tail of
Q. (8) Jamming Attack: the colluding node(s) may jghby faked or legitimate marks
(when the attack has control of multiple nodes in the netjvork

6.2 Scheme Objectives

The objective of AK-PPM scheme is to detect those attacksdardify either the real
source node or the colluding node. Note that simply compuisingle MAC over the
entire packet (e.g., as in the nested marking scheme [2@} dot solve the attacks in
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our case, because of the dequeue operation in the K-PPM scliziefly, if a mark is
dequeued, all MACs including this dequeued mark will not eefiable by the receiver.

Therefore, the AK-PPM scheme extends the base scheme loglicing a new
chained authentication mechanism to protect the integfithe mark sequence within
a packet from being manipulated by colluding nodes in a fotwg path. Through
security analysis in the end of this section, we prove thalvigsysasymptotically one-
hop precisethat is, given enough attack packets, it can always traegther an attack
(i.e., source or colluding) node, or the one-hop neighbodaf an attack node.

6.3 Revised Mark Design

In AK-PPM, an intermediate node will still mark the packetthwthe probabilityp.
However, the mark format will be different. In Figure 5, wepkin the details of AK-
PPM with K = 2. Initially, S sends out a messagé towards the destination with a
random variabld” = Fj. Let H;, be a MAC function. If an intermediate nodg, whose
previous hop is:;, decides to inscribe the packet, it will update the valu¢'of F @
Hy, (M]u;), herek; is the pairwise key shared betweenandV. Note that a node can
easily compute its pairwise key shared with another nodengdach other’s id [15-17].
The MAC of M |u; serves as its “footprint” and we will see in the verificatidrage how

it helps detect the marks i from being removed starting from the end. It also inserts
its own markmark; in the queueR. In its mark,u; includes its id and its previous
hopu;, the position/; (1 < I; < K, starting from the leftmost) of its mark i@} after
adding its mark, a MAQH},, (mark;) over the previous markark; in Q@ (or a MAC of
M if no previous mark exists), and a second MAG, (M | F'|u; |u;| ;| Hy, (mark;)).
The newmark; will be appended at the end ¢f. Note that here the first MAC in the
mark provides an authenticated link to the previous mark; @sult, all the marks in a
packet are protected in a chained structure. Removing astirexmark in the middle
of @ will cause the chain to be broken and hence detected.isfalready full, its first
mark will be dequeued. If the nodg decides not to inscribe the packet, it will simply
forward the received packet to the downstream neighbor nitheut any change.

Attack Marking operations The change of packet content
Path at each node (K=2)
S u =
Pkty =M | Fy FotHj (Muy)
ith ): L mark, !
", Uy —> (WI p)' E:>‘ /\/[‘F‘ Sy |]] ‘ Hy (M) |Hkl(MI]7|(S,V1)I]lLHkl(1‘4)j
pkty =M | F | mark,

u; —> us (with 1-p) :

I1

u;

(Exactly the same as pkt,)

[)klz = [)k/ 1
FOHoMus) mark
uz — ugy (with p): ] [ |
“ 3 Pk;3(:M\%)\mark1 imarks | M|Fimark | Hia(mark) Q0P (o i (mark)
FO Hiy(Mlug)
uy —> V (with p): e —— marky
Uy o[ M[Fmarksfus ud LJHa(marks)HuMF\ s, u Ll Hu(marks))

Pkt =M |F |marks |mark,

[1

vV V receives :  pkty

Fig. 5. An example of marking procedure
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6.4 Mark Verification

As forwarding nodes in MANETS cannot be assumed as trustedhave to verify the
integrity of marks carried in received packets before usiirggn in traceback. For each
received packet, the destinatibhverifies the marks iid) in a backward order starting
from the end of@. Given a markmark; whose marker is; and the previous hop is
u; (shown in the beginning of the marky, first identifies its pairwise ke¥; shared
with u;. With k;, it computes the valu@/ AC, = Hy, (M|F|uj|u;|I;| M AC}) where
M AC} is the first MAC inmark;, and then compard/ AC,. with the second MAC
in mark;. If the two MAC values are the same, we know the matkrk; has not
been tampered. Thus, we can use its first MAC to verify whettieetink between the
current markmark; and the left adjacent mankark; is authenticated. Specifically,
we compute the value df, (mark;) and compare it with the first MAC imark;. If
the results match, it meamsark; was the last mark i) whenwu; was adding its own
markmark; at the time of packet forwarding.

If the markmark; itself is not tampered, we continue to check if there exisgdl
enqueue/dequeue operationgjrusing the position variablé;. As mentioned in the
marking phase, according to our policy a node is allowed tudae the first mark of
Q if and only if Q is already full when it tries to insert its own mark at the erd o
Q. Thus, if@Q in the received packet is not full, the position of each madqtained
in each mark, should be exactly the same as its current positiQ. If Q is full, the
position value in the last mark must b&. As a result, a valid position sequentg }
will be either K or fewer consecutive items from the ligt, 2, ..., K, K} depending on
whether@ is full or not. If an inconsistency is detected, there musstme violation
of the enqueue/dequeue policy (e.g., dequeue marks @hismot full) in the stored
marks. For example, wheR = 3, it could be{1,2} (when the queue is not full),
{1,2, 3} (when the queue is full but no dequeue happeng}, 3} or {3, 3,3} (when
dequeue happened). On the other hdrxd3} is not legitimate because it indicates a
malicious node in the path removed the first mark without aglés own one.

At last, we verify the value of", which is used to prevent a malicious intermediate
node from removing marks from the end@fwithout being detected. During the mark-
ing process, every nodg inscribing the packet has updatédwith its “footprint”, i.e.
Hy,(M]u;). SinceF is part of input to the second MAC in the last mark, if the mark
is not tamperedF’ will be authenticated. We will then computé= F & Hy, (M |u;),
which should be thé" used in the calculation of the second MAC in the left adjacent
mark. Iteratively, we can derive the value Bfused in the construction of each mark
in @ in the reverse order. This is possible becagsis symmetric. If an intermediate
malicious node removed the last markinit will also need to updaté’ correctly. Oth-
erwise none of the marks can be verified. This will requirerttadicious node to know
the secret key shared between the previous marker and ttieadiem node to compute
the “footprint” correctly.

6.5 Security Analysis

Mark Integrity Assurance We prove that the compromise of integrity@fwill always
be detected in the proposé&tk-PPM scheme.

Claim 1: Dropping marks from the end @ will be detectedProof: Every node in-
scribing the packet updatds with its “footprint”. If an intermediate malicious node
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removes marks from the end @, the inconsistency on valug will be detected in
mark verification.

Claim 2: Dropping marks from the beginning &f will always be detected.

Proof: The position variabld; in a mark shows the status ¢f when this mark is
enqueued. As mentioned in mark verification, inconsisteraty be detected of if
illegal dequeue operations were done by an intermediatieimas node.

Claim 3: Any enqueue/dequeue operation that violates the enquesegde policy will
be detected.

Proof: The same as the proof of the previous claim.

Claim 4: Removing or inserting marks in the middle @fwill be detected.

Proof: The first MAC in every mark withinQ provides an authenticated link to its
previous mark. Consider a markark; and its previous markeark; in Q. If an in-
termediate malicious node deletesirk; or adds a new mark aftenark;, it will be
detected bynark; in mark verification.

Traceback Capacity Analysis We prove thalAK-PPM is always asymptotically one-
hop precise no matter whether the attack path is trusted tusted

Definition 1 (Trusted Attack Path): an attack path is trusted if all intermediate nodes
in this attack path between attack souftand destinatiory” are legitimate nodes.
Definition 2 (Untrusted Attack Path): an attack path is untrusted if there exist at least
one colluding node in the attack path.

Definition 3 (One-hop precise) A traceback scheme @e-hop precisd it can always
trace to either an attack node (i.e., the attack source oltwdomy node in the path), or
the one-hop neighborhood of an attack node.

Definition 4 (Asymptotically One-hop precise) A traceback scheme @&symptotically
one-hop precisé it can always achieve one-hop precision when enoughlafiackets
are received at destination notle

Theorem 1The AK-PPM scheme is asymptotically one-hop precise ifttiaelapath is
trusted

Proof: First of all, in AK-PPM, the destination nodé is able to receive marks from
every node in the trusted path when enough attack packets@eived, because every
intermediate node in the attack path will inscribe the paekiéh the probabilityp.
Further, the enqueue/dequeue operation allows the nodssrdioV” to inscribe the
packet event whe@ is full.

Secondly, we prove that AK-PPM is asymptotically conse@lyi traceable. Con-
sider two consecutive legitimate forwarding nodgsandu;. As we have just proved,
V is able to receive marks from botly andu;. WhenK > 2, V will be able to re-
ceive packets which carry marks from bathandw;. As both nodes are neighbors in
the path, their marks must be neighboring with the same and@r With the chained
structure, an authenticated link fram to u; can be verified. Therefore, if we can trace
to u;, we can trace ta; as well.

In [27], the author has proven that a scheme can achieve am@iecision if and
only ifitis consecutively traceable. Therefore, the praghAK-PPM scheme is asymp-
totically one-hop precise.

Theorem 2AK-PPM is asymptotically one-hop precise if there existg one colluding
node in the attack path.

Proof: Let b denote the colluding node. For packets passing thréugiwill have two
choices: either tamper the existing markjiin order to hideS from traceback, or not
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tamper the marks. 1§ decides to tamper the marks, according to Theorem 1, we can
trace tob because the sub-path betweéeandV is a trusted path. I6 decides not to
tamper the marksS will be traced. In either case, an attack node is identifiedivae
achieve our goal.

Theorem 3 AK-PPM is asymptotically one-hop precise if there existeniran one
colluding node in the attack path

Proof: If all colluding nodes do not tamper the marks within paskstwill be traced.
Otherwise, leb denote the colluding node closestifowhich tampers the marks within
packets it forwarded. As we have shown in Theorem 2, we wilable to trace tad.
Again, in either case, an attack node is identified and weesehour goal.

Corollary 1 AK-PPM is always asymptotically one-hop precise.

Proof: With Theorem 1, 2, and 3, we come to the Corollary 1 that, AKVPis always
asymptotically one-hop precise.

6.6 Parameter Selections

The proposed AK-PPM requirds x Size(Mark) + Size(F) of extra space in every
packet. Each mark consists of two node IDs, a position ingetou<, and two MAC
values, so its size i8|1D| + |log,(K) ] + 2|H()|. The MAC value can be generated
by a secure one-way hash function. The detailed settingdemieled by the network
administrator. Suppose that = 3, |[ID| = 8 bits,|H ()| = 16 bits, | F'| = 16 bits. The
per-packet overhead of AK-PPM {86 + 3 % (16 + 2 + 32)) = 166 bits = 21 Bytes.
Suppose that we do not change the IP header and store all méhis the packet
payload. For a packet of size 512 bytes, the overhead raf.idd further lower the
marking overhead, we may make a tradeoff between securityparformance. For
example, we may reduce the size of the MACs contained in thr&svia one byte. In
the previous example, it will give us the per packet overhafath bytes. Because the
number of attack packets is not big in an MANET, a one-byte M&Qld be sufficient
to filter out forged packets.

6.7 Anonymous ID

In the AK-PPM scheme, an intermediate node will include iglan ID in generated
marks. If the included node ID is in plaintext, the colludingde on the path may se-
lectively drop only packets which contain marks generatgdddes close t& (i.e.,
selective dropping attagkSo that the later traceback will end at an upstream node of
the colluding node that is far frot$i. To avoid other nodes knowing who have inscribed
the packet, an intermediate node may include an anonymoirsstBad of its real ID

in plaintext. Depending on the initiator of traceback, tlesign of anonymous ID can
be different. If the traceback will be launched by the netnatiministrator, the inter-
mediate node may use a pseudo ID that is verifiable by the meteministrator only.

If the traceback will be launched By and the intermediate node shares a paired key
with V', we may use the paired key to encrypt the node ID and use thgpted ID

in the mark. Further, we may add randomness in the anonynib(s.4j., by applying
Counter-Mode Encryptigrto prevent attackers from mapping the anonymous IDs with
their real ID/nodes by observing the packet traffic.



AK-PPM: An Authenticated Packet Attribution Scheme for Mobile Ad Hoc Naks 17

7 Simulation and Evaluation

We use simulations to show (1) how to select proper valuepdoameterds andp,
and (2) the improvement of traceability by the proposed ARvPscheme.

7.1 Simulation Settings

Our simulations are based on the GlomoSim 2.03 simulatojoM@mulation param-
eters are listed below: physical link bandwidth (2 Mbpsansmission rangeR =
250m), number of nodes (100), territor$00m x 3000m), MAC layer protocol (IEEE
802.11). The AK-PPM scheme is implemented in the networkdaln the network
layer, we apply the DSR routing protocol.

In the simulation, we randomly chose two nodes as the attagice and the des-
tination node, respectively. The attack node sends patkeébe destination node in a
constant rate (i.ex). «y is chosen from 1, 5, and 10 pkt/sec to simulate differenthtta
intensities. An intermediate node follows the marking pplproposed in the AK-PPM
scheme with probability chosen in the range of 0.05 and 1.0. In additifihis cho-
sen from 1 to 5. We evaluate the performance of the AK-PPMogmtwhile changing
these three parameters. By defatilt: 10pkts/s,p = 0.5, andK = 4. For each param-
eter setting, we ran the simulation for at least 20 timeshEamulation run lasts two
hours in simulation time. Every node moves in the random watpnobility model at
a speed uniformly distributed between 0 anad/G.

7.2 Simulation Results

Figure 6 shows the simulation results for traceability afhb&ource and path.
Parameter p: As shown in Figure 6(a) and (b), increasingloes not necessarily im-
prove the traceability. The curves can be divided into twagpaVhend < K = 4,
because no mark overwriting happens, a laggeill certainly improve the traceability.
However, whenl > K, the traceability will also be affected by possible mark kgt
ing operations. In this case, whens large, the probability that marks af and other
nodes far froml” are overwritten will be high. For example, we see a swift dorade

of traceability wherp = 0.9 in both figures.

Parameter K: the size of queu& represents the space in a packet reserved for source
attribution. In Figure 6(c) and (d} is set as 0.5 and we show the impactfofto the
traceability in the proposed AK-PPM scheme. WHen= 1, the AK-PPM scheme is
the same as the PPM scheme. From these two figures, we caraséecteasing’
will obviously improve traceability, especially for soeradentification. However, the
improvement is not significant when tlés small. In summary, to maximize the usage
of allocated space while avoiding insufficient markingsitécommended thatand K

be set according to equatidt = p*d.s;, Whered,.,; denotes the estimated path length
in a specific MANET.

Low Packet Rate~: the packet rate; will be small in cases, such as low rate DoS
attacks [24], In Figure 6(e) and (f), we show the impact of dttack packet rate on
traceability whenkK = 4 andp = 0.5. For comparison, we also show the simulation
result of PPM scheme on the same traces. As we can see, cahtp#ine PPM scheme,
the downgrade of traceability for AK-PPM is less significameaning that the AK-
PPM scheme is more resistent to low-rate attacks.
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8 Related Work

About traceback schemes in MANETS, Thing and Lee [12] cotetlsimulation stud-
ies to investigate the feasibility of applying SPIE, PPM{] &ifrace protocols in MANETS.
However, no quantitative study about node mobility is pnése and the factor of mo-
bility is considered by simulations. Zarai et al. [31] andrket al. [32] proposed cluster-
based traceback schemes only for MANETSs with trusted nd€ies.and Helmy [14]
proposed a traceback scheme in MANETS, nari&idAT. Their scheme utilizes the
small world model and sends the attack traffic signature ighter nodes of a victim
which observe similar attack traffic. The major drawback 85 is the large amount
of communication cost during the traceback. Huang and L8gf[fst introduced the
concept of hotspot-based traceback and proposed traceblaekies to reconstruct the
attack path in MANETS. Again, the communication overheath@énetwork in the ma-
jor drawback. Recently, Hsu et al. [33] proposed a hotsjpsed traceback protocol
for MANETS, which divides a forwarding path dynamicallyamnultiple smaller inter-
weaving fragments. Unlike previous traceback schemegroposedK-PPMscheme
is much light-weighted and is secure in untrusted MANETpldtes little computation
workload to the intermediate nodes. Once an attack is ifiettino additional query is
required to reconstruct the attack path.

In addition, [34] and [27] adopt multiple marks but neithaekes mobility into con-
sideration. In [34], the authors proposed a router stampdhgme for wired networks,
and discussed the tradeoff between the number of marksedlinva packet and the
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performance of identifying the; node on the path. However, all intermediate nodes on
the attack path are assumed trusted and no security mechaais presented to protect
marks. Also, path reconstruction was not discussed in tlikwn [27], the authors
proposed a Probabilistic Nested Marking approach for track in sensor networks,
which protects the integrity of multiple marks stored in fpats using cryptographic
techniques. However, the number of marks in the proposezhselis unrestricted, mak-
ing it difficult to packet format design. When the path is lotheg large amount of marks
will take too much space in the packet. Also, there existsvaifiathe proposed nested
marking scheme which could allow a colluding node in the pattemove the marks in
the end without being detected. We propose a new authesdi¢asized Probabilistic
Packet Marking (AK-PPM) scheme, which improves the efficieaf traceback in the
untrusted MANET environment.

9 Conclusion

In this paper, we made the first effort to quantitatively gnalthe impacts of node mo-
bility, attack packet rate, and path length on the tracéglof well-known IP traceback
schemes. We then presented an K-PPM and an AK-PPM schemaufaesattribution
in trusted and untrusted MANET environments, respectivEhe proposed schemes
can improve the efficiency of source identification and fadirsg path reconstruction.
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