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Abstract. Packet traceback in mobile ad hoc networks (MANETs) is a technique
for identifying the source and intermediaries of a packet forwarding path. While
many IP traceback techniques have been introduced for packet attribution in the
Internet, they are not directly applicable in MANETs due to unique challenges of
MANET environments.
In this work, we make the first effort to quantitatively analyze the impacts of
node mobility, attack packet rate, and path length on the traceability of two types
of well-known IP traceback schemes: probabilistic packet marking (PPM) and
hash-based logging. We then present the design of an authenticated K-sized Prob-
abilistic Packet Marking (AK-PPM) scheme, which not only improves the ef-
fectiveness of source traceback in the MANET environment, but also provides
authentication for forwarding paths. We prove that AK-PPM can achieveasymp-
totically one-hop precise, and present the performance measurement of AK-PPM
in MANETs with both analytical models and simulations.

Keywords: Traceback; MANET, Probabilistic Packet Marking; Packet Source
Identification; Path Reconstruction;

1 Introduction

Packet attribution includes identifying the source node ofpackets as well as the for-
warding path from the source to the destination during the communication [1, 2]. Both
source and path information can help the defender to identify the attack source and
locate its geographic location in many mobile ad hoc networks (MANETs) applica-
tions, such as defending Denial-of-Service (DoS) attacks [3] and false data injection
attacks [4]. In business applications, packet attributioncan be used in a positive way to
provide the trustworthiness (or credibility) of data received by a destination node (e.g.,
data sink node). Data credibility is not just about who reports the data, but also the path
the data comes from [5].

Many IP traceback protocols have been proposed for the Internet [6–8]. Among
these, two types of IP traceback schemes dominate the literature: probabilistic packet
marking (PPM) [8, 9] and hash-based logging [7, 10]. However, these IP traceback
techniques are not directly applicable in MANETs due to several unique challenges
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in MANETs. First, packet forwarding paths in MANETs are easyto change due to
node mobility [11], which causes the difficulty in reconstructing the attack path from a
victim back to the attack source. Second, unlike the fixed routers in the Internet which
are often assumed trusted, forwarding nodes in MANETs cannot be assumed as trusted,
and compromised nodes may collude to confuse the traceback techniques. Moreover,
because both the scale of a MANET and its data traffic rate are much smaller than that
of the high-speed Internet, traceback in MANETs must be moreefficient. So far, very
little research has been done on traceback in MANETs [12–14].

In this paper, we make the first effort to quantitatively analyze the impact of node
mobility on the performance of two representative traceback schemes (i.e. PPM and
logging schemes). We formulate the impact of network parameters (e.g., the length
of an attack path, the victim response time, and the mobility) on the traceability of
these schemes in MANETs. Our analytical results show that (i) the traceability of both
schemes decreases as node mobility increases; (ii) a PPM scheme is vulnerable to low-
rate attacks, while a logging scheme performs poorly when a victim has a relatively
high intrusion response time.

Further, we propose a new authenticated K-sized Probabilistic Packet Marking (AK-
PPM) Scheme, which considers the efficiency and security requirements of traceback in
the MANET environment. Our AK-PPM scheme stores multiple (up toK) marks within
a single packet; thus, with the same number of packets received by a victim, more infor-
mation about the forwarding path can be collected. Also, theAK-PPM scheme includes
chained authentication mechanisms to protect the integrity of the mark sequence within
a packet from being manipulated by colluding nodes in a forwarding path. We prove that
is alwaysasymptotically one-hop precise; that is, given enough attack packets, it can al-
ways trace to either an attack node, or the one-hop neighborhood of an attack node.
We use analytical models and simulations to measure the performance of AK-PPM in
MANETs of different settings.

2 Preliminaries

2.1 Network Model and Security Assumptions

In a MANET, nodes form a network on-the-fly and forward packets for one another.
Nodes can establish trust through either a PKI, a Trusted Third Party (TTP), or pre-
distributed shared keys. Further, any two nodes in the network, as long as knowing
each other’s id, can efficiently establish a pairwise key based on one of the existing
schemes [15–17]. The key used in the message authenticationcode (MAC) generation
at an intermediate node is its pairwise key share with the victim node. Therefore, mali-
cious nodes cannot impersonate any benign node to the victimnode. The link between
two neighboring nodes is authenticated. During data forwarding, every packet is authen-
ticated in a hop-by-hop fashion [18] with the pairwise key shared between neighboring
nodes; thus, a malicious node cannot impersonate any good node and invalid packets
are dropped right away. Such settings exist in many militaryMANET applications.

Without loss of generality, consider a forwarding pathAM of packetM in Figure 1.
For a nodeui located on a forwarding path between the sourceS and the destination
V , a nodeuj is called itsupstreamnode ifuj is closer toS thanui is. Similarly,uj is a
downstreamnode ofui if uj is closer toV . The distance ofui from V on a path is the
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Fig. 1. An attack pathAM of packetM where nodeS and nodeb3 are the compromised nodes.
S injects bogus packets, andb3 conspires to neutralize the traceback attempt.

number of hops(i.e. nodes) betweenui andV on the path. For example, the distance of
b3 to V is 2 in the Figure 1.

In the case of identifying the attack source node in a DoS attack, it is reasonable
to assume the victim (i.e., destination) node has installedan appropriate intrusion de-
tection system (IDS) (e.g., Snort [19]) which can detect themalicious intrusion in the
first place. This is a realistic assumption for intrusion detection based on attack packets
received by destination node. A path may become broken for various reasons. In this
study, we focus on the factor of node mobility. TheLink Durationbetween two neigh-
bor nodes on the path is defined the length of time interval during which two nodes are
within each other’s transmission range.

2.2 Attack Model

We assume the adversary may compromise one or multiple nodesand take full control
of the compromised node(s). For example, in Figure 1, the source nodeS and the in-
termediate nodeb3 are compromised and are both at the disposal of the adversary. b3
may alter the packet’s marks (if existing in the packet) or drop traceback queries. We
present more details about specific attacks when introducing the proposed schemes in
later Section 6.1.

Since a compromised node possesses a valid security credential, the injected packets
will not be detected by its downstream nodes. However, because the links are authen-
ticated, an attack source cannot impersonate any normal (benign) node. To hide itself,
it will not put its address into the packet source field, and act as if it was a data for-
warder for the packets while spoofing valid source ids. The attack source may change
its location over time to hide itself.

2.3 Traceback Objectives

Ideally, a traceback procedure can identify the source nodeS and reconstruct the attack
pathAM . However, this goal is difficult to achieve due to two reasons.

Firstly, the source nodeS may never reveal its true identity so as to hide itself
from traceback (a.k.a., thefirst-hopproblem [13]). Thus, the best a traceback scheme
can achieve is to identify the immediate downstream neighbor (e.g.,u1) of the attack
source and reconstruct the path from the victim up to it. Onceu1 is identified, it relies
on other online or offline analysis/detection measures (e.g., neighbor watching [20] or
human intelligence) to identify the source node.

Secondly, compromised nodes on the attack path (e.g.,b3) may collude in order to
confuse the traceback process. In an extreme case,b3 may manipulate all attack packets
going through it or even sacrifice itself to protectS. In this study, we assume that, from
the attacker’s perspective, the exposure of any one of its controlled nodes may have the
same impact on the potential of future attacks. We call it asuccesswhen the immediate
downstream neighbor of an attack source (e.g.,S) or colluding node (e.g.,b3) on the
attack path is identified.



4 Zhi Xu, Hungyuan Hsu, Xin Chen, Sencun Zhu, and Ali R. Hurson

3 Traceability Analysis of Existing Schemes for MANETs

Intuitively, an IP traceback scheme is not well suited for MANETs. However, no con-
crete analysis to quantify such intuition has been reportedin the literature. A quanti-
fied analysis will clearly show how the current IP traceback protocols are susceptible
in MANETs and it will serve as a metric for evaluating any new proposed traceback
scheme for MANETs. As such, we will first make a traceability analysis of existing IP
traceback schemes before presenting new schemes.

The common IP traceback schemes in the literature can be roughly categorized into
marking-basedschemes andlogging-basedschemes. Therefore, our discussion below
will be focused on these two approaches. We definetraceabilityT as the success rate of
traceback in MANETs.T measures the probability that a traceback can be successfully
performed before the attack forwarding path changes. We call it a success when the
immediate downstream neighbor of an attack node (e.g.,S or b3) is identified.

3.1 Marking-Based Schemes

In a marking-based scheme, e.g., probabilistic packet marking (PPM) [9, 21], inter-
mediate nodes (probabilistically) mark the packets being forwarded with partial path
information, which later on allows a receiver to reconstruct the forwarding path given a
modest number of the marked packets.

Scheme DescriptionTake the edge sampling based PPM algorithm [9] as an example.
An IP traceback mark consists of a distance field and astart-endpair. Every intermedi-
ate node decides to either inscribe a packet (with a preset probabilityp), or not to mark
(with probability 1 − p). As nodes are allowed to overwrite the existing mark in the
received packet, nodes closer toV will have more chance to leave their marks in pack-
ets. Relying on the relation between the distance toV and the distribution of received
marks, a traceback can reconstruct the attack path with order from u1 to V . Here we
assume that each packet carries only one mark at a time,and the nodes betweenu1 and
V are trustworthy.

Traceability Analysis for MANETs For an attack pathAM of lengthd, the victim can
trace to the attack source only if it receives at least one packet marks from the immediate
neighboru1 of the attack source before the path breaks up. Hence, the traceability of
PPM for MANETs ,Tppm, is determined by two factors:packet rateγ andpath duration
PD, given a marking probabilityp. Let Xu1

denotes the number of packets that the
victim has to receive before receiving the marking fromu1. The expected number of
packetsE(Xu1

) is:
E(Xu1

) = 1/(p(1− p)d−1) (1)

If the attacker sends the packets at a constant packet rateγ, then the expected time
Tmarku1

by which the victim receives the marking fromu1 would be

Tmarku1
= E(Xu1

)/γ. (2)

Sadagopan et al. [22] proposed a theoretical model to approximate the path duration
based on the analysis of statistical extensive simulation results. According to [22], path
duration can be approximated by an exponential distribution when the network nodes
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move in moderate to high velocities. The exponential randomvariable has the following
cumulative distribution function (CDF)

FPD(t, d) =

{

1− e
−λ0dv

R
t, t ≥ 0

0, t < 0
(3)

whereR denotes the radio transmission range,d denotes path length,v denotes the
maximum velocity of a mobile node, andλ0 is the proportionality constant.

Given the set of packets received byV , the victimV can launch a path reconstruc-
tion procedure [21] to reconstruct the order of marks(i.e.,hops) on the path. Suppose
that the reconstruction procedure is always performed correctly. The farthest hopu1

will always be identified ifV have received at least one mark fromu1. Thus, we define
the traceability to identifyu1 as the probability that the path durationPD is greater
thanTmarku1

. Theu1-traceability for PPM is

Tppmu1
= 1− FPD(Tmarku1

, d) (4)

According to Equation 2 and 3, we may derive the traceabilityTppm,u1
as

Tppm,u1
(d, γ) = exp{

−λ0v

R · p(1− p)d−1
·
d

γ
} (5)

The problem of marking every intermediate node in the path can be formalized as
a Coupon Collector’s Problem with sample size as one[21, 23]. Briefly, the number of
trials required to select one of each ofd coupons (i.e. hops in our case) can be estimated
asd(H(d) +O(1)), whereH(d) = 1/1 + 1/2 + ...+ 1/d.

Note that, in works such as [21],H(d) was replaced byln(d). However, we know
thatH(d) → ln(d) if and only if d → ∞. As the number of hopsd in MANETs is
small, the replacement may cause errors. For example, whend is less thane ≈ 2.7148,
the value of ln(d)

p(1−p)d−1 will be less than 1
p(1−p)d−1 . Thus, we useH(d) in our study

instead ofln(d). Because the mark of one node may be overwritten by downstream
nodes in a PPM scheme, the upper bound of the number of packetsrequired to collect
marks of all hops can be estimated as

E(Xpath(d)) < H(d)/(p(1− p)d−1) (6)

We derive the lower bound of path traceabilityTppm,path(d), i.e., the probability of
reconstructing an entire path of lengthd within the path durationPD.

Tppm,path(d)(d, γ) > exp{
−λ0v

R · p(1− p)d−1
·
d ·H(d)

γ
} (7)

Traceability Evaluation To demonstrates the limitation of PPM in MANETs, we show
the impacts of packet rate and mobility on the traceabilityTppm,u1

andTppm,path in
Figure 2. The parameters applied in experiments are:λ0 = 0.59, R = 250m,v = 10 m/s
(in Figure 2(a)),p = 1

20 , γ = 10 pkt/sec (in Figure 2(b)).
From Figure 2(a) and (b), one can conclude that the traceability of a PPM scheme

decreases whend increases. Also, the efficiency of traceability drops when the packet
rate decreases or the mobility of network increases. For example, an attacker may con-
trol the packet rate at 1 pkt/s and launch the attack at six or seven hops away from the
victim to avoid traceback with PPM schemes. Sinced andγ affectTppm reversely and
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Fig. 2. TraceabilityTppm,u1

v, R, andp are environment variables, we consider the traceability asa function ofd
andγ, i.e.,Tppm,u1

= f(d, γ). Unfortunately, both the path lengthd and the packet
rateγ are controlled by the adversary. The victim can basically donothing to improve
the traceability in the PPM scheme. Therefore, the application of PPM traceback in
MANETs, i.e.mind,γ Tppm,u1

(d, γ), overwhelmingly favors the attacker.

3.2 Logging-Based Schemes

In a logging-based scheme, intermediate nodes record the message digest of a for-
warded packet; thus, every packet leaves a trail on the path from its source to its desti-
nation. To reduce the storage overhead for keeping the message digests, a typical space-
efficient data structure calledBloom filtercan be used. A practical architecture,Source
Path Isolation Engine(SPIE) (also known as thehash-based traceback) was proposed
in [7], in which the SPIE-deployed routers audit the traffic and digest the invariant por-
tion of each packet for later queries. When the victim identifies an attack, it launches
a traceback query to a traceback agent that is authorized to poll each of the intermedi-
ate nodes. Each polled node identifies the false packet trailby looking it up in its own
Bloom filter and reports the result to the agent. The traceback agent rebuilds the attack
graph with the help of the information about the network topology.

Scheme Description To conduct on-line traceback for MANETs,the victim quickly
responds to an attack by initiating a traceback process. Thetraceback query is expected
to rapidly propagate along the reverse attack path, hoping that it can reach the neighbor
of the attack source before the attack path breaks up. After processing the packetM ,
V finds thatM is an attack packet(e.g., containing malicious code), so itsends out a
traceback request along the reverse path ofAM .

Traceability Analysis for MANETs Analogous to the PPM based scheme, the path
durationPD also controls traceability here. Thus, we consider the traceback behav-
ior from two points of view:path durationand traceback latency. In logging-based
schemes, a traceback is successful when the traceback latency is smaller than path du-
rationPD. The traceback latency consists of the end-to-end propagation delays plus the
victim IDS response timetresp. Unlike in the PPM based schemes, path reconstruction
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andu1 identification here are performed altogether in one round oftraceback query.
Therefore, we define thetraceabilityTlog with regard to a detected attack packetx as
Tlog = Pr{PD > tSV + tV S + tresp}. As a traceback process will only be initi-
ated after the victim node receives the attack packetx successfully, we can rewrite the
traceabilityformula as

Tlog = Pr{PD > tSV + tV S + tresp|PD > tSV }. (8)

As described previously,PD can be modeled as an exponential random variable that is
memoryless. Thus, Equation 8 can be reduced to

Tlog = Pr{PD > tV S + tresp} (9)

Assuming the end-to-end delay is uniformly distributed andis proportional to the path
lengthd (i.e., tSV ∝ d andtV S ∝ d), the traceabilityTlog will then be a function ofd
andtresp. Based on Equation 3, we have

Tlog(d, tresp) = 1− FPD(tV S + tresp) = exp{
−λ0dv

R
(k · d+ tresp)} (10)

wherek is the average delay in an intermediate node. Clearly,Tlog decreases as the
node mobility (i.e.,v) increases. Similar to the way we treatv andTppm, becausev
andtresp affectsTlog in the same trend andv is an environment variable, we study the
impact oftresp onTlog instead.

Traceability Evaluation Compared with a marking-based scheme, the logging-based
online traceback scheme is more fair. The victim node controls the response timetresp
and the attacker only controls the length of the attack pathd. According to Equation 10,
we notice thatTlog ↘ 0 asd ↗ ∞. Thus,Tlog unfairly favors the adversary when the
path lengthd is unbounded. But, the longer the attack path is, the more likely the attack
packet will be lost due to the changes in topology.

3.3 Review of Factors

Basing on our analytic results on PPM and logging-based schemes, several factors
should be considered when designing traceback schemes for MANETs.
Attack Packet Rate In MANETs, the attack packet rate required to launch DoS or
DDoS attacks may be much lower [24]. Firstly, the targeted mobile node is more re-
source restricted, requiring lower attack packet rate to exhaust its resources (e.g., band-
width consumption attack). Secondly, to protect the attacksource from being exposed
or from exhausting resources, the attacker may reduce the attack packet rate. Therefore,
traceback schemes in MANETs have to adapt to the cases with low attack packet rates.
PPM schemes may find it difficult to receive markings fromu1 and all other nodes on
the path. In contrast, logging-based schemes are more resistent to low-rate attacks.
Communication Overhead Due to the limited bandwidth in MANETs, a traceback
scheme should introduce little traffic bandwidth overhead so as to prevent the down-
grade of network services. PPM schemes generate little communication overhead, es-
pecially when marks are stored in the packet header. Logging-based schemes, however,
generate much more communication overhead by sending traceback queries and receiv-
ing responses from the network.
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Resource CostsOne assumption made in most existing traceback schemes is that all
involved nodes are willing to cooperate during the traceback, by marking or logging
the packets. In MANETs, the willingness of nodes may be affected by the cost for co-
operation in the traceback, such as the cost of bandwidth, computing power, storage,
and battery power. Thus, traceback schemes should avoid excessive workload on mo-
bile nodes in order to make the scheme feasible to deploy in MANETs. In this case,
PPM schemes usually demand comparatively lower resource consumption on nodes
than logging-based schemes do.
Speed of TracebackImproving the speed of traceback will help reduce the damageof
DoS attacks to the network. Moreover, in MANETs, the speed oftraceback is also im-
portant to identify the attack source and locate its geographic location. For example, the
location information can be used to physically isolate or remove the attack source after
traceback . The longer time it takes by the traceback the lesschance the attacker can be
found. Unfortunately, both PPM schemes and logging-based schemes have drawbacks
in terms of speed. PPM schemes have to wait passively until enough marked attack
packets have been received. On the other hand, logging-based schemes actively send
traceback queries to the network but have to wait until receiving enough responses.
Moreover, when the response time of the IDS in the victim is large, the attack path
could become broken when a traceback is launched.

In general, PPM schemes seem to be more adaptable than logging-based schemes
because the resource consumption of nodes and network is a critical issue in MANETs.
However, improvements are needed on existing PPM schemes.

4 Improving Traceback Efficiency With Multiple Marks

Most existing marking based schemes store marks in the packet header [21]. Due to the
fixed size of IP header space, the amount of routing information that can be carried in
an IP packet is limited. For example,the single bit based PPMschemes in [25] and [26]
require a huge number of packets for a successful path reconstruction. Differently, in
MANETs, the packet format is relatively flexible, making it feasible for MANET de-
signers to allocate more space in the packet header for multiple marks. Therefore, we
may store multiple marks within a single packet to improve the efficiency of traceback.
In untrusted MANETs, enabling multiple marks in a packet faces two challenges.
Challenge I: How to determine the number of allowed marks in the packet?The
number of marks allowed per packet is a key factor to the traceback efficiency. The
more marks allowed, the more information a packet can carry about the forwarding
path. Thus, if the number of marks is too small (e.g., single mark in [9]), both source
identification and path reconstruction will require a huge amount of packets. To another
extreme, if the number of marks is unrestricted (e.g., nested marking approach in [27]),
the amount of payload information in a packet will be affected.
Challenge II: How to protect the integrity of marks and their ordered sequence in a
packet under the colluding attacks?A malicious intermediate node on the forwarding
path may attempt to alter the marks carried by packets, in order to hide the source node
and itself. Security mechanisms are needed in the mark design to protect the integrity
of mark sequence and allow the victim node to detect the manipulation if existing.

We will address these two challenges in the following sections one by one.
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5 K-Sized Probabilistic Packet Marking Scheme

In this section, we present a base scheme of K-sized Probabilistic Packet Marking (K-
PPM) scheme, which improves the efficiency of packet traceback by allowing multiple
marks in a packet. The proposed K-PPM scheme can be applied intrusted MANETs
where the intermediate nodes are trusted. In the next section, we present an extended
scheme that provides protection in untrusted MANETs.

5.1 Scheme Design

K-PPM scheme consists of two phases. In the first phase, everynode in the MANET
inscribes packets it is forwarding with a predefined probability p. Whenever source
attribution is needed (e.g., DoS attack detected), a path reconstruction algorithm will be
executed at the destination node based on the marks carried in received packets.

Marking Scheme In the proposed K-PPM scheme, every packet contains a K-sized
queue (i.e.,Q), which is managed by the First-In First-Out (FIFO) replacement algo-
rithm. Each mark inQ consists of two node IDs. One is the ID of the current node
which is forwarding this packet (i.e.,rcv), and the other is the ID of the node from
whom the current node receives this packet (i.e.,sdr).

Initially, when a packet leaves the sourceS, the queueQ is empty. When the packet
arrives at an intermediate nodeui on the path, the node places a mark in the packet
with a preset probabilityp. If the node decides to mark, it will generate a new mark
containing its node IDi asrcv, and append this mark to the end ofQ. If the queue is
full already when arriving, the first (i.e., oldest or leftmost) mark in the queue will be
discarded so that a new mark can be appended ifui decides to mark. On the other hand,
if ui decides not to mark the packet, it will pass the packet to its downstream neighbor
with no modification.

Path Reconstruction With the collected marks, we first build a directed graphG =
(V,E): V consists of the set of nodes whose IDs appeared in received marks (either as
asdr or arcv) at the destination node; andE consists of edges created by two rules:
Rule One: Assign a directed edgej → i if there exists a received mark within which
thesdr is nodej and thercv is nodei;
Rule Two: Assign a directed edgej → i if node i is thesdr of a received mark and
nodej is thercv of its left adjacent mark inQ. Because nodes appearing in the left
adjacent mark must be upstream nodes in the forwarding path.

In G, let I denote the set of nodes whose in-degree is 0, and letO denote the set of
sink nodes whose out-degree is 0. Suppose that all packets traveled through the same
forwarding path. With a sufficient amount of received packets, the sizes ofI andO will
be narrowed down to 1. The only node left inI will be output as theidentified source
nodeand the longest path from the node inI to the node inO will be output as the
identified forwarding path.

With insufficient number of received packets, the accuracy of source identification
and path reconstruction may be affected. First, the longestpath may not traverse all
nodes inG. In this case, we utilize the distribution of received marksto infer the order
of nodes. Because the marking process is probabilistic withpermission of dequeue,
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nodes closer to the destination node will have more chance tokeep their marks in the
packets. Due to the space limit, please refer to [9] for the detailed procedure. Second,
the size ofI may not be one. In this case,I represents a hotspot where any one of them
has equal chance to be the real source node. Thus, extra investigation, e.g., neighbor
monitoring [20] and physical security [28], can be conducted on nodes inI.

5.2 Improvement for u1 Identification

We analyze the traceability of the proposed K-PPM scheme in the same setting as in
Figure 1. LetEk(Xu1

) denote the expected number of packets that the victim has to
receive before receiving the mark fromu1. In the K-PPM scheme, the mark fromu1

will remain in the packet as long as the packet is later markedby no more thanK − 1
downstream nodes. If more thanK − 1 nodes mark the packet afteru1, the mark from
u1 will be discarded from the queue according to the FIFO policy. Thus, the expected
number of packets,Ek(Xu1

), can be computed as:

Ek(Xu1
) =

1

p
∑k−1

i=0 (
(

i

d−1

)

pi(1− p)d−1−i)
. (11)

In Equ. 11, the value of0 ≤ i ≤ k − 1 represents the number of marks within
the packet, other than that fromu1. We claim that the K-PPM always requires less
expected packets to receive a mark fromu1 (i.e., Ek(Xu1

) ≤ E(Xu1
)). The proof

is as follows: Whenk = 1, we see thatEk(Xu1
) = 1

p
∑

k−1

i=0
(( i

d−1)pi(1−p)d−1−i)
=

1
p(1−p)d−1−i = E(Xu1

). Thus, we show that, whenk = 1, Ek(Xu1
) andE(Xu1

)

are equivalent. Whenk > 1,
∑k−1

i=0 (
(

i
d−1

)

pi(1 − p)d−1−i) is always greater than
∑0

i=0(
(

i
d−1

)

pi(1− p)d−1−i), thus greater thanp(1− p)d−1−i. �
Accordingly, we derive the traceabilityTk−ppm,u1

with respect to nodeu1 as

Tk−ppm,u1
(d, γ) = exp{

−λ0v

R · p
∑k−1

i=0 (
(

i

d−1

)

pi(1− p)d−1−i)
·
d

γ
} (12)

In Figure 3(a) and 3(b), we compare the K-PPM scheme with PPM scheme in terms
of u1 traceability. The default setting in these two figures areλ0 = 0.59, R = 250m
,K = 4, p = 0.5,v = 10 m/s(in Figure 3(a)),γ = 10 pkt/sec(in Figure 3(b)). Clearly,
the K-PPM scheme can greatly improve the traceability in allmobility and attack packet
rate settings.
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5.3 Improvement for Path Reconstruction

We formulate the path reconstruction problem in K-PPM scheme as aCoupon Col-
lector’s Problem with random sample size[29, 30]. In our case, the sample size is a
random integer value between 0 and the size of queue, i.e.,K. Following the approx-
imation equation given in [30], we present the approximation of expected number of
packets required to reconstruct a path withd intermediate nodes as:

Ek(XPathd
) ≈

∑d−1
i=0

1
d−i

∑d−1
i=0

1
d−i

Pr{L > i}
+

∑d−1
r=1

1
d−r

Pr{L > r}
∑r

j=1 1/(d− j + 1)

[
∑d−1

i=0 1/(d− i)Pr{L > i}]2
(13)

In the above Equation 13,L represents the number of marks carried by a packet and
Pr{L > i} represents the probability thatL is greater than a valuei. In our case,L
is restricted byK andd, the length of path. This approximation is accurate whenK is
small with respect tod according to [29]. Thus, the value ofPr{L > i} for 0 ≤ i ≤ d
can be computed by:

– whend ≤ K,
• if i > d, Pr{L > i} = 0;
• if i ≤ d, Pr{L > i} = 1−

∑i

j=0 Pr{L = j};

• Pr{L = i} =
(

i

d

)

pi(1− p)d−i for 0 ≤ i ≤ d;
– whend > K

• if i > K, Pr{L > i} = 0;
• if i ≤ K, Pr{L > i} = 1−

∑i

j=0 Pr{L = j};

• Pr{L = i} =
(

i

d

)

pi(1− p)d−i for 0 ≤ i < K; Pr{L = K} = 1−
∑K−1

j=0 Pr{L =

j};

In Figure 4(a) and 4(b), we present an example of comparison with p = 0.5, k = 4,
λ0 = 0.59, R = 250m ,v = 10 m/s(in Figure 4(a)),γ = 10 pkt/sec(in Figure 4(b)).
Through the comparison, we show that, the proposed K-PPM is more resistent to the
increase of mobility and the decrease of packet rate, thus itis more suitable to be applied
in MANETs than PPM scheme.

Moreover, by examining the Equations ( 12) and ( 13), the traceability of a K-PPM
scheme decreases whend increases. Also, the efficiency of traceability drops when the
packet rate decreases or the mobility of network increases.Luckily, the destination node
can increaseK to improve the traceability in the K-PPM scheme. Therefore,the K-PPM
scheme is a more fair scheme compared with a PPM scheme, in which both theu1 iden-
tification and path reconstruction can be described as:mind,γ maxK Tk−ppm(d, γ,K).

5.4 Parameter Selections

Of all parameters,K and p are defined by the network administrator.K is decided
according to the tradeoff between traceback efficiency and overhead. The impact ofp on
traceability varies, depending on the path length. Ifp is too small, not enough marks can
be collected at the victim. If it is too big, marks from nodes closer to the attack source
are likely to be dequeued. In both cases, the traceability will be low. To maximize the
usage of allocated space while avoiding too few markings, itis recommended thatp be
set according to equationK = p ∗ dest, wheredest denotes the estimated path length in
a specific MANET. Detailed evaluations are presented in Section 7.
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Fig. 4. TraceabilityTk−ppm,path

6 AK-PPM Scheme

In this section, we present an extended scheme, named AK-PPM(authenticated K-sized
Probabilistic Packet Marking), to perform the traceback with the same efficiency as the
proposed base scheme in untrusted MANET environments.

We first introduce the possible attacks toward the K-PPM scheme, then present the
detailed design of AK-PPM scheme, and finally analyze its security.

6.1 Possible Attacks

The integrity of mark sequence in packets is crucial to the correctness of source attribu-
tion. Therefore, in AK-PPM, we focus on colluding attacks that could be launched by a
malicious intermediate node on the forwarding path at the integrity of mark sequence in
a packet. The purpose of these attacks is to conceal the real source node of a forwarding
path. A colluding node succeeds if it can launch the attack without being noticed by the
verifier atV .

Specifically, we consider the following possible attacks: (1) No-Mark Attacks: the
colluding node may remove all marks inQ; (2) Mark Altering Attacks: the colluding
node may modify the marks; (3) Mark Re-ordering Attacks: thecolluding node may
re-order the existing marks inQ; (4) Mark Insertion Attacks: the colluding node may
insert at least one faked mark inQ; (5) Mark Deletion Attacks: the colluding node may
arbitrary drop marks inQ; (6) Prefix Removal Attack: the colluding node may dequeue
marks from the head ofQ whenQ is not full, dequeue one or many marks without
adding its mark, or dequeue multiple marks while only addingits own mark. (7) Suffix
Removal Attack: the colluding node may remove one or many marks from the tail of
Q. (8) Jamming Attack: the colluding node(s) may jamQ by faked or legitimate marks
(when the attack has control of multiple nodes in the network).

6.2 Scheme Objectives

The objective of AK-PPM scheme is to detect those attacks andidentify either the real
source node or the colluding node. Note that simply computing a single MAC over the
entire packet (e.g., as in the nested marking scheme [27]) does not solve the attacks in



AK-PPM: An Authenticated Packet Attribution Scheme for Mobile Ad Hoc Networks 13

our case, because of the dequeue operation in the K-PPM scheme. Briefly, if a mark is
dequeued, all MACs including this dequeued mark will not be verifiable by the receiver.

Therefore, the AK-PPM scheme extends the base scheme by introducing a new
chained authentication mechanism to protect the integrityof the mark sequence within
a packet from being manipulated by colluding nodes in a forwarding path. Through
security analysis in the end of this section, we prove that isalwaysasymptotically one-
hop precise; that is, given enough attack packets, it can always trace toeither an attack
(i.e., source or colluding) node, or the one-hop neighborhood of an attack node.

6.3 Revised Mark Design

In AK-PPM, an intermediate node will still mark the packet with the probabilityp.
However, the mark format will be different. In Figure 5, we explain the details of AK-
PPM withK = 2. Initially, S sends out a messageM towards the destinationV with a
random variableF = F0. LetHk be a MAC function. If an intermediate nodeui, whose
previous hop isuj , decides to inscribe the packet, it will update the value ofF = F ⊕
Hki

(M |ui), hereki is the pairwise key shared betweenui andV . Note that a node can
easily compute its pairwise key shared with another node given each other’s id [15–17].
The MAC ofM |ui serves as its “footprint” and we will see in the verification phase how
it helps detect the marks inQ from being removed starting from the end. It also inserts
its own markmarki in the queueQ. In its mark,ui includes its id and its previous
hopuj , the positionIi (1 ≤ Ii ≤ K, starting from the leftmost) of its mark inQ after
adding its mark, a MACHki

(markj) over the previous markmarkj in Q (or a MAC of
M if no previous mark exists), and a second MACHki

(M |F |uj |ui|Ii|Hki
(markj)).

The newmarki will be appended at the end ofQ. Note that here the first MAC in the
mark provides an authenticated link to the previous mark; asa result, all the marks in a
packet are protected in a chained structure. Removing any existing mark in the middle
of Q will cause the chain to be broken and hence detected. IfQ is already full, its first
mark will be dequeued. If the nodeui decides not to inscribe the packet, it will simply
forward the received packet to the downstream neighbor nodewithout any change.

⊗

⊗

⊗

Fig. 5.An example of marking procedure
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6.4 Mark Verification

As forwarding nodes in MANETs cannot be assumed as trusted, we have to verify the
integrity of marks carried in received packets before usingthem in traceback. For each
received packet, the destinationV verifies the marks inQ in a backward order starting
from the end ofQ. Given a markmarki whose marker isui and the previous hop is
uj (shown in the beginning of the mark),V first identifies its pairwise keyki shared
with ui. With ki, it computes the valueMACx = Hki

(M |F |uj |ui|Ii|MAC1
i ) where

MAC1
i is the first MAC inmarki, and then compareMACx with the second MAC

in marki. If the two MAC values are the same, we know the markmarki has not
been tampered. Thus, we can use its first MAC to verify whetherthe link between the
current markmarki and the left adjacent markmarkj is authenticated. Specifically,
we compute the value ofHki

(markj) and compare it with the first MAC inmarki. If
the results match, it meansmarkj was the last mark inQ whenui was adding its own
markmarki at the time of packet forwarding.

If the markmarki itself is not tampered, we continue to check if there exist illegal
enqueue/dequeue operations inQ using the position variableIi. As mentioned in the
marking phase, according to our policy a node is allowed to dequeue the first mark of
Q if and only if Q is already full when it tries to insert its own mark at the end of
Q. Thus, ifQ in the received packet is not full, the position of each mark,contained
in each mark, should be exactly the same as its current position inQ. If Q is full, the
position value in the last mark must beK. As a result, a valid position sequence{Ii}
will be eitherK or fewer consecutive items from the list{1, 2, ...,K,K} depending on
whetherQ is full or not. If an inconsistency is detected, there must besome violation
of the enqueue/dequeue policy (e.g., dequeue marks whenQ is not full) in the stored
marks. For example, whenK = 3, it could be{1, 2} (when the queue is not full),
{1, 2, 3} (when the queue is full but no dequeue happened),{2, 3, 3} or {3, 3, 3} (when
dequeue happened). On the other hand,{2, 3} is not legitimate because it indicates a
malicious node in the path removed the first mark without adding its own one.

At last, we verify the value ofF , which is used to prevent a malicious intermediate
node from removing marks from the end ofQ without being detected. During the mark-
ing process, every nodeui inscribing the packet has updatedF with its “footprint”, i.e.
Hki

(M |ui). SinceF is part of input to the second MAC in the last mark, if the mark
is not tampered,F will be authenticated. We will then computeF = F ⊕Hki

(M |ui),
which should be theF used in the calculation of the second MAC in the left adjacent
mark. Iteratively, we can derive the value ofF used in the construction of each mark
in Q in the reverse order. This is possible because⊕ is symmetric. If an intermediate
malicious node removed the last mark inQ, it will also need to updateF correctly. Oth-
erwise none of the marks can be verified. This will require themalicious node to know
the secret key shared between the previous marker and the destination node to compute
the “footprint” correctly.

6.5 Security Analysis

Mark Integrity Assurance We prove that the compromise of integrity ofQwill always
be detected in the proposedAK-PPMscheme.
Claim 1: Dropping marks from the end ofQ will be detected.Proof: Every node in-
scribing the packet updatesF with its “footprint”. If an intermediate malicious node
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removes marks from the end ofQ, the inconsistency on valueF will be detected in
mark verification.
Claim 2: Dropping marks from the beginning ofQ will always be detected.
Proof: The position variableIi in a mark shows the status ofQ when this mark is
enqueued. As mentioned in mark verification, inconsistencycan be detected onIi if
illegal dequeue operations were done by an intermediate malicious node.
Claim 3: Any enqueue/dequeue operation that violates the enqueue/dequeue policy will
be detected.
Proof: The same as the proof of the previous claim.
Claim 4: Removing or inserting marks in the middle ofQ will be detected.
Proof: The first MAC in every mark withinQ provides an authenticated link to its
previous mark. Consider a markmarki and its previous markmarkj in Q. If an in-
termediate malicious node deletesmarkj or adds a new mark aftermarkj , it will be
detected bymarki in mark verification.

Traceback Capacity Analysis We prove thatAK-PPM is always asymptotically one-
hop precise no matter whether the attack path is trusted or untrusted.
Definition 1 (Trusted Attack Path): an attack path is trusted if all intermediate nodes
in this attack path between attack sourceS and destinationV are legitimate nodes.
Definition 2 (Untrusted Attack Path): an attack path is untrusted if there exist at least
one colluding node in the attack path.
Definition 3 (One-hop precise): A traceback scheme isone-hop preciseif it can always
trace to either an attack node (i.e., the attack source or a colluding node in the path), or
the one-hop neighborhood of an attack node.
Definition 4 (Asymptotically One-hop precise): A traceback scheme isasymptotically
one-hop preciseif it can always achieve one-hop precision when enough attack packets
are received at destination nodeV .
Theorem 1The AK-PPM scheme is asymptotically one-hop precise if the attack path is
trusted.
Proof: First of all, in AK-PPM, the destination nodeV is able to receive marks from
every node in the trusted path when enough attack packets arereceived, because every
intermediate node in the attack path will inscribe the packet with the probabilityp.
Further, the enqueue/dequeue operation allows the nodes closer toV to inscribe the
packet event whenQ is full.

Secondly, we prove that AK-PPM is asymptotically consecutively traceable. Con-
sider two consecutive legitimate forwarding nodesuj andui. As we have just proved,
V is able to receive marks from bothuj andui. WhenK ≥ 2, V will be able to re-
ceive packets which carry marks from bothuj andui. As both nodes are neighbors in
the path, their marks must be neighboring with the same orderin Q. With the chained
structure, an authenticated link fromuj to ui can be verified. Therefore, if we can trace
to ui, we can trace touj as well.

In [27], the author has proven that a scheme can achieve one-hop precision if and
only if it is consecutively traceable. Therefore, the proposed AK-PPM scheme is asymp-
totically one-hop precise.
Theorem 2AK-PPM is asymptotically one-hop precise if there exists only one colluding
node in the attack path.
Proof: Let b denote the colluding node. For packets passing throughb, it will have two
choices: either tamper the existing marks inQ in order to hideS from traceback, or not
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tamper the marks. Ifb decides to tamper the marks, according to Theorem 1, we can
trace tob because the sub-path betweenb andV is a trusted path. Ifb decides not to
tamper the marks,S will be traced. In either case, an attack node is identified and we
achieve our goal.
Theorem 3 AK-PPM is asymptotically one-hop precise if there exist more than one
colluding node in the attack path
Proof: If all colluding nodes do not tamper the marks within packets,S will be traced.
Otherwise, letb denote the colluding node closest toV , which tampers the marks within
packets it forwarded. As we have shown in Theorem 2, we will beable to trace tob.
Again, in either case, an attack node is identified and we achieve our goal.
Corollary 1 AK-PPM is always asymptotically one-hop precise.
Proof: With Theorem 1, 2, and 3, we come to the Corollary 1 that, AK-PPM is always
asymptotically one-hop precise.

6.6 Parameter Selections

The proposed AK-PPM requiresK ∗ Size(Mark) + Size(F ) of extra space in every
packet. Each mark consists of two node IDs, a position index up toK, and two MAC
values, so its size is2|ID| + blog2(K)c + 2|H()|. The MAC value can be generated
by a secure one-way hash function. The detailed settings aredecided by the network
administrator. Suppose thatK = 3, |ID| = 8 bits, |H()| = 16 bits, |F | = 16 bits. The
per-packet overhead of AK-PPM is(16 + 3 ∗ (16 + 2 + 32)) = 166 bits = 21 Bytes.
Suppose that we do not change the IP header and store all markswithin the packet
payload. For a packet of size 512 bytes, the overhead rate is 4%. To further lower the
marking overhead, we may make a tradeoff between security and performance. For
example, we may reduce the size of the MACs contained in the marks to one byte. In
the previous example, it will give us the per packet overheadof 15 bytes. Because the
number of attack packets is not big in an MANET, a one-byte MACcould be sufficient
to filter out forged packets.

6.7 Anonymous ID

In the AK-PPM scheme, an intermediate node will include its node ID in generated
marks. If the included node ID is in plaintext, the colludingnode on the path may se-
lectively drop only packets which contain marks generated by nodes close toS (i.e.,
selective dropping attack). So that the later traceback will end at an upstream node of
the colluding node that is far fromS. To avoid other nodes knowing who have inscribed
the packet, an intermediate node may include an anonymous IDinstead of its real ID
in plaintext. Depending on the initiator of traceback, the design of anonymous ID can
be different. If the traceback will be launched by the network administrator, the inter-
mediate node may use a pseudo ID that is verifiable by the network administrator only.
If the traceback will be launched byV and the intermediate node shares a paired key
with V , we may use the paired key to encrypt the node ID and use the encrypted ID
in the mark. Further, we may add randomness in the anonymous ID (e.g., by applying
Counter-Mode Encryption) to prevent attackers from mapping the anonymous IDs with
their real ID/nodes by observing the packet traffic.
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7 Simulation and Evaluation

We use simulations to show (1) how to select proper values forparametersK andp,
and (2) the improvement of traceability by the proposed AK-PPM scheme.

7.1 Simulation Settings

Our simulations are based on the GlomoSim 2.03 simulator. Major simulation param-
eters are listed below: physical link bandwidth (2 Mbps), transmission range (R =
250m), number of nodes (100), territory (3000m×3000m), MAC layer protocol (IEEE
802.11). The AK-PPM scheme is implemented in the network layer. In the network
layer, we apply the DSR routing protocol.

In the simulation, we randomly chose two nodes as the attack source and the des-
tination node, respectively. The attack node sends packetsto the destination node in a
constant rate (i.e.,γ). γ is chosen from 1, 5, and 10 pkt/sec to simulate different attack
intensities. An intermediate node follows the marking policy proposed in the AK-PPM
scheme with probabilityp chosen in the range of 0.05 and 1.0. In addition,K is cho-
sen from 1 to 5. We evaluate the performance of the AK-PPM protocol while changing
these three parameters. By default,γ = 10pkts/s,p = 0.5, andK = 4. For each param-
eter setting, we ran the simulation for at least 20 times. Each simulation run lasts two
hours in simulation time. Every node moves in the random waypoint mobility model at
a speed uniformly distributed between 0 and 10m/s.

7.2 Simulation Results

Figure 6 shows the simulation results for traceability of both source and path.
Parameter p: As shown in Figure 6(a) and (b), increasingp does not necessarily im-
prove the traceability. The curves can be divided into two parts. Whend ≤ K = 4,
because no mark overwriting happens, a largerp will certainly improve the traceability.
However, whend > K, the traceability will also be affected by possible mark dequeu-
ing operations. In this case, whenp is large, the probability that marks ofu1 and other
nodes far fromV are overwritten will be high. For example, we see a swift downgrade
of traceability whenp = 0.9 in both figures.
Parameter K: the size of queueK represents the space in a packet reserved for source
attribution. In Figure 6(c) and (d),p is set as 0.5 and we show the impact ofK to the
traceability in the proposed AK-PPM scheme. WhenK = 1, the AK-PPM scheme is
the same as the PPM scheme. From these two figures, we can see that increasingK
will obviously improve traceability, especially for source identification. However, the
improvement is not significant when thed is small. In summary, to maximize the usage
of allocated space while avoiding insufficient marking, it is recommended thatp andK
be set according to equationK = p∗dest, wheredest denotes the estimated path length
in a specific MANET.
Low Packet Rateγ: the packet rateγ will be small in cases, such as low rate DoS
attacks [24], In Figure 6(e) and (f), we show the impact of theattack packet rate on
traceability whenK = 4 andp = 0.5. For comparison, we also show the simulation
result of PPM scheme on the same traces. As we can see, compared to the PPM scheme,
the downgrade of traceability for AK-PPM is less significant, meaning that the AK-
PPM scheme is more resistent to low-rate attacks.
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(a) Impact of marking probabilityp
to traceabilityTak−ppm,s
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(b) Impact of marking probabilityp
to traceabilityTak−ppm,path
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(c) Impact of sizeK to traceability
Tak−ppm,s
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(d) Impact of sizeK to traceability
Tak−ppm,path
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(e) Impact of packet rateγ
to traceabilityTak−ppm,s
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Fig. 6.Simulation Results.

8 Related Work

About traceback schemes in MANETs, Thing and Lee [12] conducted simulation stud-
ies to investigate the feasibility of applying SPIE, PPM, and ITrace protocols in MANETs.
However, no quantitative study about node mobility is presented and the factor of mo-
bility is considered by simulations. Zarai et al. [31] and Kim et al. [32] proposed cluster-
based traceback schemes only for MANETs with trusted nodes.Kim and Helmy [14]
proposed a traceback scheme in MANETs, namedSWAT . Their scheme utilizes the
small world model and sends the attack traffic signature to neighbor nodes of a victim
which observe similar attack traffic. The major drawback of SWAT is the large amount
of communication cost during the traceback. Huang and Lee [13] first introduced the
concept of hotspot-based traceback and proposed tracebackschemes to reconstruct the
attack path in MANETs. Again, the communication overhead inthe network in the ma-
jor drawback. Recently, Hsu et al. [33] proposed a hotspot-based traceback protocol
for MANETs, which divides a forwarding path dynamically into multiple smaller inter-
weaving fragments. Unlike previous traceback schemes, ourproposedAK-PPMscheme
is much light-weighted and is secure in untrusted MANETs. Itplaces little computation
workload to the intermediate nodes. Once an attack is identified, no additional query is
required to reconstruct the attack path.

In addition, [34] and [27] adopt multiple marks but neither takes mobility into con-
sideration. In [34], the authors proposed a router stampingscheme for wired networks,
and discussed the tradeoff between the number of marks allowed in a packet and the
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performance of identifying theu1 node on the path. However, all intermediate nodes on
the attack path are assumed trusted and no security mechanism was presented to protect
marks. Also, path reconstruction was not discussed in this work. In [27], the authors
proposed a Probabilistic Nested Marking approach for traceback in sensor networks,
which protects the integrity of multiple marks stored in packets using cryptographic
techniques. However, the number of marks in the proposed scheme is unrestricted, mak-
ing it difficult to packet format design. When the path is long,the large amount of marks
will take too much space in the packet. Also, there exists a flaw in the proposed nested
marking scheme which could allow a colluding node in the pathto remove the marks in
the end without being detected. We propose a new authenticated K-sized Probabilistic
Packet Marking (AK-PPM) scheme, which improves the efficiency of traceback in the
untrusted MANET environment.

9 Conclusion
In this paper, we made the first effort to quantitatively analyze the impacts of node mo-
bility, attack packet rate, and path length on the traceability of well-known IP traceback
schemes. We then presented an K-PPM and an AK-PPM scheme for source attribution
in trusted and untrusted MANET environments, respectively. The proposed schemes
can improve the efficiency of source identification and forwarding path reconstruction.
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