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ABSTRACT

With the recent advancement in Al technol-
ogy, IDSs reinforced by Al have been adopted
to ensure system and network security. Unfor-
tunately, computational and storage overheads
of such systems prevent them from being
deployed in IESs. To overcome the challenges
that restrict the applicability of intrusion detec-
tion for IESs, we propose a lightweight and
intelligent IDS. The proposed system first gener-
ates the behavioral specifications that character-
ize the normal communication of an IES. Based
on specifications, Gini index and the general-
ized system attributes are exploited to detect
abnormal communications. To reduce the false
positive rate, the data that do not abide the
behavioral specifications is passed to a Naive
Bayes classifier for further classification. Our
experimental results show that the proposed
system can achieve 95.84 percent accuracy and
thus holds great promise for deployment in IESs
as a lightweight and efficient IDS.

INTRODUCTION

With the advancement of integration and gen-
eralization of electronic equipment, integrated
electronic systems (IESs) emerged and were first
applied to space projects, such as spacecrafts
and communication satellites. Since then, they
have been widely used in military fields, such as
fighter jets, armored vehicles, radar, and so on. In
these systems, computer networking technology
is used to interconnect various independent mod-
ules, such as subsystems and central management
units, to achieve information sharing, unified man-
agement and other functions.

Despite the critical importance and increas-
ing popularity of IESs, the security of most IESs
has not received enough attention. Due to the
diversification of their electronic devices, the stan-
dardization of platforms, the openness of technol-
ogy and the lack of encryption protection over
internal communication, IESs are facing serious
security threats. For IESs working on the ground,
such as vehicle IESs, the attack source can be
connected to them through physical attacks [1].
For IESs operating in space, such as spacecraft
IESs, although they are impossible to be attacked
physically, they can be compromised when their

ground station is controlled by the Advanced Per-

sistent Threat (APT) attack. The occurrences of

related security incidents are frequent. For exam-

ple, in civil aviation industry, on June 21, 2015,

Polish Airlines was hacked, causing the system to

crash for five hours and leaving more than 1,400

passengers stuck in the Frederic Chopin Airport

[2]. In the area of communications satellites, Isra-

el’s main satellites were attacked, resulting in the

transmission channel being controlled by malware

[3]. The US-China Economic and Security Review

Commission stated in the 2011 Congressional

Report that “an attacker may use cyber activities

to disrupt, deceive or damage space systems, or

to exploit or attack ground infrastructure, space-
based systems or communications links between

them” [4].

Integrated electronic systems are usually
deployed in physically isolated networks. Since
the advent of the stuxnet virus, researchers have
gradually conducted security research on phys-
ically isolated networks [5]. Intrusion detection
technology is the key to security protection,
which can effectively detect internal attacks,
external attacks and malfunctions, fundamen-
tally improving the security of systems. Howev-
er, there are currently few intrusion detection
systems (IDSs) for IESs. With the rapid devel-
opment of artificial intelligence (Al), intelligent
IDS using machine learning methods can learn
system behavioral characteristics that are not
recognized by traditional methods, thereby
improving detection accuracy. However, due
to the peculiarity of the IESs, the design of light-
weight and intelligent IDSs faces the following
challenges:

» |ESs have limited hardware resources, and
are limited by power consumption and size,
which means that their computing and stor-
age resources are also limited. These limited
resources need to be first allocated to the
management software of the system, before
being made available for intrusion detection.

+ IESs use different bus protocols that are
designed according to the requirements of
different application scenarios. Therefore, it
is necessary to study the self-learning intru-
sion detection method suitable for IESs in dif-
ferent application scenarios, to avoid manual
frequent redefinition of standards.
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methods include Logistic Regression (LR), Ran-
dom Forest (RF), Support Vector Machine (SVM),
Naive Bayes (NB), Neural Network (NN), Hidden
Markov Model (HMM), and so on. Deep learn-
ing is an advanced subset of machine learning.
Thus far, initial deep learning research has demon-

Itis not practical to deploy deep learning-based intrusion detection methods on IESs. Due to the
complexity of the model in deep learning, the time complexity of the algorithm increases sharply.

In order to ensure the real-time performance of the algorithm, higher parallel programming skills
and better hardware support are needed.

To this end, we propose a lightweight and
intelligent intrusion detection method (named
LI-IDS) for IESs. The method combines self-gen-
erating behavioral specification and Naive Bayes
classifier to improve the accuracy of detection.
Most of the existing intelligent IDSs, such as those
using artificial neural networks, clustering, data
mining and artificial immunity, require complex
and advanced Al algorithms to process all the
data, which is costly for resource-constrained IESs.
In contrast, in the first step of our approach (i.e.,
with behavioral specification), most of the data
can be easily processed by matching the behav-
ioral specification, leaving very little processing
load to the Naive Bayes classifier. Therefore, our
approach requires less computing power than
existing intelligent IDSs. In addition, compared to
existing behavior-based methods, our method sig-
nificantly reduces the false positive rate by adding
a Naive Bayes classifier.

The rest of the article is organized as follows.
The following section briefly overviews intrusion
detection and existing work on intrusion detec-
tion for IESs. Then we introduce the background
knowledge of IESs and preparation for self-gen-
erating specifications. Following that, we present
the security model and our proposed LI-IDS. Then
we present the evaluation and comparison results
of LHDS. The final section concludes the article.

RELATED WORK

Beginning with the first IDS proposed by Denning
[6], IDSs have been developed for many years
and can be divided into two categories: misuse
detection and anomaly detection.

The misuse detection methods use a database
of known signatures and patterns of intrusions to
detect well known attacks. Network packet over-
load, high cost of signature matching, and large
number of false alarms are three disadvantages
of misuse-based IDSs [7]. In addition, the severe
memory constraints in some types of networks,
such as wireless sensor networks, result in low
performance of misuse-based IDSs because of
their need to store a large database of attack sig-
natures. At present, there are many misuse detec-
tion methods using machine learning to find the
effective attack characteristics [8].

Anomaly-based intrusion detection methods
mainly focus on describing the normal behav-
ior of the system, and detecting the abnormal
behavior based on the deviation from the behav-
ioral specification. It performs well in detecting
unknown attacks, but may suffer from a higher
false positive rate (FPR). Anomaly detection meth-
ods can be further classified as statistical-based
[9], knowledge-based [10] and machine learn-
ing-based [11]. For example, machine learn-
ing-based methods mainly train and optimize
the learning model to form the detection model
according to the normal behavior or data of the
system or network. Common machine learning

strated that its superior layer-wise feature learning
can better or at least match the performance of
shallow learning techniques. However, it is not
practical to deploy deep learning-based intrusion
detection methods on IESs. Due to the com-
plexity of the model in deep learning, the time
complexity of the algorithm increases sharply. In
order to ensure the real-time performance of the
algorithm, higher parallel programming skills and
better hardware support are needed.

So far, much IDS research has been done in
the Internet setting, but few on IESs. McGraw [12]
demonstrated the effect of abnormal behavior on
the operation of the satellite when subsystem com-
munication is performed on the 1553B communi-
cation bus. They simulated the normal behavior of
IESs, manually analyzing the interference of sev-
eral malicious behaviors on the system. Nguyen
[13] made a threat analysis on the 1553B bus in
the IESs. The proposed attack scenarios are divid-
ed into timing attacks and storage attacks. Timing
attacks deploy the time delay between messages
defined by MIL-STD-1553, while storage attacks
utilize word structures and programmer-defined
functions. However, the proposed attack scenario
is only hypothetical with certain assumptions, and
may not be realistic. Stan et al. [14] proposed to
detect intrusions by detecting the periodic char-
acteristics of message frames in the bus of the
electronic system, specifically using network layer
message addressing and Markov chain to predict
the probability that one message address will fol-
low another message address. This method is very
effective when detecting the insertion of an error
message into the bus or a denial of service (DoS)
attack. However, if an attacker masquerades as
a subsystem on a bus and communicates on the
bus at expected time intervals, the method will not
detect such malicious behavior.

BACKGROUND KNOWLEDGE AND SECURITY MODEL

[ES ARCHITECTURE

IESs typically use a distributed architecture of
layered interconnections, as shown in Fig. 1. The
central management unit (CMU) is responsible
for managing the subsystems, and they can com-
municate with each other via the primary bus.
The subsystem control center (SCC) manages the
corresponding sensors, which are connected by
a secondary bus. The subsystem can control the
sensors through the bus. Typically, the primary
bus is 1553B bus.

The 1553B bus specifies three types of data
units: command word, data word and status word.
The format of the command word is described
here since we will extract features from the com-
mand word in the experiment. The command
word has 20 bits, which is composed of synchro-
nous head, remote terminal address, R/T bit,
subaddress/mode, data word size/mode code,
and parity bit. The remote terminal address is the
terminal identity which should receive and exe-
cute the command. The R/T bit indicates wheth-
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FIGURET. System architecture of an IES.
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FIGURE2. The attribute hierarchy of integrated elec-
tronic system.

er the terminal needs to receive (R) or transmit
(T) data. Each terminal has 32 sub-addresses for
storing data words; each address can store 64
bytes of data. The mode code is used to control
the 1553B bus remote terminal. The data word
size indicates how many data words the remote
terminal needs to transmit or receive. The method
code is used to indicate the specific control mode
to control the remote terminal.

There are two communication modes in the
1553B bus, one between the Bus Controller
(BC) (corresponding to the CMU in IES) and the
Remote Terminal (RT) (corresponding to subsys-
tem in IES), and the other between RT and RT.

Between BC and RT: There are two ways for
BC and RT to communicate. First, when BC sends
data to RT, BC transmits the configured “receive”
command word through the bus to RT, which
indicates RT to receive data, and then sends a
data word. RT receives the message and responds
with a status word. Second, when BC needs RT
to send the data calculated by its subsystem, BC
transmits the configured “send” command word
through the bus to RT. Upon receiving the com-
mand, RT responds with a status word, followed
by the data word.

Between RT and RT: Assuming RT2 sends data
to RT1, BC first transmits a “receive” command
word to RT1, and transmits a “send” command
word to RT2. Upon receiving the command word,
RT2 responds with a status word, followed by the
data word. RT1 receives the data and responds
with a status word.

GINI INDEX

For a sequence L, its elements are discretely unor-
dered and can take the same value. Here L is a
sequence of attribute values of the IES. Combin-
ing the same elements in L, D = < (wy, ¢1), (wy,
Cy), =+, (wy, cyp) > can be obtained, where M is

the number of different values in the sequence
L and w,, is the value that appears in L and ¢, is
the number of times the value appears. The Gini
index of D, Gini(D), is given by:

2
M (lewl
1- .
=)
The Gini index of the sequence reflects the ran-
domness (uncertainty) of the element probability

distribution in the sequence. The smaller the Gini
index, the higher the purity of the sequence.

GENERALIZATION

A network IDS generally adopts either the state
transition analysis method or the statistical meth-
od to generate specifications. For the state transi-
tion analysis method, it requires the generation of
state sets, state variables, initial state, termination
state, transition rules for different protocols, which
incur a high consumption of storage and com-
putational resources. For the statistical method,
intrusion is identified by the quantity of specific
characteristics. If the quantity exceeds a certain
range or threshold, the abnormality is identified.
Because of the periodicity and regularity of the
commands in the IES, the statistical method is
more appropriate to generate behavioral spec-
ification automatically and efficiently. If the bus
protocol of the IES is different, the relevant attri-
butes that represent the system behavior can be
redefined according to the characteristics of the
system and protocol specification.

First, the attributes of the IES are defined. In
this article, it is believed that the sub-addresses
under each remote terminal address have their
own behavioral patterns. For example, the on-off
state telemetry subsystem is accessed every cycle,
while the thermal control subsystem is accessed
every two cycles. Therefore, the attributes of
each sub-address can be defined. Figure 2 shows
the defined attribute hierarchy of an IES. The
remote terminal address is the parent node of
the sub-address, which is the parent node of the
three attributes including mode code, time inter-
val and communication protocol. Figure 3 shows
the generalization process of the self-generating
behavioral specification, where the first four lines
correspond to normal system data, and the fifth
line is the generalization result.

Different generalization conditions may be set
for different attributes. Here, we adopt the Gini
index of sequence as generalization conditions.
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FIGURE 3. Generalization process of self-generating
behavioral specification.
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FIGURE 4. The two phases of LI-HIDS.

When the Gini index of a sequence exceeds a
predefined threshold, the generalization will be
performed to the parent node; otherwise, no
generalization will be performed. For example,
if the predefined threshold of Gini index for the
sequence is 0.7, the Gini index of the sequence
L =<01,02, 03,04 >is 0.75, generalization will
be performed. On the other hand, if the Gini
index of L =< 01, 01, 01, 01 > is 0, no generaliza-
tion is performed. Generalization requires thresh-
old values, which can be chosen empirically.

SECURITY MoDEL

The main security objectives of IESs are confiden-
tiality, availability and integrity. Intrusion detection
focuses only on availability and integrity. Confi-
dentiality can be accomplished by access control
and encryption techniques. Our work mainly aims
at destructive attacks against integrity and avail-
ability. The purpose of physical attack, APT attack,
backdoor or logic bomb is to change the normal
behavior of a system, which can be reflected from
data. Thus, our method only focuses on detecting
two kinds of attacks:

+ The attacks that compromise the data integ-
rity, including tampering attacks, forgery
attacks, replay attacks.

+ The attacks that compromise the data avail-
ability are DoS attacks.

The following examples illustrate the manifesta-

tions of forgery attacks, tamper attacks, replay

attacks and DoS attacks.

Forgery Attacks: Aim to achieve the attacker’s
purpose by forging data as the BC or a RT. For
example, on a spacecraft, an attacker can forge

a heater turn-on command word and send it to a
remote terminal that manages the thermal control
subsystem. With this command, the heater that
should be turned off will be put into the on state,
leaving the spacecraft in a dangerous state.

Tampering Attack: Refers to the purpose
of tampering with the system data through the
forged command word. For example, in the IES,
there is a timing command to synchronize the
clocks of the respective RTs. If the attacker forges
the timing command, the time clock in the system
can be changed.

Replay Attack: Means that past data is re-in-
jected into the system. For example, when the
battery is not charging, the attacker could inject
an earlier battery charging command, which will
change the state of the battery, causing poten-
tial serious consequences. To some extent, a
replay attack shares certain similarity with a forg-
ery attack, but in the latter, an attacker may forge
data freely, while replay attacks only use the past
data of the system.

DoS Attack: Refers to disable normal oper-
ation of BC, RT, or the entire bus. For example,
if a forged command word is sent to an RT at a
relatively high frequency, the RT will not be able
to execute the command from the legitimate BC,
hence being denial of service.

OuR PRoPOSED METHOD
SYSTEM OVERVIEW

Figure 4 depicts an overview of our detection
system. It is divided into two phases: prepara-
tion phase and real-time detection phase. In the
preparation phase, two modules are trained in
advance. First, based on statistical generalization,
the system uses a large amount of normal traffic
to self-generate normal behavioral patterns. Sec-
ond, normal data and abnormal data are used
to train a Naive Bayes classifier. In the real-time
detection phase, the real-time communication
traffic on the bus is obtained for traffic analysis.
The traffic analysis mainly derives the character-
istics required for the detection, which is then
matched against the normal behavioral specifica-
tion. If the matching is successful, the traffic data
enters the normal communication; otherwise,
the Naive Bayes classifier is further employed to
classify it. If the result of classification indicates
that the traffic is abnormal, our detection sys-
tem will generate a warning message and log a
record of the intrusion.

DETAILED DESIGN

LI-IDS comprises two modules: the Self-generat-
ed Behavior Specifications Generator (SBSG) and
Naive Bayes Classifier (NBC). The SBSG generaliz-
es the statistics from the normal network traffic as
a concise presentation. If traffic fails to match the
self-generated behavior specifications, it will be sent
to the NBC, which serves as the second-layer of
defense. The NBC module aims to reduce the false
positive rate given the reduced amount of data.
The generation of behavior specification is
based on the following assumption: the normal
traffic of the system can be collected to gener-
ate behavioral specification when the IES is run-
ning in a safe state (i.e., the system is free from
any attack, such as backdoor and logic bomb).
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Dual Channel

FIGURE 5. Experiment platform.

The assumption is based on the following two
points: first, attacks such as backdoors and logic
bombs generally have a longer latency, so attack-
ers generally do not trigger these attacks on the
ground; second, if those attacks are triggered on
the ground, some abnormalities can be discov-
ered and dealt with in time through manual inter-
vention.

Specifically, the process of producing the
self-generating behavior specifications is as fol-
lows.

Define the Properties of the IES: First, select
a set of system attributes of the IES based on the
system’s configuration file, bus protocol, or sys-
tem-specific attributes. To optimize the self-gen-
erated specification, the attribute level and its
corresponding Gini index threshold are specified.

Generate Behavioral Specifications: For each
attribute Attr;, obtain its normal data, add into the
sequence L, combine the same elements in L and
calculate the Gini index of L. If the Gini index of L
is greater than the predefined threshold value, the
sequence value will be generalized into an inter-
val; otherwise, L will be converted into a data set.
The interval or set is the behavior specification of
the attribute Attr;.

Naive Bayes Classifier: The Naive Bayes classi-
fier [15] is a classification method based on Bayes-
ian theorem and feature condition independence
hypothesis. First, the joint distribution of the input
or output is learned based on the hypothesis of
feature independence, and then the output y of
the posterior probability maximization is solved
by the Bayesian theorem according to the model.
The entire Naive Bayes classification is divided
into three phases:

+ First phase — preparation. This phase iden-
tifies feature attributes that can help distin-
guish attack traffic from normal traffic, such
as the three feature attributes mentioned
earlier, and then form a training set.

+ Second phase — classifier training. The pur-
pose of this phase is to generate a classifier.
The main task is to calculate the frequency of
occurrence of each category in the training
samples and the conditional probability esti-
mates for each category of feature attributes.
When the feature attribute is a continuous
value, it is assumed that the value obeys a
Gaussian distribution. The required estimat-
ed value is obtained by calculating the mean
and standard deviation of the feature items in
each category in the training sample.

« Third phase — application. The purpose of this
stage is to classify the items using the classifi-
er. The output is the mapping relationship
between the input item and the category.

EVALUATION

We ran several experiments with an IES to
demonstrate the effectiveness of LI-IDS. Figure 5
shows the experiment platform. The simulation of
an [ES is based on the Alta (Alta Data Technolo-
gies) interface card. The Alta board is connected
to a PC equipped with an i7-7500 3.41GHZ pro-
cessor, 8GB RAM, and the 64-bits Windows 10
Operating System. The Alta bus simulation board
uses a two-channel structure, in which one chan-
nel is used for normal system communication,
while the other plays the role of an attacker. A
coupler is used to connect two channels so that
the source of an attacker is connected to the nor-
mal communication channel. The two channels
of the 1553B bus simulated by Alta are double
redundant channels.

First, based on the specifications of the IES,
the system attributes are defined as: remote ter-
minal address, sub-address, mode code, time
interval between command words, packet length,
time interval between command words and state
words of the same remote terminal address with-
in a period. Since the actual attack data against
the IES could not be obtained at present, we also
carried out an attack experiment on the simula-
tion platform by using the AltaView Bus Analyzer
software through the attack channel. The attacks
launched in our experiment are forgery attack,
replay attack and DoS attack according to the
attack scenario described above. We obtained
105,624 normal communication data records of
the system through the BM module in AltaView
Bus Analyzer, which was then used to self-gener-
ate behavioral specification. In the testing phase,
after conducting the attack experiment, 223,865
data records were extracted, including 110,523
records of normal periodic data, 3,776 records
of normal non-periodic data, 103,422 records of
DoS attacks and 6,144 records of other types of
attacks (such as forgery attack, tampering attack,
replay attack).

We used a Python program to extract the
defined attributes of IES from the acquired data,
and divided them into the training set and the test
set in the ratio of 7:3. The training set was used to
train the Naive Bayes model and the test set was
used to verify it. For a given test data set, accuracy
refers to the proportion of the samples correctly
classified by the classifier; precision is the ratio of
the number of correctly predicted attacks to the
total number of predicted attacks; recall is the ratio
of the number of correctly predicted attacks to the
actual number of attacks; false positive rate (FPR) is
the ratio of the number of normal data predicted
as attacks to the total number of normal data.

Concerning computing resources, the small-
er the threshold and the larger the reasonable
range of system attribute generalization, the less
additional computing resources are required. In
contrast, if the threshold value is too high and the
value range of system attribute generalization is
too small, more data need to be processed by
the Naive Bayes classifier, leading to a waste of
computing resources. Through many experiments,

|EEE Network - July/August 2020

Authorized licensed use limited to: Penn State University. Downloaded on February 23,2021 at 21:50:24 UTC from IEEE Xplore. Restrictions apply.



Amount of

Number  Method Accuracy  Precision ~ FPR Recall ~ Time Data
1 R 91.67 % 89.7 % 109%  93.8 % 17531 ms 100 %
2 RF 94.74 % 93.5 % 5.5 % 974 % 89.965ms 100 %
3 SVM 93.73 % 91.6 % 4.7 % 973 % 215.6ms 100 %
4 NB 92.8 % 91.8 % 6.18%  96.00%  3826ms 100 %
Self-generated behavior specification match 25.35ms 100 %
5 95.84 % 92.69 % 2.1 % 98.2 %
NB 11.28ms 30 %

TABLE1. Experimental results comparing four existing machine learning methods and our proposed method.

we found that when Gini index threshold was set
to 0.9, the accuracy was the highest, but about
52 percent of additional data would need to
be processed by the classifier. When Gini index
threshold was 0.7, our method only needed to
process 30 percent of additional data while reach-
ing the accuracy of 95.84 percent and FPR of 2.1
percent. Compared to the standalone self-gen-
erated specification method, the accuracy was
improved by about 11.4 percent and the FPR was
reduced by about 17 percent. When Gini index
threshold was further reduced to 0.5, the accura-
cy decreased more, but the additional data to be
processed by the classifier almost remained the
same. From this comparison, we chose 0.7 as the
optimal threshold value.

Furthermore, we used various machine learn-
ing methods, including SVM, Random Forest (RF),
Logistic Regression (LR) and Naive Bayes (NB) in
the sklearn library to conduct the experiments,
and we compared them with ours in terms of
running time, accuracy, precision, FPR, recall and
amount of data. From Table 1, it is clear that the
classifiers of LR, RF, SVM and NB all used 100
percent of the data, RF and SVM had higher recall
rate and accuracy, but took more time. RF can
evaluate the importance of variables while deter-
mining the category, and hence balance the errors
for unbalanced classified data sets. Therefore, its
accuracy and recall are relatively high. However,
because multiple decision trees need to be gener-
ated for evaluation, the running time and compu-
tational resources are also much more. SVM uses
quadratic programming to solve support vectors,
and involves the calculation of m-order matrix (m
is the number of samples). When m is large, the
storage and calculation of this matrix will consume
a lot of memory and computation time. Our sim-
ulation system simulated only a few RTs and gen-
erated low complex data. When multiple highly
complex data of information interaction is gener-
ated in the real system, the resource consumption
of these two methods will be tremendous. LR and
NB used less time, but the accuracy and preci-
sion are lower than RF and SVM. LR is suitable for
dealing with near-linearly separable classification
problems. Due to the burst of aperiodic messag-
es, attacks were more difficult to distinguish, and
bursty aperiodic messages affected the calculation
of interval of periodic messages, which in turn
affected the classification effect of LR. NB has a
higher FPR although other indicators are satisfac-
tory. The time interval feature involves continuous

values, which LR and NB handled poorly, so there
were false alarms. NB performed better than LR,
because NB is a generation model, which can
fit the data better according to prior probability,
while LR is a decision model, which directly pre-
dicts output through training data and does not
model the joint probability. If the size of data set
increases and the feature dimension increases, the
performance of LR will be improved.

Since the processing of data in our approach
leverages the behavioral specification, which is a
comparison of range of extracted feature values,
the resource consumption is very low. Our evalu-
ation also showed that the amount of data passed
to the Naive Bayes classifier could be reduced
by 70 percent, while the accuracy of detection
could still reach 95.84 percent. Note that the
detection rate of our method is higher than of all
other methods. However, some attacks were not
detected. Especially, for replay attacks, because
the attack frequency in the training set is low, the
attack detection rate is also relatively low.

CONCLUSION

In this work, we have presented a lightweight and
intelligent IDS. Our approach uses Gini index and
system attribute generalization to generate the
behavioral specifications that characterize the
normal communication behavior of the system.
To achieve high accuracy, the traffic that does
not conform to the behavioral specifications is
passed to a Naive Bayes classifier for a second
round of detection. Experimental results have
shown that our approach is lightweight and effi-
cient in detecting various attacks such as DoS
attack, forgery attack and tampering attack. Our
method is self-adaptive, which is also applicable
to the resource-constrained devices in cyber-phys-
ical systems.
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