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Abstract—This paper presents a system mmSpy that shows
the feasibility of eavesdropping phone calls remotely. Towards
this end, mmSpy performs sensing of earpiece vibrations using
an off-the-shelf radar device that operates in the mmWave
spectrum (77 GHz, and 60 GHz). Given that mmWave radars
are becoming popular in a number of autonomous driving,
remote sensing, and other IoT applications, we believe this is a
critical privacy concern. In contrast to prior works that show
the feasibility of detecting loudspeaker vibrations with larger
amplitudes, mmSpy exploits smaller wavelengths of mmWave
radar signals to detect subtle vibrations in the earpiece devices
used in phonecalls. Towards designing this attack, mmSpy solves
a number of challenges related to non-availability of large scale
radar datasets, systematic correction of various sources of noises,
as well as domain adaptation problems in harvesting training
data. Extensive measurement-based validation achieves an end-
to-end accuracy of 83− 44% in classifying digits and keywords
over a range of 1-6 ft, thereby compromising the privacy in
applications such as exchange of credit card information. In
addition, mmSpy shows the feasibility of reconstruction of the
audio signals from the radar data, using which more sensitive
information can be potentially leaked.
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I. INTRODUCTION

Millimeter wave (mmWave) communication technology is
being increasingly adopted for next generation networking
applications that require low latency and high throughput such
as virtual/augmented reality [47], vehicle-to-vehicle (V2V)
and vehicle-to-infrastructure (V2I) networking [102] in au-
tonomous driving, machine type communications in industrial
IoT [9] etc. In addition to networking, mmWave technology
is also becoming increasingly popular in a number of remote
sensing applications in the areas of material detection, au-
tonomous driving, precision agriculture, vibration sensing in
industries, robotics, etc. [62], [45], [55], [53].

Motivated by these applications, mmWave communication has
been incorporated in 5G and other networking standards,
thereby increasing the proliferation of mmWave sensing and
networking devices in a number of IoT applications. The
technology is readily available on newer smartphones, vir-
tual/augmented reality (VR/AR) headsets, as well as several
off-the-shelf radar devices for autonomous driving applica-
tions. While other exciting applications are around the corner,
this paper takes a step back and exposes a critical capability
in mmWave devices that can enable a malicious adversary to
passively overhear phone calls.

This paper proposes mmSpy, a system that uses off-the-shelf
mmWave radar devices for eavesdropping the audio spoken
by the remote caller during phone calls. The core intuition

is that the earpiece1 device that users listen to during phone
calls generate minute vibrations in the order of 7 µm. mmSpy
senses these vibrations by detecting the changes in phases of
mmWave signals reflected from the body of the phone. This
opens up the possibility of eavesdropping the audio content of
the remote caller during a phone conversation. In particular,
mmSpy can eavesdrop the contents of the audio even when the
audio is completely inaudible to both humans and microphones
nearby. In addition, since the audio is detected directly from
the source of vibrations, mmSpy’s spying capabilities are
immune to ambient noise, which makes the attack suitable in
noisy and crowded spaces where suspicion is low. This opens
up an interesting attack scenario. An attacker can eavesdrop on
nearby users on phone calls, especially in a social setting like
conferences, or parties and spy on users who might be seated
and engaged in a phone conversation. Credit card numbers,
one-time passwords, SSN numbers, etc. can be stolen within
the capabilities of mmSpy.

Such an attack is challenging for a number of reasons (i) The
vibrations are extremely small (≈ 7 um) in comparison to
the hardware noise floor (ii) The ramping and settling time of
the frequency oscillator used to generate frequency modulated
carrier wave (FMCW) signals introduces a characteristic noise
pattern into phase measurements. (iii) The vibration needs to
be decoupled from other ambient multipath signals in the
environment (iv) Because of the hardware limitations, the
sampling rate of the sensed vibration tends to be non-uniform
(v) Finally, while robustness of audio/speech processing algo-
rithms depend on large high quality training data, such large
datasets are not available for our problem domain.

mmSpy exploits a number of opportunities to handle the
above challenges. The opportunities listed below map to
the above enumerated challenges in the same order. (i) The
peaks corresponding to multipath components are tracked over
time in order to identify stable reflections and ignore noisy
peaks. (ii) We employ statistical error correction techniques to
model the noise due to ramp/settle times in the oscillator and
systematically subtract it from the phase data corresponding
to vibrations (iii) The reflection from a static object such as
a wall will have low variation in the phases. In contrast, the
reflection from the phone will have higher variation in the
phases because of high frequency audio vibrations. mmSpy
isolates phone reflection from ambient multipath by exploiting
this variation. (iv) The system parameters such as the chirp

1Earpiece speaker is used to listen to incoming calls, which is different from
inbuilt loudspeakers. This paper focuses on eavesdropping earpiece devices
whose vibrations are much smaller than loudspeakers



Fig. 1: Overall architecture of mmSpy for spying on phone calls. Synthetic training data generated from speech datasets is combined with
small scale training data from real radars – this generates mmSpy’s audio reconstruction and speech classification models.

and frame rates of the FMCW signal, and the duty cycle
etc., are carefully selected to balance the non-uniform radar
sampling rate with a uniform phase sampling rate for audio.
(v) We model the transformation between high quality audio
to low quality vibration data. Such a modeling allows us to
convert existing large-scale speech processing datasets into
synthetic radar datasets. We use such synthetic datasets to
train machine learning (ML) algorithms for classifying digits,
keywords, as well as performing end-to-end reconstruction
of audio samples. Finally, mmSpy performs fine-tuning of
the models with small-datasets of sensor-data to enhance the
accuracy of audio classification and reconstruction.

Prior works in the area of speech analysis with radar signals
include wireless vibrometry [92] that can detect audio from
loudspeakers using WiFi signals. Similarly, WaveEar [95] can
detect speech signals using mmWave hardware based on re-
flection from a human throat. UWHear [90] uses UWB radios
for separating speech signals from multiple loudspeakers. In
contrast to these works, mmSpy differs in the following ways:
(i) mmSpy shows the feasibility of eavesdropping on earpieces
used during phone calls – the first such attempt to our best
knowledge. (ii) Prior works focus on detecting vibrations from
a loudspeaker, humans, or other sound sources which can also
be heard by a colocated microphone. In contrast, by exploiting
shorter wavelengths of mmWave signals, mmSpy shows the
feasibility of detecting minute vibrations of an earpiece that
cannot be heard by a microphone co-located with the radar.

mmSpy is implemented using off-the-shelf radar devices at
two different frequencies – TI AWR1843 BOOST in 77 GHz,
and IWR6843ISK in 60 GHz – which use FMCW signals.
The attack is performed on two models of smartphones with
contrasting material properties – Google Pixel 4a, and Samsing
Galaxy S20. The radar sensor data is pre-processed offline
with MATLAB/python modules, and fed to machine learning
modules implemented in PyTorch for various applications of
speech processing. The accuracy varies between 83−44% over
a distance of 1-6 feet for applications in digit classification
and keyword recognition. The spectrograms of reconstructed
audio from the spying attack match closely with the ground

truth which is of critical concern from a privacy perspective.

In achieving the above reported levels of attack accuracy
on smartphones with off-the-shelf radar devices, we briefly
enumerate our contributions below: (i) Identification of secu-
rity threats related to eavesdropping of the earpiece devices
used in phone-calls with mmWave radars; (ii) Systematic
preprocessing techniques for subtraction of hardware related
noise and artifacts; (iii) Synthetic training data generation for
training high precision machine learning models for speech
classification and audio reconstruction; (iv) Domain adaptation
techniques for coping up with the domain shift between
synthetic training data and real sensor data; (v) Implemen-
tation and evaluation under various attack scenarios related to
word/digit classification.

Fig. 1 depicts the overall architecture of mmSpy. A synthetic
model in mmSpy is first created with large-scale synthetic
training data generated using popular speech datasets. Towards
handling the residual differences between synthetic and real
radar data, the model is later adapted by using small-scale
training datasets from real radar. The model thus generated is
used for launching the eavesdropping attack. The rest of the
paper will expand upon this idea.

II. BACKGROUND

A. Earpiece Vibrations
Fig. 2 depicts the locations of earpieces in popular phone
models such as iPhone-12, Google Pixel 4a, and Samsung
Galaxy S4. The vibrations of the earpiece are much smaller
than that of loudspeakers. Therefore, the users need to place
their ears in direct contact with the earpiece to be able to
hear the sound clearly. Because of direct physical contact,
the sound waves propagate directly from one solid surface
(earpiece) to another solid surface (ears), thus providing a high
quality sound reception within human ears in comparison to
the case where there is no physical contact with the earpiece.
As a result, the leakage of the earpiece vibrations over the air
is also much weaker compared to that of a loudspeaker.

However, mmSpy uses reflections of mmWave signals to
directly track the vibrations produced by the earpiece. The
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Fig. 2: Earpiece locations in popular phone models (a) iPhone 12 (b)
Google Pixel 4a (c) Samsung Galaxy S20

(a)

(b)

Fig. 3: (a) An FMCW signal with linearly increasing frequency (b)
The re�ected FMCW signals from objects in the environment main-
tain a constant frequency difference with respect to the transmitted
FMCW signal. The distance of the re�ector can be measured from
this frequency difference.

earpiece vibrations will also induce vibrations in the body
of the phone.mmSpydetects vibrations from the back of
the phone which is not facing the user's ears. This enables
eavesdropping of earpiece vibrations even if the leakage of
sound over the air is signi�cantly weaker. We next elaborate
details on the mmWave hardware that enables this capability.

B. Overview of FMCW

mmSpyadopts an FMCW radar that works by emittingchirps2.
Thechirp is re�ected back by objects in the environment of the
radar and based on the time differences between transmission
and reception ofchirps and the doppler shifts, the radar can
estimate therange(distance) of these objects as well as their
velocities.

A chirp and the working principle of FMCW radars is vi-
sualized in Fig. 3. The signal visualized in Fig. 3(a) is a
sinusoidal signal with a linearly increasing frequency which is
a popular type ofchirp. The radar modules used in this paper
(TI AWR1843BOOST[8], TI IWR6843ISK[12]) employ such
chirpswith linearly increasing frequency. Since the transmitted

2chirps are signals with varying frequency, usually increasing frequency or
decreasing frequency

signals are frequency-modulated signals, the re�ected com-
ponents will also be frequency modulated signals. However,
because they are delayed, at any given point in time, there is
a constant frequency difference between the transmitted and
re�ected chirp as depicted in Fig. 3(b). By computing the
frequency difference� F between the transmitted and received
chirps, the distance of the re�ecting object can be computed.
The below equation precisely converts the frequency differ-
ence into therange(r ) of the object from the radar.

r =
� F

Slope
(1)

whereSloperefers to the rate at which the chirp frequency is
linearly modulated.

As depicted in Fig. 3(b), multiple re�ected chirps correspond-
ing to different multipath components in the environment can
be received at the transmitter. By performing an FFT oper-
ation at the receiver (calledrange FFT), different multipath
components, as well as theirrangescan be determined.

The resolution at which distances can be computed using such
a method can be expressed as a function of the chirp sweeping
bandwidthB as follows [83]:

� R =
c

2B
(2)

wherec is the speed of light. In the best case scenario where
the entire working bandwidth of the radar is effectively swept
by a chirp, the above equation predicts a range resolution of
the radar of about3:75cm. While this is good for a number
of applications such as human activity recognition where
the motion of objects are at larger scales, the resolution is
not suf�cient for tracking minute micrometer-level vibrations
needed for capturing the earpiece vibrations during a phone
call. Towards capturing a higher resolution range information,
mmSpyexploits thephaseof each re�ected signal.

Thephasevariations can capture minute changes in motion of
the re�ector, as per the equation below.

� � =
2� � r

�
(3)

Given the wavelength is in the order of millimeters (� 4mm),
and a typical phase noise of0:057� , extremely small changes
in range (� r � 0.63 um) can be tracked by exploiting the
phasevariations.mmSpytracks such variations to eavesdrop
on the contents of a phone call. Fig. 4 depicts extraction of
continuous phase changes from the FMCW radar. Arange-
FFT operation will result in multiple peaks corresponding to
re�ections in the environment. Among these peaks, the peak
corresponding to re�ection from the phone is �rst isolated
(Section IV-A). By measuring the phase of this FFT peak,
and tracking its variations continuously over time will facilitate
eavesdropping of earpiece vibrations.

C. System Parameters

mmSpyuses a commodity off-the shelf (COTS) radar to
demonstrate radar-based cellphone eavesdropping. While the
phase data can be noisy because of practical constraints,
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Fig. 4: A range-FFT will result in multiple peaks corresponding to
objects in the environment. Tracking the phase of the peak due to
phone's re�ection will facilitate eavesdropping.

mmSpychooses an appropriate set of parameters in the design
space so as to facilitate high quality measurements with a high
sampling rate. We elaborate below on the deliberations.

(a)

(b)

Fig. 5: (a) A series of FMCW chirps are grouped into frames (b) Key
parameters involved in the cycle of a single chirp. Fig. from [16].

We begin by brie�y explaining the cycle of operations in the
radar for transmission of chirps. Illustrated in Fig. 5(a), The
TI radar modules transmit a series ofchirpscontinuously. Fig.
5(b) provides a zoomed-in view of a singlechirp. Performing
range FFTon eachchirp, and isolating the re�ection from the
phone (discussed in Section IV-A), provides onephasesample
per chirp – we call this thephase sampling rate. The chirps
are grouped intoframesas depicted in the �gure. Eachframe
enforces a duty cycle of less than100%so as to provide the
radar enough time to settle down between frames. This leads
to power �uctuations within the hardware due to discontinuous
operation. While a higher duty cycle provides more samples, it
comes with a tradeoff of noisier sensor data. Similarly, there is
an inter-chirp separation time so as to let the hardware switch
from the highest frequency at the end of achirp back to the
lowest frequency to begin a newchirp. The slope of thechirp
also offers a tradeoff between sampling rate of sensor data and
the hardware noise. While faster slope produces more chirps
per second, the power �uctuations in the hardware can lead to

low quality phase data. Keeping the above discussed tradeoffs
in consideration, Appendix B expands on the details on the
chosen system parameters inmmSpy.

III. T HREAT MODEL

Fig. 6: Threat model ofmmSpy. The attacker transmits mmWave
signals towards a victim's phone and measures re�ections. By analyz-
ing the phases of re�ections, the earpiece vibrations can be detected
leading to reconstruction of the audio as well as speech classi�cation.

Fig. 6 depicts the threat model inmmSpy. A malicious
adversary with an mmWave radar attempts to spy on the audio
contents of a phone call made by a nearby victim. Towards this
end, the attacker shines mmWave signals on the victim's phone
and captures the re�ections. We assume that the captured
re�ections come from the back of the phone opposite to the
side of the earpiece that faces the user's ear. By analyzing the
phases of the re�ection, the vibration of the earpiece device of
the phone can be detected. We do not assume that the attacker
has training data for domain adaptation (Section IV) from the
victim's phone. The attacker generates such training data from
his own phone (which is assumed to be of the same make
and model as the victim's phone) for developing the speech
recognition ML models (alternatives such as training from a
different phone model is evaluated in Section V).mmSpy's
ML models are designed to perform audio reconstruction as
well as speech recognition tasks from the noisy vibration
data captured from re�ection from the phone. Following is an
example setting where such an attack is feasible. Consider a
setting like a research conference or a social party. An attacker
can eavesdrop on phone calls received by a nearby victim who
might be seated on a chair. Given that mmWave radars can
track vibrations directly from the earpiece, this is particularly
effective in noisy and crowded spaces where the victim might
be less suspicious of eavesdropping. Within the capabilities
of mmSpy, the sensitive information that can be eavesdropped
include credit card information, one time passwords, social
security numbers, etc.

IV. T ECHNICAL MODULES

A. Isolation of phone re�ection:

As discussed in Section II, a givenrange-FFT window
will include re�ection from the phone as well as multipath
re�ections from other objects in the environment. We face
two main challenges in isolating the phone re�ection: (i)
Several noisy peaks show up in the range-bin which do not
correspond to multipath re�ections. (ii) In addition to the noisy
peaks, there will be peaks corresponding to static re�ectors in
the environment such as walls and furniture. Towards better
isolation of signal of interest from the above sources,mmSpy
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tracks consistent peaks across successive frames. Since the
noisy peaks do not consistently appear at a given distance,
they are eliminated. Fig. 7 shows an example where the
phone re�ection is consistently tracked over time. In addition

Fig. 7: Tracking of FMCW peaks over time helps eliminate noisy
peaks. The phase data corresponding to the peak from phone's
re�ection is used to eavesdrop the audio.

to phone re�ections, re�ections from other objects in the
environment can be seen in the �gure. However, thephaseof
the re�ection from the phone would oscillate (due to vibrations
from the audio) whereas phase from other re�ectors will not
oscillate. By exploiting this property,mmSpydesigns a shallow
convolutional neural network based model to �rst classify
re�ections due to audio vibrations and re�ections from static
re�ectors such as walls. The classi�er provides a high accuracy
of 99:4%, thus facilitating elimination of static re�ectors like
walls, furniture etc. Once the peak corresponding to the
re�ection from the phone has been identi�ed, thephaseof
this peak is used for reconstruction of the earpiece audio as
well as performing speech classi�cation tasks (more details in
Appendix B). Given that the receiver has four receiver anten-
nas, the phase values are averaged across all four antennas to
minimize the Gaussian noise in the extracted audio.

B. Statistical error correction:

The vibrations induced on the body of the phone by the ear-
piece is, by nature, of a very low magnitude. As a consequence
of this, the variation in the phase of the range-FFT peaks is
also very low and noise can supersede the magnitude of the
phase changes that are useful for vibration detection.

The mmWave radio transmits and receives chirps in a discon-
tinuous manner in the form of frames. We observe that at the
beginning of every frame, there is a spike in the magnitude
of the phase values (as shown in Fig. 8 (a)). Additionally,
there is also a continuous noise component that �uctuates more
smoothly with time. In order to eliminate this, we assume that
within each frame of chirps, a smooth enveloping component
exists and we eliminate it.

This is done by estimating the �uctuation within a frame using
a polynomial of degree 2. To avoid the effect of the spikes at
the beginning of each frame, we also eliminate the �rst two
data points received in a frame. Since the frame size inmmSpy

(a)

(b)

Fig. 8: Statistical error correction: (a) Noisy phase data (b) Phase
data after elimination of noise.

is 128, we effectively work with 126 points within each frame
to offset the �uctuations.

If a frame is represented as(X; Y ), whereX is the index of
chirps andY is the magnitude of the phase extracted from
the chirps, then the smooth �uctuation is estimated using the
following model:

Ŷ = a0X 2 + a1X + c (4)

whereX 2 refers to each element ofX being raised to a power
of 2. This is similar to a linear regression of order 2 on(X; Y ).
Here, the parametersa0, a1 andc are the estimated parameters
in the polynomial �tting model. OncêY has been estimated,
the corrected frame is obtained by subtractingŶ from Y:

Y 0 = Y � Ŷ (5)

whereY 0 is the corrected frame.

The effect of the error correction is demonstrated in Fig. 8.
The spikes are eliminated, and the signal is zero centered, as
we expect audio signals to be, due to the elimination of the
�uctuating components.

C. Preprocessing and Signal Filtering

We perform a number of preprocessing and �ltering techniques
on the extracted raw audio from the radar as outlines below.

Bandpass Filtering: mmSpytracks sound via material vi-
brations. It is known from literature that materials attenuate
vibrations at higher frequencies [41], [86], [85]. Therefore,
the spectrum measured at higher frequencies mostly consists
of noise which can be eliminated by applying a low pass �lter
at 2000 Hz [73]. Also, the fundamental frequency of the voiced
speech of a typical adult male will vary from 85 to 180 Hz,
and that of an adult female from 165 to 255 Hz [87], [34].
Thus, we apply a high pass �lter at 80 Hz to eliminate the
DC offsets and low frequency noise without affecting speech
recognition.

Spectral Subtraction: We perform background noise elimi-
nation using spectral subtraction techniques popular in speech
processing [38]. At a high level, the average signal spectrum
and the average noise spectrum are �rst estimated and then
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subtracted from each other, which is shown to eliminate
additive stationary noise [88], [85], [78].

Fig. 9 depicts an audio signal before and after preprocessing
techniques. Evidently, the voice part of the signal has been
enhanced in comparison to hardware noise.

(a) (b) (c)

Fig. 9: Preprocessing and noise subtraction (the word spoken is
”two”) – (a) Raw signal (b) After bandpass �ltering (c) After spectral
subtraction.

D. Synthetic training data generation:

Speech processing algorithms have to be robust to speaker
patterns, dialects, gender, etc. However, developing robust
models require large scale training data accumulated over
years across diverse users. While large scale datasets are
available for speech and vision domains, the unfortunate lack
of availability of similar radar datasets makes it challenging
to develop robust models. Towards minimizing the overhead
of training data collection,mmSpygenerates synthetic training
data to bootstrap the training of ML models.

The synthetic data is created from the existing datasets
(AudioMNIST [36] and Speech Commands [91]) using two
main operations: scaling and noising. In order to scale the
existing datasets, radar samples were collected and moments
of speech were identi�ed. Whenever words are being spoken,
the phase magnitudes vary in the range of -0.024 and 0.024
(after statistical error correction). We assume that the noise
in the sensor data is normally distributed and estimate the
parameters of the noise distribution from samples where no
sounds are played on the phone. The mean and the standard de-
viation of the noise distribution are 0 and 0.0035 respectively.
Thus, the audio datasets were scaled in the range of [-0.024,
0.024] and random noise sequences with a normal distribution
N (0; 0:0035) were added to create synthetic training data.

Although the synthetic data attempts to match the distribution
of real radar data well at a high level, there will still be
residual differences in distribution. Towards eliminating such
differences,mmSpylater performsdomain adaptationbased on
a small set of real training data, thus achieving a sweet-spot
in the trade-off between training data overhead and robustness
of the ML model.

E. Audio Reconstruction:

Towards reconstruction of the original audio from the noisy
radar data, we design a redundant convolutional encoder
decoder (RCED) architecture [79] as illustrated in Fig. 10.
The audio and radar samples are downsampled to a sampling
rate of 8kHz – this sampling rate is adequate to capture audible

frequencies from human speech. The inputX i to the network
are the mel-spectrograms of 1-second audio samples. The
dimensions of the spectrograms are128� 81. We refer to each
column of this input matrix as asegment. Towards generating
an enhancedsegment at time t, the network accepts input
segmentsfrom timest to t � 7, thus accepting an input of size
128� 8, and producing an output of size128� 1. This allows
the network to exploit temporal locality in performing the
enhancement. Also, the network consists of skip connections
that help in training and convergence [46], [61], [29]. The
network outputs onesegmentat a time, and after passing
through the entire input, it produces an output matrixO
of size 128 � 73 3. After performing the enhancement, we
exploit masking techniques [51] as an alternative enhancement
option. While the enhanced outputO eliminates noise, it
may distort the voiced segments of the audio as well. The
masking can potentially help eliminate such distortions. After
performing the enhancement with RCED network, the output
spectrogramO is divided into 8 evenly spaced frequency
ranges in the mel scale. Within each frequency range, a
threshold is decided adaptively based on Otsu's method [67].
Based on the thresholding, a 0/1 binary mask is computed from
spectrogramO. The 0/1 masked values are further smoothed
based on Gaussian blurring [72] with a kernel of size3 � 3
resulting in a masking matrixM with values between 0 and
1. The enhanced outputO0 is then calculated asO0 = I � M .
We compare the performance of bothO, andO0 in Section V.

Fig. 10: Architecture of audio reconstruction network.

Loss Functions and Optimization: The loss function used
to train the audio reconstruction model is the mean-squared
error (MSE) loss function. IfX i andZ i are thei th input and
output spectrograms respectively, the MSE is de�ned as:

MSE =
1
n

nX

i =1

jjX i � Z i jj2
2 (6)

Since the inputs and outputs are spectrograms, the MSE loss
function is used to make the input and output spectrograms
resemble each other as much as possible.

The Adam optimizer was used to minimize the loss function
with a learning rate of 0.001 and L2 regularization loss with
weight decay of10� 5.

3Due to the overlapping windows used in creating spectrograms, this creates
a truncation of approximately5:48% of the �nal time domain output with
respect to the size of the input, which we ignore in this paper.
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Hyperparameter Selection: The hyperparameters were the
number of skip connections between the encoder and the
decoder sections, the learning rate, the L2 regularization factor.
The optimal set of hyperparameters were selected using a
grid search: all combinations of skip connections (that were
dimensionally compatible) between the encoder and decoder
were tried, the learning rate and L2 regularization rate were
varied in the setf 0.001, 0.005, 0.01, 0.05g.

Bootstrapping the Training: The synthetic data generated
as described in Section IV-D and the true data samples
corresponding to each synthetic sample were treated as the
input-output pairs(X i ; Z i ), to train a synthetic model. The
goal of the audio reconstruction modelis thus to denoise
and appropriately scale the noisy inputs to resemble the true
outputs.

Domain Adaptation: The synthetic modelis adapted using
a small sensor data sample (5% of the size of the synthetic
dataset for Audio MNIST, and speech commands). We perform
�ne-tuning of the model where we simply update the weights
of all parameters with real sensor data. The amount of domain
adaptation data was suf�cient to achieve convergence even
though none of the layers were frozen. Based on a cross-
validation approach, we veri�ed that such a �ne-tuning ap-
proach provided us best results for this architecture instead
of performing domain adaptation only on a few layers and
freezing the rest.

F. Speech Recognition via Classi�cation:

Towards performing speech recognition, we develop models
based on convolutional neural networks that take spectrograms
as inputs and estimate class labels corresponding to digits and
speech-commands as outputs. The high level architecture of
the classi�cation model is depicted in Fig. 11. Similar to
the network for audio reconstruction, skip connections are
exploited for bene�ts in training and convergence.

Fig. 11: Architecture of speech classi�cation network.

Loss functions and optimizations:The model is trained using
a cross-entropy loss function. The cross entropy loss function
is commonly used in classi�cation problems. It is given as:

CE = �
NX

i =1

MX

c=1

yi;c log(pi;c ) (7)

whereN is the number of data samples,M is the number of
classes,yi;c is 1 if samplei belongs to classc and 0 otherwise,
andp is the predicted probability that samplei is of classc.

Bootstrapping the Training: The synthetic data that was
generated as described in Section IV-D and the labels corre-
sponding to each synthetic sample were treated as the input-
output pairs(X i ; yi ), to train a synthetic model. The goal
of the classi�er is to best estimate the word that is being
spoken, given the spectrogram of the vibration (sensed using
the mmWave radar) as the input.

Hyperparameter Selection: The hyperparameters include
learning rate, L2 regularization factors, kernel sizes for con-
volutional layers, dropout rates, the number of resnet blocks,
and the number of nodes per fully connected layer. The above
parameters were varied using a grid search as follows: learning
rate in the set off 0.001, 0.005, 0.01, 0.05g, square kernel
sizes f 3, 5, 7g, number of resnet blocks1 � 3, number of
�lters per convolutional layer in the resent blocks asf 64, 128,
256g, number of convolutional �lters in the deep convolutional
layers asf 64, 128, 256, 512g, the number of nodes per fully
connected top layer asf 128, 256, 512g. We use randomized
cross-validation to tune the hyperparameters for the model,
and run multiple cross-validation programs on a campus GPU
cluster concurrently.

Domain Adaptation: In order to adapt thesynthetic model
to the sensor data, the last layers (indicated in Fig. 11) are
retrained using sensor data as inputs and the corresponding
true data samples as outputs. All the layers excepting the last
few layers are frozen so that their weights do not change
when the model is adapted. This is done so that the model
can learn the same representation as thesynthetic modelby
relearning only the last layers. Such a strategy is popular
in other domain adaptation and transfer-learning applications
[60], [74], [44]. Approximately5% of synthetic data is used
for domain adaptation for both AudioMNIST and speech
commands datasets.

V. EVALUATION

Implementation: The experimental setup is depicted in
Fig. 12. mmSpy's frontend includes Texas Instruments
AWR1843BOOST[8] and IWR6843ISK[12] mmWave radars
as introduced in Section II operating in the spectrum of 77
GHz and 60 GHz respectively. Operating with a FMCW
bandwidth of 1798:92GHz (Appendix B), we use the
DCA1000EVM [17] platform to extract samples at10 Msps,
and obtain re�ections from the phone vibrations. We use
Samsung Galaxy S20 (S20) and Google Pixel 4a (Pixel) phone
models in our evaluation. The phases of the re�ections from
phone vibrations are used to extract audio content as well as
train the ML models inmmSpyfor speech recognition. We
capture the re�ections from the back of the phone opposite
to the side of the earpiece. The ML model is implemented
with PyTorch [80] packages and the training is performed on
a desktop with Intel i7-8700K CPU, 16GB RAM memory, and
NVIDIA Quadro RTX 8000 GPU.
Datasets:We validate the attack capability ofmmSpywith two
diverse speech recognition tasks: (i) We use the AudioMNIST
dataset for validating a task in digit recognition. AudioMNIST
[36] dataset consists of 30000 audio samples of spoken digits
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Fig. 12: Experimental setup inmmSpy. Off the shelf mmWave radar
device is used to detect earpiece vibrations from a smartphone.

(0-9) of 60 different speakers consisting of 48 males and 12
females from all age groups. Each audio sample is less than
one second long, captured in a controlled environment at a
sampling rate of 8kHz. The AudioMNIST dataset is a popular
benchmark for testing several techniques in the literature of
speech recognition including an attack on the accelerometer
sensor [33], [48]. (ii) Towards validating a task in recognition
of words, we use the speech command dataset [91]. The
dataset consists of38546 samples of the following speech
commands: [`down', `go', `left', `no', `off', `on', `right',
`stop', `up', `yes']. This dataset is completely anonymous
and does not come with any information about age groups,
genders, etc. Additionally, this dataset was crowdsourced and
prepared so it includes samples from phone, laptop and tablet
microphones. Each sample is converted to a 16kHz WAV �le
and is 1-second long.

Training Data: About 90% of samples from the datasets
described above were converted into synthetic radar data (as
discussed in Section IV-D) to bootstrap the training process.
This includes data from all speakers, regardless of gender, age,
etc. A synthetic modelis �rst created, which is later adapted
with small sets of real sensor data as elaborated next.

Data for Domain Adaptation: The data used for domain
adaptation is approximately5% of the size of the synthetic
training data. We play the audio samples corresponding to this
data on the smartphone and record the radar measurements.
This generates labelled training dataset with radar recordings
and their respective audio classes. We used two phones of each
of these models – Google Pixel 4a and Samsung S20 – a total
of four smartphones. This allows us to perform the domain
adaptation and testing on different phones. We use an app,
Stealth Audio Player [18] that plays the audio contents of the
domain adaptation data on the smartphone's earpiece.

Test Data: In order to test the model, separate training,
validation, and test sets are collected. Testing is done on a
different smartphone (victim's phone) than the one from which
training data for domain adaptation was generated (attacker's
phone). The domain adaptation dataset was roughly split into
80:20 ratio for cross-validation while ensuring that the train
and test data comes from different phones. There are no
samples in common between training, testing, and the domain
adaptation dataset. Similar to the domain adaptation above, we

use Stealth Audio Player for playing audio contents of the test
data on the earpiece device.

Metrics of Evaluation: We consider the following two metrics
of evaluation. (i) For the audio reconstruction model, we report
the reconstruction lossbetween the recovered audio from the
radar and the original audio played on the phone. A MSE error
is used to quantify this. (ii) For speech recognition with digits
and speech commands dataset, we report theclassi�cation
accuracy (or simply the accuracy), which is the ratio of
number of correct classi�cations over the total number of test
cases. In addition to the above, we provide qualitative results
such as spectrograms and an audio demo. We now present
results from a systematic measurement study.

Terminology: Since we consider multiple phones, multiple
datasets, and multiple frequency bands in this paper, the num-
ber of different combinations can be exhaustive. Therefore,
we choose the following subset of combinations that provide
a good representation of the variation across different factors.
Accordingly, we use the following terminology to represent
these cases. (a) “S20 (77 GHz)” – results from Samsung S20
at 77 GHz with AudioMNIST. (b) “S20 (60 GHz)” – results
from Samsung S20 at 60 GHz with AudioMNIST. (c) “Pixel
(77 GHz)” – results from Google Pixel 4a at 77 GHz with
AudioMNIST. (d) S20 (Sp, 77 GHz)” – results from Samsung
S20 at 77 GHz with Speech commands dataset.

Qualitative Reconstruction Results: Figures 13, 14 depict
the spectrograms from a qualitative reconstruction of the
audio. The y-axis of the spectrograms varies from 0 to 4KHz.
Representative samples from each class are presented for both
AudioMNIST and speech commands datasets. The raw capture
from the sensor (top row), as well asmmSpy's reconstruction
of the original audio from the raw sensor data is shown.
Second row shows the output before masking whereas the
third row shows the output after masking (discussed in Section
IV-E). The bottom row shows the spectrograms of ground truth
audio. Evidently,mmSpy's reconstruction agrees well visually
with the ground truth. While the raw sensor data looks mostly
noisy, mmSpy's audio reconstruction is able to highlight the
key spectro-temporal trends in the audio resulting in a good
recovery of the original audio.

Audio Demo: Sample audio �les from the raw sensor,mm-
Spy's reconstruction from the raw sensor data, as well as the
ground truth is included in the following anonymous url [5].
Headphones are recommended for listening. While the raw
sensor data is incomprehensible, evidently, an adversary can
roughly decipher the contents of the ground truth audio from
mmSpy's reconstruction.mmSpyuses Grif�n-Lim algorithm
for reconstructing audio from spectrograms [52].

Quantitative Reconstruction Results: Fig. 15 depicts the
MSE error of audio reconstruction. The spectrograms are
normalized within a range of [-1,1] for a uniform comparison.
As depicted, the difference in MSE between the enhanced and
the true audio is lower than the MSE between the raw sensor
data and the true audio. Fig 15(b) shows the MSE averaged
over 1-6 ft for various settings. This shows the effectiveness
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Fig. 13: Qualitative Results (at 3ft range): Speech commands. While the raw sensor data (top row) is noisy,mmSpy's reconstruction (second
row) is able to extract the key spectro-temporal trends in the noisy sensor data. The masking ideas (third row) allows focusing on distortion
free voiced components from the input. The enhanced outputs looks visually similar to the true audio spectrograms (bottom row).

Fig. 14: Qualitative Results (at 3ft range): Audio MNIST. Similar to speech commands, theaudio reconstructionmodel is able to extract
the key spectro-temporal trends from noisy sensor data.

of the ML algorithms inmmSpyin reducing the MSE.

(a)

(b)

Fig. 15: Reconstruction error (a) MSE vs Range (S20, 77 GHz) (b)
Average MSE across settings.

Power vs Range:Fig. 16 depicts the power levels of sound
vibrations as a function of the distance of the phone from the
radar device. The power levels are measured in dB in reference
to the noise power levels when there is no sound being played
on the earpiece device. As expected, the power levels drops

linearly as a function of distance. At a distance of6f t ft,
the power starts getting closer to noise levels. Beyond this,
accurate detection of the phone re�ection becomes hard. The
variation is consistent for different phone models (Pixel vs.
S20) as well as different frequencies (77 vs. 60 GHz). The
power levels with speech commands is slightly lower than
AudioMNIST mainly due to a corresponding lower quality
(volume) of the data in comparison to AudioMNIST data.

Fig. 16: Power Levels vs Range

Speech Recognition Accuracy vs Range:Table. I depicts
the accuracy ofmmSpyas a function of range for different
phone models and frequency range. Evidently, the accuracy
only degrades gracefully over distances upto 6 ft which
suggests the potential for a successful attack under conditions
identi�ed in the threat model in Section III. The performance is
consistent across multiple phone models and frequency bands.
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