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PRE‐PATCH WINDOW

Attackers can leverage the window of time 
before a vulnerability is addressed.
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Discovery of a Vulnerability

pre‐patch window

Attackers can exploit the 
vulnerability!

Vendor Releases a Patch Users Apply the Patch



PRE‐PATCH WINDOW IS SIGNIFICANT
Study on 130 real‐world vulnerabilities [1]
 7‐30 days for 1/4 vulnerabilities
 30+ days for 1/3 vulnerabilities
 52 days on average
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1. Z. Huang, M. D’Angelo, D. Miyani, D. Lie. Talos: Neutralizing  Vulnerabilities with Security 
Workaround for Rapid Response. IEEE Symposium on Security & Privacy  2016.



ISSUES OF MANUAL REPAIR
Time required to construct a correct fix is 
significant.
 It accounts for 89% of the time for releasing a 
patch.

Constructing a correct fix is non‐trivial.
 Some vulnerabilities are fixed only after 
several attempts.
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Multiple attempts of patching (Quotes from a bug report)

The developer: “This updates the previous patch...”
....
The developer: “This patch builds on the previous one...”
....
The developer: “I’ve just committed more changes...”
....
....
The tester: “I’m afraid I found a bug...”



OUR GOAL

Automatically repair software 
vulnerabilities i.e. automated program 
repair

Focuses on source code repair
 Easier for developers to adopt
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HOW TO REPAIR VULNERABILITIES?
Correcting vulnerable logic, e.g. race condition
Preventing vulnerable code from being executed
Adding checks to detect vulnerability‐triggering 
inputs
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Heartbleed Vulnerability:

memcpy(bp, pl, payload);

Official fix:

If (… payload… > ...length)
return 0;

….
memcpy(bp, pl, payload);Client can craft the value of payload 

to acquire sensitive data.

Is the value of payload correct? 



TWO TYPES OF REPAIRS
Mitigation
 Preventing vulnerabilities from being 
triggered

 Rapid
Fix
 Removing vulnerabilities
 Slow
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MITIGATION

Prevents execution of vulnerable code to 
thwarts exploits
 Rapidly closes pre‐patch window

Unobtrusiveness is desirable
 Only vulnerable code should be affected

Trade off between functionality loss and 
security
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SECURITY WORKAROUND FOR RAPID
RESPONSE (SWRR)

Designed to be simple and unobtrusive

Oblivious to vulnerability types
Requires minimum developer effort
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int foo(…) {
....
// vulnerable code
....

}

int foo(...) {
return error_code;
....
// vulnerable code
....

SWRR



HOW TO ACHIEVE UNOBTRUSIVENESS?
Terminate the target program?
Throw an exception?
Return to caller? What value to return?
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int foo(...) {
return ?;
....
// vulnerable code
....



USING EXISTING ERROR RETURN VALUES
Leveraging target program’s own error 
handling mechanism
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apache HTTP server

malicious request

request rejected

SWRR
Status 
Module

Main Module

call

error



IDENTIFYING ERROR RETURN VALUES
Documentation of common libraries or 
API functions

Developers’ annotations
Observing behaviors of applications
Analyzing error propagation
Using heuristics
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ANALYZING ERROR PROPAGATION
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Int bar() {
if (foo() == NULL)

return ‐2;
….

Int bar() {
….
if (spam() == ‐3)

return ‐2;

foo: NULL

bar: ‐2

Int ham() {
….
return bar();
….

Direct Propagation

Downward PropagationUpward Propagation
bar: ‐2

spam: ‐3

bar: ‐2

ham: ‐2



USING HEURISTICS
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int baz() {
.…
If (error) {

log_msg(“ERROR!”);
return ‐1;

}
….

Error Logging
char *foo() {
….  
if (error)
return NULL;

….

Return NULL



COMBINING ERROR PROPAGATION ANALYSIS
AND HEURISTICS
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Function Error Return Value
foo NULL
bar ‐2
spam ‐3
ham ‐2



GENERATING SWRRS
An SWRR is simply a return statement:
 return error;
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Int bar() {
return ‐2;
…..

char *foo() {
return NULL;
…..

Function Error Return 
Value

foo NULL
bar ‐2
spam ‐3
ham ‐2

SWRR

SWRR



STATE‐OF‐ART TOOLS
Talos

 Generates source code SWRRs
 Uses static program analysis
 Instruments SWRRs into the source code of a 
target program

https://github.com/huang‐zhen/talos
RVM

 Generates binary code SWRRs
 Instruments SWRRs into the binary of a target 
program

https://gitlab.com/zhenhuang/RVM 17



TALOS DEMO – TARGET VULNERABILITY
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TALOS DEMO – GENERATING CFG & CDG

Talos generates CFG and CDG for apache 
http server 2.4.7
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TALOS DEMO – IDENTIFYING ERROR RETURN
VALUES

Talos identifies error return values
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Found error return value for status_handler

status_handler function



TALOS DEMO – SYNTHESIZING AND INSERTING
SWRR

Talos synthesizes and inserts an SWRR into 
status_handler function
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status_handler function



MITIGATION: SUMMARY

Prevents adversaries to exploit 
vulnerabilities
 Disallows the execution of vulnerable code 

Exchanges functionality loss for security
The challenge is to preserve 
unobtrusiveness
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MITIGATION: STRENGTHS & DRAWBACKS

Strengths
 Patch is simple and effective
 Can be deployed rapidly

Drawbacks
 Causes functionality loss
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FIX
Removes vulnerabilities from code
Preserves program functionality
Fix correctness is desired particularly for 
vulnerabilities

24



STEPS TO PRODUCE A FIX

1. Finding the faulty statement
2. Synthesizing a patch
3. Testing patch correctness (optional)
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TWO APPROACHES TO PRODUCE A FIX

Example‐based repair
 Bottom‐up, relies on concrete example inputs

Property‐based repair
 Top‐down, uses expert‐defined properties
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EXAMPLE‐BASED REPAIR
Requires human‐labelled example inputs
 Positive tests – expected program behavior
 Negative tests – expose the defect
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Positive Tests Negative Tests

Before the fix Pass Fail

After the fix Pass Pass



A FAULTY PROGRAM
// returns x‐y  if x > y;  0 if x == y; y‐x if x < y
1 int distance(int x, int y) {
2    int result;
3    if (x >y) 
4        result = x ‐ y;
5 else if (x == y) 
6 result = 0;
7    else 
8        result = x ‐ y; // should be y ‐ x
9    return result;
10 }
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Input# Label x y distance (expected) distance (actual)

1 Positive 2 1 1 1

2 Positive 3 3 0 0

3 Negative 1 4 3 ‐3

4 Negative 0 5 5 ‐5



EXAMPLE‐BASED: FINDING THE FAULTY
STATEMENT

Statistical fault localization
 Faulty statement is executed more in negative 
tests but fewer in positive tests

 Run the target program to collect execution 
count of each statement: #passed and #failed
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STATISTICAL FAULT LOCALIZATION

1. Compute a suspiciousness score for each 
statement

2. Rank each statement by its susp. score
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Statement Susp. Score #failed #passed

8 result = x ‐y 1.0 2 0

5 else if (x == y) 0.67 2 1

3 if (x > y) 0.5 2 2

4 result = x ‐ y 0.0 0 1

6 result = 0 0.0 0 1



EXAMPLE‐BASED: SYNTHESIZING A PATCH
Using pre‐defined ways
 Adding a guard, e.g. if (…) result = x – y;
 Modifying RHS of the assignment, e.g. result 
= y ‐ x;

 ….
Learning from correct code
 Borrowing code from other similar programs
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MODIFYING RHS OF AN ASSIGNMENT

1. Replacing the RHS with f(…)
 … can be function parameters and local 
variables

2. Finding the constraint that f(…) needs to 
satisfy for the given example inputs

3. Concretizing f(x, y)
32

f(x, y) = 
3, x==1 and y==4 
5, x==0 and y==5 



CONCRETIZING F(X, Y)
Constants
 3 works for input #3 but not input #4
 5 works for input #4 but not input #3

Arithmetic
 f(x, y)  x + y
 f(x, y)  y – x

Comparison
Logic
….
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LEARNING FROM CORRECT CODE

Focuses on missing checks for error‐
triggering inputs
 E.g. check on input to prevent buffer overflow

Requires a donor program
 Performs same functionality
 Accepts same inputs
 Contains a check for error‐triggering inputs

Borrows the check from the donor 
program 34



BORROWING THE CHECK FROM THE DONOR
PROGRAM

Can we borrow the check from FEH 
(donor) and transfer it to CWebP
(recipient)?
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int ReadJPEG(…) {
….
// overflow error
rgb = malloc(stride * cinfo.height);
….
}

FEH Overflow Check

char load(…) {
….
if (height>16) {
// quit

}
….

}

CWebP Buffer Overflow



CHALLENGES
How to identify the required check?
How to transfer the check from the donor 
to the recipient?
 The check is implemented in the code of the 
donor

36



IDENTIFYING THE CHECK
Using a seed input and an error‐triggering 
input
 Seed input passes the check
 Error‐triggering input fails the check

Running the donor program with both 
inputs to identify such check
 Search all checks in the donor program
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Checks Seed Input Error Input

if (height > 16) pass fail

…. …. ….



TRANSFERRING THE CHECK

How to transfer the check to the recipient 
program?
1. Lifts the check to an application‐

independent form
2. Finds a location in the recipient to insert the 

check
3. Translates the check back to program 

expressions in the recipient
4. Inserts the check into the recipient
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LIFTING THE CHECK
Uses symbolic execution to map the check 
to input fields
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height > 16  input.dinfo.output_height > 16



FINDING A CANDIDATE PATCH LOCATION
Where can we insert the check in the 
recipient?
 Any location in the recipient where the check 
can be translated

 Requires testing to verify patch correctness
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TRANSLATING THE CHECK

Uses symbolic execution to map lifted 
check to recipient program variables
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input.dinfo.output_height > 16  cinfo.height > 16



INSERTING THE CHECK
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int ReadJPEG(…) {
….
// patch
If (cinfo.height > 16) exit(‐1);
rgb = malloc(stride * cinfo.height);
….
}

CWebP Overflow Check FEH Overflow Check

char load(…) {
….
if (height>16) {
// quit

}
….

}



EXAMPLE‐BASED: TESTING PATCH
CORRECTNESS

Running patched program with example 
inputs to determine patch correctness
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Run patched 
program

example 
Inputs

Correct Patch

Incorrect Patch

Apply patch 
to program

Synthesize a 
new patch



EXAMPLE‐BASED REPAIR: SUMMARY

Relying on example inputs
Finding the faulty statement
 Statistical fault localization

Synthesizing a patch
 Using pre‐defined ways
 Learning from other programs
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EXAMPLE‐BASED REPAIR: STRENGTHS & 
DRAWBACKS

Strengths
 Generic – (mostly) oblivious to types of 
vulnerabilities

 Example inputs can be obtained from test 
suites

Drawbacks
 Less desirable for vulnerabilities – patch 
correctness is tested using inputs

 Can take a long time to try out all possible 
patches
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PROPERTY‐BASED REPAIR
Using expert‐defined, program‐
independent properties to denote a patch

Patch correctness is enforced by property 
correctness
 No need to test patch correctness
 Does not rely on the completeness of test 
inputs
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USING SAFETY PROPERTIES TO GENERATE
VULNERABILITY PATCHES

A safety property describes the condition 
when a type of vulnerabilities cannot be 
triggered
 Abstract: defined in terms of abstract 
expressions

 Simple: involving a tiny number of 
expressions
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mem_access_upper <= buffer_upper && 
mem_access_lower >= buffer_lower

Safety Property for Buffer Overflow



EXAMPLE VULNERABILITY TYPES
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buffer datainput

buffer overflow
void *p = read_from_file();
struct A *pa = (struct A *)p;
p->field_i = 100;

bad cast
strcpy(buffer, input);

field1 field2 field i

integer overflow
short n = strlen(input);



PATCH GENERATION

Input: 
 a target program
 safety properties defined by experts
 a test input that triggers the vulnerability

Output: source code patch
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if (!safety_property_hold)
return error;



STEPS TO PRODUCE A FIX

1. Finding the faulty statement
2. Synthesizing a patch
3. Testing patch correctness

50



FINDING THE FAULTY STATEMENT

The statement that violates the safety 
property
 Identified during symbolic execution
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CHALLENGES TO SYNTHESIZE A PATCH

How to map a safety property to program 
expressions, i.e. concretize a safety 
property?

Where to place the patch?
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CONCRETIZING A SAFETY PROPERTY

Mapping abstract expressions into 
program expressions during symbolic 
execution
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mem_access_upper <= buffer_upper && 
mem_access_lower >= buffer_lower

p + l ‐ 1<= buf + s ‐ 1 && 
p >= buf

Safety Property for Buffer Overflow
buf = malloc(s);
p = buf;
memcpy(p, q, l)

Concretized Safety Property

Target Program



PLACING THE PATCH

A location before the vulnerability can be 
triggered

What if not all expression can be mapped 
to a same scope?

54

char *foo_malloc(int p, int q) {
return malloc(p * q);
}
char *foo(char *d, int r, int c, int l) {
char *out = foo_malloc(r, c);
bar(d, out, l);
return out;

}
void bar(char *d, char *out, int len);

buffer size: p * q 
(foo_malloc)

access range: len (bar)



EXPRESSION TRANSLATION
Translate program expressions across 
different scopes
 Based on function summary
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char *foo_malloc(int p, int q) {
return malloc(p * q);
}
char *foo(char *d, int r, int c, int l) {
char *out = foo_malloc(r, c);
bar(d, out, l);
return out;

}
void bar(char *d, char *out, int len);

buffer size: p * q 
(foo_malloc)

access range: len (bar)

buffer size: r * c (foo)

access range: l (foo)



SYNTHESIZING THE PATCH

Target function: foo
Concretized safety property: r *c >= l
Error return value: NULL
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char *foo_malloc(int p, int q) {
return malloc(p * q);
}
char *foo(char *d, int r, int c, int l) {
if (!(r * c >= l)) return NULL; // patch
char *out = foo_malloc(r, c);
bar(d, out, l);
return out;

}
void bar(char *d, char *out, int len);



PROPERTY‐BASED REPAIR: SUMMARY

Using expert‐defined, program‐
independent properties to generate 
patches

Properties need to be mapped to program 
expressions

Patch correctness is enforced by property 
correctness
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PROPERTY‐BASED REPAIR: STRENGTHS & 
DRAWBACKS

Strengths
 Patch correctness is enforced by the 
correctness of expert‐defined properties

 Properties need to be defined only once
 More desirable for vulnerabilities 

Drawbacks
 New properties need to be defined for new 
vulnerability types

 Extra Instrumentation may be needed to 
concretize property 58



TAKE AWAY

Our goal is to automatically generate 
patches to repair vulnerabilities

Mitigation, example‐based repair and 
property‐based repair are investigated

Mitigation is ideal for rapid temporary 
protection

For vulnerabilities, property‐based repair 
is more desirable than example‐based 
repair 59
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