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Data driven software

Parole decision Hiring

Credit score

Is ML software fair?Is ML software fair?



Fairness Defects

Racial Bias in Amazon 
Same-day Delivery

Racial Bias in IRS 
Tax Audits 



Debugging ML Software for Fairness
Criminal Justice

Risk Assessment

Q1: Identifying fairness issuesQ1: Identifying fairness issues

Q2: Isolating reasons of unfairness
and providing mitigation

Q2: Isolating reasons of unfairness
and providing mitigation



Fairness Notions

• A protected feature (e.g., age, sex, race)
• A feature ML should not discriminate against
• A protected group is a group of individuals with the same protected feature

• Group fairness
• Similar statistics for different protected groups

• Individual fairness
• Similar individuals receive similar treatments



Group Fairness Definitions

• Equal Opportunity Difference (EOD)
• The difference between the true positive rates (TPR) of two protected groups

EOD = |TPR(G1) – TPR(G2)|
• E.g., hiring; G1 = the male group; G2 = the female group
• When EOD=0%, both groups have about equal chances of being hired for 

qualified applicants
• The smaller the EOD is, the more fair the system is

• Average Odd Difference (AOD)
• Consider both the true positive and the false positive rates

AOD= ½ (|TPR(G1) – TPR(G2)| + |FPR(G1) – FPR(G2)|)



Individual Fairness

• Counterfactural: a pair of individuals with the same non-protected 
features, but differ in one protected feature

Counterfactual



Testing for Fairness
Themis
FSE’17

AEQUITAS
ASE’18

ADT
ICSE’20

Black-box
FSE’19

EIDIG
ISSTA’21 ICSE’22
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Parfait-ML: Fairness-Aware Configuration of 
Machine Learning Libraries
In 2022 International Conference on Software Engineering (ICSE)



Building ML Models

• Pick an ML library (TensorFlow, scikitlearn, …) and an ML algorithm
• “Programming”: select hyperparameters
• Train an ML model

TensorFlow



Example Hyperparameters

# of layers/neurons; …

max depth of trees; …

# of clusters; …

Parfait-ML: Do hyperparameters affect the 
fairness of resulting ML models?

Parfait-ML: Do hyperparameters affect the 
fairness of resulting ML models?



Characterizing Hyperparameter-Fairness 
Relationship
• Problem statement

• Given an ML algorithm, what hyperparameter valuations can lead to the 
most fair/unfair ML models?

• Accuracy constraint: close to the accuracy of the model with a default 
hyperparameter configuration

• Focus on group fairness

• Methodology: search over the hyperparameter space
• Random search: randomly generate hyperparameters
• Evolutionary search: black-box fuzzing; grey-box fuzzing



Evolutionary Search
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Statistical Fault Localization

• Problem statement: explain the dependence of hyperparameters 
toward fairness

• Methodology
• k clusters of hyperparameters in terms of their accuracy and fairness results
• Build a decision tree from hyperparameters to clusters



RF + Census + Sex

Random Forest Ensemble

18 Hyperparameters
𝑛_𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑜𝑟𝑠 ∈ Ζஹଵ

max _𝑑𝑒𝑝𝑡ℎ ∈ Ζஹଵ

𝑐𝑟𝑖𝑡𝑒𝑟𝑖𝑜𝑛 ∈ 𝑔𝑖𝑛𝑖, 𝑒𝑛𝑡𝑟𝑜𝑝𝑦
max _𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠 ∈ {𝑎𝑢𝑡𝑜, 𝑙𝑜𝑔, … }
𝑐𝑐𝑝_𝑎𝑙𝑝ℎ𝑎 ∈ ℝஹ଴

… 

RF + Census + Race

• max_feature: the maximum number of features during training
• Setting it to be sqrt(total_features) or log(total_features) 

increases bias

Adult Census Income
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Evaluation

Q1: Hyperparameter can aggravate or 
suppress present biases in the dataset.
Q2: Mutation-based Evolutionary algorithms  
are effective search technique.
Q3: Some hyperparameters systematically 
introduce biases.
Q4: Parfait-ML outperforms Exp. Gradients 
and Fairway mitigation techniques.

Parfait-ML and all experimental 
subjects are publicly available:
https://github.com/Tizpaz/Parfait-
ML

Reusable Available



Tuning of hyperparameters significantly 
affects fairness. Within 1% of accuracy 
margins, fairness metric values can range 
from 1% to 23%.

Q1: Can hyperparameters selection affect ML algorithm fairness? 



Q2: Can evolutionary search help in finding hyperparameter valuations with large bias?

Evolutionary search is effective in 
finding hyperparameter 
configurations that lead to large 
bias.



We analyze 900 decision tree models, 
180 models per algorithm: 

• Random Forest: max_features (170) 
and min_weight_fraction_leaf (160)

• Decision Tree: min_fraction_leaf (114, 
and max_features (114)

• Logistic Regression: solver (175), tol
(53), and fit-intercept (50)

• Support Vector Machine: Degree (53)

• Discriminant Analysis: tol (141)

Q3: Can statistical fault localization be helpful?



Parfait-ML is effective to improve fairness by finding 
low-bias configurations of hyperparameters (vis-a-vis 
state-of-the-art).

*

*

Q4: How does our approach compare to the state-of-the-art in terms of mitigation?



DICE: Information-Theoretic Debugging of 
Fairness Defects in DNNs
In 2023 International Conference on Software Engineering (ICSE)



Limitations of Individual Fairness Definitions

Counterfactual

Limitation:
- Binary (yes/no)
- No Metric Characterizing Amounts of Discrimination
- Don’t Prioritize Test Cases



Quantitative Individual Discrimination (QID): 
an Information-Theoretic Approach

Counterfactuals

O1

O2

O3

O16

P1

P2

P3

Pk

Ꜫ

K : # clusters

Extreme Cases:
K = 1 (No Sensitivity)
K = |CF| (Strong Sensitivity)

Individual

CF1

CF2

CF15



Quantitative Individual Discrimination (QID): 
an Information-Theoretic Approach

P1

P2

P3

Pk

Uncertainty

Shannon entropy
ଶ

௞

௝ୀଵ

ଶ

ଶ

Min entropy Advantages:

+ Quantify sensitivity of DNN to 
the protected features. 
+ Smooth Feedback during 
Search.
+ Enable Test-Case Prioritization.

K : # clusters



DICE Overview



Debugging Phase: Layer Localizer

• Goal: detect a layer with the largest sensitivity to protected features

Rate of change:

Distance between the outputs of layer i for 
an individual’s counterfactual sets

𝑅𝑖 =
𝜎𝑖 − 𝑚𝑎𝑥 𝜎

𝑚𝑎𝑥 𝜎 +  Ꜫ

𝑅2

𝑅3

𝑅3

IDs generated 
By DICE 
testing phase

[1] Cradle: cross-backend validation to 
detect and localize bugs in deep 
learning libraries (ICSE 2019).



Debugging Phase: Neuron Localizer
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• Goal: localize neurons in the layer that have significant positive or 
negative effects on fairness



Evaluation

Datasets:
 Census
 Compas
 German Credit
 Default Credit
 Heart Health
 Bank Marketing
 Diabetes 
 Student Performance
 MEPS 15 
 MEPS 16

State-of-the-art:

 AEQUITAS (ASE’18)

 ADF (ICSE’20)

 NEURONFAIR (ICSE’22)

Available Reusable

DICE is an open-source tool publicly available in 
https://github.com/armanunix/Fairness-testing
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Effectiveness of QID-Based Search

Increased QID by 3.4× on average.
Enabled us to prioritize test cases efficiently: focus on 50 or less test cases.
Found discriminating instances that used up to 75% of protected 

information.
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Comparison with the state-of-the-art

Found 20× more individual discrimination (ID) instances than 
the state-of-the-art.
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Efficacy and efficiency of layer and neuron localization
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Activation mitigation can reduce QID discrimination by 5 to 64.3% (with 
a 2-3% loss of accuracy).

Deactivation can improve the fairness by 6 to 27% (with 1-2% loss of 
accuracy).



Ongoing Work: Neuron Repair for Fairness 
Mitigation



Observation

• A subset of neurons disparately contributes to unfairness
• Dropping them can result in fairer predictions
• Challenge: How do you identify an optimal subset in the exponential 

search space?



Solution

• Optimal subset is found using Simulated Annealing (SA)
• States in SA are a subset of neurons that are dropped
• The neighbors of a state are all states that differ in 1 neuron
• Cost Function: Unfairness of state + Penalty * (Initial unfairness if F1 

of state is less than a threshold)
• Find state that minimizes cost function



Workflow Diagram



Some Results

Across all datasets, the loss in F1 score is significantly lesser than the 
improvement in fairness

Dropping neurons is a viable technique to improve fairness



Conclusions

• Non-functional properties such as fairness of ML software become 
increasingly important

• Parfait-ML and DICE
• Applying software-engineering techniques, including fuzzing, fault 

localization, and repairs to improve ML fairness


