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Analyzing Binary Code
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“There's Plenty of Room at the Bottom: Analyzing and
Verifying Machine Code”, Reps et al., CAV 2010.
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Analyzing Binary Code ... is Challenging
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Obfuscation
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Basic Reverse Engineering Tasks

* Instruction discovery

— What instructions are in a binary?

* Function boundary discovery

— What are the boundaries of functions?

e Control flow

— What are the targets of control-flow transfers (e.g., indirect
calls)?

* Data flow
— What is the dataflow among registers and memory objects?
— Pointer analysis: What objects may a pointer point to?

* Others: type recovery, ...
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Rule-Based Binary Analysis: BPA
INDSS 2021]
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Key ldeas

* Observation: binary reverse engineering tasks are
mutually recursive

 Mutually dependent declarative rules in Datalog to
perform a joint analysis
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Key ldeas

* The Block Memory Model: memory divided into a
set of memory blocks

* A block roughly corresponds to a source-level
compound data structure

blk3 An int
blk2 A pointer
blk1 A struct
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Block Memory Model

* Pointer-arithmetic assumption

— p+offset can point to only the same block as what p points
to

blk3

[ _bik

p+offset—— blk1

p—>

Simplifying the reasoning of pointer arithmetics and
speeding up analysis
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BPA [NDSS 2021]

* Interprocedural binary pointer analysis to track what
blocks a pointer may point to
— No offset tracking: more scalable than VSA
— Pointers have unknown offsets within blocks: b[T]

7 __— | bk blk3
:

N
i blk2:

Simplified pointer arithmetic reasoning: p+offset would
point to the same set of blocks as p
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Performance Evaluation

—mmmm

# of instrs 100k 153k 157k 226k 647k
Time(s) 79 379 2,793 1,933 4,006 27,619
BPA Memory 0.6 3.6 24 28 57 352
(GB)

* BPA achieves reasonable performance on large binaries
— Most large benchmarks: about ~ 1 hour and ~ 50GB
— Largest benchmark gcc: about ~ 8 hours and ~ 350GB

 BAP-VSA (CAV’11) didn’t terminate for any of these within 10 hours
— Another paper (BDA, OOPSLA’19) showed similar results for BAP-VSA
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Soundness and Precision

* Pseudo ground truth via dynamic profiling
* Soundness validation

— Pointer analysis recall rate: 100%; indirect-call recall rate:
100%
* Precision comparison

— Pointer-analysis precision: high precision (>98%) on stack
objects; moderate on global objects; low on heap objects

— 34.5% higher indirect call precision than TypeArmor’s arity
approach
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Neural Symbolic Binary
Analysis: DISA [CCS 2025]
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Some BPA Weaknesses

* Memory block boundary identification

— Rely on manually designed, architecture-specific heuristics

e Offline analysis only

— Analysis speed not for online analysis such as malware
detection in network packets

[ Al to the rescue? }

‘-4 PennState ELECTRICAL ENGINEERING
@ College of Engineering AND COMPUTER SCIENCE



Block Boundary ldentification

* First idea: just construct an ML model for predicting
memory block boundaries, given assembly code
— Failed®
— Too hard for ML (insufficient data?)

* DISA [CCS 2025]: a neural symbolic approach
— A binary-classification model using transformers

— Classify block-boundary related (BREL) instructions, which
access the boundary of some memory block

— Followed by a value-tracking analysis to convert memory
operands of BREL instructions into block boundaries
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Block Boundary Identification Example

discard_moves: ebp: {}, esp: {0}, eax {}
push ebp ebp: {}, esp: {-4}, eax: {}
mov ebp, esp ebp: {-4}, esp: {-4}, eax: {}
sub esp, 0x18 ebp: {-4}, esp: {-28}, eax: {}

mov [ebp - Oxc], 0 ebp - Oxc = (-16)@discard_moves

jmp 356 <313+0x2b> ... is a stack boundary

mov eax, [ebp - Oxc] eax: {0,1,2}

mov eax, [eax*8 + 0x804a018] .Oxéo’4a;).]...8 is a boundary
call eax

in the global dat
mov eax, [ebp - 0xc] e BIORaT Eate

mov eax, [eax™8 + 0x804a01c]

mov [ebp - 0x10], eax

inc [ebp - Oxc]

cmp [ebp - Oxc], 2

jle 328 <313+0xf> — P
mov eax. [0x804a028] O St | Mo T s



Instruction/Function Boundary

Detection

* Code-byte classification
— bi-RNN [USENIX’15]; XDA [NDSS'21]

— Classify whether a code byte belongs to an instruction or a
function boundary

— Simple but lacks instruction semantics

e Superset-instruction classification

— DeepDi [USENIX'22]
— First perform superset disassembly

— Then classify whether a superset instruction is a true
instruction or at the function boundary

— More accurate but require more complicated graph setup
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Instr/Fun Boundary ldentification in
DISA

* Transformer models
— First superset disassembly to get instructions

— Then extract simple features for instruction embedding:
position, opcode, and operands

— Rely on transformers’ ability to discover long-range
dependencies
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DISA Framework:

A Unified Disassembly Pipeline with one shared Model architecture

Instruction
Extraction

Instruction boundary

Refined

> 12

CFG

Function boundary

value
tracking

Memory block boundary
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Function Boundary Identification: on
Real World Unseen Binaries
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*more results on other supported binary format in the manuscript
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Function Boundary Identification: on
obfuscated (Desync-cc) binaries

1.0+ 0.94

0.8

o
[=)]
1

F1 Score

<
H
1

0.2 4

\D A ?‘0 G\'\.\d(a

o c>'f=t—.vo'«-“’i

0.0 -
ook YOA

* more results on Obfuscator-LLVM, tigress,
VMProtect, and Themida in the paper
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Function Boundary lIdentification: On
Obfuscated and Optimized binaries

1.0 1 BN Desync+00
B Desync+03

F1 Score

*more results on other obfuscation and optimization in the manuscript
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Memory Block Precision - Better

Blocks. Cleaner CFGs /. |mprovement:

e Stack: 27%
e QOverall: 16.1%

* 4.4% reduction in AICT
- * Leading to more precise
CFG

60 -

F1 - score

20 A

Local Memory Global Memory
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Ablation Study -

Function, instruction
Which Design Choices Matter? ’ !
memory block boundary

analysis work better
|
Qogether.

>

5.57% 5.58%
5.08%

4.45%

AICT Improvement over BPA (%)

BPA T3 BPA T13 BPA_T23 BPA_T123
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Commercialization and Tech
Transition

ELECTRICAL ENGINEERING

AND COMPUTER SCIENCE



Industry Partners

7/» paloaltor

NETWORKS

* A network security company
* Interested in malware analysis

* For their application, reverse engineering speed
more important than soundness

— Al-assisted binary analysis can meet this demand

@ GRAMMATECH
* GTIRB: a Datalog-based disassembly tool
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Commercialization?

* DISA and BPA open sourced

— https://github.com/peicwang/Disa
https://bitbucket.org/psu soslab/bpa

* Tool extension and packaging

— Ongoing: integration with Angr to enable multi-
architecture support (e.g., ARM)

— API support for applications such as malware analysis
* Would provide basic binary information such as

indirect call targets at a much higher precision

— Compared to tools such as IDAPro, Ghidra, and Angr
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