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Hop-by-hop data aggregation is a very important technique for reducing the communication over- 5
head and energy expenditure of sensor nodes during the process of data collection in a sensor 6
network. However, because individual sensor readings are lost in the per-hop aggregation process, 7
compromised nodes in the network may forge false values as the aggregation results of other 8
nodes, tricking the base station into accepting spurious aggregation results. Here a fundamental 9
challenge is how can the base station obtain a good approximation of the fusion result when a 10
fraction of sensor nodes are compromised? 11

To answer this challenge, we propose SDAP, a Secure Hop-by-hop Data Aggregation Protocol 12
for sensor networks. SDAP is a general-purpose secure data aggregation protocol applicable to 13
multiple aggregation functions. The design of SDAP is based on the principles of divide-and- 14
conquer and commit-and-attest. First, SDAP uses a novel probabilistic grouping technique to 15
dynamically partition the nodes in a tree topology into multiple logical groups (subtrees) of similar 16
sizes. A commitment-based hop-by-hop aggregation is performed in each group to generate a 17
group aggregate. The base station then identifies the suspicious groups based on the set of group 18
aggregates. Finally, each group under suspect participates in an attestation process to prove the 19
correctness of its group aggregate. The aggregate by the base station is calculated over all the 20
group aggregates that are either normal or have passed the attestation procedure. Extensive 21
analysis and simulations show that SDAP can achieve the level of efficiency close to an ordinary 22
hop-by-hop aggregation protocol while providing high assurance on the trustworthiness of the 23
aggregation result. Last, prototype implementation on top of TinyOS shows that our scheme is 24
practical on current generation sensor nodes such as Mica2 motes. 25
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1. INTRODUCTION 38

Wireless sensor networks are envisioned to be economic solutions to many 39

important applications, such as real-time traffic monitoring, military surveil- 40

lance, and homeland security [Akyildiz et al. 2002]. A sensor network may 41

consist of hundreds or even thousands of low-cost sensors, each of which acts 42

as an information source, sensing and collecting data from the environment 43

for a given task. There may also exist one or more base stations (or data sinks) 44

which subscribe to specific data streams by distributing interests or queries. 45

The sensors in the network then push relevant data to a querying base station 46

(BS). However, it is very inefficient for every sensor node to report their raw 47

data because every data packet need traverse many hops to reach the BS, espe- 48

cially considering that sensor nodes are often constrained by scarce resources 49

in energy, communication, computation, and memory. On the other hand, as 50

in many cases sensor nodes in an area detect the common phenomena, there is 51

high redundancy in their raw data. Thus, reporting raw data back to the BS is 52

often unnecessary. 53

Recently, many data aggregation protocols [Estrin et al. 1999; Intanagonwi- 54

wat et al. 2002, 2000; Krishnamachari et al. 2002; Madden et al. 2002; Castel- 55

luccia et al. 2005; Chen et al. 2005] have been proposed to eliminate the data 56

redundancy in sensor data of the network, hence reducing the communication 57

cost and energy expenditure in data collection. During a typical data aggrega- 58

tion process, sensor nodes are organized into a tree hierarchy rooted at a BS, 59

because the tree topology, in which there is only one path from each node to 60

the root, has a nice property of duplicate suppression [Nath et al. 2004]. Each 61

nonleaf node in the tree acts as an aggregator, fusing the data collected from 62

their child nodes before forwarding the results toward the BS. In this way, data 63

are processed and fused at each hop on the way to the BS, and communication 64

overhead can be largely reduced. 65

Hop-by-hop aggregation, however, opens a new door to false data injec- 66

tion attacks. Sensor nodes are often deployed in open and unattended envi- 67

ronments, so they are vulnerable to physical tampering due to the low man- 68

ufacturing cost. An adversary can obtain the confidential information (e.g., 69

cryptographic keys) from a compromised sensor and reprogram it with ma- 70

licious code. The compromised node may then report an arbitrary false fusion 71

result to its parent node in the tree hierarchy, causing the final aggregation 72

result to far deviate from the true measurement. This attack becomes more 73

damaging when multiple compromised nodes collude in injecting false data. 74
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The above attack is extremely difficult, if not impossible, to prevent or de- 75

tect. From the viewpoint of information theory, data aggregation is a lossy 76

data compression process because all the individual sensor readings are lost 77

in the per-hop aggregation process. Hence, it is impossible for the BS to verify 78

the correctness of an aggregated result without knowing the original readings. 79

Unfortunately, the requirement of knowing the original readings effectively 80

precludes any data aggregation techniques. As such, in practice a tradeoff be- 81

tween efficiency and accuracy must be made. The challenge now becomes: how 82

can the BS obtain a good approximation of the aggregation result without los- 83

ing the efficiency of per-hop data aggregation when a fraction of sensor nodes 84

are compromised? 85

To answer this challenge, we propose SDAP, a Secure Hop-by-hop Data Ag- 86

gregation Protocol for sensor networks. The design of SDAP is motivated by 87

the following observations. During a normal hop-by-hop aggregation process 88

in a tree hierarchy, (implicitly) we need to place more trust on high-level nodes 89

(i.e., nodes closer to the root) than low-level nodes, because the aggregated re- 90

sult calculated by a high-level node is from a larger number of sensor nodes. In 91

other words, if a compromised node is closer to the root, the bogus aggregated 92

data from it will have a larger impact on the final result computed by the BS. 93

However, in reality none of these low-cost sensors should be more trustworthy 94

than others. As such, SDAP takes the approach of reducing the trust on high- 95

level nodes, which is realized by the principle of divide-and-conquer. More 96

specifically, by using a probabilistic grouping method, SDAP dynamically par- 97

titions the topology tree into multiple logical groups (subtrees) of similar sizes. 98

Since fewer nodes will be under a high-level node in a logical subtree, the po- 99

tential security threat from a compromised high-level node is reduced. 100

To preserve the efficiency of per-hop aggregation, SDAP performs hop-by- 101

hop aggregation in each logical group and generates one aggregate from each 102

group. In addition, based on the principle of commit-and-attest, SDAP en- 103

hances an ordinary hop-by-hop aggregation protocol with commitment ca- 104

pability, which ensures that once a group commits its aggregate this group 105

cannot deny it later. After the BS has collected all the group aggregates, it then 106

identifies the suspicious groups based on a bivariate multiple-outlier detection 107

algorithm. Finally, each group under suspect participates in an attestation 108

process to prove the correctness of its group aggregate. The BS will discard 109

the individual group aggregate if a group under attestation fails to support its 110

earlier commitment made in the collection phase; the final aggregate is calcu- 111

lated over all the group aggregates that are either normal or have passed the 112

attestation procedure. 113

Unlike the trimming-based resilient aggregation [Wagner 2004] that sim- 114

ply ignores some fraction of highest and lowest values without any reasoning, 115

our attestation scheme provides effective means to validate and then prob- 116

ably accepts the abnormal values, as oftentimes we are more interested in 117

those abnormal values than normal ones. Therefore, there is zero false pos- 118

itive in SDAP. Moreover, SDAP is a general-purpose secure aggregation pro- 119

tocol applicable to various aggregation functions, such as MEAN, SUM, and 120

COUNT. Our analysis and simulations show that SDAP can achieve the level 121
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of efficiency close to an ordinary hop-by-hop aggregation protocol while pro- 122

viding high assurance on the trustworthiness of the aggregation result. We 123

implement the prototype of SDAP on top of TinyOS, with the results showing 124

that our scheme is practical for current generation sensor nodes such as Mica2 125

motes. 126

The remainder of this article is organized as follows. We introduce the re- 127

lated work in Section 2. Then Section 3 defines our system model and design 128

goals. After that, Section 4 presents the secure data aggregation protocol com- 129

posed of grouping, aggregation, and attestation. Security analysis and per- 130

formance evaluation of our scheme are illustrated in Section 5 and Section 6, 131

respectively. At last, our work is summarized and the future work is discussed 132

in Section 7. 133

2. RELATED WORK 134

Many data aggregation protocols [Estrin et al. 1999; Intanagonwiwat et al. 135

2002, 2000; Krishnamachari et al. 2002; Madden et al. 2002; Chen et al. 2005; 136

Yao and Gehrke 2002] have been proposed, but none of them were designed 137

with security in mind. Until recently very little work has focused on secure 138

data aggregation. 139

After analyzing the possible attacks on the existing aggregation primitives, 140

Wagner [2004] proposed a mathematical framework for formally evaluating 141

the security of several resilient aggregation techniques. For example, median 142

is a more robust estimator than mean; truncation and trimming can be used 143

to eliminate possible outliers. This work, however, is not really about data 144

aggregation because it assumes the BS has already collected all the raw data. 145

Also, abnormal data are discarded without further reasoning. 146

Hu and Evans [2003] proposed a secure hop-by-hop data aggregation 147

scheme that works if one node is compromised. They also assume that only 148

leaf nodes in the tree topology sense data whereas the intermediate nodes do 149

not have their own readings. SDAP can tolerate more compromised nodes and 150

allows every node to input its own readings. 151

Du et al. [2003b] proposed a mechanism that allows the base station to check 152

the aggregated values submitted by several designated aggregators, based on 153

the endorsements provided by a certain number of witness nodes around the 154

aggregators. Their scheme does not provide per-hop aggregation. Additionally, 155

it is assumed that sensing nodes can be trusted and witness nodes will not 156

collude with the aggregators. However, these conditions may not always hold 157

in practice. 158

Przydatek et al. [2003]; Chan et al. [2007] presented SIA, a Secure Informa- 159

tion Aggregation scheme for sensor networks where a fraction of sensors may 160

be compromised. In their model, the aggregator collects the authenticated raw 161

data from all the sensors in the network. The aggregator then computes an 162

aggregation result over the raw data together with a commitment to the data 163

based on a Merkle-hash tree and then sends them to a trustable remote home 164

server, which later challenges the aggregator to verify the aggregate. They as- 165

sume that the bandwidth between a remote home server and an aggregator is 166
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a bottleneck; therefore, their protocol is for reducing this bandwidth overhead 167

while providing a means to detect with high probability if the aggregator is 168

compromised. The main difference between SIA and SDAP is that SIA does 169

not deal with hierarchical per-hop aggregation because it assumes the raw 170

data are first collected by the aggregator. Since SIA and SDAP work in dif- 171

ferent stages with different network models (e.g., in SDAP there is no remote 172

home server), in our future work we will investigate the potential of integrat- 173

ing these two. 174

Later on, Chan et al. [2006] proposed a secure hierarchical data aggrega- 175

tion scheme for sensor networks. Their technique is effective to provide prov- 176

ably security guarantee even under general hierarchical aggregator topologies 177

and multiple malicious sensor nodes. Different from ours, they have different 178

aggregation algorithms for different aggregation functions. Roy et al. [2006] 179

augmented the normal data aggregation framework such as synopsis diffu- 180

sion [Nath et al. 2004] with a set of countermeasures against values falsified 181

by compromised nodes. They consider a ring topology for aggregation whereas 182

ours is an aggregation tree. He et al. [2007] devised privacy-preserving data 183

aggregation schemes in sensor network, which is also interesting. We may ad- 184

dress privacy issues and combine privacy-preserving techniques in our scheme 185

for our future work. 186

Several other works [Ye et al. 2004; Zhang and Cao 2005; Zhu et al. 2004] 187

also proposed various solutions to prevent false data injection attacks in sensor 188

networks. In their models, it is assumed that a set of sensors are deployed 189

as a cluster in an area of interest. When these sensors reach an agreement 190

on an event, each of them will contribute a MAC over the event report. If a 191

forwarding node shares a MAC key with the endorsing sensors, it will be able 192

to verify the authenticity of the report. It drops the report if the verification 193

fails. In this way, an injected false data packet could be discarded before it 194

reaches the BS, saving the forwarding energy. We notice that although these 195

schemes also address the problem of false data injection, they do not involve 196

data aggregations. 197

3. SYSTEM MODEL AND DESIGN GOALS 198

In this section, we describe the system model and design goals, followed by the 199

notations used in the description of protocol. 200

3.1 Network Model and Key Setup 201

Network Model: We assume a sensor network consisting of a large number of 202

resource-limited sensor nodes (e.g., Mica2 motes) that are distributed in a cer- 203

tain density. In addition, there exists a powerful BS that connects the sensor 204

network to the outside infrastructure such as the Internet. As in other data 205

aggregation protocols [Madden et al. 2002; Hu and Evans 2003], we assume a 206

topological tree rooted at the BS. We call this a topology tree. 207

Definition 3.1. A topology tree T is a tree rooted at the BS that describes the 208

parent-child relationship among neighbors according to the physical topology 209

of the sensor network. 210
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There are various methods for constructing the topology tree according to 211

different application requirements, one of which is introduced in Section 4.2. 212

However, SDAP does not rely on a specific tree construction algorithm as long 213

as there is one. Based on this topology tree, data flow from source nodes to the 214

BS, forming a reversed multicast-like tree, which we call an aggregation tree. 215

Definition 3.2. An aggregation tree Ta is a subtree constructed from the 216

topology tree T (Ta ⊆ T), which contains all the data sources concerning the 217

same event as well as those nodes on the way from these data sources to the 218

BS. All the intermediate nodes in the tree act as aggregators, fusing data from 219

downstream nodes. 220

An aggregation tree may be identical to the topology tree or just a subtree 221

of it, depending on the communication model. All the trees we mention later 222

refer to the aggregation trees. There are two communication models in the 223

aggregation tree due to two different stimuli of data collection. One is a query- 224

response model where the network is configured to collect data periodically 225

after receiving a query from the BS. The other one is an event-trigger model 226

in which emergent events are reported to the BS from sensing nodes. Our 227

following discussion is best suitable for the query-response model (i.e., global 228

observation of the same event). However, if in the event-trigger model (i.e., 229

local observation of the same event) the aggregation tree is big enough, then 230

hop-by-hop aggregation can also be conducted and our scheme can be easily 231

adapted to this scenario too. 232

In a real application, a topology tree may be dynamic due to node or link 233

failures. In TinyOS [Hill et al. 2000], a beaconing message is flooded every 30 234

seconds to reconstruct the broadcast tree. Clearly, it will be too costly for the 235

BS to keep track of the network topology for every topology change, because 236

each topology discovery may require every node to report its parent/child in- 237

formation to the BS. As such, in our scheme, we assume that the BS does not 238

know the shape of the tree and its distance (in number of hops) from every 239

node although it may want to discover the tree topology occasionally for other 240

purposes. 241

To concentrate on the security aspects of data aggregation, in the protocol 242

part we do not address the general issues regarding data aggregation, (e.g., 243

what sensor applications might benefit from the technique of data aggregation 244

or how to ensure time synchronization among nodes). Also, we assume that 245

there is a reliable transmission mechanism, for example, by using a link-layer 246

hop-by-hop acknowledgment protocol. Thus, the various types of packets in 247

our scheme will not be lost. 248

Key Setup: We assume the BS cannot be compromised and it has a secure 249

mechanism (e.g., µTESLA [Perrig et al. 2001]) to authenticate its broadcast 250

messages to all the nodes in the tree and every node can verify the received 251

broadcast messages. We also assume every sensor node has an individual 252

secret key shared with the BS. Furthermore, there is a unique pairwise key 253

shared between each pair of neighboring nodes [Eschenauer and Gligor 2002; 254

Du et al. 2003a; Liu and Ning 2003; Zhu et al. 2003; Zhang et al. 2005]. 255
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3.2 Attack Model 256

Since a standard authentication primitive, (e.g., Message Authentication Code 257

[MAC]), can be employed to easily defeat an outsider adversary (who do not 258

have any authentication keys) from launching many attacks, we assume an 259

adversary can compromise a (small) fraction of sensor nodes to obtain the keys 260

as well as reprogram these sensors with attacking code. There may be sev- 261

eral potential attacks against a tree-based aggregation protocol. One type of 262

attacks is behavior-based, in which the goal of an attacker is to disrupt the 263

normal operation of the sensor network. For example, once a sensor node in 264

the tree is compromised, it can attack the underlying routing protocol, drop 265

other nodes’ reports on purpose, or cause denial of message attacks [McCune 266

et al. 2005] to deprive other nodes from receiving broadcast messages from 267

the BS. 268

In this article, however, we are not addressing any of these behavior-based 269

attacks (although we discuss the robustness of our scheme under these attacks 270

in Section 5.3.2); instead, we focus on defending against false data injection at- 271

tacks where the goal of an attacker is to make the BS to accept false sensor 272

reports. In many situations, values received by the BS provide a basis for 273

critical decisions; hence, false or biased values may cause catastrophic conse- 274

quences. For example, when forwarding other sensor nodes’ reported values, a 275

compromised node may modify their values; it may also forge some false sensor 276

readings on its own behalf. Because the measurements of the physical world 277

are inherently noisy, if an attacker forges sensor readings that have negligi- 278

ble influence on the final aggregation result, the gain is little. Therefore, we 279

assume that an attacker aims to inject false values that deviate from the true 280

measurements in a noticeable scale. Meanwhile, the attacker does not want to 281

be detected when launching this attack. 282

In particular, in the context of data aggregation, an aggregate usually con- 283

tains not only a data value computed for the required aggregation function but 284

also a count value indicating the number of sensor nodes involved in the ag- 285

gregation operation. Accordingly, there are two kinds of attacks targeting at 286

the data and count in the aggregate, respectively. We refer to these two types 287

of attacks as value changing attack and count changing attack. 288

Definition 3.3. Value changing attack and count changing attack are two 289

special types of false data injection attacks during data aggregation, in which 290

a node compromised by the attacker forges a false aggregation value and/or a 291

large count, in order to make this false value account for a large fraction in the 292

computed final aggregation result. 293

Next we show through an example why value changing attack and count 294

changing attack are severe attacks. Suppose the BS queries the network for 295

the average temperature and any sensed value must be between 32F and 150F. 296

Let us assume a compromised node receives from its child nodes the aggre- 297

gated data 100F and the count value 50. If the compromised node cannot 298

modify the received aggregate, i.e., it can only forge a false reading of its own, 299

then the aggregation data may range from 98.7F( 100∗50+32
51 ) ∼ 101F( 100∗50+150

51 ), 300
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which does not deviate far away from the true average value. However, if it can 301

launch a count changing attack by reporting a bogus large count value, then it 302

may make the average result be any value in the range from 100F to 150F (as- 303

suming its own reported temperature is 150F). Similarly, if the compromised 304

node can launch a value changing attack by modifying the data value in its 305

child nodes’ aggregate, it can easily make the average result be either 150F 306

or 32F as desired. Obviously, if possible, an attacker can combine these two 307

attacks to affect the final aggregate without being detected. 308

Note that we do not consider the attack where a compromised node forges a 309

false reading on its own behalf as a value changing attack. The reasons are as 310

follows. First, as shown in the above example, the impact of such an attack is 311

usually limited. Second, such a compromised node is very much like a faulty 312

sensor node. In this case, we have to rely on an outlier detection algorithm or 313

the content-based attestation proposed in Section 5.4 to solve this problem. 314

3.3 Design Goal 315

Our design goal is to defend against the false data injection attacks that trick 316

the BS into accepting false aggregation results, and we will focus on two kinds 317

of false data injection attacks, value changing attacks and count changing at- 318

tacks. Specifically, our design goal includes: 319

—Effectiveness: The BS should have a high probability to detect the injected 320

false values. Once false values are detected, they will be discarded. This is 321

important to ensure the accuracy of the final aggregation result. 322

—Low communication overhead: The purpose of conducting aggregation is to 323

reduce communication overhead. Clearly, if the overhead of our scheme is 324

equivalent to that of a raw data-based scheme, there is no need to employ 325

our scheme. 326

—Generality: Since it is undesirable to design one scheme for each aggregation 327

function, our scheme should apply to various aggregation functions, such as 328

MEAN, SUM, COUNT, and so forth. 329

Notations: The following notations are used in the description of the 330

protocol: 331

—u, v, w, x, y are principals, i.e., the identifiers of sensor nodes. 332

—Ku,v is the pairwise key shared between node u and node v, and Ku is the 333

individual key shared between node u and the BS. 334

—m1|m2 denotes the concatenation of two messages m1 and m2. 335

—E(K, m) refers to the encryption of message m using key K. 336

—MAC(K, m) is the Message Authentication Code (MAC) of message m with 337

key K. 338

In addition, we will use u → v : M to denote a one-hop delivery of message M 339

from node u to a neighbor v and u →→ v : M to denote a delivery that may 340

involve multiple hops. 341
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4. THE SECURE DATA AGGREGATION PROTOCOL 342

In this section, we present our Secure Data Aggregation Protocol (SDAP). 343

We first give an overview of the protocol and then present the details of the 344

protocol. 345

4.1 Protocol Overview 346

The design of SDAP is based on the principles of divide-and-conquer and 347

commit-and-attest. First, SDAP uses a novel probabilistic grouping technique 348

to partition the nodes in a tree topology into multiple logical groups (subtrees) 349

of similar sizes. A commitment-based hop-by-hop aggregation is performed in 350

each group to generate a group aggregate. The BS then identifies the suspi- 351

cious groups based on the set of group aggregates. Finally, each group under 352

suspect participates in an attestation process to prove the correctness of its 353

group aggregate. 354

Next, we present the details of the protocol, which includes three phases: 355

query dissemination, data aggregation, and attestation. 356

4.2 Tree Construction and Query Dissemination 357

For completeness, we first describe a simple tree construction algorithm, which 358

is similar to that in Madden et al. [2002]. Initially, the root broadcasts a tree 359

construction beaconing message which includes its own id and its depth to 360

be 0. When a node, say x, receives a broadcast message at its first time from a 361

node y, x assigns its depth to be the depth of y plus one, and its parent to be y. 362

After this, it rebroadcasts the message. This process continues until all nodes 363

have received this message. 364

After constructing the tree, the BS can disseminate the query message 365

through this tree. Besides the aggregation function that represents the BS’s 366

request, a random number is added to the query. This random number is 367

generated by the BS as a grouping seed, which is used for the probabilistic 368

grouping as well as the query identification in the next phase. Specifically, a 369

query packet that the BS broadcasts may be: 370

BS →→ ∗ : Fagg, Sg, (1)

where Fagg refers to a specific aggregation function, such as MEAN, SUM, 371

and Sg is the random number generated for each query. Also, we may employ 372

µTESLA [Perrig et al. 2001] to provide global broadcast authentication of the 373

query dissemination. 374

Above we discussed query dissemination after tree construction to make it 375

independent of the tree construction protocol. In practice, we may combine 376

these two steps into one. The query information can be piggybacked in a bea- 377

coning message. On the other hand, the dissemination of a query can help 378

reconstruct the tree topology, thus mitigating the tree partition problem due to 379

node or link failures. 380
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4.3 Probabilistic Grouping and Data Aggregation 381

Through the previous phase, all nodes have identified their parents. In this 382

phase, SDAP randomly groups all the nodes into multiple logical groups 383

and performs aggregation in each group. Probabilistic grouping is conducted 384

through the selection of leader node for each group. During the aggregation, 385

every node makes its commitment by embedding some security information to 386

its aggregate. Grouping and aggregation are closely tied to each other. Actu- 387

ally, they are finished in the same bottom-up procedure. 388

Next, we first describe how group leaders are selected, and then discuss 389

techniques to add security information into the aggregated data. 390

4.3.1 Group Leader Selection. Probabilistic grouping is finished through 391

the selection of group leader nodes. Here we have a definition upon the leader 392

node. 393

Definition 4.1. A group leader is the topmost node in a group, which com- 394

pletes and submits the aggregate for the group. Leader is changed among 395

nodes and selected probabilistically during the process of data aggregation. 396

More specifically, group leaders are selected on-the-fly based on the count 397

values (we will see how count c is calculated in the next subsection) and the 398

grouping seed Sg received in the query dissemination phase. Two functions are 399

used in group leader selection. One is a cryptographically secure pseudoran- 400

dom function H that uniformly maps the input values (node’s id and Sg) into 401

the range of [0, 1); the other is a grouping function Fg that takes a positive inte- 402

ger (count) as the input and outputs a real number between [0, 1]. Each node, 403

say x, decides if it is a leader by checking whether the following inequation is 404

true for it: 405

H(Sg|x) < Fg(c). (2)

If it is true, node x becomes a leader, and all the nodes in its subtree that have 406

not been grouped yet become members of its group. An example of a grouped 407

tree is shown in Figure 1. 408

The construction principle is that a node with larger count has a higher 409

probability to become a leader. The grouping function Fg is used to control the 410

probability for a node to be chosen as a group leader and it is preloaded in each 411

sensor. Because the output of H is uniformly distributed between 0 and 1, the 412

probability that it is smaller than Fg(c) actually equals to the value of Fg(c). In 413

our construction, Fg(c) increases with the count value c. Thus, if a node has a 414

larger count value, the probability for it to become a leader is higher. By ad- 415

justing the grouping function, ideally, the resulted group sizes are roughly even 416

with a small deviation, which provides the basis for our attestation. A specific 417

grouping function is selected and the grouping result is shown in Section 6.1. 418

Apparently, we can consider more factors in the construction of grouping func- 419

tion, (e.g., taking into account the residual energy (re) of sensor nodes). In this 420

way, the grouping function becomes Fg(c, re), which increases with c as well as 421

re. To simplify the form of grouping function and our following analysis and 422
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Fig. 1. An example of a grouped aggregation tree. The nodes x, y, and w with the dark-gray color
are leader nodes, and the nodes included in the dashed line are corresponding group members.
The BS as the root is a default leader.

evaluation, we now only consider Fg(c). We will consider this option in our 423

future work. 424

The use of the random number Sg as the grouping seed is mainly for security 425

and load balance. With the random number, the BS can change the leaders 426

among nodes instead of fixing their roles, so that the attacker cannot determine 427

in advance which nodes will be the group leaders for each query. Otherwise, 428

the attacker may target the group leaders and compromise them. Also, because 429

a different Sg is used each time, every node is assigned into a different group 430

that is formed on the fly. This helps thwart some prearranged colluding attacks 431

by multiple compromised nodes. Another advantage is to balance the resource 432

usage of nodes (e.g., storage, computation, and communication) to prolong the 433

overall lifetime of the network. 434

4.3.2 Aggregation Commitment. Before describing the data aggregation 435

process, we first introduce the packet format used in the commitment. Each 436

aggregation packet contains the sender’s id, an aggregated data value, and a 437

count value to indicate how many nodes contributing to the aggregated data. 438

In addition, a flag field (one bit) is contained in each packet to show whether 439

the aggregate needs to be processed further by the nodes enroute to the root. 440

Flag value 1 means that no further aggregation is needed, whereas 0 means to 441

be aggregated. This flag field is initialized to 0. After a group leader finishes 442

the aggregation for the group, this flag field is set to 1. Other nodes on the 443

path to the root just forward those packets with flag 1. 444

The pairwise key shared between each pair of parent and child is used to 445

encrypt the aggregate. This encryption in practice provides not only confiden- 446

tiality but also authentication. This is because the format of content is known 447

to everyone in the network and the value of each item should fall in a cer- 448

tain range. Thus, using encryption saves the bandwidth that will otherwise 449

be used for an additional MAC. In addition, a MAC computed using the key 450

shared with the BS is also attached at the end of each packet, which provides 451

authentication to the BS. Next, we present details of the aggregation process. 452
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Leaf node aggregation: Different from query dissemination, data aggrega- 453

tion starts from the leaf nodes in the aggregation tree towards the BS. Since a 454

leaf node does not need to do aggregation, it just sends its id, data, and count 455

value to its parent (it also keeps a local copy of the packet). The packet that a 456

leaf node u sends to its parent v is as follows: 457

u → v : u, 0, E(Ku,v, 1|Ru|Sg)|MACu

MACu = MAC(Ku, 0|1|u|Ru|Sg), (3)

where 0 is the aggregation flag, 1 is the count value, Ru is the reading of node 458

u, and MACu is the MAC value computed by node u with its individual key 459

shared with the BS. Here Sg is included to identify the query and to prevent 460

replay attacks. 461

Intermediate node aggregation: When an intermediate node receives an 462

aggregate from its child node, it first checks the flag. If the flag is 0, it keeps a 463

local copy of the aggregates (until the attestation phase is done) and performs 464

further aggregation; otherwise, the node directly forwards the packet to its 465

parent node. 466

In detail, for a report with flag 0 received from a child node, a node first 467

decrypts the data using its pairwise key shared with this child node. It also 468

performs some simple checking on the validity of the count, Ru (if within a cer- 469

tain range), and Sg (if the same as the one received in the query dissemination 470

phase). If the aggregate packet does not pass this checking, it will discard the 471

packet directly. Otherwise, it will further aggregate its own reading with all 472

the aggregates carrying flag 0 received from its child nodes. A new count is also 473

calculated as the sum of the count values in the received aggregates with flag 474

0 plus one (considering its own reading). The node checks if it is a group leader 475

based on the inequation (2) using its own id and the new count as the inputs. 476

The node then encrypts the new count value and aggregation data using the 477

pairwise key shared with its own parent. 478

As shown in Figure 1, w is the parent of v. Since here node v is not a leader, 479

the packet that v sends to w is as follows: 480

v → w : v, 0, E(Kv,w , 3|Aggv|Sg)|MACv

Aggv = Fagg(Rv, Ru, Ru′ )

MACv = MAC(Kv, 0|3|v|Aggv|MACu ⊕ MACu′ |Sg), (4)

where 3 is the count value summed over the count value of u, u′ and its own 481

contribution, Aggv is the aggregation value of node v and MACv is the MAC 482

value computed by node v. Note that the MAC of an intermediate node is cal- 483

culated over not only the previous fields but also the XOR of the MACs from its 484

children. In this way, a MAC value is also computed in a hop-by-hop fashion, 485

thus it can represent the authentication information of all the nodes contribut- 486

ing to this aggregation data. In addition, here we use a general aggregation 487

function Fagg instead of a specific one such as MEAN, SUM, or MEDIAN. Ob- 488

viously, our protocol is applicable to multiple aggregation applications. 489
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Leader node aggregation: Now suppose that an intermediate node has 490

processed the aggregates from its child nodes and it finds out that it is a group 491

leader based on the inequation (2). Like a regular intermediate node, it also 492

computes a new aggregate, keeps local copies of those packets with flag 0, and 493

appends a corresponding MAC using its individual key. Unlike a regular inter- 494

mediate node, it sets the flag to 1 in its aggregation packet and encrypts the 495

new aggregate with its individual key shared with the BS. Since in Figure 1 496

node x is a group leader, the packet it sends upward is as follows: 497

x →→ BS : x, 1, E(Kx, 15|Aggx|Sg)|MACx

Aggx = Fagg(Rx, Aggw, Aggw′)

MACx = MAC(Kx, 1|15|x|Aggx|MACw ⊕ MACw′|Sg), (5)

where Aggx is the aggregation result of the group and MACx is the MAC value 498

computed by the leader node x. Note that the leader node needs to set the flag 499

field to 1, so that data from this group will not be aggregated any more. That 500

is, in Figure 1, when node y receives a packet from x, it forwards the packet 501

towards the BS without any further aggregation and it does not add the count 502

value of x to its own. In an extreme case when all the children of a node are 503

group leaders, this node will only contribute the count value 1 to its parent 504

node, similar to a leaf node. As such, we can see that the importance of a 505

higher level node is reduced as we have desired. 506

Based on the above aggregation rule, the aggregated data and the corre- 507

sponding MACs are transmitted to the BS. There may be some nodes left with- 508

out group membership. In this case, the BS is the default group leader for 509

them. 510

After the BS receives the aggregates from all groups, it decrypts and saves 511

them in the following format: (x, cx, Aggx, MACx, Sg), where x is the leader 512

node’s id, cx is the group count, Aggx is the group aggregation value, MACx is 513

the authentication tag computed by the group leader, and Sg is used to identify 514

the query. Note that all the groups are logical groups; no physical partition 515

of the topology tree is involved. 516

We notice that although the spirit of this technique is similar to Merkle hash 517

tree [Merkle 1989], there are several noticeable differences. First, Merkle hash 518

tree is a data structure not based on a real topology tree; second, Merkle 519

hash tree is a binary tree whereas in our case the topology tree is arbitrary. 520

Third, in Merkle hash tree only leaves are measurements, all others are hash 521

values. Fourth, the MAC in our scheme is computed over more information. 522

4.3.3 Tracking the Forwarding Path. When a sensor node receives an ag- 523

gregation packet with flag 1, it records into its forwarding table the following 524

information: Sg, the id of the group leader, the incoming link (i.e., from which 525

node it receives the packet). In this way, when the BS sends out an attesta- 526

tion request later regarding this group, the node knows where to forward this 527

request. This can save some message overhead because otherwise the BS has 528

to flood the request. For example, as shown in Figure 1, when node y receives 529

the packet from x, it forwards the packet to the BS and adds x to its forward- 530

ing table. In the future, if the BS wants to attest the group of x, it sends the 531
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attestation message directly to its child y. Since x is in y’s forwarding table, y 532

also forwards this attestation message directly to x. 533

The above solution works fine in most cases. If the aggregation tree is large 534

and there are a large quantity of groups, techniques such as Bloom filters 535

[Bloom 1970] may be used to construct the forwarding table in order to re- 536

duce the storage overhead. We notice that the size of forwarding table does 537

not necessarily keep increasing because this forwarding table is updated for 538

each query. 539

4.4 Verification and Attestation 540

4.4.1 Verifying the Aggregation Messages. After the BS has received the 541

aggregation messages from the group leaders, it needs to verify the authentic- 542

ity of the aggregated value in each aggregation message. This includes verify- 543

ing the content of the packet and the authenticity of the leader. First, based on 544

the group leader id, say x, in the message, the BS can find out the individual 545

key of the node (Kx) by which it decrypts the data and gets the information 546

(x, cx, Aggx, MACx, Sg). The authenticity of the message is provided because 547

the content format is known to the BS and the value of each item should fall 548

in certain range. Second, the BS verifies the legitimacy of the claimed group 549

leader x by checking whether H(Sg|x) < Fg(cx) because the BS knows H, Fg 550

and the grouping seed Sg. If this does not hold or any item in the packet is 551

invalid, the BS simply drops the packet. 552

4.4.2 Determining Suspicious Groups for Attestation. After the above veri- 553

fication, the BS believes that the aggregate is truly from a legitimate leader x. 554

However, the BS cannot tell whether cx or Aggx has been modified because a 555

compromised group leader or member may have modified the data, which can 556

influence the final aggregation result at the BS. Note that authentication can- 557

not solve this insider attack because a compromised node has the valid keys. 558

We expect the attacker to forge an aggregated data that have a nontrivial 559

influence on the final result; otherwise the attacker could not gain much. As 560

a result, a false aggregate should exhibit certain abnormality. On the other 561

hand, we cannot simply treat all abnormal sensing data as outliers and dis- 562

card them, since they may indeed reflect the real environment. In many cases 563

we are more interested in abnormal data than in normal ones. For example, 564

for sensors deployed to detect fire events, abnormally high temperature is our 565

special concern. With these in mind, we have to verify the abnormal aggre- 566

gates before accepting or rejecting them. In other words, the BS should attest 567

the groups with suspicious large count values or doubtful aggregation data. In 568

detail, we use Grubbs’ test [Frank 1969] to identify abnormal groups. 569

Definition 4.2. Grubbs’ test is a hypothesis test for detecting data outliers. 570

Given a dataset Ŵ = {χ1, χ2, · · · , χn}, suppose that µ and s are the sample mean 571

and standard deviation of all the data, then the data χi(1 ≤ i ≤ n) with the 572

largest sample statistic 573

Z =
|χi − µ|

s
(6)
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is an outlier if this statistic falls beyond the range defined by the critical values 574

or this statistic’s corresponding p-value is smaller than the predefined signifi- 575

cance level α. 576

In Grubbs’ test, H0 means that there are no outliers in the data set and 577

H1 means that there is at least one outlier in the data set. More specifically, 578

it first computes the sample statistic for each datum χ in the set by |χ−µ|

s
. 579

The result represents the datum’s absolute deviation from the sample mean in 580

units of the sample standard deviation. Based on this, each time the datum 581

with the maximum statistic is picked up and there are two equivalent methods 582

to decide whether H0 should be accepted or not. One is to check whether the 583

sample statistic falls in the nonrejection range defined by the critical values. 584

The other one is to compare the p-value computed based on the sample statistic 585

with the predefined significance level α (equals to 0.05 typically), where the p- 586

value is the observed level of significance, defined as the probability that the 587

sample statistic is equal to or more than the value obtained from the sample 588

data given that H0 is true. The smaller the p-value is, the farther the sample 589

statistic deviates from the sample mean. When the p-value is smaller than α, 590

H0 is rejected and this datum is considered to be an outlier. 591

We make several extensions so that our Grubbs’ test based algorithm can 592

detect multiple outliers from bivariate data in our setting. First, since Grubbs’ 593

test detects one outlier at a time, we expunge the detected outlier from the 594

dataset and iterate the test over the remaining data until no outliers can be 595

found. In this way we can detect multiple outliers. Second, Grubbs’ test is 596

normally used for univariate data set, but we will need to detect outliers from 597

bivariate data (i.e., counts and aggregation data). Because counts and data are 598

independent variables, we set the p-value as the product of p-values of these 599

two variables to prevent an attacker from either forging a large count or an 600

extreme value. 601

Definition 4.3. The extended Grubbs’ test is designed to detect multiple 602

outliers from a bivariate dataset. Given a dataset Ŵ′ = {(c1, χ1), (c1, χ2), · · · , 603

(cn, χn)}, the tuple (ci, χi)(1 ≤ i ≤ n) with p-values Pc for count and Pχ for data 604

is an outlier if the product 605

Pc · Pχ < α. (7)

Normally, a datum of one variable is considered to be an outlier when its 606

p-value is smaller than 0.05. In our bivariate case, even when each separate 607

one is less like an outlier, we may still consider the combination as an outlier. 608

For instance, for a count and data value pair reported by a group, suppose we 609

get the p-value 0.2 for the count and 0.24 for the data. None of them is smaller 610

than 0.05; however, their product is 0.048 < 0.05. Thus, we identify this group 611

as a suspicious group. In another example, to avoid detection an attacker may 612

report a very small count value but extreme data. In this case, we may get the 613

p-value of 1.0 for the count, but as long as p-value for the data is less than 614

0.05, this group will still be selected for attestation. 615

We have seen that an attacker does not have much motivation for forging a 616

small count. As such, we are only interested in large count values. That is, for 617
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count values, the BS will run the one-sided Grubbs’ test for computing the p- 618

values. For data values, we may consider a two-sided test for some aggregation 619

applications, such as MEAN. For other operations, it depends on the specific ag- 620

gregation functions (e.g., MIN/MAX). We may also resort to the content-based 621

attestation introduced in Section 5.4 to deal with these data outliers. A formal 622

description of the outlier detection algorithm is shown in Algorithm 1. Note 623

that in this algorithm for simplicity we only consider the related items in each 624

attested tuple: the leader’s id, the count, and the data. 625

Algorithm 1: Outlier Detection Algorithm
Input: a set Ŵ′ (with size equal to the total number of groups) of tuples (x, cx, Aggx),
where x is group leader’s id, cx is group count and Aggx is group aggregated value;
Output: a set L of leader ids of groups with outliers (which is initialized to ∅);
Procedure:

1: loop

2: compute mean µc and standard deviation sc for all the counts in set Ŵ′;
3: compute mean µv and standard deviation sv for all the values in set Ŵ′;
4: find the maximum count value cx in set Ŵ′;
5: compute statistic Z c = cx−µc

sc
for count cx;

6: compute p-value Pc based on the statistic Z c;
7: compute statistic Z v = |Aggx−µv |

sv
for the corresponding value Aggx;

8: compute p-value Pv based on the statistic Z v ;
9: if (Pc ∗ Pv) < α then

10: Ŵ′ = Ŵ′ − {(x, cx, Aggx)};
11: L = L ∪ {x};
12: else

13: break;
14: end if

15: end loop

16: return L;

626

4.4.3 Generating and Forwarding Attestation Requests. After the BS has 627

decided which group(s) to attest, it will need to decide how to attest the group. 628

The challenge is due to the fact that the BS only knows the group leader id—it 629

does not know what the other nodes are and how they form the group subtree. 630

In this case, how can it prevent the group leader from making up the group 631

topology and attestation results? Next, we show a simple but effective way to 632

address this challenge. 633

The BS broadcasts an attestation message including the leader’s id of the 634

attested group, a random number Sa, and the grouping seed Sg. Sa is used 635

as the seed for the attestation and it will determine a unique and verifiable 636

attestation path as shown shortly. Sg is included for identifying the query. Let 637

x be the leader’s id of the attested group. Then, the attestation request from 638

the BS is 639

BS →→ x : x, Sa, Sg. (8)

Again, we can use µTESLA to provide broadcast authentication. 640

Suppose that y is the id of the node from which the BS received the group 641

aggregate (BS also maintains a forwarding table), then the BS will first send 642

this request to node y. The attestation request from the BS will be dissem- 643

inated downward in the tree. Every node receiving this request searches its 644
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Fig. 2. Count intervals for a parent with d children.

forwarding table using the leader’s id as the index to get the next-hop node’s 645

id. It then forwards the request to that next-hop node. 646

4.4.4 Group Attestation. During a group attestation process, a physical at- 647

testation path between the group leader and a leaf node (in the group subtree) 648

is dynamically formed. For ease of presentation, we first describe a construc- 649

tion aiming at count changing attack, then we discuss a variant to deal with 650

the combination of count changing attack and value changing attack. 651

Definition 4.4. An attestation path is a path in the attested group formed 652

from the leader node to a leaf node in the logical subtree, one node in each 653

level. 654

Specifically, after the leader node receives the attestation request from the 655

BS, it decides the next hop on the attestation path as follows. Suppose the 656

attested leader node x has d children with counts c1, c2, · · · , cd in the logical 657

group (not all the child nodes in the physical tree because some child nodes 658

may become group leaders themselves). Node x first adds up all the count 659

values of its child nodes, i.e., calculates
∑d

k=1 ck. This can be done since the 660

parent node stored all the count values from the children in the aggregation 661

phase. Then, it calculates the value
∑d

k=1 ck · H(Sa|id), with the attestation seed 662

Sa and its own id, based on the pseudorandom function H. The parent picks up 663

the ith child for attestation if this calculated value falls in the ith child’s count 664

interval [
∑i−1

k=1 ck,
∑i

k=1 ck), as shown in Figure 2. The selected child runs the 665

same process to select one of its own children to form the path until a leaf node 666

is reached. Recursively, an attestation path between the leader and a leaf node 667

in the logical group subtree is formed. The attestation path selection algorithm 668

is described in Algorithm 21. 669

The construction principle is that a node with larger counts and/or abnormal 670

data has a higher possibility to be attested. Next we prove that this construc- 671

tion ensures that the probability for a child node to be selected on the path is 672

proportional to its count value reported in the aggregation phase. Thus, a child 673

with a larger count will be attested with a higher probability. 674

LEMMA 4.5. Suppose a parent has d children with counts c1, c2, ... , cd 675

respectively in a logical group. The probability that this parent selects the ith 676

child with count ci for attestation is 677

P(i, d) =
ci

∑d
k=1 ck

. (9)

1Instead of only using count values, a variant of this algorithm is to use some function (e.g., mul-
tiplication) of count and data as the criteria to detect compromised nodes that forge small count
but extreme data.
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PROOF. Because the value of H(Sa|id) is uniformly distributed in the range 678

[0, 1), it can be treated as a random variable X that follows a uniform distrib- 679

ution with the pdf (probability density function) 680

fX (x) =

{

1, if 0 ≤ x < 1
0, otherwise.

Thus, the value of
∑d

k=1 ck · H(Sa|id) can be treated as another random variable 681

Y uniformly distributed in [0,
∑d

k=1 ck), whose pdf is given by 682

fY (y) =

{

1
∑d

k=1 ck

, if 0 ≤ y <
∑d

k=1 ck

0, otherwise.

From Fig. 2, we can see that the probability for a parent to select the ith 683

child equals to 684

P(i, d) =

∫

∑i
k=1 ck

∑i−1
k=1 ck

1
∑d

k=1 ck

dy =
ci

∑d
k=1 ck

,

which is proportional to ci, the count value of this child. 685

Algorithm 2: Attestation Path Selection Algorithm
Input: attested group leader’s id x, attestation seed Sa, and pseudorandom function H;
Output: a set ρ of attested nodes’ ids in the attestation path, initialized to {x};
Procedure:

1: parent = x;
2: loop

3: τ = ids of all the children of parent;
4: d = size of τ ;
5: if d == 0 then

6: break;
7: else

8: compute h = H(Sa|parent);
9: compute sum =

∑d
k=1 ck, for counts of all the d children;

10: compute ̺ = sum · h;
11: if ̺ ∈ [

∑i−1
k=1 ck,

∑i
k=1 ck) then

12: ρ = ρ ∪ {ith child of parent};
13: parent = ith child of parent;
14: end if;
15: end if;

16: end loop

17: return ρ;

686

Each node on the path sends back its count and its own reading. Their sib- 687

ling nodes (except leaf nodes which only need send counts and readings) send 688

back counts, aggregation data, and MACs. Except the leader node, all nodes 689

also attach their parents’ ids while sending back corresponding values, so that 690

the BS gets to know the relationship among nodes in the subtree. Similarly, 691

the attestation seed Sa is appended to identify the attestation, and the use 692

of encryption here also provides authentication since the format of packet is 693

publicly known. 694

Figure 1 illustrates one example. Assume that the BS wants to attest 695

the group with leader node x and according to our previously introduced 696
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mechanism the chosen attestation path in this group is x−w−v−u. Then, the 697

messages sent back to the BS from this group are 698

x →→ BS : x, E(Kx, x|15|Rx|Sa)

w →→ BS : w, E(Kw, w|x|7|Rw|Sa)

w′ →→ BS : w′, E(Kw′, w′|x|7|Aggw′|MACw′|Sa)

v →→ BS : v, E(Kv, v|w|3|Rv |Sa)

v′ →→ BS : v′, E(Kv′ , v′|w|3|Aggv′ |MACv′ |Sa)

u →→ BS : u, E(Ku, u|v|1|Ru|Sa)

u′ →→ BS : u′, E(Ku′ , u′|v|1|Ru′ |Sa).

These messages are encrypted by the individual keys of corresponding sensor 699

nodes. Note that from the analysis and evaluation in Section 6 we can see 700

that the BS can almost accurately locate the abnormal groups and only nodes 701

around the attestation path need send back values for attestation, so the mes- 702

sage overhead is not a big issue here. 703

After the BS decrypts the received data and reconstructs the subtree topol- 704

ogy according to the parent id information, it first verifies whether w, v, and u 705

are really the nodes on the attestation path based on Sa, these nodes’ ids and 706

counts. Then, it verifies whether the count value of every node is the sum of 707

its children’s counts plus one. If this check succeeds, it aggregates the data by 708

itself and reconstructs the aggregation result of this group, Aggx, to examine 709

whether nodes on the path have forged the aggregation results in the aggrega- 710

tion phase: 711

Aggv = Fagg(Rv, Ru, Ru′ )

Aggw = Fagg(Rw, Aggv, Aggv′ )

Aggx = Fagg(Rx, Aggw, Aggw′).

It can also reconstruct MACx using these data: 712

MACu = MAC(Ku, 0|1|u|Ru|Sg)

MACu′ = MAC(Ku′, 0|1|u′|Ru′ |Sg)

MACv = MAC(Kv, 0|3|v|Aggv|MACu ⊕ MACu′ |Sg)

MACw = MAC(Kw, 0|7|w|Aggw|MACv ⊕ MACv′ |Sg)

MACx = MAC(Kx, 1|15|x|Aggx|MACw ⊕ MACw′|Sg).

The reconstruction operation flow in the BS is shown in the Figure 3. Note 713

that here some of the reconstructions may not be necessary. For example, if 714

the BS compares the reconstructed aggregation result with the previously re- 715

ceived one and finds that they are not consistent, then there is no need for the 716

BS to recompute the MAC value. Only when both the aggregation result and 717

the MAC value match the previously received commitment, the BS accepts the 718

data and use them to compute the final aggregation result. Otherwise, the 719

BS may find out the compromised nodes in this group and recompute the ag- 720

gregate without values from them or just simply discard aggregate from this 721

group. 722
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Fig. 3. The reconstruction operation flow in the BS. Values in the black frames are those recom-
puted by the BS. Others are those sent back to the BS. Thick arrows represent the attestation
path.

Attesting Multiple Paths: The above technique is for one path attestation. 723

To improve the detection capability, we may select multiple attestation paths. 724

One straightforward solution is to send multiple attestation seeds, each of 725

which is used to determine one path. A more efficient way is as follows. In its 726

attestation request the BS adds np, the number of paths to be attested. When a 727

group node selects its child nodes, it evaluates H(Sa|id|k), where k = 1, 2, ..., np, 728

each determining an attested node in one of the attestation paths. Clearly, 729

these multiple paths may overlap; if a node appears in multiple paths, it 730

only needs to send back one report. Thus, the cost of attestation is sublin- 731

ear with respect to the number of attestation paths. The improvement of de- 732

tection rate under the condition of multiple attestation paths is analyzed in 733

Section 5.2.1. 734

Dealing with Value Changing Attack: Because a compromised node may 735

forge small count but extreme data to avoid the attestation, for detecting value 736

changing attack or a combination of count and value changing attacks, it is 737

not effective to determine an attestation path only based on counts. Instead, 738

we need take into account the data value by using some function of count and 739

data as the criteria to select a path. For example, we may simply replace the 740

counts in the above path selection rule with c · |R − Rnormal|, where c is the 741

count, R is the corresponding data value, and Rnormal is the normal data value 742

(e.g., the normal indoor temperature). We call this cr-product. Of course, other 743

appropriate functions can also be applied. 744

5. SECURITY ANALYSIS 745

This section discusses how SDAP defends against several attacks, and also 746

presents the analytical results about its detection capability. 747
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These notations are used in the following analysis and evaluation: 748

—Ta(n, d, h) is used to model the aggregation tree, where n means the total 749

number of nodes, d is the degree of the tree (e.g., d = 2 represents a binary 750

tree), and h is the height of the tree; 751

—g(1 ≤ g ≤ n) is the average group size; 752

—na is the number of attested groups; 753

—np is the number of attestation paths in the attested group (for ease of ex- 754

pression, we assume the number of attestation path in each attested group 755

is the same). 756

5.1 General Security Analysis 757

Our commit-and-attest technique aims to ensure that once a group has com- 758

mitted its aggregation result, if being attested later, every involved node in the 759

group has to report its original aggregate. Otherwise, the group attestation 760

process will detect the attack by finding the inconsistency between the com- 761

mitted aggregate/MAC and the reconstructed aggregate/MAC. This technique 762

is secure as long as we use a cryptographically secure MAC function such as 763

HMAC, although we will not give a rigorous proof here. Readers could refer to 764

Merkle hash tree [Merkle 1989] on this. 765

Due to our probabilistic grouping scheme, an attacker cannot selectively 766

compromise nodes to ensure his optimal attack strategy: for example, making 767

multiple of the compromised nodes or no more than one to appear in the same 768

group. Because grouping is a dynamic process, a node cannot know in advance 769

whether it will become a group leader or which group it will belong to. Also, 770

because the aggregates from all the groups are encrypted, a compromised node 771

cannot know if its own aggregate will become an outlier which could possibly 772

be detected by Grubbs’ test. Further, a node does not know whether it will be 773

selected on the attestation path because the attestation path is also dynami- 774

cally selected in a probabilistic fashion. 775

5.2 Detection Rate Analysis 776

We discuss the effectiveness of SDAP to detect the count changing attack and 777

the value changing attack in this section. For clarification, when we refer to 778

a compromised node, we always assume that this node makes either count 779

changing attack or value changing attack, i.e., a compromised node following 780

our protocol has no difference with a normal one. 781

To detect either of these two attacks or a combination of them, the first 782

step is to identify suspicious groups. In the previous section, we proposed to 783

use the extension of Grubbs’ test for this purpose (certainly other appropriate 784

outlier detection algorithms may also be applied), thus the probability of an 785

abnormal group being selected is determined by the power of Grubbs’ test. 786

The second step is to locate compromised nodes within groups based on group 787

attestation, given that the attacked group has been identified. Accordingly, in 788

the following, we first analyze the false positive rate of the Grubbs’ test in our 789

scheme, then we derive the detection rate of our group attestation. 790
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LEMMA 5.1. The false positive rate Fp of the Grubbs’ test in our scheme is 0, 791

i.e., 792

Fp = 0. (10)

PROOF. The Grubbs’ test may identify an attack-free group as a suspicious 793

one. However, from security viewpoint this is not an issue because this group 794

will pass the group attestation anyway. From a performance point of view, this 795

is also fine because the number of attested groups are very low if there are no 796

attacks, according to our simulations in Section 6.2 (the detection capability of 797

Grubbs’ test when there are attacks will also be shown there). Within groups, 798

if honest nodes are selected on the attestation path, it does not matter, either. 799

Actually, the BS could detect other compromised nodes (if there are any), based 800

on the authenticated data from these honest nodes. Therefore, the Grubbs’ test 801

in our scheme has zero false positive rate. 802

Next, we will focus on analyzing the detection rate of our scheme through 803

group attestation, i.e., the possibility that compromised nodes are selected on 804

one of the attestation paths. Similar to section 4.4.4, we first analyze the de- 805

tection rate upon count changing attack, then we discuss the situation to deal 806

with the combination of count changing attack and value changing attack. 807

5.2.1 Count Changing Attack Detection. For ease of presentation, let us 808

first consider the case that there is only one compromised node in an attested 809

group, although multiple compromised nodes, if they are in a logical group, 810

may collude in launching attacks. A count changing attack will be detected if 811

the compromised node is selected on one of the attestation paths. 812

Since an attestation path always starts from the leader node, if the leader 813

node of a group made the count changing attack, the detection rate is 100%. 814

Next we analyze the probability that a regular node is selected on the attesta- 815

tion path. We use the notation c j,i to denote the count value of a node in depth 816

j (i.e., its distance from the leader node is j), which is also the ith child of its 817

parent, as shown in Fig. 4. In the notation, 0 ≤ j ≤ h where h is the height of 818

the group subtree and 1 ≤ i ≤ dj where in depth j there are totally dj children 819

for selection. Therefore, the count of the leader node is denoted by c0,1. Counts 820

of leader’s children are denoted by c1,1 to c1,d1
from left to right. In depth j, the 821

attested node is denoted by uj. 822

LEMMA 5.2. The detection rate to the attack launched by a compromised 823

node uj in depth j, i.e., the probability for node uj to be selected on the attestation 824

path, is 825

Dr( j) =

j
∏

l=1

P(il, dl). (11)

PROOF. When the sibling of node uj’s parent is selected, the probability to 826

choose node uj is 0; therefore, the probability of choosing node uj with the 827

parent uj−1 equals the probability of choosing uj−1 multiplied by the probability 828

of choosing uj under the condition that we have selected the parent uj−1. 829
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Fig. 4. Choosing one attestation path in a group based on counts.

According to Lemma 4.5, the probability for a child u1 in depth 1 with count 830

c1,i1 to be selected on the path is P(i1, d1), because the probability for us to 831

choose the leader node in depth 0 is 100%. Hence, we have that the detection 832

rate Dr( j), i.e., the probability for node uj to be selected on the attestation path, 833

equals to 834

P(U j) = P(U j|U j−1) · P(U j−1)
= P(U j|U j−1) · P(U j−1|U j−2) · · · P(U1|U0)P(U0)
= P(i j, dj) · · · P(i1, d1) · 1

=
∏ j

l=1 P(il, dl),

where U j refers to the event that uj is selected on the attestation path. 835

Next, we show the detection rate to the attack if we select multiple paths 836

for attestation. 837

LEMMA 5.3. Suppose we choose np independent attestation paths, the detec- 838

tion rate of the count changing attack by a compromised node uj in depth j 839

becomes 840

Dr( j, np) = 1 − [1 − Dr( j)]np. (12)

PROOF. We can treat the selection of np attestation paths as np independent 841

events, because each time the attestation path is randomly selected. The prob- 842

ability of detecting a compromised node equals to the probability of selecting 843

this node at least once in the np events. Suppose A refers to the event that 844

node uj is selected on the attestation path at least once in the np events. On 845

the contrary, A means that node uj is never selected on the attestation path in 846

the np events. Based on Lemma 5.2, we have 847

P(A) = [1 −
∏ j

l=1 P(il, dl)]
np = [1 − Dr( j)]np.

Therefore, the detection rate Dr( j, np) equals 848

P(A) = 1 − P(A) = 1 − [1 − Dr( j)]np.
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Fig. 5. Detection rate to the count changing attack launched by node v in the group with leader
node x. For cv=3, 6, 9, 12, 15, respectively. The number of attestation paths equals to 1 ∼ 8.

Since Dr( j, np) in Equation (12) is a function increasing with the value of np, 849

we can see that if we perform the attestation for multiple times (i.e., np > 1), 850

then the detection rate will be higher, which means that we have more chances 851

to detect the attack. Assume the node v in the group with leader x in Figure 1 852

is an attacking node, our detection rate of the attack through multiple paths 853

is shown in Figure 5. For instance, if node v changes its count value from 854

3 to 12. Accordingly, the count values of node w and x becomes 16 and 24, 855

respectively. If we choose only one attestation path, the detection rate of this 856

attack is 55.7%, but if we choose four attestation paths, the detection rate is 857

increased to 96.1%. 858

Finally, we consider the case when multiple compromised nodes are in the 859

attested logical group. The detection rate is subject to the distribution of these 860

compromised nodes, for example, whether more than one compromised nodes 861

locate on a same path, no two nodes locate on a same path, or a hybrid of 862

these two scenarios. If multiple compromised nodes are on the same attesta- 863

tion path, then the detection rate of the attack equals the probability that the 864

highest-level compromised node is selected; when all these compromised nodes 865

are on different attestation paths, we can detect the attack as long as we can 866

choose any of these paths, so the detection rate is the sum of the probability for 867

choosing each one. For the hybrid case, the detection rate can be computed as 868

the sum of the probability that we attest the highest-level compromised node 869

in each of these paths. From the above analysis, we can see that if there are 870

more than one compromised nodes in the same attested group, the detection 871

rate becomes higher unless these nodes are all on the same path. 872

5.2.2 Value Changing Attack Detection. Similar to a count changing at- 873

tack, a value changing attack or the combination of count and value changing 874

attacks could be detected when the attacking node is selected on the attes- 875

tation path. In this case, we should use the attestation path selection crite- 876

rion introduced in Section 4.4.4 (i.e., replacing count c with the cr-product: 877
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c · |R − Rnormal|), trying to pick up all nodes with either abnormally large count 878

or extreme data. Then, the probability that a child is chosen on the attestation 879

path (or attested) is proportional to the cr-product instead of only count. Cor- 880

respondingly, in lemmas 5.2 and 5.3, we could simply replace all count c with 881

the cr-product, to obtain correct detection rate upon the combination of count 882

and value changing attacks. 883

5.3 Detection of Other Attacks 884

Next, we discuss the detection of other attacks, such as the event suppression 885

attack and several outsider attacks. 886

5.3.1 Event Suppression Attack. A data aggregation protocol is vulnerable 887

to a potential event suppression attack, where a compromised node changes 888

its aggregated value corresponding to a real abnormal event to a normal value, 889

thus the BS may not notice the real event, because the extended Grubbs’ test 890

might not detect an attacked group reporting a normal value. 891

Nevertheless, our probabilistic grouping technique can greatly mitigate this 892

attack, because (1) the role of an attack node in an aggregation subtree (group) 893

is not fixed. Since group leader is randomly selected, every node might become 894

a leaf node in an aggregation subtree; (2) some other nodes belonging to other 895

aggregation subtrees may detect the real event and report it to the BS; (3) 896

because all the group reports are encrypted, the attacker might not know what 897

is normal for sure. If all the other groups report the real event, then this 898

group becomes abnormal; (4) to change the value from abnormal to normal, 899

the attacker must also forge a large count to be effective (e.g., in the case of 900

MEAN, SUM), which could be caught by our bivariate Grubbs’ test. 901

5.3.2 Outsider Attacks. The previously discussed false data injection at- 902

tacks, including count changing attack and value changing attack, are 903

launched by insider compromised nodes who have legitimate keys. We might 904

also check the robustness of our protocol under outsider attacks, such as eaves- 905

dropping, replaying, and dropping packets through jamming. 906

For eavesdropping, without authorized keys, the messages could be obtained 907

by the attacker are at most the node id and flag. From node id, the attacker 908

can only get some general information about the network, such as the network 909

size. No sensitive information will be exposed. Although the flag field may 910

leak the information about leaders, the aggregation of current round has been 911

finished when the attacker knows this and different leaders are chosen in the 912

next round through probabilistic grouping, so the benefit that could be gained 913

by the attacker through compromising these leader nodes is limited. 914

As for replaying, we encrypt messages by corresponding individual or pair- 915

wise keys and attach random numbers in both aggregation and attestation. 916

Therefore, simply replaying packets by an outsider is ineffective. 917

The influence of jamming attack depends on what packets are dropped by 918

this attack. If the dropped packets carry important information about the real 919

environment, (e.g., an emergent abnormal event), then its impact is similar to 920
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the event suppression attack that we discussed before. If the dropped messages 921

are redundant, then the attack is not as damaging as in the previous case. 922

However, in the real condition, the attacker may selectively drop packets to 923

maximize the damages to the network as well as the benefits to themselves. 924

Fortunately, our probabilistic strategy could ease this impact in a large degree. 925

Also, the count information is included in each packet. If finally the count 926

computed by the BS is smaller than the actual network size (assume that the 927

BS knows some general information about the network, such as network size), 928

then the BS gets to know this kind of attack probably has happened during the 929

aggregation. Furthermore, our group attestation is effective in detecting the 930

count inconsistency caused by packet dropping within a group. 931

5.4 Other Attestation Techniques 932

The group attestation introduced in section 4.4.4 is actually a depth-based one 933

because a top-down attestation path is selected in a group. Alternatively, we 934

may use a breadth-based scheme, in which the BS may ask, for example, all 935

the nodes one or two levels below the group leader to supply their aggregates. 936

This approach is good for attesting a more balanced tree because the higher 937

level nodes usually have larger counts than the lower level nodes. However, 938

it may be ineffective for arbitrary tree topology, and it is more vulnerable to 939

colluding attacks by several topologically consecutive compromised nodes. 940

Some aggregation functions are found inherently insecure, such as 941

MIN/MAX, because the change to a single sensor reading can cause a notice- 942

able change to the final result [Wagner 2004]. Another situation is that it is 943

hard for us to verify the input values from leaf nodes (actually this is unnec- 944

essary in most cases since readings from leaf nodes bring very small impact 945

on the final aggregation result calculated by the BS), because there are not 946

any downstream nodes under leaf nodes which can provide proofs to support 947

or reject those values. Therefore, we also consider a content-based attestation 948

approach to validate an outlier. Of course, this work could be further eased 949

if the BS leverages the topological knowledge about the whole tree. Specifi- 950

cally, once the BS notices such an outlier, it requests the sensor readings from 951

the neighbors of this node and compares them. Since these nodes are close to 952

each other, their readings should bear certain spatial or temporal correlation. 953

Based on this knowledge, the BS can decide whether to accept the outlier or 954

not. Since this technique is orthogonal to the presented techniques, we will 955

study it in the future. 956

6. PERFORMANCE EVALUATION 957

In this section, we evaluate the performance of SDAP. We first present a 958

grouping function and show that it meets our requirements through simulated 959

grouping results. Then we evaluate the effectiveness of Grubbs’ test in detect- 960

ing outliers. Last, after we analyze the overhead of the protocol, we further use 961

simulations to support our claim that SDAP only causes little extra overhead 962

compared to hop-by-hop aggregation. 963
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Fig. 6. Fg(c) as the function of count c with parameters β, γ : Fg(c) = (1−e−β·c)γ (0 < β ≤ 1, γ ≥ 1).

6.1 Grouping Function and Grouping Results 964

We first pick up an appropriate grouping function, then we show the grouping 965

results by applying this function. 966

6.1.1 Grouping Function. In Section 4.3.1, a grouping function Fg was 967

used to control the probability for a node to become the group leader. This 968

function generates an output between 0 and 1, based on the input count. Our 969

goal is to select an Fg which ensures that the group sizes are close to each other 970

so that the variance is reduced. Hence, when the BS performs the Grubbs’ test, 971

less likely a normal group will become an outlier to be attested, and the attes- 972

tation overhead could also be decreased. 973

Specifically, this grouping function should meet the following requirements: 974

—if c = 0, Fg(c) = 0; 975

—if c = 1 (leaf node), Fg(c) ≈ 0; 976

—if c → ∞ , Fg(c) → 1 , but Fg(c) < 1; 977

—the gradient of its curve increases slowly at first and decreases towards 0 978

after a peak value close to 1. 979

The first three requirements are apparent. Based on the fourth requirement, 980

when the count c is small, the probability of becoming a leader is low, whereas 981

when the count c is sufficiently large, this probability is rapidly increased to 982

a large value (e.g., larger than 50%). As a result, the group sizes are close to 983

each other. 984

To meet these requirements, we choose Fg(c) = (1−e−β·c)γ (0 < β ≤ 1, γ ≥ 1), 985

where β is used to control the gradient of the curve and γ is used to control 986

the shape of the curve (e.g., concave or convex). As shown in Figure 6, when 987

β increases, the curve becomes sharper. With a large γ , the function satisfies 988

the fourth requirement of our grouping function. 989

6.1.2 Grouping Results. We verify that the grouping function satisfies 990

our requirements through the simulated grouping results. In the simulation, 991

3,000 nodes are randomly distributed in an area of 2000 ∗ 2000 f t2. The trans- 992

mission range is set to be 65 f t. Tree construction protocol introduced in 993

Section 4.2 is used to build up the tree. For the grouping function, β and γ 994
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Fig. 7. Distribution of group leaders.

are set to 0.15 and 30, respectively. The simulation is run 5,000 rounds. Fig- 995

ure 7 shows the distribution of group leaders to the depth of the tree. The 996

resulted aggregation tree has the height of 44. As discussed in Section 4.2, 997

the root has a depth of 0, and nodes in depth 44 are all leaves. Since these 998

nodes only have the count of 1, the chances of being leaders are almost 0. Due 999

to the small counts, nodes in the depth of 40 or more have no chance of being 1000

leaders, either. On the other hand, nodes with depth between 10 and 30 have 1001

higher probabilities to become leaders. For example, an average of 5.5 nodes in 1002

the depth of 22 are group leaders. The root is always a leader, so the average 1003

number of group leader in depth 0 is 1. 1004

Next, we derive and verify the average group size and probability to become 1005

leader for each depth. As stated earlier, the aggregation tree Ta could be mod- 1006

eled with parameters (n, d, h), in which n, d, h are the total number of nodes, 1007

degree, and height of the tree, respectively. If the grouping procedure runs for 1008

many rounds, on average, we can get a probability-based derivation function 1009

about the group size for each depth. Assume depth i(0 ≤ i ≤ h) is the first 1010

depth from the leaf containing leader nodes and the count value for depth i 1011

is ci (Figure 8). Since it is the first depth having leaders, the probabilities for 1012

nodes in depth i to become leaders are the same and equal to 1013

pi = Fg(ci), (13)

1014
where Fg is the grouping function in our protocol. Among all the d children of 1015

a node in depth (i− 1), the number of leader nodes can be treated as a random 1016

variable X that follows the binomial distribution with parameters (d, pi). The 1017

probability for the k(0 ≤ k ≤ d) out of d children of a node in depth (i− 1) being 1018

chosen as leaders is 1019

P(x = k) =

(

n

k

)

pk
i · (1 − pi)

d−k. (14)
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Fig. 8. Derivation of counts and probabilities.

Thus, according to the definition of a random variable’s expectation, the aver- 1020

age group size of nodes in depth (i − 1) is 1021

ci−1 =

d
∑

k=1

P(x = k) · [ci(d − k) + 1], (15)

and the average probability for nodes in depth (i − 1) becoming leaders is 1022

pi−1 =
d

∑

k=1

P(x = k) · Fg[ci(d − k) + 1]. (16)

Because from the first depth containing leader nodes, we can get the initial 1023

values of ci and pi. Then, recursively, we can derive the average group size and 1024

probability of becoming leaders for each depth, according to Equations (15) 1025

and (16). 1026

To verify our theoretical derivation, we run the simulation 5,000 times for 1027

the same topology tree. The total number of nodes n is 3,280, the degree of 1028

tree is 3, and the height of the tree is 7. In each round, although the topology 1029

tree remains constant, the grouping results are different from each other, since 1030

every intermediate node is elected as the leader probabilistically. Simulation 1031

results (Figure 9) show that our theoretical analysis can roughly describe the 1032

curves of the average group sizes for all the depths. Every point of the simula- 1033

tion data in this figure represents the average of 5,000 values. 1034

6.2 Performance of Grubbs’ Test 1035

In this section, we first check the performance of Grubbs’ test when there are 1036

no attacks, i.e., the number of legitimate groups attested. Then, the effective- 1037

ness of Grubbs’ test in detecting outliers when there are count and/or value 1038

changing attacks is also investigated. 1039

As a case study, we take the (weighted) mean as the aggregation function. 1040

We can obtain similar results upon other aggregation applications, such as 1041
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Fig. 9. Average counts for each depth.

Fig. 10. Attestation threshold with no attacks.

SUM, COUNT, and MEDIAN. Two metrics are used to evaluate the perfor- 1042

mance of Grubbs’ test when there are attacks: detection probability and ac- 1043

curacy improving rate. The detection probability is the possibility that the 1044

Grubbs’ test can detect the corresponding malicious groups. Suppose total no is 1045

the total number of malicious groups we introduce and detect no is the number 1046

of malicious groups that are detected, then the detection probability is defined 1047

as detect no
total no

. Accuracy improving rate reflects the accuracy improvement on the 1048

aggregation result calculated by the BS after the detected unverifiable outliers 1049

are removed from the aggregate set. Let agg be the real aggregation result 1050

without attacks, agg1 be the aggregation result with attacks, and agg2 be the 1051

aggregation result after unverifiable outliers are excluded. Then the accuracy 1052

improving rate is defined as: |agg1−agg2 |

agg
× 100%. Because our grouping method 1053

is probabilistic, we run each simulation 1,000 times to the same aggregation 1054

tree and calculate the average values. 1055

6.2.1 Grubbs’ Test Without Attacks. Normally, when there are no value 1056

changing attacks, group aggregation values are close to each other, so the de- 1057

viation is small and no legitimate groups will be attested. 1058

Figure 10 shows the distribution of group sizes without count changing at- 1059

tacks. As can be seen, the mean of group size is 30, and the resulted group 1060

ACM Transactions on Information and Systems Security, Vol. 11, No. 4, Article 18, Pub. date: July 2008.



tis000176 ACM (Typeset by spi publisher services, Delhi) 31 of 43 July 15, 2008 23:5

SDAP: A Secure Hop-by-Hop Data Aggregation Protocol for Sensor Networks · 18: 31

Fig. 11. The detection probability of Grubbs’ test and accuracy improving rate when there is one
malicious node.

sizes do not deviate much from the mean. More specifically, most group sizes 1061

are limited between 20 and 40. This can provide a good basis for the attes- 1062

tation. According to the critical values in Grubbs’ test, when the total group 1063

number is 98 and α = 0.1 (one tailed test, α/2 = 0.05), the attestation threshold 1064

is 57.57. If the attacker increases the group size larger than this threshold, the 1065

BS can detect this attack by choosing the corresponding group for attestation. 1066

From the figure, we can see that the number of attestation is very small when 1067

there are no attacks, since only 2 out of 98 legitimate groups have group sizes 1068

larger than this threshold. Although the BS will choose these two groups for 1069

attestation, the BS will accept their aggregates after the attestation because 1070

they are both legitimate groups. 1071

6.2.2 Grubbs’ Test with Single Malicious Node. Figure 11 illustrates the 1072

detection probability of Grubbs’ test and the accuracy improving rate when 1073

there is one malicious node launching count and/or value changing attacks. In 1074

the simulation, sensor readings are uniformly distributed over a range of [70, 1075

100]. To simulate the combination of count and value changing attacks by one 1076

malicious node, we randomly pick up a node and change its count as well as 1077

aggregation value in different degrees. 1078

From Figure 11a, we can see that the Grubbs’ test is very effective in 1079

detecting the combination of count and value changing attacks, since the de- 1080

tection probability is rapidly increased to a high value (≥ 80%), after the ag- 1081

gregate is changed by a certain degree, (e.g, value changed by 15 and count 1082

changed by 20). The larger is this degree, the higher the detection probability 1083

becomes, until finally it reaches 100%. Also, Grubbs’ test is more effective in 1084

detecting count changing attack compared with value changing attack. The 1085

detection probability of Grubbs’ test is about 30% to detect a value changed by 1086

40, but if we change the count by the same degree the detection probability 1087

is actually 100%. The reason is as follows: the increase of one normal node’s 1088

count directly changes the group count, whereas the change to group aggrega- 1089

tion value is influenced by many other factors, such as the distance between 1090
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Fig. 12. The impact of sensor readings’ distribution range to detection probability and accuracy
improving rate.

the malicious node and group leader, the aggregates from other sibling nodes, 1091

and so on. 1092

Figure 11b shows that the accuracy improving rate increases with a larger 1093

count or value change. Obviously, if the aggregate is changed by a larger de- 1094

gree, after removing this outlier, we can obtain a higher accuracy improve- 1095

ment. Additionally, if we increase and decrease the aggregation value by the 1096

same degree, we get two accuracy improving rates that are close to each other, 1097

so this figure is symmetric from this point of view. 1098

We also check the impact of sensor readings’ distribution to the detection of 1099

value changing attack (it is irrelevant to counts). Figure 12 shows the influence 1100

of sensor readings’ distribution range to the detection probability and accuracy 1101

improving rate. We check three ranges, which are [70, 100], [70, 120], and [70, 1102

170], with distribution interval of 30, 50, 100, respectively. Change degree 1103

represents the degree of the interval that the compromised node’s aggregation 1104

value is changed by. In another word, we randomly pick up one node and 1105

change its aggregation value by interval*degree. 1106

From Figure 12a, we can see that under the same distribution interval if 1107

the change degree becomes larger, then the detection probability is higher, 1108

because the aggregation value is changed by a larger number. However, the 1109

detection probability of Grubbs’ test is not influenced much by the change of 1110

distribution interval. Normally, with fixed change degree and higher interval, 1111

the aggregation value is also changed by a larger value, but in this case the 1112

variance of group aggregations is actually increased, which decreases the de- 1113

tection probability. As a result, the detection probability is slightly influenced 1114

by the increase of distribution interval. As shown in Figure 12b, the accuracy 1115

improving rate vibrates with the rise of value change degree due to the par- 1116

ticularity of value changing attack mentioned above, but generally speaking, 1117

the accuracy improving rate is higher with a larger distribution interval. Ap- 1118

parently we can obtain a similar result if we decrease the aggregation value 1119

instead. 1120
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Fig. 13. The detection probability with multiple attacks.

6.2.3 Grubbs’ Test with Multiple Malicious Nodes. Instead of changing 1121

only one node’s aggregate, we randomly choose multiple nodes and change 1122

their aggregates in this simulation. For simplicity, the changes to the aggre- 1123

gates of all the compromised nodes are the same. Figure 13 shows the detec- 1124

tion probability of Grubbs’ test under multiple attacks. As can be seen from 1125

Figure 13a, the detection probability becomes higher with larger count 1126

changes, but this probability decreases with more malicious nodes. The reason 1127

is that the increase in the number of malicious nodes also directly raises the 1128

variance of group sizes, which causes a lower detection probability. When the 1129

number of malicious nodes is increased to more than half of the total num- 1130

ber of groups, this probability is decreased to about 10%. Similarly, as shown 1131

in Figure 13b, the detection probability increases with a larger value change 1132

and decreased when there are more malicious nodes. However, this decrease 1133

is not as obvious as that in the count changing attack, because the change of 1134

normal nodes’ aggregation values may not influence the group aggregates in a 1135

obvious way. 1136

We get similar results in the accuracy improving rate with multiple attacks, 1137

as shown in Figure 14. From Figure 14a, we can see that the accuracy improv- 1138

ing rate increases with a larger count change, but decreases if there are more 1139

malicious nodes launching count changing attacks. As shown in Figure 14b, 1140

the accuracy improving rate is higher with a larger value change, but it is not 1141

influenced much by the increase in the number of malicious nodes. 1142

6.3 Overhead Evaluation 1143

In this section, the overhead of SDAP is evaluated from the following three 1144

aspects: computation, storage, and communication. 1145

6.3.1 Computational Cost. We assume that the BS has sufficient resources 1146

including computation, so we only consider the computational cost in sensor 1147

nodes. During the aggregation, generally speaking, each node in the aggrega- 1148

tion tree needs to compute one decryption, one pseudorandom function value, 1149

one grouping function value, one aggregation, one MAC, and one encryption. 1150
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Fig. 14. The accuracy improving rate with multiple attacks.

In practice, the computational cost is actually lower, since some nodes may not 1151

need to do all the operations. For example, leaf nodes only compute one en- 1152

cryption and one MAC. During the attestation, each node on the attestation 1153

path needs compute a pseudorandom function value. Moreover, these nodes 1154

and their sibling nodes encrypt the data that are sent back to the BS. 1155

Given the scarce resources in sensors, we can use block cipher RC5 [Rivest 1156

1995] to implement all these cryptographic primitives, so as to reuse code and 1157

save memory space, because RC5 has advantages due to its versatility [Perrig 1158

et al. 2001; Karlof et al. 2004; Zhu et al. 2003]. The encryption/decryption can 1159

directly use RC5. The message authentication code (MAC) and pseudorandom 1160

function could be implemented by cipher block chaining CBC-MAC based on 1161

RC5. Furthermore, computation time spent on encryption and MAC are almost 1162

the same [Perrig et al. 2001]. 1163

Therefore, during the aggregation, each node need compute four MACs (the 1164

computation of aggregation value and grouping function value only involves 1165

simple mathematical operations, so the cost is much less). In addition, during 1166

the attestation, each node on the attestation path computes two MACs, and 1167

each sibling node computes one MAC. Hence, the possibly maximal computa- 1168

tion cost for one node during the whole process is to compute six MACs. The 1169

energy a sensor node uses in computing one MAC is about the same as that 1170

used for transmitting one byte [Ye et al. 2004]. Thus, from energy point of 1171

view, the energy used by a sensor node for both aggregation and attestation is 1172

about the same as that used in transmitting six bytes, so we believe this is an 1173

reasonable overhead for the current-generation sensor nodes. 1174

6.3.2 Storage Requirement. Each node within groups need keep local 1175

copies of packets with flag 0 received from children, except the leaf nodes which 1176

only keep a local copy of their own packets. Each aggregation packet is 19-byte 1177

(2 bytes for id, 9 bytes for data including count and grouping seed, 8 bytes for 1178

MACs). Also, each node on the way to the BS need construct a table record- 1179

ing the forwarding path, with each item having 8 bytes (2 bytes for leader 1180

node’s id, 2 bytes for incoming node’s id, and 4 bytes for grouping seed). In our 1181

ACM Transactions on Information and Systems Security, Vol. 11, No. 4, Article 18, Pub. date: July 2008.



tis000176 ACM (Typeset by spi publisher services, Delhi) 35 of 43 July 15, 2008 23:5

SDAP: A Secure Hop-by-Hop Data Aggregation Protocol for Sensor Networks · 18: 35

simulation with a big aggregation tree (3,000 nodes and about 100 groups), the 1182

average degree of node is close to 10 and the total number of groups below a 1183

leader is also in tens. Therefore, the total storage requirement for one node 1184

is at most several kilobytes. Considering that the current-generation sensor 1185

nodes such as MICA2 Motes have 128KB program memory, 4KB data RAM, 1186

and 512KB nonvolatile measurement flash memory, the storage overhead is 1187

not a concern, either. This will also be verified by our prototype implementa- 1188

tion in Section 6.4. 1189

6.3.3 Communication Overhead. Next, we focus on analyzing the commu- 1190

nication overhead of our scheme. Specifically, we first analyze the communi- 1191

cation overhead of our protocol and then further use simulations to verify our 1192

claim that our protocol only causes little extra overhead compared to hop-by- 1193

hop aggregation. 1194

To accurately measure the overhead, we use the metrics of packet ∗ hop and 1195

byte∗hop (product of the data size and the message traveling distance), because 1196

message overhead is proportional to the traveling distance of sensing data. To 1197

help understand the communication overhead of our protocol, we also compare 1198

it with the no-aggregation and hop-by-hop aggregation approaches. For ease of 1199

exposition, we do not consider the impact of packet retransmission due to the 1200

unreliable channel. Although packet retransmission will increase the absolute 1201

performance overhead of SDAP, we expect its relative performance overhead 1202

compared to the other two approaches will be similar because packet retrans- 1203

missions also occur in these approaches. We will verify the above intuition 1204

quantitatively in our future work. 1205

Analytical Results in packet*hop: Since all the three schemes have the 1206

query broadcast overhead, we only compare the communication overhead in 1207

the aggregation and attestation. In the hop-by-hop data aggregation approach, 1208

the number of packets is equal to the number of edges in the broadcast tree. 1209

Hence, the communication overhead of the hop-by-hop aggregation approach 1210

is as follows: 1211

Chop−b y−hop = n − 1 = 2(n).

On the other hand, without in-network aggregation, i.e., every sensor node 1212

sends its reading (with a MAC) separately to the BS, the communication over- 1213

head can be expressed by: 1214

Cno−aggregation =
∑h

1 i · di

= hdh+2−(h+1)dh+1+d
(d−1)2

= 2(n · logn),

because h can be approximated by logn. The upper bound is O(n2) in case of a 1215

linear tree (h = n, d = 1). 1216

In our protocol, the total number of groups is ⌊n/g⌋+1, considering the extra 1217

group with the BS as the default leader. The height of the group can be approx- 1218

imated by ⌈h/2⌉, and then the average distance to the BS from a leader is ⌊h/2⌋. 1219

Based on the results shown in Fig. 7, this assumption is reasonable because 1220
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Fig. 15. Comm. overhead in packet*hop.

we only consider the average case. Therefore, the communication overhead of 1221

our protocol during the aggregation phase is (g − 1)(⌊n/g⌋ + 1) + ⌊n/g⌋⌊h/2⌋. 1222

The overhead for attestation depends on the number of attested groups and 1223

the attestation paths that we have chosen. The overhead of disseminating the 1224

attestation request is nanp⌊h/2⌋, and the overhead of sending the data back to 1225

the BS is nanp[⌊h/2⌋ +
∑⌈h/2⌉

1 (⌊h/2⌋ + i)d]. Therefore, the total overhead is 1226

Cour ≤ (g − 1)(⌊n/g⌋ + 1) + ⌊n/g⌋⌊h/2⌋ + nanp⌊h/2⌋

+nanp[⌊h/2⌋ +
∑⌈h/2⌉

1 (⌊h/2⌋ + i)d]

≈ n + ⌊nh/2g⌋ + nanph +
nanpdh(3h+2)

8 .

This formula actually gives us an upper bound of the communication overhead 1227

because in case of multiple attestation paths, a node locating on multiple paths 1228

only needs to report one copy of its aggregate. Also, the np attestation requests 1229

for a group could actually be piggybacked into one packet. 1230

Therefore, the communication overhead of our protocol depends on the aver- 1231

age group size g. If g is as large as n, the overhead is about O(n). Otherwise, if 1232

g is small and can be treated as a constant number, the overhead is O(n · logn). 1233

In either case, the overhead of our protocol is lower than the no-aggregation 1234

approach and higher than the hop-by-hop aggregation approach. 1235

To quantify the difference, data results in packet ∗ hop can be seen in 1236

Figure 15. The results are based on the following parameter setup: n = 3280, 1237

d = 3, h = 7 and np = 1. As shown in the figure, the communication over- 1238

head of our protocol is between 3.4K and 4.4K. Using the same parameters, 1239

we can easily calculate the cost of the other approaches. Specifically, the com- 1240

munication overhead of the hop-by-hop aggregation approach is 3K, and the 1241

communication overhead of the no-aggregation approach is 21K. Thus, our 1242

protocol does not add much overhead compared to the hop-by-hop aggregation. 1243

Analytical Results in byte*hop: With the results of last subsection, we can 1244

easily calculate the overhead in byte ∗ hop. Each packet includes node id (2 1245

bytes), data (4 bytes) and MAC (8 bytes), so the overhead of the hop-by-hop 1246

aggregation and the no-aggregation approaches in byte ∗ hop are the results in 1247

packet ∗ hop multiplied by 14(bytes). 1248
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Fig. 16. Comm. overhead in byte*hop.

Although we did not consider the query dissemination overhead, for fair 1249

comparison, we should consider the extra overhead of our protocol, due to the 1250

4-byte random number used in the query dissemination. The total extra com- 1251

munication overhead for the query broadcast from the BS is about 4(n−1). The 1252

committed aggregation packet is of the same format and with a size of 19 bytes 1253

(2 bytes for id, 9 bytes for data including count and grouping seed, 8 bytes for 1254

MAC), thus the overhead of the aggregation is 19[(g−1)(⌊n/g⌋+1)+⌊n/g⌋⌊h/2⌋]. 1255

The size of the attestation request from the BS is 10 bytes, 2 bytes for the 1256

leader id, and 8 bytes for grouping/attestation seeds. Thus, the overhead to dis- 1257

seminate the attestation request is 10nanp⌊h/2⌋. The overhead of sending data 1258

back to the BS is 21nanp[⌊h/2⌋+
∑⌈h/2⌉

1 (⌊h/2⌋+i)]+13nanp

∑⌈h/2⌉

1 (⌊h/2⌋+i)(d−1), 1259

because the packets sent back to the BS from the nodes on the attestation path 1260

have the size of 13 bytes (4 bytes for node and its parent ids, 9 bytes for data 1261

including count and seed) and packets from other nodes in the attestation are 1262

of the size 21 bytes (4 bytes for node and its parent ids, 9 bytes for data includ- 1263

ing count and seed, and 8 bytes for MAC). The total communication overhead 1264

of our protocol in byte ∗ hop is given by 1265

C′
our ≤ 4(n − 1) + 19[(g − 1)(⌊n/g⌋ + 1) + ⌊n/g⌋⌊h/2⌋]

+31nanp⌊h/2⌋ + 21nanp

∑⌈h/2⌉

1 (⌊h/2⌋ + i)

+13nanp

∑⌈h/2⌉

1 (⌊h/2⌋ + i)(d − 1)

≈ 23n + ⌊ 19nh
2g

⌋ + ⌊
31nanph

2
⌋ +

nanph(3h+2)(13d+8)

8
.

The result in byte ∗ hop (Figure 16) is based on the same parameter setup: 1266

n = 3280, d = 3, h = 7 and np = 1. As shown in the figure, the communication 1267

overhead of our protocol is between 80K and 92K, whereas the communication 1268

overhead of the hop-by-hop aggregation approach is 45.9K and the communi- 1269

cation overhead of the no-aggregation approach is 298.5K. 1270

Simulation Results: The previous analytical results are applicable to bal- 1271

anced trees with fixed degrees. To evaluate the communication overhead for 1272

more general cases, we also setup simulations to check the results. In our sim- 1273

ulation, 3,000 nodes are randomly distributed in an area of 2000∗2000 f t2. The 1274

transmission range is set to 60 f t. To test different group sizes, (β, γ ) takes 8 1275

different groups of values: (0.15, 30), (0.14, 33), (0.13, 36), (0.12, 39), (0.11, 42), 1276

ACM Transactions on Information and Systems Security, Vol. 11, No. 4, Article 18, Pub. date: July 2008.



tis000176 ACM (Typeset by spi publisher services, Delhi) 38 of 43 July 15, 2008 23:5

18: 38 · Y. Yang et al.

Fig. 17. Communication overhead based on simulations.

(0.10, 45), (0.09, 48), (0.08, 51). For each pair of parameters, we run the simula- 1277

tion 20 times, each time with a different grouping seed. Based on our Grubbs’ 1278

test, among all the 160 simulation runs, there are no attested groups in 79 1279

simulations, 1 attested group in 52 simulations, 2 attested groups in 18 simu- 1280

lations, 3 attested groups in 9 simulations, and 4 attested groups in 2 simula- 1281

tions. We choose one attestation path in each attested group. The simulation 1282

result in byte ∗ hop is shown in Figure 17. As can be seen from the figure, the 1283

overhead of our protocol including attestation is between 70K∼115K. With the 1284

same parameters, through simulation, we get the communication overhead of 1285

the hop-by-hop aggregation approach to be 42K, and the communication over- 1286

head of the no-aggregation approach to be 1202K. 1287

In summary, through both analytical and simulation results, we can see that 1288

our protocol does not add much overhead compared to the hop-by-hop aggrega- 1289

tion approach, but it is more secure. On the other hand, as the no-aggregation 1290

approach, our protocol provides security, but with much less communication 1291

overhead. 1292

6.4 Prototype Implementation 1293

We implement the prototype of our SDAP scheme on top of the TinyOS. The il- 1294

lustration of component relationship can be seen in Figure 18. The simulation 1295

module (SimulationM) is the main module of our implementation. It provides 1296

the interface DataAggregate whose implementation realizes the main function 1297

of secure hop-by-hop data aggregation and attestation. The timer, communica- 1298

tion and random number generator are adopted from TinyOS [tin b]. The MAC, 1299

encryption and decryption mechanisms are used from TinySec [Karlof et al. 1300

2004]. The pairwise key establishment mechanism is adapted from TinyKey- 1301

Man [tin a]. 1302

Every node constructs and keeps four tables to record information for suc- 1303

cessful aggregation and attestation. The first one is AssociateTable, which 1304

stores basic information of each node, such as parent id, children’s ids, read- 1305

ing, count, and aggregate. The second table is ValueTable, which stores counts 1306

and aggregates received from children for later aggregation. The third one 1307

is KeyTable, which stores an individual key shared with the BS and all the 1308
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Fig. 18. The relationship among components in our implementation: Dark gray components are
developed by us; light gray components are adapted from TinyKeyMan; and white components are
directly adopted from TinyOS/TinySec.

pairwise keys established with neighbors for encryption, decryption and MAC 1309

computation/verification. The fourth table is RoutingTable, which stores rout- 1310

ing information for the attestation, including incoming node id and correspond- 1311

ing leader node id. 1312

In more detail, after initialization, first the command DataAggregate.init() 1313

is called, so that the aggregation tree topology is constructed and all the main- 1314

tained tables are initialized. Then, after deployment, except the BS (with id 1315

of 0) every node establishes a pairwise key with its parent from the first node 1316

(in highest level) to the last leaf node (in lowest level). After this, to reduce 1317

channel collision/packet loss and also guarantee proper time synchronization 1318

for aggregation, the aggregation process is scheduled in a reverse order, i.e., 1319

from the last leaf node to the first node in the highest level, every node ag- 1320

gregates counts and values received from children if there are any and sends 1321

an aggregation packet on its own behalf to its parent by calling DataAggre- 1322

gate.sendAggToParent() with parent id as input. Parent node receiving this 1323

packet checks the flag field: if it is 1, then node records the source and leader 1324

node ids into the RoutingTable, and resends this packet to its own parent; 1325

otherwise if it is 0, then this node decrypts count and aggregate data, ver- 1326

ifies the MAC. If both succeed, then this node records the data from chil- 1327

dren into the ValueTable for its own aggregation operation happened later. 1328

For attestation, the BS sends out an attestation packet by calling DataAggre- 1329

gate.sendAttToNode() with the attested leader’s id as input. Every node in- 1330

cluding BS itself forwards the attestation packet to the next hop by looking up 1331

the RoutingTable until this packet reaches the attested group leader. Then the 1332

attestation within group starts. The group leader notifies the node on the at- 1333

testation path to send back counts and readings, and also informs their sibling 1334

nodes to send back counts, aggregates and MACs. Nodes on the attestation 1335

path repeat this process until leaf nodes are reached. All the data are sent 1336

back to the BS by calling DataAggregate.sendAttAckToBS() with the BS’s id 0 1337

as input. 1338
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Fig. 19. The formats of packets in our implementation. One example of each packet type is given
to illustrate the specific format.

There are six types of packets transmitted in our scheme: aggregation, at- 1339

testation, path node notification, sibling node notification, path node response, 1340

and sibling node response. The packet formats of four of them are shown in 1341

Figure 19 (the packet formats of path node and sibling node notifications only 1342

include header, one field of type, and CRC, which are too simple to be shown 1343

here). By specifying “export DBG=am” under TOSSIM, we can check all the 1344

transmitted messages in the system. In Figure 19a, the format of aggregation 1345

packet includes header, data and CRC fields. The header has the informa- 1346

tion about forwarding address (2 bytes), message type in Active Message (AM) 1347

model (1 byte), group number (1 byte), and message length (1 byte). In the 1348

example, this is an aggregation message sent from leader node 1 to the BS 0. 1349

Therefore, the forwarding address is the destination node id in hex 0x0000; 1350

normally, our packets are AM INTMSG, which is specified in TinyOS to have 1351

the type of 4; the default group number in hex is 0x7d; and the maximum 1352

length of data field is 29-byte in TinyOS, which is 0x1d in hex. To differentiate 1353

our six types of packets, we define a type attribute (1 byte) in the data field: 7 1354

is the type of aggregation packet, 8 is the type of attestation packet, 9 is the 1355

type of path node notification packet, 10 is the type of sibling node notification 1356

packet, 11 is the type of path node response packet, and 12 is the type of sibling 1357

node response packet (1-6 are already predefined in TinyKeyMan). Sid records 1358

the source node id (2 byte). The source id of node 1 in our example is 0x0100 1359

(lower byte is presented first). Flag (1 byte) shows whether the data need to be 1360

aggregated further. Here the leader node 1 sets it to be 1. The 2-byte count, 4- 1361

byte aggregate, and 4-byte aggregation seed in the packet are encrypted by the 1362
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Table I. Code Size as a Function of the Maximum Degree in
the Aggregation Tree (the Total Number of Nodes is 50)

Maximum Degree 2 4 6 8 10

RAM(bytes) 1286 1314 1342 1370 1398

pairwise key. An 8-byte MAC computed over the previous fields by individual 1363

key is attached at the end of the data field to provide authentication informa- 1364

tion to the BS. Finally, the 2-byte CRC field for error checking is unused in our 1365

system yet (i.e., remains 0x0000). Similarly, the formats of attestation, path 1366

node response, and sibling node response packets are shown in Figure 19b, 1367

Figure 19c, and Figure 19d, respectively. 1368

On Mica2 motes, the ROM space needed for our prototype implementation 1369

is 20.7KB out of 128KB program memory. The RAM space changes with the 1370

maximum degree of the tree because if the tree has larger maximum or average 1371

degree more information will need to be maintained for successful aggregation 1372

and attestation. The RAM space needed is around 1.3KB out of 4KB data 1373

memory, which is shown in Table I. These results indicate that our scheme is 1374

practical when applied on current generation sensors such as Mica2 motes. 1375

7. CONCLUSION AND FUTURE WORK 1376

Providing hierarchical data aggregation without losing security guarantee is 1377

an interesting and challenging problem in sensor networks. In this article, 1378

we propose SDAP, a Secure Hop-by-hop Data Aggregation Protocol for sensor 1379

networks. By using divide-and-conquer, we partition the aggregation tree into 1380

groups to reduce the importance of high-level nodes in the aggregation tree. 1381

Also, we enhance the logical groups with commitment capability by applying 1382

commit-and-attest, so that the BS has a way to verify the group aggregates. 1383

Extensive analytical and simulation results show that SDAP is effective in 1384

defending against both count and value changing attacks and SDAP is efficient 1385

with respect to the reasonable overhead it causes. Prototype implementation 1386

on top of TinyOS shows that our scheme is practical to be applied in the current 1387

generation sensor nodes such as Mica2 motes. 1388

As future work, several directions are worth of investigation. First, we will 1389

further enrich the protocol in more detail. For example, the breadth-based 1390

attestation and the content-based attestation techniques may also be included 1391

in the protocol. Second, we will check the influence of unreliable transmission 1392

channel to our protocol. Third, we may implement and show the benefits of 1393

Bloom Filter in our protocol. Last, the potential of integrating with different 1394

network model, such as that in SIA, will be examined too. 1395
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