
Systems and Internet Infrastructure Security (SIIS) Laboratory Page

Systems and Internet 
Infrastructure Security 

Network and Security Research Center
Department of Computer Science and Engineering
Pennsylvania State University, University Park PA

1

Advanced Systems Security:���
New Threats

Trent Jaeger
Systems and Internet Infrastructure Security (SIIS) Lab

Computer Science and Engineering Department
Pennsylvania State University



Systems and Internet Infrastructure Security (SIIS) Laboratory Page 2

Lots of Vulnerability Types
•  We have discussed several types of vulnerabilities

‣  Virus/worm

‣  Trojan horse

‣  Drive-by-downloads

‣  Buffer overflow (overwrite and overread)

‣  Integer overflow

‣  Resource retrieval

‣  …

•  Are there other types of vulnerabilities to consider?
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New/Other Vulnerabilities
•  Type Casting

‣  Bad casting and type confusion

•  Flaws in roots of trust

‣  Forge integrity measurements

•  Abuse of system management

‣  Windows Management Instrumentation

•  What can we do to find vulnerabilities before adversaries?
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Type Casting
•  What is the purpose of type casting?
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What Could Go Wrong?
•  Type casting 

‣  Enables memory reference of one type 
to be processed using the features of 
another type

•  Fields

•  Methods

•  Hierarchy

‣  Types may not be the same size

•  Such type casts would be invalid

‣  Check statically or dynamically

‣  What happens if we cast a reference to 
a type of a larger size?
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Invalid Type Cast
•  Why is this type cast invalid?
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ity to a virtual function table pointer (vptr), an attacker
can directly control input to the member variable (e.g., by
employing abusive memory allocation techniques such as
heap-spray techniques [16, 38]), overwrite the vptr and
hijack the control flow. Similarly, an attacker can also
exploit bad-casting vulnerabilities to launch non-control-
data attacks [7].

The exploitability of a bad-casting bug depends on
whether it allows attackers to perform out-of-bound mem-
ory access or manipulate memory semantics. This in turn
relies on the details of object data layout as specified by
the C++ application binary interface (ABI). Because the
C++ ABI varies depending on the platform (e.g., Itanium
C++ ABI [12] for Linux-based platforms and Microsoft
C++ ABI [11] for Windows platforms), security implica-
tions for the same bad-casting bug can be different. For
example, bad-casting may not crash, corrupt, or alter the
behavior of an application built against the Itanium C++
ABI because the base pointer of both the base class and
derived class always point to the same location of the
object under this ABI. However, the same bad-casting
bug can have severe security implications for other ABI
implementations that locate a base pointer of a derived
class differently from that of a base class, such as HP
and legacy g++ C++ ABI [13]. In short, given the num-
ber of different compilers and the various architectures
supported today, we want to highlight that bad-casting
should be considered as a serious security issue. This
argument is also validated from recent correspondence
with the Firefox security team: after we reported two
new bad-casting vulnerabilities in Firefox [4], they also
pointed out the C++ ABI compatibility issue and rated the
vulnerability as security-high.
Running example: CVE-2013-0912. Our illustra-
tive Example 1 is extracted from a real-world bad-casting
vulnerability—CVE-2013-0912, which was used to ex-
ploit the Chrome web browser in the Pwn2Own 2013
competition. However, the complete vulnerability is more
complicated as it involves a multitude of castings (be-
tween siblings and parents).

In HTML5, an SVG image can be embedded directly
into an HTML page using the <svg> tag. This tag is
implemented using the SVGElement class, which inherits
from the Element class. At the same time, if a web page
happens to contain unknown tags (any tags other than stan-
dard), an object of the HTMLUnknownElement class will be
created to represent this unknown tag. Since both tags are
valid HTML elements, objects of these types can be safely
casted to the Element class. Bad-casting occurs when the
browser needs to render an SVG image. Given an Element
object, it tries to downcast the object to SVGElement so
the caller function can invoke member functions of the
SVGElement class. Unfortunately, since not all Element
objects are initially allocated as SVGElement objects, this

HTMLUnknwonElement
(size: 96 bytes)

...... (56 siblings)

HTMLElement
(size: 96 bytes)

SVGElement
(size: 160 bytes)

Element
(size: 96 bytes)

ContainerNode

...

static_cast
static_cast

(> 10 parent classes)

...

(allocated)

Figure 1: Inheritance hierarchy of classes involved in the CVE-
2013-0912 vulnerability. MWR Labs exploited this vulnerability
to hijack the Chrome browser in the Pwn2Own 2013 competi-
tion [31]. The object is allocated as HTMLUnknownElement and
eventually converted (static_cast) to SVGElement. After this
incorrect type casting, accessing member variables via this ob-
ject pointer will cause memory corruption.

static_cast is not always valid. In the exploit demon-
strated in the Pwn2Own 2013 competition [31], attackers
used an object allocated as HTMLUnknownElement. As the
size of an SVGElement object (160 bytes) is much larger
than an HTMLUnknownElement object (96 bytes), this in-
correctly casted object pointer allowed the attackers to
access memory beyond the real boundary of the allocated
HTMLUnknownElement object. They then used this capabil-
ity to corrupt the vtable pointer of the object adjacent to
the HTMLUnknownElement object, ultimately leading to a
control-flow hijack of the Chrome browser. This example
also demonstrates why identifying bad-casting vulnerabil-
ities is not trivial for real-world applications. As shown
in Figure 1, the HTMLUnknownElement class has more than
56 siblings and the Element class has more than 10 parent
classes in WebKit. Furthermore, allocation and casting
locations are far apart within the source code. Such com-
plicated class hierarchies and disconnections between
allocation and casting sites make it difficult for develop-
ers and static analysis techniques to reason about the true
allocation types (i.e., alias analysis).

3 CAVER Overview
In this paper, we focus on the correctness and effective-
ness of CAVER against bad-casting bugs, and our main
application scenario is as a back-end testing tool for de-
tecting bad-casting bugs. CAVER’s workflow (Figure 2)
is as simple as compiling a program with one extra com-
pile and link flag (i.e., -fcaver for both). The produced
binary becomes capable of verifying the correctness of ev-
ery type conversion at runtime. When CAVER detects an
incorrect type cast, it provides detailed information of the
bad-cast: the source class, the destination class, the truly
allocated class, and call stacks at the time the bad-cast is
captured. Figure 3 shows a snippet of the actual report of
CVE-2013-0912. Our bug report experience showed that
the report generated by CAVER helped upstream main-

4
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Type Cast Checking
•  Static or dynamic (explicit in C++)

•  Upcast to parent

•  Downcast to originally allocated 
class

‣  Why are these safe?

•  Static type checking

‣  Check against valid casting rules at 
compile time

•  Dynamic type checking

‣  Check at runtime as origin may be 
unpredictable
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CAVER. §7 further discusses applications and limitations
of CAVER, §8 describes related work. Finally, §9 con-
cludes the paper.

2 C++ Bad-casting Demystified
Type castings in C++. Type casting in C++ allows an
object of one type to be converted to another so that
the program can use different features of the class hi-
erarchy. C++ provides four explicit casting operations:
static, dynamic, const, and reinterpret. In this pa-
per, we focus on the first two types — static_cast and
dynamic_cast (5.2.9 and 5.2.7 in ISO/IEC N3690 [26]) —
because they can perform downcasting and result in bad-
casting. static_cast and dynamic_cast have a variety
of different usages and subtle issues, but for the purpose
of this paper, the following two distinctive properties
are the most important: (1) time of verification: as the
name of each casting operation implies, the correctness
of a type conversion is checked (statically) at compile
time for static_cast, and (dynamically) at runtime for
dynamic_cast; (2) runtime support (RTTI): to verify type
checking at runtime, dynamic_cast requires runtime sup-
port, called RTTI, that provides type information of the
polymorphic objects.

Example 1 illustrates typical usage of both casting
operations and their correctness and safety: (1) casting
from a derived class (pCanvas of SVGElement) to a parent
class (pEle of Element) is valid upcasting; (2) casting
from the parent class (pEle of Element) to the original
allocated class (pCanvasAgain of SVGElement) is valid
downcasting; (3) on the other hand, the casting from an
object allocated as a base class (pDom of Element) to a
derived class (p of SVGElement) is invalid downcasting
(i.e., a bad-casting); (4) memory access via the invalid
pointer (p->m_className) can cause memory corruption,
and more critically, compilers cannot guarantee any cor-
rectness of program execution after this incorrect conver-
sion, resulting in undefined behavior; and (5) by using
dynamic_cast, programmers can check the correctness of
type casting at runtime, that is, since an object allocated
as a base class (pDom of Element) cannot be converted to
its derived class (SVGElement), dynamic_cast will return
a NULL pointer and the error-checking code (line 18) can
catch this bug, thus avoiding memory corruption.
Type castings in practice. Although dynamic_cast
can guarantee the correctness of type casting, it is an
expensive operation because parsing RTTI involves recur-
sive data structure traversal and linear string comparison.
From our preliminary evaluation, dynamic_cast is, on
average, 90 times slower than static_cast on average.
For large applications such as the Chrome browser, such
performance overhead is not acceptable: simply launch-
ing Chrome incurs over 150,000 casts. Therefore, despite
its security benefit, the use of dynamic_cast is strictly

SVGElement

Element (3) invalid
downcast

pDom (allocated)1 class SVGElement: public Element { ... };
2

3 Element *pDom = new Element();
4 SVGElement *pCanvas = new SVGElement();
5

6 // (1) valid upcast from pCanvas to pEle
7 Element *pEle = static_cast<Element*>(pCanvas);
8 // (2) valid downcast from pEle to pCanvasAgain (== pCanvas)
9 SVGElement *pCanvasAgain = static_cast<SVGElement*>(pEle);

10

11 // (3) invalid downcast (-> undefined behavior)
12 SVGElement *p = static_cast<SVGElement*>(pDom);
13 // (4) leads to memory corruption
14 p->m_className = "my-canvas";
15

16 // (5) invalid downcast with dynamic_cast, but no corruption
17 SVGElement *p = dynamic_cast<SVGElement*>(pDom);
18 if (p) {
19 p->m_className = "my-canvas";
20 }

Example 1: Code example using static_cast to convert types
of object pointers (e.g., Element↔ SVGElement classes). (1) is
valid upcast and (2) is valid downcast. (3) is an invalid down-
cast. (4) Memory access via the invalid pointer result in memory
corruption; more critically, compilers cannot guarantee the cor-
rectness of program execution after this incorrect conversion,
resulting in undefined behavior. (5) Using dynamic_cast, on the
other hand, the program can check the correctness of downcast
by checking the returned pointer.

forbidden in Chrome development.
A typical workaround is to implement custom RTTI

support. For example, most classes in WebKit-
based browsers have an isType() method (e.g.,
isSVGElement()), which indicates the true allocated type
of an object. Having this support, programmers can decou-
ple a dynamic_cast into an explicit type check, followed
by static_cast. For example, to prevent the bad-casting
(line 12) in Example 1, the program could invoke the
isSVGElement() method to check the validity of casting.
However, this sort of type tracking and verification has
to be manually implemented, and thus supporting custom
RTTI in existing complex programs is a challenging prob-
lem. Moreover, due to the error-prone nature of manual
modifications (e.g., incorrectly marking the object iden-
tity flag, forgetting to check the identity using isType()
function, etc.), bad-casting bugs still occur despite custom
RTTI [41].
Security implications of bad-casting. The C++ stan-
dard (5.2.9/11 [26]) clearly specifies that the behavior
of an application becomes undefined after an incorrect
static_cast. Because undefined behavior is an enig-
matic issue, understanding the security implications and
exploitability of bad-casting requires deep knowledge of
common compiler implementations.

Generally, bad-casting vulnerabilities can be exploited
via several means. An incorrectly casted pointer will ei-
ther have wider code-wise visibility (e.g., allowing out-of-
bound memory accesses), or become incorrectly adjusted
(e.g., corrupting memory semantics because of misalign-
ment). For example, when bad-casting occurs in proxim-

3
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Type Cast Checking
•  Dynamic is reliable, but expensive

‣  90X slower than static cast

‣  Banned in Chrome development

•  Sound familiar?

‣  So what can we do?
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CAVER
•  Dynamic is reliable, but expensive

‣  90X slower than static cast

‣  Banned in Chrome development

•  Sound familiar?

‣  So what can we do?

‣  Detect vulnerability

•  CAVER – focus on flaw of casting to larger data type

•  Ignores adversary accessibility and exploitation

‣  Could they help?
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CAVER Requirements
•  THTable

‣  Basic idea: Given a pointer to an object allocated as type T, 
the THTable contains the set of all possible types to which T 
can be casted.

•  Type relationships

‣  IS-A – inheritance

•  Class and subclass that extends class

‣  HAS-A – composition

•  Class and its member variables of different types

•  Also, type size and type name
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CAVER Requirements
•  Secure vs. allowable casts

•  Phantom classes

‣  We say a class P is a phantom class of a class Q if two 
conditions are met: (1) Q is directly or indirectly derived from 
P; and (2) compared to P, Q does not have additional 
member variables or different virtual functions.

‣  I.e., Q is same size as P

‣  I.e., Cannot cast of memory variable to another type

•  So, casting from P to Q cannot be used to access 
data beyond the allocated type boundary
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CAVER Use
•  Instrument and Evaluate

‣  a reference to the THTable and 
the base address of the object
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described above, the THTable contains basic information
on the corresponding type itself: a type size to represent
object ranges; and a type name to generate user-friendly
bad-casting reports.

4.2 Object Type Binding

To verify the correctness of type casting, CAVER needs
to know the actual allocated type of the object to be
casted. In CAVER, we encoded this type information in
the THTable. In this subsection, we describe how CAVER
binds the THTable to each allocated object. To overcome
the limitations of RTTI-based solutions, CAVER uses a
disjoint metadata scheme (i.e., the reference to an object’s
THTable is stored outside the object). With this unique
metadata management scheme, CAVER not only supports
both polymorphic classes and non-polymorphic classes,
but also preserves the C++ ABI and works seamlessly with
legacy code. Overall, type binding is done in two steps.
First, CAVER instruments each allocation site of an ap-
plication to pass the allocation metadata to its runtime
library. Second, CAVER’s runtime library maintains the
allocation metadata and supports efficient lookup opera-
tions.
Instrumentation. The goal of the instrumentation is to
pass all information of an allocated object to the runtime
library. To bind a THTable to an object, the runtime li-
brary needs two pieces of information: a reference to the
THTable and the base address of the allocated object.

In C++, objects can be allocated in three ways: in heap,
on stack, or as global objects. In all three cases, the
type information of the allocated object can be deter-
mined statically at compile time. This is possible because
C++ requires programmers to specify the object’s type at
its allocation site, so the corresponding constructor can
be invoked to initialize memory. For global and stack
objects, types are specified before variable names; and
for heap objects, types are specified after the new opera-
tor. Therefore, CAVER can obtain type information by
statically inspecting the allocation site at compile time.
Specifically, CAVER generates the THTable (or reuses the
corresponding THTable if already generated) and passes
the reference of the THTable to the runtime library. An
example on how CAVER instruments a program is shown
in Example 2.

For heap objects, CAVER inserts one extra function
invocation (trace_heap() in Example 2) to the runtime
library after each new operator, and passes the information
of the object allocated by new; a reference to the THTable
and the base address of an object. A special case for the
new operator is an array allocation, where a set of objects
of the same type are allocated. To handle this case, we add
an extra parameter to inform the runtime library on how
many objects are allocated together at the base address.

Unlike heap objects, stack objects are implicitly al-

1 // Heap objects (dynamically allocated)
2 void func_heap_ex() {
3 C *p_heap_var = new C;
4 C *p_heap_array = new C[num_heap_array];
5 + trace_heap(&THTable(C), p_heap_var, 1);
6 + trace_heap(&THTable(C), p_heap_array, num_heap_array);
7 ...
8 }
9

10 // Stack objects
11 void func_stack_ex() {
12 C stack_var;
13 + trace_stack_begin(&THTable(C), &stack_var, 1);
14 ...
15 + trace_stack_end(&stack_var);
16 }
17

18 // Global objects
19 C global_var;
20

21 // @.ctors: (invoked at the program’s initialization)
22 // trace_global_helper_1() and trace_global_helper_2()
23 + void trace_global_helper_1() {
24 + trace_global(&THTable(C), &global_var, 1);
25 + }
26

27 // Verifying the correctness of a static casting
28 void func_verify_ex() {
29 B *afterAddr = static_cast<A>(beforeAddr);
30 + verify_cast(beforeAddr, afterAddr, type_hash(A));
31 }

Example 2: An example of how CAVER instruments a program.
Lines marked with + represent code introduced by CAVER, and
&THTable(T) denotes the reference to the THTable of class T.
In this example, we assume that the THTable of each allocated
class has already been generated by CAVER.

located and freed. To soundly trace them, CAVER in-
serts two function calls for each stack object at the
function prologue and epilogue (trace_stack_begin()
and trace_stack_end() in Example 2), and passes the
same information of the object as is done for heap ob-
jects. A particular challenge is that, besides function
returns, a stack unwinding can also happen due to ex-
ceptions and setjmp/longjmp. To handle these cases,
CAVER leverages existing compiler functionality (e.g.,
EHScopeStack::Cleanup in clang) to guarantee that the
runtime library is always invoked once the execution con-
text leaves the given function scope.

To pass information of global objects to the runtime
library, we leverage existing program initialization pro-
cedures. In ELF file format files [46], there is a special
section called .ctors, which holds constructors that must
be invoked during an early initialization of a program.
Thus, for each global object, CAVER creates a helper
function (trace_global_helper_1() in Example 2) that
invokes the runtime library with static metadata (the ref-
erence to the THTable) and dynamic metadata (the base
address and the number of array elements). Then, CAVER
adds the pointer to this helper function to the .ctors sec-
tion so that the metadata can be conveyed to the runtime
library2.

2Although the design detail involving .ctors section is platform de-
pendent, the idea of registering the helper function into the initialization

6
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CVE # Bug ID Type Names Security Rating Mitigated

Allocation Source Destination by CAVER

CVE-2013-0912 180763 HTMLUnknownElement Element SVGElement High !
CVE-2013-2931 302810 MessageEvent Event LocatedEvent High !
CVE-2014-1731 349903 RenderListBox RenderBlockFlow RenderMeter High !
CVE-2014-3175 387016 SpeechSynthesis EventTarget SpeechSynthesisUtterance High !
CVE-2014-3175 387371 ThrobAnimation Animation MultiAnimation Medium !

Table 2: Security evaluations of CAVER with known vulnerabilities of the Chromium browser. We first picked five known bad-
casting bugs and wrote test cases for each vulnerability, retaining features that may affect CAVER’s detection algorithm, including
class hierarchy and their compositions, and related classes including allocation, source, and destination types). CAVER correctly
detected all vulnerabilities.

(a) CAVER, P Alloc

From
To P Non-P

P ! !
Non-P ! !

(b) CAVER, Non-P Alloc

From
To P Non-P

P ! !
Non-P ! !

(c) UBSAN, P Alloc

From
To P Non-P

P ! X
Non-P ! X

(d) UBSAN, Non-P Alloc

From
To P Non-P

P Crash X
Non-P Crash X

Table 3: Evaluation of protection coverage against all possible combinations of bad-castings. P and Non-P mean polymorphic
and non-polymorphic classes, respectively. In each cell, !marks a successful detection, X marks a failure, and Crash marks the
program crashed. (a) and (b) show the results of CAVER with polymorphic class allocations and non-polymorphic class allocations,
respectively, and (c) and (d) show the cases of UBSAN. CAVER correctly detected all cases, while UBSAN failed for 6 cases
including 2 crashes.

6.6 Runtime Performance Overheads

In this subsection, we measured the runtime overheads of
CAVER by using SPEC CPU 2006’s C++ benchmarks and
various browser benchmarks for Chromium and Firefox.
For comparison, we measured runtime overheads of the
original, non-instrumented version (compiled with clang),
and the UBSAN-hardened version.
Microbenchmarks. To understand the performance char-
acteristics of CAVER-hardened applications, we first pro-
filed micro-scaled runtime behaviors related to CAVER’s
operations (Table 6). For workloads, we used the built-in
input for the two C++ applications of SPEC CPU 2006,
and loaded the default start page of the Chromium and
Firefox browsers. Overall, CAVER traced considerable
number of objects, especially for the browsers: 783k in
Chromium, and 15,506k in Firefox.

We counted the number of verified castings (see Ta-
ble 6), and the kinds of allocations (i.e., global, stack,
or heap). In our experiment, Firefox performed 710%
more castings than Chromium, which implies that the
total number of verified castings and the corresponding
performance overheads highly depends on the way the
application is written and its usage patterns.
SPEC CPU 2006. With these application characteris-
tics in mind, we first measured runtime performance
impacts of CAVER on two SPEC CPU 2006 programs,
xalancbmk and soplex. CAVER slowed down the exe-
cution of xalancbmk and soplex by 29.6% and 20.0%,
respectively. CAVER-NAIVE (before applying the op-
timization techniques described in §4.4) slowed down
xalancbmk and soplex by 32.7% and 20.8% respectively.

0%

25%

50%

75%

100%

Octane
SunSpider

Dromaeo-JS
Dromaeo-DOM

UBSAN

CAVER-NAIVE

CAVER

Figure 4: Browser benchmark results for the Chromium
browser. On average, while CAVER-NAIVE incurs 30.7% over-
head, CAVER showed 7.6% runtime overhead after the opti-
mization. UBSAN exhibits 16.9% overhead on average.

For UBSAN, xalancbmk crashed because of RTTI limi-
tations in handling non-polymorphic types, and soplex
becomes 21.1% slower. Note, the runtime overheads
of CAVER is highly dependent on the application char-
acteristics (e.g., the number of downcasts performed in
runtime). Thus, we measured overhead with more realis-
tic workloads on two popular browsers, Chromium and
Firefox.
Browser benchmarks (Chromium). To understand the
end-to-end performance of CAVER, we measured the
performance overhead of web benchmarks. We tested
four browser benchmarks: Octane [21], SunSpider [47],
Dromaeo-JS [29], and Dromaeo-DOM [29], each of
which evaluate either the performance of the JavaScript
engine or page rendering.

Figure 4 shows the benchmark results of the Chromium
browser. On average, CAVER showed 7.6% overhead
while CAVER-NAIVE showed 30.7%, which implies the

11
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Product Bug ID Vulnerable Types Security Implication

Function Allocation / Source / Destination ABI Mem Rating

Firefox 1074280 [4] PaintLayer() BasicThebesLayer / Layer / BasicContainerLayer ! ! High (CVE-2014-1594)
Firefox 1089438 [5] EvictContent() PRCListStr / PRCList / nsSHistory ! ! High
libstdc++ 63345 [30] _M_const_cast() EncodedDescriptorDatabase / Base_Ptr / Rb_Tree_node ! - †
libstdc++ 63345 [30] _M_end() EnumValueOptions / Rb_tree_node_base / Link_type ! - †
libstdc++ 63345 [30] _M_end() const GeneratorContextImpl / Rb_tree_node_base / Link_type_const ! - †
libstdc++ 63345 [30] _M_insert_unique() WaitableEventKernel / Base_ptr / List_type ! - †
libstdc++ 63345 [30] operator*() BucketRanges / List_node_base / Node ! - †
libstdc++ 63345 [30] begin() FileOptions / Link_type / Rb_Tree_node ! - †
libstdc++ 63345 [30] begin() const std::map / Link_type / Rb_Tree_node ! - †
libstdc++ 63345 [30] end() MessageOptions / Link_type / Rb_Tree_node ! - †
libstdc++ 63345 [30] end() const Importer / Link_type / Rb_Tree_node ! - †

Table 1: A list of vulnerabilities newly discovered by CAVER. All security vulnerabilities listed here are confirmed, and already
fixed by the corresponding development teams. Columns under Types represent classes causing bad-castings: allocation, source
and destination classes. Columns under Security Implication represents the security impacts of each vulnerability: whether the
vulnerability has C++ ABI incompatibility issues (ABI); whether the vulnerability triggers memory corruption (Mem); and the actual
security assessment ratings assigned by the vendor (Rating). †: The GNU libstdc++ members did not provide security ratings.

size. This backporting was due to the limited support
for the LLVM/clang compiler by older Chromium (other
than CVE-2013-0912). Table 2 shows our testing results
on these five known bad-casting vulnerabilities. CAVER
successfully detected all vulnerabilities.

In addition to real vulnerabilities, we thoroughly evalu-
ated CAVER with test cases that we designed based on all
possible combinations of bad-casting vulnerabilities: (1)
whether an object is polymorphic or non-polymorphic;
and (2) the three object types: allocation, source, and
destination.

|{Poly, non-Poly}||{Alloc, From, To}| = 8
Eight different unit tests were developed and evaluated

as shown in Table 3. Since CAVER’s design generally
handles both polymorphic and non-polymorphic classes,
CAVER successfully detected all cases. For comparison,
UBSAN failed six cases mainly due to its dependency on
RTTI. More severely, among the failed cases, UBSAN
crashed for two cases when it tried to parse RTTI non-
polymorphic class objects, showing it is difficult to use
without manual blacklists. Considering Firefox contains
greater than 60,000 downcasts, (see Table 4), creating
such a blacklist for Firefox would require massive manual
engineering efforts.

6.4 Protection Coverage
Table 4 summarizes our evaluation of CAVER’s protection
coverage during instrumentation, including the number
of protected types/classes (the left half), and the number
of protected type castings (the right half). In our evalua-
tion with C++ applications in SPEC CPU 2006, Firefox,
and Chromium, CAVER covers 241% more types than
UBSAN; and protects 199% more type castings.

6.5 Instrumentation Overheads
There are several sources that increase a program’s binary
size (see Table 5), including (1) the inserted functions
for tracing objects’ type and verifying type castings, (2)

Name # of tables # of verified cast

RTTI THTable UBSAN CAVER

483.xalancbmk 881 3,402 1,378 1,967
450.soplex 39 227 0 2

Chromium 24,929 94,386 11,531 15,611
Firefox 9,907 30,303 11,596 71,930

Table 4: Comparisons of protection coverage between UBSAN
and CAVER. In the # of tables column, VTable shows the num-
ber of virtual function tables and THTable shows the number
of type hierarchy tables, each of which is generated to build
the program. # of verified cast shows the number static_cast
instrumented in UBSAN and CAVER, respectively. Overall,
CAVER covers 241% and 199% more classes and their castings,
respectively, compared to UBSAN.

Name File Size (KB)

Orig. UBSAN CAVER

483.xalancbmk 6,111 6,674 9% 7,169 17%
450.soplex 466 817 75% 861 84%

Chromium 249,790 612,321 145% 453,449 81%
Firefox 242,704 395,311 62% 274,254 13%

Table 5: The file size increase of instrumented binaries: CAVER
incurs 64% and 49% less storage overheads in Chromium and
Firefox browsers, compared to UBSAN.

the THTable of each class, and (3) CAVER’s runtime li-
brary. Although CAVER did not perform much instru-
mentation for most SPEC CPU 2006 applications, the
file size increase still was noticeable. This increase was
caused by the statically linked runtime library (245 KB).
The CAVER-hardened Chromium requires 6× more stor-
age compared to Firefox because the Chromium code
bases contains more classes than Firefox. The additional
THTable overhead is the dominant source of file size in-
creases. (see Table 4). For comparison, UBSAN increased
the file size by 64% and 49% for Chromium and Firefox,
respectively; which indicates that THTable is an efficient
representation of type information compared to RTTI.

10
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Attacks on Roots of Trust
•  Static Root of Trust Measurement

‣  In BIOS

‣  Can it be compromised without detection?

‣  Can the adversary prevent reflashing from removing 
malware?
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Attacks on Roots of Trust
•  Static Root of Trust Measurement (SRTM)

‣  In BIOS

‣  Can it be compromised without detection?

‣  Can the adversary prevent reflashing from removing 
malware?



Systems and Internet Infrastructure Security (SIIS) Laboratory Page 15

SRTM Measurement
•  Recall authenticated boot and IMA 

‣  SRTM measured into PCR0

•  Do we measure all?

•  Not necessarily – only measure first 64 bytes – assume will be 
sufficient to detect any changes within the compressed module

•  Plus measure 0 for other cases

‣  By a function invoked via a function pointer

•  Can this be overwritten?

•  Yep.
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Attack Vectors
•  Kernel modules

‣  BIOS flash chip can be directly overwritten by a kernel 
module unless provisions are implemented by the BIOS 
manufacturer to prevent this from occurring

•  SMM

‣  The OS uses SMM to modify the BIOS, then continue 
without rebooting the system. 

‣  Attacks from SMM will be difficult to prevent as its use is 
ad hoc
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Attack Types
•  Tick

‣  to be a piece of parasitic stealth malware that attaches 
itself to the BIOS to persist, while hiding its presence by 
forging the PCR0 hash.

‣  E.g., small patch can record known good hash

•  Flea

‣  We define a flea as parasitic stealth malware that, like a 
tick, forges PCR0, but is additionally capable of 
transferring itself (“hopping”) into a new BIOS image 
when an update is being performed.

‣  E.g., control BIOS update to avoid overwriting
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Attacks on System Mgmt
•  System management is useful

‣  Local and remote query and configuration of critical host 
software

‣  E.g., antivirus

•  System management is also useful for attackers

‣  Perform system reconnaissance, AV and VM detection, 
code execution, lateral movement, persistence, and data 
theft

‣  Even without adding a file to the disk

•  For both local and remote access
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Windows Mgmt Instrumentation 

•  System Architecture

The structure/schema of the vast majority of WMI object is described in Managed Object Format (MOF) 

files. MOF files use a C++ like syntax and provide the schema for a WMI object. So while WMI providers 

generate raw data, MOF files provide the schema in which the generated data is formatted. From a 

defenders perspective, it is worth noting that WMI object definitions can be created without a MOF file. 

Rather, they can be inserted directly into the CIM repository using some basic .NET code. 

Transmitting Data 

Microsoft provides two protocols for transmitting WMI data remotely: DCOM and Windows Remote 

Management (WinRM). 

Performing Actions 

Some WMI objects include methods that can be executed. For example, a common method executed by 

attackers for performing lateral movement is the static Create method in the Win32_Process class. WMI 

also provides an eventing system whereby users can register event handlers upon the creation, 

modification, or deletion of any WMI object instance. 

Figure 1 provides a high-level overview of the Microsoft implementation of WMI and the relationship 

between its implemented components and the standards they implement. 

 

Figure 1: A high-level overview of the WMI architecture 
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Attack Surface
•  Examples

•  Reconnaissance

‣  Installed AV products will typically register themselves in 
WMI 

•  Arbitrary code execution

‣  The Win32_Process class contains a static method - 
Create - that can spawn a process locally or remotely.

•  Data storage

‣  Creation of WMI classes dynamically and storing 
arbitrary data
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Attack Scenario

•  Use “WMI events” to launch attack 

‣  Instance creation event 

‣  Also, via Start Menu or Registry

•  Use “WMI shell” for initiating Command & Control

•  Store attacker data in “WMI class”

•  Load malicious “WMI provider” to hide attack

•  Install malicious “WMI Service” 
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Prevent Vulnerabilities

•  Can we devise a semi-systematic method to prevent 
adversaries from exploiting vulnerabilities?

‣  Assuming we cannot remove all program flaws…
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Prevent Vulnerabilities

•  Attack surface

‣  Identify where an adversary can provide input

•  Adversary accessibility

‣  Remote WMI requests, BIOS updates, references

•  Think like an adversary

‣  Whenever an adversary can perform an operation, 
consider adversarial action

‣  Do reconnaissance, Add malicious event, etc.

•  Detect program response to adversarial action



Systems and Internet Infrastructure Security (SIIS) Laboratory Page

STING [USENIX 2012]

•  We actively change the namespace whenever an 
adversary can write to a binding used in resolution

‣  Fundamental problem: adversaries may be able to write 
directories used in name resolution

•  Use adversary model to identify program adversaries 
and vulnerable directories [ASIACCS 2012]

24

V
Detect 

Adversary 
Access

Detect 
Exploit 
Success

open(name, …)  
fd to /etc/passwd 

read(fd, …) 
Using malicious fd 

Vulnerable!
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root

Launch Phase
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Adversary
(group mail)

fd = open(“/var/mail/root”, O_APPEND) 

/

var

root
(symbolic link)

etc

passwd

mail

Victim
(user root)

User-space

Kernel

4.	  Con'nue	  system	  call	  

delete(“/var/mail/root”); 
symlink(“/etc/passwd”,  

“/var/mail/root”) 

1.	  Find	  bindings	  
2.	  Find	  adversary	  access	  
3.	  Launch	  a=ack	  	  
(modify	  namespace)	  
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root

Detect Phase
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write(fd) 

/

var

root
(symbolic link)

passwd

etc

passwd

mail

Victim
(user root)

User-space

Kernel

1.	  Vic'm	  accepts	  resource	  
2.	  Record	  vulnerability	  
3.	  Rollback	  namespace	  
4.	  Restart	  system	  call	  
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Prevent Vulnerabilities

•  Attack surface

‣  Adversary control bindings in name resolution

‣  Adversary control references being cast (other inputs)

‣  Adversary control BIOS updates

‣  Adversary controls WMI queries

•  Think like an adversary

‣  What would enable privilege escalation?

•  Detect program response to adversarial action

‣  Detect escalation (CAVER?)
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Take Away
•  Several types of vulnerabilities

‣  But here are some new-ish ones to consider

•  Other program operations that enable unexpected 
execution

‣  Type casting

‣  STRM (BIOS updates impact)

‣  WMI 

•  For each program operation, what do defenders need 
to consider to prevent exploitation?


