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Abstract| Recently mobile phones provide not only voice

service but internet access, multi-media message services,

games, local communication controllers and so on. Therefore,

more productive software platforms are required. We have de-

veloped the next generation software platform based on Linux

for mobile phones. In this paper, we describe requirements

for mobile phone Linux and solution candidate technologies

to satisfy the requirements based on the development experi-

ence.

I. Introduction

Mobile phones have provided increasingly sophisticated

functions in recent years. First, mobile phones have rich

peripherals to give users novel services. The peripherals

are display devices, cameras, GPS and local communica-

tion to external devices. Bluetooth, USB, wireless LAN,

memory cards and IC cards are included in the local com-

munication.

In addition to the rich peripherals, software functions

in the mobile phones increase rapidly. The following are

examples of the current and future software service func-

tionalities of mobile phones.

Internet Access: browsers for Compact or Full HTML,

WAP(WML1.x and XHTML)

Messaging: e-mail, short message service, enhanced mes-

sage service, multimedia message service

Multimedia: display of still image �les, playback of ani-

mation (including 2D and 3D), movie and audio �les

Applications: personal information management, games,

electronic commerce, novel applications to utilize the

rich peripherals

Program Execution Engines: Java runtime environment,

WMLScript, ECMAScript

The above functionalities have become similar to those

of the PC. As a result, a more sophisticated OS is re-

quired and one of those is Linux. However, Linux has

shortcomings in application to mobile phones.

In this paper, we present requirements and solution can-

didates in applying Linux to mobile phones. Sec. II men-

tions the background of requirements. We describe the

requirements for Linux kernel and solution candidates in
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Fig. 1. Evolution of hardware/software in mobile phones

Sec. III as well as those for middleware for mobile phones

in Sec. IV. The future trends in mobile phone software

are briefed in Sec. V and conclusion is mentioned in Sec.

VI.

II. Backgrounds

Fig. 1 shows an increasing ratio of software develop-

ment size in mobile phones. The size of mobile phone

software has been expanding accordingly, currently ex-

ceeding 1 million steps. Software architecture in current

mobile phones is shown in Fig. 2 to implement func-

tions described in Sec. I. Requirements of the multi-

functionalities and the quality of mobile phones lead to

complexity of software structure in mobile phones.

Current mobile phones utilize a real-time OS for em-

bedded systems. Drivers for peripheral devices in the

phones, communication software, libraries shared between

applications, and application software are placed on top of

that real-time OS. In recent years, various innovations for

more e�cient software development have been achieved

in the mobile phones, such as the introduction of window

systems similar to those of PCs[1]. However, there are

several shortcomings in the real-time OS for developing

large-scale software in mobile phones as follows.

� Processors and OS that do not support virtual mem-
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Fig. 2. Software architecture in mobile phones

ory and memory protection mechanism are frequently

used for mobile phones. It causes various di�culties

in the development stage, such as detection of ille-

gal access to memory areas, for which access is not

permitted.

� The available software development environments are

limited. Application software to be distributed in the

market is also more limited than in the PC software

�eld. As the size and the number of mobile phone

software keeps on expanding, it has become neces-

sary to introduce a new software platform that allows

e�cient development and for which it is easy to em-

ploy engineers and acquire the software development

environments and application software.

In recent years, sophisticated OSs such as Linux for PCs

and Symbian OS1 for mobile equipment such as PDAs

can be utilized. A large number of software develop-

ment environments are also available for these sophisti-

cated OS, and numerous types of application software are

distributed in the market. A large number of software de-

velopment engineers also exist. These sophisticated OSs

are also attractive for mobile phones in many respects and

they are promising candidates as future OSs for mobile

phones. In a sophisticated OSs that provides the virtual

memory spaces and the memory protection mechanism,

application programs are protected. This will improve

development e�ciency, for examples by facilitating detec-

tion of illegal memory access during the software devel-

opment.

The mobile phones have, however, the following mini-

mum requirements for the quality and the reliability as a

phone which distinguish them from the PC.

1. CPU power in mobile phones is much lower than in

PCs (Fig. 1). CPU frequency of the current mobile

phones is between 50 MHz and 100 MHz while a PC

frequency is 2 � 3 G Hz. Memory size in mobile

phones is also smaller than in PCs. Memory size

of the current mobile phones is between 16MB and

32MB while that of PCs is 256 � 512 GB. Mobile

phones do not have hard disks right now.

2. Mobile phones are driven by secondary batteries, not

wired power supply. Thus power consumption in mo-

bile phones is of much concern.

1http://www.symbian.com/
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Fig. 3. Power consumption in a wireless communication PDA [7]

3. In terms of reliability, a mobile phone should be able

to catch a call anytime. Therefore the phone should

notify a user to receive a call even when the user plays

a game or uses a browser to access the Internet. A

voice communication in a phone should not break.

These requirements come from mobile phones being

an extension of wired-phone.

4. Users of a mobile phone are generally inexpert in

computer technologies. On the other hand, most PC

users are considered to be more skillful in usage of

computers.

III. Requirements for Linux Kernel and Solutions

One of the sophisticated OSs is considered to be Linux.

However, there are weaknesses in the Linux kernel when

the kernel is utilized for the mobile phones as follows.

A. Power Consumption

In PCs, static power management has been realized

such as suspend/resume mechanism, which is imple-

mented by ACPI (Advanced Con�guration and Power

Interface)[2]. Only the static power management is not

e�ective for mobile phone usage for two reasons. First,

mobile phones are driven by secondary batteries, not a

wired power supply. More e�cient power usage is required

to increase utilization time of the mobile phones. Second,

overhead of the static power management is very large and

the latency in the activation and de-activation of the sys-

tem is signi�cant. Moreover, mobile phones have no space

to store suspended memory image because of having no

disk in the phones. The dynamic power management in

which the system power is managed while programs in

the system are running is a solution candidate to over-

come the drawbacks [3].

Most power management research e�orts have been

mainly done on the CPU (e.g. [4, 5, 6]). However, the

other components beside CPU also consume power in mo-

bile phones and portable devices. Fig. 3 shows the power

consumption ratio of components in wireless communi-

cation portable devices, as an example[7]. This �gure

indicates that the system-level power management is re-

quired, in which the CPU and the other components are

controlled.
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In dynamic power management, not only the power

consumption of the CPU, but that of the other compo-

nents in the system is controlled. To show e�ectiveness

of the dynamic power management, we summarize the

power consumption model of CPU and peripherals based

on [8].

CPU: When the CPU operates at a clock frequency f , the

power consumption Pd of the CPU is given by Pd =

csw�V 2
d
�f , where csw is the switch capacitance and

Vd is the voltage supply. The relationship between

the clock frequency and the supply voltage is given:

f = k�
(Vd�Vt)

2

Vd
, where k is a constant and Vt is the

threshold voltage. As a result, we can approximate

the relationship: f = a� Vdd, where a is a constant.

Thus we obtain the relationship between the power

consumption and the frequency:

Pd = C1 � f3

where C1 =
csw

a
.

Main Memory: Main memory is operated on at a �xed

voltage and its power consumption is proportional to

the frequency. The power consumption model of the

main memory is given:

Pd = C3 � f;

where C2 is a constant.

Display devices and speakers: These components con-

sume a constant power from the viewpoint of the fre-

quency. We can show the power consumption model:

Pd = C4;

where C3 is a constant.

Others: To represent the variations of DC-DC regulator

e�ciency across the range of output power, CMOS

leakage currents, other second order e�ect, we need

a term:

Pd = C2 � f2;

where C4 is a constant.

We can represent system-wide power consumption as

follows.

Pd = C1 � f3 + C2 � f2 + C3 � f + C4

This equation indicates that scaling frequencies with volt-

age changes is very e�ective for system-level power saving.

Recent CPUs have the voltage and frequency scaling

capability for low power consumption which is controlled

by programs. Other peripherals can be also controlled by

the similar capability. For example, frequencies provided

to SCI, timer, MMU etc are set to on/o� and controlled

by programs in SH3[9].

Dynamic power management is performed by applica-

tion programs while the static power management is done

by BIOS. An example of application program control is a
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Fig. 4. An example of operating states, operating points, and a

policy

video decoder program. The program executes the high-

est frequency at some period at which video frame arrives

and must be decoded. The program is in idle state except

at the execution times.

Setting frequencies of the CPU and peripheral compo-

nents to some values means that the CPU and the periph-

eral components are in the corresponding states. When

the frequencies of the CPU and the components dynam-

ically change, the states also change. For the dynamic

power management, programs, which are OS or device

drivers, control the states of the CPU and the peripheral

components, To implement the dynamic power manage-

ment e�ectively, we need a framework in which the pro-

gram changes the states, that is, the frequencies of the

CPU and the peripheral components.

Solution candidates: The dynamic power management

(DPM) architecture proposed by IBM and Montavista is

one solution for the above requirement[10]. The DPM

architecture consists of policies in the kernel and a pol-

icy manager in the user or kernel space. In the DPM,

a system is modeled as operating points and operating

states. A system can be regarded as being executed at

multiple operating point represented by parameters such

as voltages, bus frequencies, the states of peripheral de-

vices. An operating state is a program execution state in

the system such as an interrupt occurrence, application

program execution, waiting for event occurrence and so

on. A policy maps each state to the corresponding set of

operating points. A policy manager coordinates the dif-

ferent type of policies, depending on application program

status, user preferences, peripheral device status, and so

on. Fig. 4 show an example of operating states, operating

points, and policies. In the �gure, two policies, which are

applicable depending battery condition and managed by

the policy manager, contains three operating points each.

The operating points show states of CPU and peripher-

als in a program execution. For example, the rightmost

operating point in the full battery policy shows the pro-

gram is executed in a state, which is controlled with high

CPU and BUS frequency, and LCD on. Thus, the DPM

provides a exible framework for system-wide power man-

agement.
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In addition to dynamic power management, the follow-

ing are required.

(1) Di�erent type of memory, for example SRAM and

DRAM, require di�erent power consumption. If the

current is not provided to unused memories, less

power consumption is achieved. So code and data

blocks in applications and the kernel should be allo-

cated to speci�ed memory.

(2) Clock rate should be minimal at idle time.

(3) Kernel threads are suspended in power save mode.

B. Memory Footprint

Usually the Linux kernel is stored in a compressed form

the ROM area or �le systems in disks (if any), booted

from the area, and its memory images are expanded in

the RAM area of system and executed instructions in it.

RAM is one of the cost factors in mobile phone and re-

ducing the size of RAM is always required.

As we have shown in Fig. 1, the memory size of current

mobile phones is up to 64 MB.

Solution candidates: An execute-in-place mechanism is

a candidate to solve the problem [11]. To avoid large

RAM usage, codes in Linux kernel, applications and li-

braries should be directly executed in its ROM area with-

out copying and decompressing the kernel into the RAM

area. Application programs and libraries in Linux also

are executed in their ROM area. However, the execute-in-

place mechanism increases ROM area while saving RAM

area. Moreover access speed in ROM area is slower than

the speed in RAM area. Note that these tradeo�s exist

in the execute-in-place mechanism.

To reduce the memory size, we need the reduction in

system-wide approaches. This means that memory reduc-

tion e�orts are applied to not only the kernel, but middle-

ware, and applications. The middleware issues, especially

window system, are described later.

In addition to the above solutions, the following heuris-

tics techniques can be applied.

(1) The Linux kernel and libraries should be customized

con�gured.

(2) Memory alignment used in various kernel con�gura-

tion could be changed.

uCLinux, which is suitable for embedded systems and

merged into Linux 2.6, is not appropriate for mobile

phones because uCLinux does not have MMU features

which are needed for increasing mobile application pro-

ductivity.

C. Shortening Boot-up Time

Boot-up time in a Lunix system of a PC includes copy-

ing of the compressed kernel �le on a disk, and uncom-

pressing the copy, starting up daemons(background pro-

cesses), starting up middleware(including window system,
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network system and so on), starting up application pro-

grams. During the boot-up time, Linux in a PC takes

several minutes to set up device drivers and check consis-

tency of �le systems.

Currently, mobile phones should be booted up within

tens of seconds.

Solution candidate: The same solutions for shortening

the boot-up times as in the memory footprint are also

applicable. Deferred initialization of device drivers is also

e�ective if it is possible.

D. Real-time Performance

A long preemptive inhabitation in ordinal Linux de-

grades real-time response time. An interrupt latency is

allowed to be between several tens of msecs in PCs and

servers. On the other hands, in mobile phones, an inter-

rupt latency is required to be between several � secs and

several hundreds of � secs.

Solution candidate: An external interrupt arrives at

CPU and the corresponding device drivers and process

preemption occurs.

Until the process preemption, the following steps are

required[12].

(1) An interrupt handler is executed in response an ex-

ternal interrupt in the kernel.
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(2) An interrupt execution part in the corresponding de-

vice driver is executed in the kernel. The part sends

data, which arrives when the interrupt occurs, to the

corresponding user process.

(3) The process is preempted and processes the receiving

data.

In Linux, (1) is called a top half and (2) is call a bottom

half. The bottom half is executed in a interrupt context

and all interrupts are enable in the execution.

To shorten an interrupt response time, we have two

delays. The �rst delay is one from the interrupt arrival

to calling an interrupt execution part between (1) and

(2). The second one is delay from the interrupt arrival

to activating the corresponding process between (1) and

(3). In traditional UNIX, an execution of the interrupt

execution part is serialized in the �rst delay. As a result,

the interrupt inhibit time also becomes longer because

enabling the inhibit interrupt is delayed until an end of the

interrupt execution part. In the second delay preemption

in the kernel is delayed until the end of the system call

execution.

To improve the �rst delay, Linux has provided the fol-

lowing solution by implementing the interrupt execution

part concurrently[13].

� A tasklet, which is introduced in Linux 2.4, is a func-

tion of which the di�erent type can run concurrently,

but of which the same type cannot run concurrently.

A function declared as a tasklet is executed.

� A bottom half, which has been introduced in the

early time of Linux, is a function of which the same

type cannot run concurrently. A bottom half corre-

sponding to ags set by a top half is executed.

These mechanism can localize software control of inter-

rupt controllers in the interrupt handler, or the top half,

and shorten the interrupt inhibit time in the controller.

Furthermore, these mechanisms can make execution of a

bottom half more exibly. A higher priority bottom half

is executed earlier while an execution of a lower priority

bottom half is deferrable.

To make the kernel preemptive in the real-time en-

hanced Linux, there are two approaches. The Linux ker-

nel itself is modi�ed to be preemptive. The �rst is to in-

sert preemption points into the kernel. In the traditional

Linux, critical regions are guarded from other process ac-

cess by prohibiting process preemptions during a system

call execution. To insert preemption points into the ker-

nel, we need to divide the critical regions and prepare the

preempted process restarting mechanism.

A more systematic approach is the second one: utiliz-

ing Symmetric Multi-Processor (SMP) kernel, which was

invented by Montavista[14]. In the SMP kernel, criti-

cal regions are already coded and the kernel parts ex-

cept the critical regions are fully preemptable for SMP.

Montavista modi�es spinlocks in the SMP kernel into pre-

emtable locks, applying the SMP technology to preemp-

tion improvement in real-time processing.

Real-time OS

Linux

process
real-time
task

Fig. 7. Implementing Linux on real-time OS

Communication
CPU
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Fig. 8. 2 CPU architecture and their operating systems

In the real-time enhanced Linux kernel, a scheduler

should be improved to shorten an overhead of process

preemption. The O(1) scheduler is implemented in Linux

2.6.

Besides modifying the kernel, we have another ap-

proach: Integrating Linux with real-time OS. The Linux

kernel is implemented on the top of real-time OS shown

in Fig. 7. In the approach, real-time processing are done

in real-time tasks, not execution units in Linux[15, 16].

NEC adopts the real-time enhanced Linux and the in-

tegration of Linux and real-time OS based on \2-CPU

solution" for the next generation mobile phones. In the

2-CPU solution, mobile phone services are done in an

application CPU (A-CPU) and a communication CPU

(C-CPU). The A-CPU is dedicated to mobile application

services and its OS is Linux for increasing software pro-

ductivity. The above real-time enhanced Linux is utilized

in A-CPU. The communication CPU is for communica-

tion processing and OS of the C-CPU is a real-time OS

for the processing.
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E. Power Down and Reset Tolerance

Battery power supply may stop suddenly in a very short

time or a user may remove the battery from a phone.

Moreover the battery power may stop suddenly because

the battery is dead. Usually the �le system inconsisten-

cies may occur and the �le system are checked and �xed

in Linux when the system restarts after the power stops

suddenly. Even if these cases happen, however, the mobile

phones should be normally reactivated. Moreover, this re-

quirement applies to ash �le system which are utilized

in mobile phone.

Solution candidate: As a solution candidate to satisfy

these requirements, we have the journalling ash �le sys-

tem (JFFS) [17], which is an implementation of the jour-

nalling �le system for the ash �le system.

There are two requirements for the ash �le system.

The �rst is to provide `wear levelling.' In ash chips,

erasing a whole of block is required in changing block data.

A typical life time of ash chip is 100,000 erases per block

so erase operations must not concentrate on one block and

must distribute over the ash chip. This is called \wear

levelling." The second is to increase reliability when power

down and reset happens. The JFFS is a log-structure �le

system and can satisfy the two requirements [18, 19]. The

structure of the JFFS is shown in Fig. 9. In the JFFS,

writing a data block into a �le is appending the block to

an end of the �le sequentially, even in rewriting data block

in the �le. The number of erasing each block is the same

and thus the JFFS implementing a functionality of \wear

levelling."

The �rst requirement is solved by distributing data

blocks over the ash. The JFFS has no metadata (�le

management data) so that inconsistency if meta data and

data written to the ash does not occur. However, the

JFFS has the shortcomings that garbage collection in the

journalling �le system is needed and that a read speed

becomes extremely slow when the size of a �le becomes

very large. The performance data of the log-structure �le

system, which is a base of the JFFS, is described in [19].

F. Security

In the PC world, bugs of kernel or application programs

and DOS(Denial of Service) attacks destroy the system or

give functional and performance damage to the system.

Such a situations will arrive in the mobile phone world in

thread
stack

guard
page

process space

thread1

thread2

thread2

Fig. 11. Thread guard pages

the near future if 3rd vendor programs can be installed to

the phone.

Solution candidate: To avoid the attacks and protect

mobile phone software from the attacks, security func-

tionalities in the kernel must be enhanced. LSM (Linux

Security Module) 2 is a candidate of security enhance-

ment. LSM provides only a framework and security check

mechanisms are separated from the framework because a

variety of security policy can be applied. As shown in Fig.

10, LSM provides a hook in the system call executions in

which appropriate security checks which are provided in a

separate security module are performed [20]. SE-Linux3

is a candidate of security enhanced module on the frame-

work. SE-Linux gives Mandatory Access Control (MAC)

and Role Based Access Control (RBAC) [21, 22]. In MAC,

access control lists where which program can access to

which resources are de�ned and all processes are checked

in accessing resources based on the access control list. A

concept of `role' is introduced and access controls are de-

�ned in the role in RBAC. For example, the root rights

are divided to multiple roles. Thus even a program which

has the root access rights has the limited access rights to

system resources.

In addition to the above security enhancement, the fol-

lowings are expected.

(1) Thread stack areas are allocated in a process. A

malicious program or a buggy program expands the

thread stack, destroying other thread stack area. To

protect the thread violation, a thread is implemented

in the kernel, such as Linux 2.6, and a thread guarded

page on the top of the stack is allocated (Fig. 11).

In a thread guarded page read/ write operations are

not permitted and so the thread stack violation can

be detected.

(2) There are very important data such as subscriber

data and address information in a mobile phone. The

kernel or other program bug possibly destroys such

data area. To avoid the destruction, the protected

2http://lsm .immunix.org/
3http://www.nsa.gov /selinux/
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RAM �le system4 is considered to be solved.

G. Application Program Development Environment

Ideally, programs developed in a PC are ported into mo-

bile phones only with a recompile. However, it is not easy

because header �les, library �les, and system call APIs

are di�erent from those in a PC even if the OS in mobile

phones is Linux. Providing program development envi-

ronments in which application programmers can develop

easy-to-port application programs on the PC is required.

Solution candidate: To provide the speci�c Linux, mid-

dleware, libraries, and header �les, the guest Linux is

implemented independent of the host Linux. UML(User

Mode Linux 5, not Uni�ed Modeling Language) is a can-

didate to implemented the guest Linux [23]. UML is a

Linux kernel implementation in a user space and can pro-

vide application program environments, independent of

the host Linux.

H. Kernel Development Environment

To develop Linux kernel optimized for a target prod-

uct e�ciently, development support environments are re-

quired.

Requirements for the kernel development tools are sum-

marized: real-time performance, monitoring process con-

sumption of memory and event logging.

IV. Requirements for Middleware

In this section, the term `middleware' is used for a log-

ical software layer located between the kernel and appli-

cation software. The middleware can be implemented in

the protected memory space like the kernel or a server in

the user memory space.

Wide varieties of middleware should be required. The

middleware will be supplied from third party vendors or

open source software development communities.

� Graphical user interface, including window systems

� Multimedia functions

� Network communication protocol stacks

We need to implement some program management

mechanism to guarantee to catch a voice call as described

in Sec. II. When a call comes to the phone, the manage-

ment mechanism interrupts the current application ser-

vices and noti�es the user of incoming call by a ring tone,

vibrating the phone, or a graphical icon.

A. X window system and toolkit

X window system and toolkit occupy large amount

of RAM area. Requirements for X window system and

toolkit are summarized as follows.

4http://pramfs.sourceforge.net
5http://user-mode-linux.sourceforge.net/

(1) Small size RAM consumption

(2) Double bu�er extension to draw image data quickly

(3) Font sets with small size and quicker loaded time

Solution candidate:

(1) As small size X window system, kdrive6 is a candidate

[24].

(2) As a toolkit, GTK7 is the most popular toolkit. The

size of GTK, however, is very large. So customizing

functionalities of GTK is required.

Note that standardization for customized toolkit

APIs will be required because to recruit third party

application software easily.

V. Future Trends in Mobile Phone Software

Various types of software are incorporated in mobile

phones in order to enable the provision of future new ser-

vices. Mobile phones in the future will o�er not only basic

functions, but may also allow users to add applications of

their choice. In other words, the future trend is the \per-

sonal computerization" of mobile phones. By incorporat-

ing the Java execution environment, mobile phones now

allow to download applications after releasing the phones.

Another aspect of mobile phone evolution is the incorpo-

ration of technologies for contents such as images, sound,

and moving pictures that are now broadly used in PCs.

From the viewpoint of content providers, this trend has

the merits to allow reuse of existing contents e�ciently

and use of contents development environment in PCs.

However, even if the processing performance of mo-

bile phones continues to increase, the evolution of mobile

phones is likely to follow a course that di�ers from that

of PCs. Di�erences in hardware between mobile phones,

which have a smaller screen and very few keys, and PCs,

will always remain, no matter how much a mobile phone

evolves in terms of hardware. Mobile phone applications

must meet real-time and software reliability requirements

that are more severe than for personal PCs. As one of

these, mobile phones require the processing for the voice

communication within a limited time. To implement it,

CPU, memory and OS resource must be guaranteed to

be allocated in the speci�c duration. Furthermore, per-

sonal information such as phone directories in a mobile

phone is handled more securely. In PCs, any application

can access a phone directory �le, for example. Even if

a malicious application was executed in a mobile phone,

sending the data to the outside and alteration of the data

should not be allowed. Restrictions on access to informa-

tion from applications in mobile phones are most likely to

be maintained in the future.

6http://www.xfree.org/current/Xkdrive.1.html
7http://www.gtk.org/
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VI. Conclusion

We describe requirements for mobile phone Linux and

solution candidate technologies to satisfy the require-

ments based on the development experience.

Note that the technologies described in the paper are

not utilized in a native way. We need engineering e�orts

to customize the technologies and tune up mobile phone

software based on the technologies to realize the actual

products.

Consumer Electronics Linux Forum 8 is established to

gather requirements of consumer electronics for Linux and

evolve implementation for the requirements. We will con-

tribute our e�ort in mobile phone Linux to the Forum.
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