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Personal Data

Office Address: Home Address:

346A IST Building 153 Brothers Court
Computer Science and Engineering Dept. Port Matilda, PA 16870
The Pennsylvania State University Phone: +1 (814) 232075

Phone: +1 (814) 86%042; Fax: +1 (24) 8653176
Email: tjaeger@cse.psu.edu

Birth Date: June 14, 1962
Family Status: Married with two sons
Citizenship: USA

Education

I Ph.D., Computer Science and Engineering, University of Michigan, Ann Arbor, 1997
Thesis:Flexible Control of Downloadedxecutable Content

Advisor: Dr. Atul Prakash

I M.S.E., Computer Science, University of Michigan, Ann Arbor, 1993

I B.S., Chemical Engineering, California State Polytechnic University, Pomona, 1985

Research Interests

Operating system security, access corgyaitems, access control policy analysis, virtual machine systems,
trusted computing systems, source code analysis, and operating systems design and implementation

Professional Experience

The Pennsylvania State University, University Park, PA

2005current Associate Professor, Computer Science and Engineering Department (d,e2008)
Co-director of the System Infrastructure and Internet Security Lab leading projects in Linux security,
virtual machine system security, integrity measurement systestsbdied security architectures,
retrofitting of legacy code for security, and mobile phone system security

IBM Thomas J. Watson Research Center, Hawthorne, NY

2001-2005 Research Staff Member, Research Division, Security Dept
Research Liaison to ¢hIBM Linux Technology Center leading group of researchers to improve
Linux security via source code analysis and policy analysis tool development.

20062001 Research Staff Member Manager, Research Division, Systems Department
Led microkernebased perating systems group in development of SawMill Linux multiserver.

19962000 Research Staff Member, Research Division, Systems Department
Member of L4 systems research group. My main interest was security mechanisms and
policies and their implenmation in operating systems and applications.
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University of Michigan, Ann Arbor, Ml
19921996 Graduate Student Research Assistant, EECS Department
Research access control for mobile code and software engineering support for workflow systems.

Bell Communications Research, Morristown, NJ
1995 Student Intern, Research Division, Network Security Department
Research cryptographic protocols for verifying downloaded code.

General Motors, Warren, Ml
1994 Student Intern, North American Ops, Manufaatgrinformation Systems
Research mechanisms for adaptive, madent systems.

Electronic Data Systems, Troy, Ml
19891991 Advanced Knowledge Engineer, Al Services Department
19861989 Knowledge Engineer, Al Services Department

Built knowledgebased sgtems for gear set design, process planning, and manufacturing processes.

Major Software Systems

Penn State University

e Shamon Shared Reference Monitor System built using Xen, SELinux, Labeled IPsec,
Linux IMA, to create a verifiable, distributextcess control system
* FlowwolF Information flow-aware web browser client built using Java and Jif and

mechanisms (VM and SELinux) to ensure compliance with system policy
* High-Integrity Phones Build Linux phones systems capable of protecting fildegrity processes

from downloaded code (also supports integrity measurement via PRIMA)
» Xen Security Modules Develop XSM/Flask policies and policy analysis tools to compose compliant

SELinux and Flask policies

IBM Research

I Labeled IPsec Authorize network access via SELinux using IPsec SAs (in Linux 2.6.18)
* Xen sHype Reference monitor for Xen (in Xen 3.0)

* PRIMA/IMA Integrity measurement using secure hardware for Linux

* Gokyo Graphbased policy analysis tool (appliedS&Linux, written in C)

I Vali Tools for static and dynamic analysis of Linux security hooks (C)

www.research.ibm.com/vali
I SawMill multiserver Linux multiserver on L4 including servers for ext2 file system, TCP
networking, and variousriyers (C)www.research.ibm.com/sawmill

' L4 microkernel Kernel security extensions, including policy server architecture, IPC
redirection, and synchronous IPC over redirection (assembler, C)

I Lava Hit Server Maximum possible Ethernet throughput software stack (C)

I FlexxGuard Java authorization mechanism and policy model (Java)

University of Michigan

I UARC Access control mechanisms and policy models for collaboration (Tcl/Java)
! File Distiibution Download and authenticate files over untrusted network (Tel/Bgllcore
I BizSpec Business process reengineering system (LISP/C++)
EDS
I GMGear Knowledgebased gear set design to@lSP)

I Stacker Knowledgebased configuration of maradturing equipment (mainly C)
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Grants Awarded

Penn State University Grants awarded

I Co-PI, Ben Franklin Technology Partner€enter of Excellence, 206809, $75,000.

I PI, Air Force Research Lab (AFRLPolicy Design and Analysi®r XSM/Flask, June 2008une 2009,
$200,000

I Co-PI, National Science Foundatip€NS0721579, Protecting Services for Emerging Wireless
Telecommunications Infrastructure, September 286@tember 2010, $400,000.

I PI, National Science Foundatip©NS0627%1, Shamon: Systems Approaches to Composing
Distributed Trust, September 20@@igust 2009, $400,000.

I PI, Disruptive Technology Officgmow IARPA), SystemWide Information Flow Enforcement, February
2007August 2008, $500,000.

I Co-PI, Ben Franklin Technologiartners Center of Excellence, 202008, $75,000.

I Co-PlI, Cisco CorporationUniversity Research Program, Security Testbed for IMS/Internet
Convergence, 2007, $100,000.

I PI, Samsung Electronics Corporatiomtegrity Protection for Linux Cellphones, Jamy 2007ZDecember
2007, $92,717.

I Co-PI, Raytheon via the Penn State Network Security Research Céyelpjan Cellphone Attacks,
JanuaryDecember 2007, $50,000.

I PI, IBM Faculty Partnership Award)istributed Access Control and Attestation Mechanisms, 2006,
$30,000.

I Co-PI, Raytheon via the Penn State Network Security Research Céyelpjan Cellphone Attacks,
May-August 2006, $50,000.

I PI, Technology Collaborative via the Penn State Cyber Security ReséardindHost Security
Analysis and Training Environemt, JanuarnMay 2006, $5,000.

Awards and Honors

Cisco University Research Program, 2007 (with La Porta, McDaniel, and Traynor)
IBM Faculty Partnership Award, 2006

Second patent plateau, IBM, 2005

Best student paper, USENIX Security Symposium, 1996
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Publications

Book Chapters

1. Trent JaegerOperating Systems Securitilorgan & Claypool Publishers Series: Synthesis Lectures on
Information Security, Privacy and Trust. 2008.

2. Trent Jaeger. Access control in configurable operating syst8pwire Intemet Programming: Security
Issues for Mobile and Distributed Objecfs Vitek and C. Jensen (Eds.), Springer. 1999.

Refereed Journal Publications

1. Boniface Hicks, Sandra Rueda, Luke St. Clair, Trent Jaeger, and Patrick McBdoigical

specification ad analysis for SELinux MLS policyAccepted ttACM TISSEC To appear.

2. Trent Jaeger, Antony Edwards, Xiaolan Zhang. Consistency analysis of authorization hook placement in
the Linux Security Modules frameworldCM TISSEC 7(2)May 2004.

3. Trent JaegerAntony Edwards, Xiaolan Zhand?olicy management using access control spa&€siv
TISSEGS(3), August 2003.

4. Trent Jaeger and Jonathon Tidswell. Practical safety in flexible access control. nA@MSTISSEC

4(3), August 2001.

5. Trent Jaeger, Atul Prakasbochen Liedtke, Nayeem Islam. Flexible control of downloaded executable
contentACM TISSEC 2(2ay 1999.

6. Nayeem Islam, Rangachari Anand, Trent Jaeger, Josyula R. Rao. A flexible security system for using
Internet contentEEE Software 14(5)Septenber/October 1997.

Refereed Conference Publications

1. David H. King, Boniface Hicks, Michael Hicks, and Trent Jaelyeplicit Flows: Canfive with @m,
can®live without 'en. In Proceedings of thEourth International Conference on Information Systems
Security December 2008. To appear.

2. William Enck, Patrick McDaniel, and Trent Jaeger. PinUP: Pinning user files to known applications. In
Proceedings of the #4Annual Computer Security Applications Conference (ACSB&)ember 2008. To
appear (accephce rate: 24%)

3. Albert Tannous, Jonathan Trostle, Mohamed Hassan, Stephen E. McLamghifrent JaegeNew

wide channel attacks targeting passworltsProceedings of the 24Annual Computer Security Applications
Conference (ACSACDecember 2008. dlappear (acceptance rate: 24%)

4. David H. King, Trent Jaeger, Somesh Jha, and Sanjit Seshia. Effective blame for infofffoation
violations. InProceedings of the Sixteenth ACM SIGSOFT International Symposium on Foundations of
Software EngineeringNovember 2008. To appear (acceptance rate: 20%)

5. Sandra Rueda, Yogesh Sreenivasan, and Trent Jaeger. Flexible security configuration for virtual
machines. IfProceedings of the"2Computer Security Architecture Worksh@gxtober 2008. To appear.

6. Sandra Ruda, David H. King, and Trent Jaeger. Verifying compliance of trusted programs. In
Proceedings of the YAUSENIX Security Symposiufygust 2008. (acceptance rate: 16%).

7. Divya Muthukumaran, Anuj Sawani, Joshua Schiffman, Brian M. Jung, and Trent JdsEgsuring
integrity on mobile phone systems. Pnoceedings of the 13th Symposium on Access Control Models and
Technologies (SACMATJune 2008. (acceptance rate: 22%)

8. Luke St. Clair, Joshua Schiffman, Trent Jaeger, and Patrick McDBEsteblishingand sustaining system
integrity via root of trust installation. IRroceedings of the 23rd Annual Computer Security Applications
Conference (ACSACPDecember 2007. (acceptance rate: 23%)

9. William Enck, Sandra Rueda, Yogesh Sreenivasan, Joshua Schiffme@nStuClair, Trent Jaeger and
Patrick McDaniel. Protecting users from Othemselvef@teedings of the First Computer Security
Architectures WorkshgiNovember 2007. (acceptance rate: 30%)
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10. Boniface Hicks, Sandra Rueda, Trent Jaeger, Patrick McD&mah trusted to secure: Building and
executing applications that enforce system securitPriéceedings of the 2007 USENIX Annual Technical
ConferenceJune 2007. (acceptance rate: 19%)

11. Boniface Hicks, Sandra Rueda, Luke St. Clair, Trent Jaeger, Ptcidlniel. A logical specification
and analysis for SELinux MLS. IRroceedings of the ¥2ACM Symposium on Access Control Models and
Technologies June 2007. (acceptance rate: 35%)

12. Trent Jaeger, Reiner Sailer,Yogesh Sreenivadamaging the risk ofavert information flows in virtual
machine systems. Rroceedings of the ¥2ACM Symposium on Access Control Models and Technologies
June 2007. (acceptance rate: 35%)

13. Vinod Ganapathy, David H. King, Trent Jaeger, Somesh Jha. Mining sesemiitive operations in
legacy code using concept analysis.Proceedings of the 2007 IEEE International Conference on Software
Engineering May 2007 (acceptance rate: 15%)

14. Boniface Hicks, Sandra Rueda, Trent Jaeger, Patrick McDaniel. Integration of SELinsecaunidy
typed languages. IRroceedings of the 2007 Secusiiphanced Linux Workshpmarch 2007.

15. Jonathon McCune, Stefan Berger, Ramon Caceres, Trent Jaeger, ReineBBaitem A system for
distributed mandatory access control.Phoceedings oftte 2006 Annual Computer Security Applications
Conference (ACSACRQecember 2006acceptance rate: 30.3%)

16. Luke St. Clair, Lisa Johansen, William Enck, Matthew Pirretti, Patrick Traynor, Patrick McDaniel, Trent

Jaeger. Password Exhaustion: Predicting ttieaf password usefulnegzroceedings of th2nd
International Conference on Information Systems Security (ICEE®ember 2006.

17. Trent Jaeger, Kevin Butler, David H. King, Serge Hallyn, Joy Latten, Xiaolan Zhang. Leveraging IPsec
for mandatory access ol across systems. Rroceedings of the Second International Conference on
Security and Privacy in Communication Networksgust 2006.To appear(acceptance rate: 25.4%)

18. Trent Jaeger, Patrick McDaniel, Luke St. Clair, Ramon Caceres, Reiner Sikene on trust in
distributed systems. IRroceeedings of the 2006 Workshop on Hot Topics in Seciitigyst 2006.
(acceptance rate: 19.6%)

19. Xiaolan Zhang, Larry Koved, Marco Pistoia, Sam Weber, Trent Jaeger, Guillaume Mafteacase for
analysis preerving language transformatioin Proceedings of the 2006 International Symposium on
Software Testing and Analysikjly 2006. (acceptance rate: 26%)

20. Trent Jaeger, Reiner Sailer, Umesh Shankar. PRIMA: Rodidyced integrity measurement
architecture.In Proceedings of the 1Symposium on Access Control Models and Technolahies 2006.
(acceptance rate: 29%)

21. Vinod Ganapathy, Trent Jaeger, Somesh Jha. Retrofitting legacy code for authorization policy
enforcement. IiProceedings of the 2006 IEEEymposium on Security and Privabjay 2006 (acceptance
rate: 12.7%)

22. Vinod Ganapathy, Trent Jaeger, Somesh Jha. Towards automated authorization policy enforcement. In
Proceedings of the 2nd SELinux SymposiMiarch 2006.

23. Trent Jaeger. SELinux protedtpaths revisited. IRroceedings of the 2nd SELinux SymposiMiar,ch
2006.

24. Umesh Shankar, Trent Jaeger, Reiner Sailer. Towauttsmated informatioflow integrity verification

for securitycritical applications. IfProceedings of the 2006 Annual Netlvand Distributed Systems
Symposiumi-ebruary 2006(acceptance rate: 13.4%)

25. Reiner Sailer, Enriquillo Valdez, Trent Jaeger, Ronald Perez, Leendert van Doorn, John L. S2eiféin,
Berger.Building a MAC-based security architecture for the Xen opensohypervisorIn Proceedings of the
2005 Annual Computer Security Applications ConfereDeesember 2005acceptance rate: 22.8%)

26. Vinod Ganapathy, Trent Jaeger, Somesh F#gomatic placement of authorization hooks in the Linux
Security Modules framewkr In Proceedings of the 2ACM Conference on Compute and Communications
Security,October 2005(acceptance rate: 15.2%)

27. John L. Griffin, Trent Jaeger, Ronald Perez, Reiner Sailer, Leendert van Doorn, Ramon Caceres. Trusted
Virtual Domains: Towards sace, virtual services. |IRroceedings of the First Workshop on Hot Topics in
Systems Dependabiljitiay 2005.
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28. Reiner SailerTrent JaegeiXiaolan ZhanglLeendert van DoornAttestationrbased policy enforcement

for remote access$n Proceedings of the $1IACM Conference on Compute and Communications Security,
October 2004(acceptance rate: 13.9%)

29. Xiaolan Zhang, Trent Jaegérarry Koved. Applying static analysis to verifying securityqperties In
Proceedings of the 2004 Grace Hopper Confere@atober 2004.

30. Reiner Sailer, Xiaolan Zhang, Trent Jaedeendert van DoornDesign andmplementation of a TCG
basedntegritymeasuremerdrchitecture.ln Proceedings of the 13th USENIX Security Symposhugust
2004.(acceptance rate: 12.0%)

31. Trent JaegetReiner Sailer, Xiaolan ZhandResolving constraint conflicts. Proceedings of the™
Symposium on Access Control Models and Technolallies, 2004(acceptance rate: 28%)

32. Trent Jaeger, Reiner Sailer, Xiaolan Zhawgnalyzing integrity protection ithe SELinux example

policy. InProceedings of the 12th USENIX Security Symposhugust 2003(acceptance rate: 16.4%)

33. Antony Edwards, Trent Jaeger, Xiaolan Zhang. Runtime verification of the Linux Security Modules
framework. InProceedings of the 9tACM Conference on Computer and Communications Se¢umityed

for ACM TISSEC publication)November 2002(acceptance rate: 17.6%)

34. Trent Jaeger, Antony Edwards, Xiaolan Zhang. Gaining and maintaining confidence in operating systems
security. InProcealings of the ACM SIGOPS European Workst8aptember 2002.

35. Xiaolan Zhang, Leendert van Doorn, Trent Jaeger, Ron Perez, Reiner Sailer. Secure cojrasedsor
intrusion detection. IRProceedings of the ACM SIGOPS European WorksBeptember 2002.

36. Xiaolan Zhang, Antony Edwards, Trent Jaeger. Using CQUAL for static analysis of authorization hook
placement. IProceedings of the 11th USENIX Security Symposhugust 2002 (acceptance rate: 16.9%)

37. Trent Jaeger, Antony Edwards, Xiaolan Zhang. Managingsaccontrol policies using access control
spaces. IfProceedings of the 7th Symposium on Access Control Models and Techn@hvified for ACM
TISSEC special issue), June 2002.

38. Trent Jaeger. Managing access control complexity using metni¢.oceedngs of the 6th ACM
Symposium on Access Control Models and Technoladiag 2001.

39. Mohit Aron, Yoonho Park, Trent Jaeger, Kevin Elphinstone, Jochen Liedtke, Luke Deller. The SawMill
framework for virtual memory diversity. IRroceedings of the 2001 Arslian Computer Science
ConferenceJanuary 2001.

40. Jonathon Tidswell and Trent Jaeger. An access control model for simplifying constraint expression. In
Proceedings of the 7th ACM Conference on Computer and Communication Sétaweynber 2000.
(acceptace rate: 21.2%)

41. Alain Gefflaut, Trent Jaeger, Yoonho Park, Jochen Liedtke, Kevin Elphinstone, Volkmar Uhlig, Jonathon
Tidswell, Luke Deller, Lars ReutheFhe SawMill multiserver approach. Rroceedings of the 8th ACM
SIGOPS European Workshdpeptembe2000.

42. Trent Jaeger, Jonathon Tidswell, Alain Gefflaut, Yoonho Park, Jochen Liedtke, Kevin Elphinstone.
Synchronous IPC over transparent monitord®?doceedings of the 8th ACM SIGOPS European Workshop
September 2000.

43. Jonathon Tidswell and Trent Jaegémtegrated constraints and inheritance in DTACPlaceedings of

the 5th ACM Workshop on Rebased Access Contraluly 2000.

44, Trent Jaeger. On the increasing importance of constrainBrobreedings of the 4th ACM Workshop on
Rolebased Access Contrdllovember 1999.

45, Trent Jaeger, Tony Michailidis, Roy Rada. Access control in a virtual universiBroteedings of the

8th IEEE International Workshop on Enabling Technologieme 1999.

46. Jochen Liedtke, Volkmar Uhlig, Kevin Elphinstone, Trent Jaegeontio Park. How to schedule

unlimited memory pinning of untrusted processes or provisional ideas about sewicality. In

Proceedings of the 6th Workshop on Hot Topics in Operating SySt#ansh 1999.

47. Trent Jaeger, Kevin Elphinstone, Jochen Liedtksevolod Panteleenko, Yoonho Park. Flexible access
control using IPC redirection. IRroceedings of the 6th Workshop on Hot Topics in Operating Systems
March 1999.



Trent Jaeger

48. Trent Jaeger, Jochen Liedtke, Vsevolod Panteleenko, Yoonho Park, Nayeem Islam. Sebitettae

for componenbased operating systems. Rroceedings of the 7th ACM SIGOPS European Workshop
September 1998.

49, Jochen Liedtke, Nayeem Islam, Trent Jaeger, Vsevolod Panteleenko, Yoonho Park. An unconventional
proposal: Using the x86 architectuas the ubiquitous virtual standard architecturePrateedings of the 7th
ACM SIGOPS European Worksh&@eptember 1998.

50. Jochen Liedtke, Nayeem Islam, Trent Jaeger, Vsevolod Panteleenko, Yoonho Park. Irreproducible
benchmarks might be sometimes helpfin Proceedings of the 7th ACM SIGOPS European Workshop
September 1998.

51. Jochen Liedtke, Vsevolod Panteleenko, Trent Jaeger, Nayeem Islanpétighmance caching with the
Lava hitserver. InProceedings of the 1998 USENIX Technical Conferehoee 198.

52. Trent Jaeger, Jochen Liedtke, Nayeem Islam. -Gra@ned protection in operating systems. In
Proceedings of the 6th USENIX Security Sympasiamuary 1998.

53. Trent Jaeger, Frederique Giraud, Nayeem Islam, Jochen Liedtke. -Basde access contmlodel for
protection domain derivation and managemenBroceedings of the 2nd ACM Workshop on Rulsed
Access ControINovember 1997.

54. Rangachari Anand, Nayeem Islam, Trent Jaeger, Josyula R. Rao. A flexible security model for using
Internet content.In Proceedings of the 1997 Symposium on Reliable Distributed SysBaptember 1997.
55. Jochen Liedtke, Kevin Elphinstone, Sebastian Schinberg, Hermann HSrtig, Gernot Heiser, Nayeem Islam
Trent Jaeger. Achieved IPC performanceRtoceedings of the IEE®/orkshop on Hot Topics in Operating
SystemsMay 1997.

56. Jochen Liedtke, Nayeem Islam, Trent Jaeger. Preventing denial of service attackkemel for
WebOSes. IfProceedings of the IEEE Workshop on Hot Topics in Operating SyS#agsl997.

57. Jang Holee, Atul Prakash, Trent Jaeger, Gwobaw Wu. Supporting-usgti, multiapplet workspaces in
CBE. InProceedings of ACM Computer Supported Cooperative Work '96 ConfeMomoember 1996.

58. Trent Jaeger, Atul Prakash, Avi Rubin. A system architecturiéefible control of downloaded
executable content. Proceedings of the IEEE International Workshop on Objeietnted Operating
SystemsOctober 1996.

59. Trent Jaeger, Avi Rubin, Atul PrakadBuilding systems that flexibly control downloaded executable
content. InProceedings of the 6th USENIX Security Symposiuiy,1996 (awarded "Best Student Paper").
60. Trent Jaeger and Avi Rubin. Preserving integrity in remote file location and retriefPabdeedings of
the Internet Society 1996 Symposium on NetwarkDistributed System SecuriBebruary 1996.

61. Trent Jaeger and Atul Prakash. Requirements of-Bated Access Control for Collaborative Systems.
In Proceedings of the 1st ACM Workshop on Ruiaeed Access Contrdlovember 1995.

62. Trent Jaeger and AtPrakash. Management and Utilization of Knowledge for the Automatic
Improvement of Workflow Performance. Rroceedings of the 1995 Conference on Organizational
Computing Systeméugust 1995.

63. Trent Jaeger and Atul Prakash. Implementation of a Disoaaly Access Control Model for Scripaised
Systems. IProceedings of the 8th IEEE Computer Security Foundations Workdhoe 1995.

64. Trent Jaeger and Atul Prakash. Representation and Adaptation of Organization Coordination Knowledge
for Autonomous Agnt Systems. IRroceedings of the 9th Int'| Conference on Software Engineering and
Knowledge Engineeringlune 1995.

65. Trent Jaeger and Atul Prakash. Support for the File System Security Requirements for Computational E
Mail Systems. IProceedings ofite 2nd ACM Conference on Computer and Communications Security
November 1994.

66. Trent Jaeger, Atul Prakash, Masayoki Ishikawa. A Framework for the Automatic Improvement of
Workflows to Meet Performance Goals. Rnoceedings of the 6th IEEE Conference onl$ with Artificial
Intelligence November 1994,

67. Trent Jaeger and Atul Prakash. BizSpec: A Bushoeishted Model for Specification and Analysis of
Office Information Systems. IRroceedings of the 7th Int'l| Conference on Software Engineering and
Knowedge EngineeringJune 1993.
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68. Trent Jaeger. Using Al Paradigms in Solving Manufacturing Problems as Demonstrated by the CPC
Stacking/Destacking Advisor. Iroceedings of the 3rd Int'l Conference on CAD/CAM, Robotics, and
Factories of the Futurevolume2, August 1988.

Other Publications

1. Patrick Traynor, Vikhyath Rao, Trent Jaeger, Patrick McDaniel, and Thomas La Porta, From Mobile
phones to responsible devices. Technical Report-NRH0532007, Network and Security Research Center,
Department of Comyter Science and Engineering, Pennsylvania State University, University Park, PA, USA,
January 2007.

2. Trent Jaeger, Antony Edwards, Xiaolan Zhang. Maintaining the correctness of the Linux Security Modules
framework. InProceedings of the 2002 Ottawa Lin8ymposiumjune 2002.

3. Elisa Bertino, Trent Jaeger, Jonathan D. Moffett, Sylvia Osborn, Ravi Sandhu. Making access control
more usable. IrProceedings of the 7th Symposium on Access Control Models and Techn¢pagieb
statement), June 2002.

4. Trent Aheger and Jonathon Tidswell. Rebuttal to the NIST RBAC model proposBkodredings of the

5th ACM Workshop on Released Access Contraluly 2000.

5. Trent Jaeger and Atul Prakash. Using simulation and performance improvement knowledge for
redesignindousiness processeblniversity of Michigan Tech Report, CSIR-278-96, January 1996.

6. Trent Jaeger and Aviel Rubin. Protocols for authenticated download to mobile information appliances.
University of Michigan Tech Report, CIIR-27595, December 1995.

7. Trent Jaeger and Aviel Rubin. An API for secure document download and distribuBeficore
Technical Memorandum, TH25393,December 1995.
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Recent External Presentations

! Building Systems to Enforce Measurable Security Goals. Invited talk fautieh Information Security
Center (ZISC) Workshop on Advanced Concepts in Access and Usage Gantebl, Switzerland,
September 2008

Building Verifying Compliance for Trusted ProgramBM ResearchiHawthorne, NY June 2008
Building High-Integrity PhoneSystemsSamsung Digital CorporatigrSuwon, South Korea, June 2008
Verifying Compliance for Trusted ProgramsCornell University Jthaca, NY, April 2008

Building High-Integrity Phone SystemblSF Wireless Security Workshéilanta, GA, April 2008

Building High-Integrity Phone SystemPenn State University ACM Chaptéfniversity Park, PA, March
2008

Building Shared Reference Monitordohns Hopkins UniversitBaltimore, MD, October 2007

! Alogical specification and analysis for SELinux MLS andidging the risk of covert information flows
in virtual machine system42" ACM Symposium on Access Control Models and Technolo§imshia
Antipolis, France, June 2007

I Building Shared Reference MonitorBartmouth CollegeHanover, NH, April 2007

I Cdl Phone System Integritfpenn State pplied Research LalJniversity Park, PA, April 2007
I From Trusted to Secureéseorgia Institute of Technologgtlanta, GA, January 2007

I Leveraging IPsec for mandatory access control across sysg&auend Intern@nal Conference on
Security and Privacy in Communication NetwomBaltimore, MD, August 2006

I Shame on trust in distributed systen206 Workshop on Hot Topics in Securygust 2006

|

|

|

|

|

"~ '~ '~ '~ '~

I Towards a Shared Reference Monitor Systétin.Force Research U Rome, NY, July 2006

I PRIMA: Policy-reduced integrity measurement architectaf®’ Symposium on Access Control Models
and TechnologiesLake Tahoe, CA, June 2006

I SELinux protected paths revisited? SELinux SymposiurBaltimore, MD, March 2006

I Computer security heresies revisitddhiversity of Wisconsin, MadisoWadison, WI, January 2006

I Leveraging IPsec for network access control in Li20Q5 Annual Computer Security Applications
ConferenceJucson, AZ, December 2005

I Leveraging IPsec for networaccess control in Linux2005 SELinux Symposiuiilver Spring, MD,
March 2005

I Clark-Wilson Integrity as a security goal for SELinux polici2éP5 SELinux Symposiuilver Spring,
MD, March 2005

I Analytic Integrity,CarnegieMellon University Pittsburgh, PA, December 2004

I Analytic Integrity,University of PittsburghPittsburgh, PA, December 2004

I Industry Track IntroductionlOth Conferace on Computer and Communications SecWitgishington,
DC, October 2003

I Fun and progress in using static analysis for secuitiyersity of MichiganAnn Arbor, MI, September
2003

I Analyzing integrity protection in th8ELinux example policyl2th USENIX Security Symposium,
Washington, DC, August 2003

I Verification of the Linux Security Modules framewoti4C BerkeleyBerkeley, CA, May 2003

I Verification of the Linux Security Modules framerko Stanford Stanford, CA, May 2003

I Verification of the Linux Security Modules framewo&UNY Stony Brool§tony Brook, NY, April 208
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Professional Service

Associate Editor,ACM Transaction®n Internet Technology, 208atesent

Guest Editor, ACM Transactions on Information Systems Security, November 2002

Program Chair, Second Computer Security Architectures Workshop, 2008

Program Chair, USENIX Workshop on Hot Topics in Security, 2007

Program Vice Chair, Reliable Software Systems track, IEEE International Conference on Sensor
Networks, Ubiquitous and Trustworthy Computing, 2008

Program Chair, ACM Conference on Computer and Communications Security, Industry Track, 2003

Program Chair, ACM Sympaium on Access Control Models and Technologies, 2001

Program Chair, ACM Workshop on Rokbased Access Control, 1998

General Chair, ACM Symposium on Access Control Models and Technologies, 2004

Organizing Committee, First Computer Security Architecture WsHop, 2007

Steering Committee ACM Symposium on Access Control Models and Technologies,-gééxent

Panels Chair, ACM Symposium on Access Control Models and Technologies,-2003

Member, USENIX Security Symposium, 199801, 20052006, 2008

Member, IEEE Symposium on Security and Privacy, 2184, 20072008

Member, ACM Conference on Computer and Communication Security, Research Track@I®R006;
Industry Track: 20042005

Member, ISOC Network and Distributed System Security Symposium, 2007

Member, European Symposium on Research in Computer Security; 2002

Member, ACM Symposium on Access Control Models and Technologies,-2002

Member, Annual Computer Security Applications Conference, 2005

Member, International Conference on Distributed Cortipyl Systems (Security and Privacy), 2008

Member, International World Wide Web Conference, Security and Privacy Track; 2003

Member, Information Security Conference, 2007

Member, Program Analysis for Security and Safety Workshop, 2006

Member, SELinux Ymposium, 200822007

Member, Workshop on Trusted Collaboration, 2006 (in association with CollaborateCom)

Member, ACM Workshop on Roldased Access Control, 192000

Member, Distributed Object Security Workshop, 1999 (in association with OOSPLA)

Member, Euwropean Workshop on Distributed Object Security, 1998 (in association with ECOOP)

Reader, USENIX Security Symposium, 1998

External reviewer for journals: ACM Transactions on Information Systems Security, ACM Transactions

on Computer Systems, Journal of Cangr Security, IBM Systems Journal, IEEE Transactions on Parallel
and Distributed Systems, IEEE Transactions on Knowledge and Data Engineering, Journal of Digital
Libraries,International Journal of Information and Computer Security

External reviewer for conferences: USENIX Symposium on Operating System Design and

Implementation, ACM Symposium on Operating Systems Principles, IEEE Hot Topics in Operating Systems,
USENIX Annual Technical Conference, IEEE Workshop on Policies for Distributed Systems andksetwo
ACM ComputerSupported Collaborative Work, Principles of Distributed Computing. IEEE Infocom,
International Conference on Distributed Systems and Networks

Professional Affiliations

Member of USENIX
Member of IEEE
Member of ACM SIGOPS, SIGSAC
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Patens

IBM Research

Nayeem Islam, Trent Jaeger, Jochen Liedtke, Vsevelod Panteléfitexible Cach€oherency
Mechanism,QS Patent Number 6,032,228, (February 29, 2000).

Rangachari Anand, Frederique Giraud, Nayeem Islam, Trent Jaeger, Jochen L@deltkénle and
Dynamic Derivation of Permissionsifs Patent Number 6,044,466, (March 28, 2000).

Nayeem Islam, Trent Jaeger, Jochen Liedtke, Vsevelod Pantel®fawverful and Flexible Server
Architecture,QJS Patent Number 6,490,625, (December 2, 2002).

Kevin Elphinstone, Trent JaegédFlexible Interprocess Communication via RedirectidnSPatent
Number 6,748,452, (June 8, 2004).

Trent Jaeger, John Earnshaw Tidswé€Mechanism for Synchronous Interprocess Communication
over Transparent External Monitorsl@8 Patent Number 6,862,734, (March 1, 2005).

Kay Anderson et al,\ethod of Managing and Mitigating Security Risks Through Plannifigd
December 2005.

PauChen Cheng et alFOzzy MLS Modé, filed May 2005.

Stefan Berger, Trent Jaeger, Ronald PeRetner Sailer, Enriquillo ValdeDMethod and Apparatus to
Protect Policy State Information During the Liféme of Virtual Machines,@led May 2006.

Stefan Berger, Trent Jaeger, Ronald Perez, Reiner Sailer, Enriquillo V@lsiethod, System, and
Programfor Remotely Attesting to a State of Computer Systied(Beptember 2006.

PauChen Cheng, Trent Jaeger, Zhen Liu, Anton Riabov, Pankaj Rofx8gstem and Method for
Security Planning with Soft Security Constrajdtdiled in September 20086,

PauChenCheng et al, @ethod of Managing Security Risks through Planfingled October 2006.

General Motors
* Kent Kienzle, Mark, Jeffery, Trent Jaeger, Karon BardExpert System for Automatically Generating

Gear Designs,@S Patent Number 5,297,054, (March 2994).

Teaching Experience

The Pennsylvania State University, University Park, PA

Associate Professor

Fall 2005 CSE 598Ab Systems Securityyww.cse.psu.edu/~cg598a/

Spring 2006 CSE 497(Intro to Computer and Network Securityww.cse.psu.edu/~cq497c/

Fall 2006 CSE 543D Computer Securitywww.cse.psu.edu/~tjaeger/cse 508/

Spring 2007 CSE 497BbPIntro to Computer and Network Securityww.cse.psu.edu/~tjaeger/cse4 950/
Fall 2007 CSE 543D Computer Securitywww.cse.psu.edu/~tjaeger/cse503/

Spring 2008 CMPSC 473 Operating Systemsvww.cse.psu.edu/~tjaeger/cse4stB

Fall 2008 CSE 597AbTopicsin Progand §stens Security www.cse.psu.edu/~tjaeger/cse5@8

University of Michigan, Ann Arbor, Ml

Visiting Scholar

Winter 2004 Tauwght 6 lectures in Atul Prakash®s Computer and Network Security Course
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University Service

Advisees

David H. King, CSE PhD program, pesbmprehensive, expected graduation Fall 2009.
Sandra Rueda Rodriguez, CSE Ph.D. program, expected graduatiog StD.

Joshua Schiffman, CSE Ph.D. program, expected graduation Spring 2011.

Divya Muthukumaran, CSE Ph.Dexpected graduation Spring 2011.

Hayawardh Vijayakumar, CSE Ph.D., expected graduation Spring 2012.

Guruprasad Jakka, CSE Masters, expected gtiadu@pring 2009.

Graduates Advised

Craig Suchanec, B.S. CSE, Schreyer Honors College, Fall 2006

Curtis Walker, M.S.E. CSE, Defended Summer 2@@7advised with Padma Raghavan, CSE)
Vikhyath Rao, M.S., EE, Fall 20Q¢o-advised withKen JenkinsEE)

Albert Tannous, M.S., CSE, Spring 2008

Chandrika Gopalakrishna, M.S., CSkriag 2008(co-advised with Jim JanselST)

Radhesh Kamath, M.S., CSE, Summer 2008

Yogesh Sreenivasan, M.S., CSE, Summer 2008

Mohamed Hassan, M.S., CSE, Summer 2008

Anuj Sawani, M.S., EE, Summer 200&>r-advised with George KesidiEE)

Luke St Clair, M.S., CSE, Summer 2008 (advised with Patrick McDanieCSE

Ph.D. Thesis Committee Membeffor

Patrick McDaitel, University of Michigan, Ann Arbor. Defended in September, 2001.
Paolo Perlasca, University of Milan. Completed in February 2004.

Vinod Ganapathy, University of Wisconsin, Madison. Completed in July 2007.
Boniface Hicks, Pennsylvania State Universityompleted in August 2007.

Kameswari Kotapati, Pennsylvania State University. Completed in December 2007.
Patrick Traynor, Pennsylvania State University. Completed in February 2008.
HungYuan Hsu, Pennsylvania State University. Current.

Yi Yang, Pennglvania State University. Current.

Yan Sun, Pennsylvania State University, Current.

Committees

Penn State University service

Undergraduate Advising, College of Engineering, Fall 2006
Sabbatical Leave Committee, 202G08

Computer Science and Enginegribepartment Committees

!
!

Lab Space, 2062007

Security, 20062009

Graduate Admissions, 20a808
Faculty Recruiting, 2062009
Chair, Faculty Recruiting, 2008009
Promotion and Tenure, 20&%09



