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Abstract

We presentruntimetoolsto assisttheLinux community
in verifying thecorrectnessof theLinux SecurityMod-
ules(LSM) framework. TheLSM frameworkconsistsof
a setof authorizationhooksinsertedinto theLinux ker-
nel to enableadditionalauthorizationsto be performed
(e.g.,for mandatoryaccesscontrol).Whencomparedto
systemcall interposition,authorizationwithin thekernel
hasbothsecurityandperformanceadvantages,but it is
moredif�cult to verify thatplacementof theLSM hooks
ensuresthatall thekernel'ssecurity-sensitiveoperations
areauthorized.We have examinedboth staticandrun-
time analysistechniquesfor this veri�cation, andhave
foundthemto becomplementary. Staticanalysisis more
complex to implementandtendsto generatemorefalse
positives,but coverageof all type-safeexecutionpathsis
possible.Runtimeanalysislacksthecodeandinputcov-
erageof staticanalysis,but tendsto besimplerto gather
usefulinformation.Themajorsimplifying factorin our
runtimeveri�cation approachis thatwecanleveragethe
fact thatmostof theLSM hooksareproperlyplacedto
identify misplacedhooks.Ourruntimeveri�cation tools
collect the currentLSM authorizationsand�nd incon-
sistenciesin theseauthorizations.We describeour ap-
proachfor performingruntimeveri�cation, thedesignof
the tools that implementthis approach,andtheanoma-
lous situationsfound in an LSM-patchedLinux 2.4.16
kernel.

1 Intr oduction

TheLinux SecurityModules(LSM) projectaimsto pro-
vide a genericframework from which a wide varietyof
authorizationmechanismsandpoliciescanbeenforced.

�
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Sucha framework would enabledevelopersto imple-
ment authorizationmodulesof their choosingfor the
Linux kernel.Systemadministratorscanthenselectthe
modulethatbestenforcestheir system'ssecuritypolicy.
For example,modulesthatimplementmandatoryaccess
control (MAC) policiesto enablecontainmentof com-
promisedsystemservicesareunderdevelopment.

TheLSM framework is a setof authorizationhooksin-
sertedinto the Linux kernel. Thesehooksde�ne the
typesof authorizationsthat a modulecan enforceand
their locations. Placingthe hooks in the kernel itself
ratherthanat thesystemcall boundaryhassecurityand
performanceadvantages.First,placinghookswherethe
operationsareimplementedensuresthat the authorized
objectsaretheonly onesused.For example,systemcall
interpositionis susceptibleto time-of-check-to-time-of-
use (TOCTTOU) attacks[2], where anotherobject is
swappedfor the authorizedobject after authorization,
becausethe kerneldoesnot necessarilyusethe object
authorizedby interposition.Second,sincetheauthoriza-
tionsareat thepointof theoperation,thereis noneedto
redundantlytransformsystemcall argumentsto autho-
rizekernelobjects.

While placing the authorizationhooks in the kernel
can improve security, it is more dif�cult to determine
whetherthe hooksmediateandauthorizeall controlled
operations.The systemcall interfaceis a nice media-
tion point becauseall thekernel's controlledoperations
(i.e.,operationsthataccesssecurity-sensitivedata)must
eventuallygo throughthis interface. Insidethe kernel,
thereis no obvious analoguefor the systemcall inter-
face.Any kernelfunctioncancontainaccessesto oneor
moresecurity-sensitive datastructures.Thus,any me-
diation interfaceis at a lower-level of abstraction(e.g.,
inode memberaccess). In addition to mediation,it is
alsonecessaryto ensurethat the properaccesscontrol
policy (e.g., write data) is enforcedfor eachsecurity-



sensitive operation.If thereis a mismatchbetweenthe
policy enforcedandthecontrolledoperationsthatareex-
ecutedunderthatpolicy, unauthorizedoperationscanbe
executed.Webelievethatmanualveri�cation of thecor-
rect authorizationof a low-level mediationinterfaceis
impractical.

Much recenteffort hasfocusedon how static analysis
toolsmayaidin theveri�cation of varioussecurityprop-
erties[4, 9, 12]. As is the trend now, we expect that
staticanalysiswill beusedwherepossible,andruntime
analysiswill be usedto completethe analysis1. Thus,
we areproceedingwith the developmentof both static
andruntimeveri�cation tools,andhavefoundthatstatic
andruntimeanalysishavecomplementaryfeatures.Our
static analysisapproachenablescomprehensive veri�-
cationthat thevariablesusedin security-sensitive oper-
ationshavebeenauthorized[15]. However, it is dif�cult
to statically determinethe authorizationrequirements
that shouldbe checked. This is becausedifferentdata
andcontrol�o wswithin functionsmayrequiredifferent
authorizations.A usefulinsight for performingruntime
analysisis theassumptionthatLSM authorizationhooks
arecorrectlyplacedin mostcases.Thus,veri�cation is
a matterof �nding andresolvinginconsistenciesin au-
thorizationrequirementsandverifying thattheresultant
authorizationrequirementsarecorrect. Runtimeanaly-
sisenablesto implementthis approachby collectingthe
authorizationsthat areactuallyperformedanddisplay-
ing the actualauthorizations,so anomalouscases(i.e.,
missingor inconsistentauthorizationsfor anoperation)
canbeidenti�ed.

In thispaper, wepresenta runtimeveri�cation approach
andtools to assistthe LSM communityandLinux ker-
nel developersin verifying that the LSM authorization
hookscompletelyauthorizeaccesses.Theruntimeanal-
ysisapproachinvolves:(1) instrumentingtheLinux ker-
nel to collectsecurityrelevantruntimeevents(e.g.,ma-
jor kernelevents,suchassystemcalls,LSM authoriza-
tions,andcontrolledoperations)and(2) analysisof the
collecteddata to identify potentialerrors. We extend
GCC to performanalysesof its abstractsyntaxtree to
add instrumentationto the Linux kernel as necessary.
Kernelmodulescollect theruntimeeventsgeneratedby
the instrumentation. We also have analysisprograms
that usea basic�ltering languageto extract the events
of interestfor analysis(e.g,for aparticularsystemcall),
generateauthorizationgraphsthatshow anomalousau-
thorizations,andsensitivityclasslists thataggregateau-
thorizationrequirementsascomprehensivelyaspossible
to minimize the effort to verify authorizationrequire-

1Considerthe staticcheckingof type-safeC codewherepossible
andtheruntimecheckingof othercodeusedby Ccured[11].

ments. We have found threebugsin LSM hook place-
ment in the �le systemthat have sincebeen�x ed, and
anotheranomalythat resultedin signi�cant discussion.
We demonstratetheuseof thesetoolson LSM-patched
Linux version2.4.16.

The remainderof thepaperis structuredasfollows. In
Section2, we de�ne the generalhook placementprob-
lem. In Section3, we develop an approachto solving
the generalhook placementproblem. In Section4, we
outline the implementationof the tools anddiscussthe
analysesperformedandtheir results. In Section5, we
concludeanddescribefuturework.

2 GeneralHook PlacementProblems

2.1 Concepts

We identify thefollowing key conceptsin theconstruc-
tion of anauthorizationframework:

� Security-sensitive Operations: Thesearetheop-
erationsthatimpactthesecurityof thesystem.

� Controlled Operations: A subsetof security-
sensitiveoperationsthatmediateaccessto all other
security-sensitiveoperations.Theseoperationsde-
�ne a mediationinterface.

� Authorization Hooks: Thesearetheauthorization
checksin thesystem(e.g.,theLSM-patchedLinux
kernel).

� Policy Operations: Thesearetheconceptualoper-
ationsauthorizedby theauthorizationhooks.

Correctauthorizationhook placementmustensurethat
the authorizationhooksauthorizeall security-sensitive
operations. Suchauthorizationtestswhetherthe sys-
tem's authorizationpolicy permitsthe requestingprin-
cipal to executethe particularsecurity-sensitive opera-
tions. It is moreconvenientto expressauthorizationpol-
icy at a higher level (e.g., �le reador write), so rather
thanauthorizingtheindividual security-sensitiveopera-
tionswe authorizeconceptualoperations,whichwe call
policyoperations. Further, sincethenumberof security-
sensitive operationscanbe large, it is preferableto au-
thorize them onceat an interfacethat mediatesall the
security-sensitive operations.The setof controlled op-
erationsde�nes sucha mediationinterface. Thus,we
de�ne our problemto verify that all controlledopera-
tions areauthorizedfor the expectedpolicy operations
usingtheLSM authorizationhooks.
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Figure1: Comparisonof conceptsbetweensystemcall interpositionframework andLSM.

Identifyingthecontrolledoperationsis moredif�cult for
thein-kernelmediationof LSM thanfor thesystemcall
mediationmechanismsof the past. As shown in Fig-
ure 1, the systemcall interfaceis well-known for pro-
viding mediationof all thesecurity-sensitive operations
in the systemcall. Therefore,the systemcall interface
can be usedboth as the controlledoperationsand the
policy operations.

Whenauthorizationhooksareinsertedin the kernel,a
mediationinterface is no longer obvious, so the con-
trolledoperationsandtheirmappingto policy operations
is no longersoeasyto identify. For example,ratherthan
verifying �le openfor write accessat the systemcall
interface,the LSM authorizationsfor directory (exec),
link (follow link), andultimately, the�le (write) areper-
formedat thetime theseoperationsareto bedone.This
approachhasthebene�tsof eliminatingsusceptibilityto
TOCTTOU attacks[2] andredundantauthorizationpro-
cessing,but in orderto verify thehookplacementmore
work is necessaryto identify thecontrolledoperations,
thepolicy operationsthey correspondto, andverify that
theauthorizationhooksauthorizethemproperly.

2.2 Relationshipsto Verify

Figure2 showstherelationshipsbetweentheconcepts.

1. Identify Controlled Operations: Find the set
of operationsthat de�ne a mediation interface
throughwhich all security-sensitive operationsare
accessed.

2. Determine Authorization Requirements: For
eachcontrolledoperation,identify the authoriza-
tion requirements(i.e., policy) thatmustbeautho-
rizedby theLSM hooks.

3. Verify Complete Authorization: For eachcon-
trolled operation,verify that thecorrectauthoriza-
tion requirementsareauthorizedby LSM hooks.

4. Verify Hook PlacementClarity: Controlledoper-
ationsimplementinga policy operationshouldbe
easily identi�able from their authorizationhooks.
Otherwise,even trivial changesto the sourcemay
renderahookinoperable.

The basicideais that we identify the controlledopera-
tionsandtheir authorizationrequirements,thenwe ver-
ify thattheauthorizationhooksmediatethosecontrolled
operationsproperly. First, we needanapproachto �nd
thecontrolledoperationsin thekernel.Second,because
the controlledoperationsare at a lower level than the
policy operations(i.e., authorizationrequirements),we
needan approachby which the authorizationrequire-
mentsof eachcontrolledoperationcanbe determined.
Third,weneedto comparetheLSM hookauthorizations
madeto theexpectedauthorizationrequirements.These
tasksarecomplex for in-kernelauthorization,soit is ob-
viousthatautomatedsupportis required.

Lastly, to ensuremaintainability of the authorization
hookswemustverify thatthecontrolledoperationsrep-
resentative of eachpolicy operationcan be easily de-
terminedfrom the authorizationhook locations. This
work hasbeendone,but in interestof focus it is out-
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sidethe scopeof this paper. This is work is presented
elsewhere[3].

2.3 RelatedWork

Recently, static analysishasshown promisein a vari-
ety of ways. First, existing programanalysistoolshave
beenusedto �nd commonsecurityerrors,suchasbuffer
over�ows andprintf vulnerabilities[9, 12, 13]. We
also useone of thesetools, CQUAL [5], in our static
analysisapproach[15]. Thesetools requirea signi�-
cantamountof codeannotationprior to their use(i.e.,
scaleswith sizeof thecode).We performGCCanalysis
to automatetheannotationtask,suchthat it is practical
for theLinux kernel.Suchanalysestendto erroron the
conservative side(i.e., no falsenegatives)which means
thatmorefalsepositivesthanreasonablemaybegener-
ated. We areworking on secondaryanalysesto elimi-
nateobvious falsepositives. Also, someanalysistasks
aredif�cult to do with staticanalysistools. In our case,
determiningtheauthorizationrequirementsof individual
operationwould requirecomplex dataandcontrol �o w
analysisbeyondthatintendedby CQUAL.

Second,Engleret al enablesextensionof GCC,called
xgcc, to dosourceanalyses,whichthey referto asmeta-
compilation[4]. A rule language,calledmetal, is used
to expressthenecessaryanalysisannotationsin ahigher-
level language. Since the rules match multiple state-
ments,the amountof annotationeffort is reduced. A
varietyof softwarebugs,includingsecurityvulnerabili-

ties,have beenfoundby this tool [1]. While it appears
that xgcccould be usedfor the staticanalysiswe per-
form, the metal ruleswould be morecomplex thanthe
CQUAL annotationandthe GCC analyses.Also, xgcc
is not intendedto deriveauthorizationrequirements.

Anotherrelatedproblemis thecerti�cation of systems.
Historically, the OrangeBook [10] wasusedfor guid-
ancein the constructionof secureoperatingsystems,
but this is now beingsupplantedby the CommonCri-
teria [7]. However, the certi�cation taskis ad hoc and
laborious,andhasgenerallynot beensuccessfulin im-
proving the securityof commonly-usedoperatingsys-
tems. Gutmannarguesin his thesis[6] that certi�ca-
tion approaches,includingformal veri�cation tools,are
doomedto failureunlessthey representconceptsat the
levelof thesourcecode.Gutmannalsoadvocatesacom-
binationof staticand runtimeanalyses.The approach
thatwe usediffersfrom certi�cation in thesensethat it
checksfor particularerrorsratherthanproviding a top-
downassurancethattheoverallsystemmeetsits require-
ments.An interestingresearchquestionis whetherasuf-
�cient breadthanddepthof suchcheckscouldprovidea
con�dencecomparableto certi�cation. Unlikecerti�ca-
tion, suchcon�dencecouldbemaintainedasthesource
codeevolves.

3 Solution Description

Thekey insightwe leveragein runtimeanalysisfor the
Linux SecurityModules(LSM) framework is that the
LSM authorizationhook placementis largely correct,
suchthat casesthat are inconsistentwith the norm are
likely to beindicativeof anerror. For example,it would
be consideredunusualif a particularcontrolledopera-
tion hasdifferentauthorizationrequirementsondifferent
runsof thesamesystemcall.

We have found that the attributesof controlledopera-
tionscanbetotally-orderedwith respectto their impact
on authorizationrequirements.For example,if all the
controlledoperationsin a systemcall have thesameau-
thorizations,then the valueof the otherattributesof a
controlledoperationdonotaffecttheauthorizations(i.e.,
systemcall is at thetopof theorder).Weusethisknowl-
edgeto identify casesthatareanomalous(i.e.,authoriza-
tions aresensitive to attributesthat they shouldnot be)
andtopartitioncontrolledoperationsinto theirmaximal-
sizedclassesby commonauthorizations.Furtherunex-
pectedsensitivities in theseclassesareusedto identify
errors.

In all of thediscussionbelow, we usethe following as-
sumptions.First, we leveragethe type safetyof much



of theLinux kernel. This doesnot invalidateany of the
errorswe �nd, but therecould be othererrorsaswell.
Second,weassumethataccessesto objectsof theautho-
rized datatypesde�ne the mediationinterface. These
datatypesare the onesthat correspondto systemcall
concepts(e.g., �les, inodes,sockets,skbuffs, ipc mes-
sagequeues,etc.). Accessto kerneldatais designedto
go throughthesedatastructures.While we havenot ex-
plicitly validatedthis,wehavedonesomemoredetailed
analysispresentedelsewhere[3].

3.1 Authorization Sensitivity Attrib utes

Table 1 lists the attributesof controlledoperationsto
which authorizationrequirementsmaybesensitive. We
refer this groupof attributescollectively as the autho-
rization sensitivityattributes. Eachcontrolledoperation
hasinformationabouttheconditionsunderwhich it was
executed(systemcall, systemcall inputs,function,loca-
tion in function,pathto controlledoperation),theobject
it wasexecutedupon(datatypeandobject),andtheop-
erationperformed(member/access).

Theseattributesaretotally-ordered,suchthat if theau-
thorizationsof controlled operationsdiffer when the
valueof onefactor is changed,then the authorizations
alsodiffer whena higherfactoris changed.For exam-
ple, if two controlledoperationson a particularobject
havedifferentauthorizations,thenthatdatatypewill also
have differentauthorizationsfor the two controlledop-
erations.

Conversely, if the authorizationrequirementsof con-
trolled operationsareinsensitive to changesin onefac-
tor, thenthey arealsoinsensitive to changesin all lower
factors.For example,if all controlledoperationson the
samedatatypehave thesameauthorizations,thensodo
all controlledoperationson the same(structure)mem-
ber.

3.2 Authorization Sensitivity Impact

The classi�cation of controlledoperationsby their au-
thorizationsensitivity dividesthe controlledoperations
into two categories: (1) known anomaliesand(2) sen-
sitivity classeswhoseauthorizationrequirementsneed
veri�cation. In the �rst case,sensitivity to someof
the authorizationsensitivity attributesis consideredil-
legal. We de�ne invariantsbelow for thesecases. In
the secondcase,we partition the controlledoperations
into maximal-sizedclasseswith thesameauthorizations.
Theseclassesenableveri�cation of authorizationre-
quirementsand identi�cation of anomalousclassi�ca-
tions.

3.2.1 Anomalies

The sensitivity of authorizationsto theattributesbelow
thedoubleline in Figure1, intra-functionandpath, are
always consideredto be anomalous. Sensitivities of
thesetypesmeanthat the executionpath (path) or lo-
cation within a function (intra-function)determinethe
authorizationrequirementsof aparticularcontrolledop-
erationon thesamemember.

The following invariantformally expressesour pathin-
sensitivity invariant.

Path Insensitivity Invariant
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This invariantstatesthat the samecontrolledoperation
(
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) run in thesameevent(
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de�ned by the
systemcall andits inputs)musthavethesameauthoriza-
tion requirements(de�ned by the function

�

). That is,
the executionpathwithin an event cannotaffect a con-
trolled operation'sauthorizationrequirements.

Similarly, we de�ne an invariant for intra-functionin-
sensitivity.

Intra-Function Insensitivity Invariant
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(2)

In this case,two controlledoperationsin thesamefunc-
tion (computedby the function

/

) andwhich make the
samememberaccess(computedby the function
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)
musthave thesameauthorizationrequirements
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.

3.2.2 Authorization Sensitivity Classes

For theothercases,wecannoteasilyidentify themaser-
rors. Instead,we partitionthecontrolledoperationsinto
authorizationsensitivity classesbasedon their autho-
rizationsandattributesensitivity anddeterminewhether
their authorizationrequirementsarecorrect.

Theauthorizationsensitivity classcomputationis asfol-
lows. For eachsensitivity level startingat the highest
(systemcall), wepartitionthecontrolledoperationsinto
sensitivity classeswhereall controlledoperationshave
thesamevaluefor thesensitivity attribute, thenwe test



Factor Authorizationsare samefor:
SystemCall all controlledoperationsin systemcall
SyscallInputs all controlledoperationsin samesystemcall with

sameinputs
Datatype all controlledoperationsonobjectsof thesamedatatype
Object all controlledoperationson thesameobject
Member all controlledoperationsonsamedatatype,accessing

samemember, with sameoperation
Function all samemembercontrolledoperationsin samefunction

Intra-function samecontrolledoperationinstance
Path sameexecutionpathto samecontrolledoperationinstance

Table1: AuthorizationSensitivity Factors:namesandeffectsonauthorizations

whetherthe classalso hasthe sameauthorizations.If
not, then we try the next lower attribute and partition
basedon both attributesandtestagain. This approach
repeatsuntil we have assignedevery controlledopera-
tion to a sensitivity class.

Partitioningdependsontheattribute.For thesystemcall
attribute, all the controlledoperationsof a systemcall
arein oneclass.Forsystemcall inputs,all controlledop-
erationsof thesamesystemcall andwith thesametype
of inputsareaggregated(seeSection3.3below). For the
datatypeattribute, the controlledoperationsare classi-
�ed by the systemcall, inputs,anddatatypeof the op-
eration's object. Thus,successively �ner partitionsare
createdin eachstepof theanalysis.

A classi�cationsucceeds(i.e., is x-sensitivewherex is
the attribute) if it is the �rst attribute in which all the
controlledoperationsin thatclasshave thesameautho-
rizations.Notethatotherclassesat thesamesensitivity
thathavethesameauthorizationsareaggregatedto form
themaximal-sizedclasses.Oncetheclassesarecreated
it is a manualprocessto verify that the authorizations
for eachclassis correct. For the �le system,the num-
berof classesis smallenoughthatmanualveri�cation is
practical.

As anexample,considertheread systemcall. File op-
erationsaredatatype-sensitivebecauseall controlledop-
erationson �le objectsareauthorizedfor read . Man-
ual veri�cation involvescheckingthat readpermission
for �les is suf�cient. Sincethereadauthorizationalsois
intendedfor the�le' s inode,we markthe�le' s inodeas
authorizedfor read aswell. However, afterclassi�ca-
tion, oneinodecontrolledoperationis notauthorized.It
is on a differentobject,so inodeoperationsareobject-
sensitive. This is an operationon the directory inode
of the �le to determinewhethera signalshouldbesent
asa resultof a readin this directory. Several other�le
systemcalls alsoperformtest for noti�cation, andno-

ti�cation is only performedif theoriginal �le operation
is authorized.Therefore,we cansaythat this directory
inodeshouldalsobeauthorizedfor �le read.Thesame
goesfor the currenttaskandsuperblockaswell. It is
straightfoward to extendthecollectionto do this, how-
ever. Ultimately, wewouldexpectthatall controlledop-
erationsin theread systemcall areauthorizedfor read
access.

Otherthan�nding anauthorizationcompletelymissing,
themostcommonway for identifying anerroris to �nd
two classi�cations(i.e., two aggregateswith different
authorizations)that performan importantcommonop-
eration. This situationoccurredin fcntl wheretwo
differentclassi�cations(basedon differentsystemcall
inputs) operateon the samef_owner �eld (seeSec-
tion 4.2.4).

In comparisonto staticanalysis,we bothverify that the
objectsareauthorizedandverify whattheauthorizations
shouldbein asinglestep.Boththestaticandruntimeap-
proachesenablequick veri�cation thatthe�le andmost
inodesareauthorizedproperly. Both identify thatthedi-
rectory inode is not authorized. In both cases,manual
examinationis necessaryto determinewhetherthereis
anexploitablesituation.However, theruntimeapproach
hasan advantagethat it is easierto stateadditionalau-
thorizations,suchasfor thedirectoryinodein theread
systemcall. Also, theveri�cation of thespeci�c policy
operationauthorizedis easierin theruntimeanalysis.

3.3 NecessaryData Collection

By logging systemcall entry/exits/arguments,function
entry/exits, controlledoperations(i.e., object,datatype,
member, andoperation),andauthorizations,we collect
all thenecessaryvaluesfor thesensitivity attributes.All
the information can be easily logged,but the identi�-
cationof meaningfulobject identi�ers andsystemcall



inputchangesneedsomefurtheranalysis.

During execution, objectsare referencedvia function
pointers,but this is not necessarilya suf�cient identi-
�cation of anobject.For example,aninodehasapersis-
tentidenti�er (i.e.,device, inodenumber)thatis usedin
authorization.Therefore,for eachdatatypewe de�ne a
speci�c approachfor computingtheir objectidenti�ers.
Theseidenti�ers areusedfor determiningall operations
andauthorizationsonanobject.

Acrosssystemcalls,we assumeobjectsthatareusedin
the samevariablehave the sameauthorizationrequire-
ments.To simulatethis we usethe�rst controlledoper-
ation in which anobjectappearsasan identi�er. If two
objectsare�rst accessedin the samecontrolledopera-
tion they mustbe assignedto thesamevariable. How-
ever, different executionpathsmay result in the same
variablebeing usedin a different controlledoperation
�rst. However, aggregationof classeswith thesameau-
thorizationrequirementswill mergethesecases,so this
assumptionhasproveneffective.

Thesystemcall argumentschangeon almosteverycall,
but only a few of theargumentsreally impactauthoriza-
tions(e.g.,theaccess�ag onopen ). Therefore,wecol-
lect the arguments,but only usethe argumentsthat we
havefoundimpactauthorizationrequirementsto dopar-
titioning. Only afew systemcallsthatwehaveexamined
have differentauthorizationsbasedon their input argu-
ments,suchas open , ioctl , and fcntl . Because
differentauthorizationsareusedbasedon different in-
puts, thesesystemcalls aremorecomplex, andhence,
moreproneto errors.

4 Implementation

Completeauthorizationis veri�ed by analyzing(of�ine)
akernelexecutionlog. Thissectiondescribestheimple-
mentationof thetool thatcreatesthis log, theimplemen-
tationof thelog �ltering tool usedto prepareanddisplay
analysisdata,andtheresultsof our analysisthusfar.

4.1 Collecting Runtime Inf ormation

4.1.1 Log Contents

Table2 shows the informationcollectedduringruntime
analysis.Controlledoperationsareidenti�ed by the tu-
ple (instruction pointer, object type, member, access).
A controlled operation ID is assignedto eachunique
combination.Authorizationsareuniquelyidenti�ed by
(LSM hook, policy operation). Like controlled oper-

RecordType Data

ControlledOp. Context ID ControlledOp. ID OID
Authorization Context ID Auth. ID OID
FunctionEntry Context ID InstructionAddr.
FunctionExit Context ID

Table2: Log RecordTypes

ations,a uniqueauthorizationID is assignedto each.
Functionentryandexit arerecordedaswell. Thefunc-
tion entryaddressuniquelyidenti�es thefunction.

For each controlled operation or authorization per-
formed, the log must includethe identity of the object
(e.g., inode)involved. Object identities(OIDs) arede-
�ned perobjecttype, for example,inodesareidenti�ed
by (device ID, inode number)while tasksare identi-
�ed by process-ID.OIDs areonly requiredto beunique
within a context.

We usetheconceptof a context to meantheprocessing
of a kernel event (e.g., a systemcall). Authorizations
areobviouslyonly valid in thecontext in which they are
executed,therefore,thelog entriesmustalsoincludethe
context of controlledoperationsandauthorizations.

4.1.2 Collection Overview

Figure3 presentsan overview of the tool. Creationof
the log involvesthreestages:the requiredinformation
mustbe generated,it mustbe collected,andit mustbe
written to thelog.

Informationis generatedin threedifferentways. First,
authorization information is generatedby the LSM
hooks. Second,controlledoperationdetailsaregener-
atedby compiling the kernel with a modi�ed version
of GCCthatidenti�es controlledoperations,andinstru-
mentsthe kernel with calls to a handlerfunction be-
fore all such operations. Control-�ow information is
alsogeneratedby instrumentingthe kernelat compile-
time. Third, context informationis generatedby placing
breakpointsin thekernel. Thesethreemethodsaredis-
cussedin moredetail in thefollowing sections.

Four kernelmodulesareloadedto receive the informa-
tion shown in Figure3. Thesemodulesperformcoarse-
grained�ltering, and arrangethe information into the
correctformat,beforepassingtherecordto the logging
module. The logging moduleassignsa context ID to
the incomingrecordsandwrites the informationinto a
buffer.



Logging Module

Instrumented Calls

Linux

Control-Flow Filter

Context Filter

Authorisation Filter

Controlled Op. Filter
Instrumented Calls

Breakpoints

LSM Hooks

/proc

Kernel

Figure3: ImplementationArchitecture

4.1.3 Authorization Inf ormation

Hooksto log authorizationinformationarealreadypro-
videdby theLSM patch,so little additionalimplemen-
tation is required. The authorization�lter is simply an
LSM modulethataddsalogentryfor eachauthorization.
Theselog entries identify the authorizationthat was
performed(e.g.,RMDIR PARENT, RMDIR TARGET)
andtheobjectauthorized.

4.1.4 Controlled Operations

To log controlledoperations,we�rst haveto locatecon-
trolledoperationsin thekernel,andthenprovideamech-
anismfor detectingtheexecutionof theseoperations.

Identifying controlledoperationsin the kernel requires
sourceanalysis.Ratherthana directsource-codeanaly-
sis (which is dif�cult), we choseto identify controlled
operationsby analyzingGCC's intermediatetree rep-
resentation. As Linux dependson GCC extensions,
a source-codeanalysiswould require using the GCC
parser, thereforemakinguseof thetreeit alreadybuilds
seemslogical. To identify controlledoperations,we tra-
versethe tree looking for expressionsin which mem-
bers of mediateddata types are accessed2. When a
controlled operationis detectedwe insert a call to a
function__controlled_op thatincludestheobject,
type,member, andaccess,beforethestatementin which
theexpressionexists. If theexpressionis thecondition
statementof aloop,thenacall is insertedbeforetheloop
andat theendof eachiteration.Thiscall containsall the
informationrequiredto identify thecontrolledoperation
andallow thehandlerto extracttheidentityof theobject.

2TheseareCOMPONENTREFnodeswheretheresultanttypeof
the�rst operandis amediatedtype.

A coupleof accessescauseproblemsfor this approach.
First, it is possibleto modify astructurememberby tak-
ing theaddressof a member, storingit to a pointer, and
changingthe membervia the pointer. Sincethe initial
accessis a readinto the pointervariable,it is possible
thatwemaymissthesubsequentwrite. Ratherthanper-
formingmoreextensivesourceanalysisto identify these
cases,we simply detectwhenaliasingoccurs. Second,
it is also possiblethat we miss accessesto controlled
datastructureswhen they are cast to a non-controlled
type. This is alsodetected.Our initial analysisshows
that thesecasesoccur in a small numberof ways (al-
thoughfor the �rst, a large numberof times), so they
canbehandledasspecialcases.

4.1.5 Control Flow

Control �o w informationis generatedby compiling the
kernelwith the-finstrument-functions switch
providedby GCC-3.0.This optioncausesthecompiler
to insertcalls to handlerfunctionsat the entry andexit
of every function.Thesehandlerfunctionsthenpassthe
informationto theappropriatemodule.

4.1.6 Context Inf ormation

As theremaybemultiple executioncontexts in theker-
nel at anytime, all log entriesmust containa context
ID, so the analysiscan tell which entriesrelateto one
another. Unfortunately, no key is available that will
uniquely identify a singleexecutioncontext, therefore,
we must choosea non-uniquekey and de�ne an ap-
proachto distinguishcontextswith thesamekey.

Wechosethebaseof thecurrentkernelstackasthenon-
uniquekey asweneedakey thatisatleastuniqueamong
concurrentlyactive executions,and it would seemim-
possiblefor this property to be violated for the stack.
While it is uniqueamongconcurrentlyactiveexecutions,
thekernelstackis not uniqueper-context for threerea-
sons: all system-callsfrom the sameprocessuse the
samekernelstack,oncea processdies its kernelstack
may be allocatedto a new process,andinterruptsexe-
cutewith thekernelstackof theprocessthey interrupt.
The critical propertyhereis that althoughthe context
key is not unique,contexts with thesamekey arenever
interleaved. Therefore,by recordingthebeginningand
endof a context (andtheassociatedkey), we canunam-
biguouslyassignlog entriesto contexts.

Fortunately, thereare only a few points wherea con-
text canbegin (all locatedin entry.S ), anda roughly



equalnumberof placesthat contexts canend. The exit
systemcall is anexceptionalcasesinceit never returns,
therefore,theschedule() call in do_exit() is also
identi�ed asa context exit point. To generatethis infor-
mationat run time, the context �lter insertsbreakpoint
instructionsinto the(memory-imageof the)kernelatall
entry andexit points. Whena breakpointis executed,
thecontext �lter createsa log entrycontainingthecon-
text key, andwhetherthis is the beginning or endof a
context.

4.1.7 Performance

Wedidasimpleperformancecheckto determinetheper-
formancedegradationin the instrumentedkernel. On
anunmodi�ed Linux kernel,LMBenchcon�guredfor a
“f astbenchmark”took 3 minutesand4 secondsto run.
Theinstrumentedkerneltook 3 minutesand24seconds
to run thesamebenchmarkfor a degradationof slightly
over10%.We believethatthis overheadis quiteaccept-
ablefor suchanalyses.In this test,asin theresultscol-
lection describedabove, we sample1 out of 20 system
calls. Thereasonfor this is to keepthe log growth rate
lower thanthedisk throughputrate. Sincethesebench-
marksperform the samesystemcalls many times, we
did not noticethatwe “lost” any security-relevantinfor-
mation. If necessary, a policy for determiningwhento
dropa log entrycanbedevised.

4.2 Log Analysis

We have also built a tool that enableslog analysisfor
identifyingsensitivities in authorizationrequirementsas
describedin Section3.1. The tool enablesspeci�ca-
tion of rulesfor extractingthedesiredlog entries,called
log �ltering rules, andcomputesthe authorizationsen-
sitivities given the extractedentries. We can generate
two typesof displaysfor sensitivities: (1) authorization
graphsthatshow thesensitivesbetweeneachauthoriza-
tion and controlled operationand (2) sensitivityclass
lists that show the aggregationof controlledoperations
by authorizationsandsensitivity attribute.

While the analysistool enables�e xible analysis,we
have found thatan optimistic approachis theeasiestto
manage.That is, we write rulesto identify sensitivities
at thehighestlevel attribute,systemcall. If all thecon-
trolled operationsin thesystemcall executionhave the
sameauthorizations(i.e.,aresystemcall sensitive), then
we only have to verify that the authorizationsarecor-
rect. If not, we examinewhethersystemcall inputsare
responsiblefor thesensitivity. Analysisfor systemcall
input sensitivity is somewhat ad hoc, sincetherearea

large numberof possibleinputs,but very few have an
effect on authorizations.Authorizationgraphsareuse-
ful for this taskbecausethey give anoverall view of the
authorizationstatus.After tuning the log �ltering rules
to handlesystemcall input sensitivities, we thengener-
atepartitions(i.e., sensitivity classlists) for controlled
operationsto do theremainingsensitivity analysis.

4.2.1 Log Filtering Rules

The log �ltering tool takesan executionlog andsetof
�ltering rulesas input, andoutputsthe log entriesthat
matchthe rules. The rule languageis currently rather
low-level,aswehavebeenconcernedmorewith demon-
stratingfeasibility ratherthancreatinga nicehigh-level
rule language.However, we demonstratethe rule lan-
guageto give a senseof the typesof analysesthat are
possible.

A rulebaseis de�nedby asetof rulesthatde�ne match-
ing requirements.A rule consistsof: (1) an index; (2)
a dependency speci�cation;(3) a setof statements.The
index identi�es therulewithin therulebase.Thedepen-
dency statesrelationshipsto other rules by index. We
canstatethata rule canonly matchentriesthatarealso
matchedby anotherrule,

��� ��� �

, where
�

is theindex of
theotherrule. Also, we canstatethata dependency that
a rule doesnot includeentriesmatchedby anotherrule

�

, as
���
��� �

. Lastly, thestatementsdescribethematching
conditionsfor entries.Thesearespeci�edby identifying
theentrytype(id type),andthenmatchingtype-speci�c
attributes.Entry typesinclude: events(CONTEXT), au-
thorizations(SEC_CHK), functions (FUNC), and con-
trolled operations(CNTL_OP).

Figure 4 shows someexamplerules. The path sensi-
tiverule�nds all authorizationsin thecontext of aread
systemcall whena controlledoperationat thespeci�ed
addressis run. The �rst line collectsall context entries
for a readsystemcall (i.e., thestartof thesystemcall).
Thesecondline collectsall entriesof controlledopera-
tions at the speci�ed location. The (D,1) meansthat
this statementis dependenton statement1, soonly en-
tries within the read systemcall context will be col-
lected. The third line collectsall authorizationswithin
the read systemcall context. In this case,eachexe-
cutionof this controlledoperationshouldhavethesame
authorizationsor thereis a violationof thepathinsensi-
tivity invariantthatprohibitsacontrolledoperationfrom
having multiple setsof legalauthorizations.

Thefunctionsensitiverulecollectsall authorizationsand
controlled operationsof “read inode memberi �ock”
within a read systemcall context. The speci�cation



# Path sensitive rule for operation at

0xc014f046

1 = (+,id type,CONTEXT) (+,di cfm eax,READ)

2 (D,1) = (+,id type,CNTL OP)

(+,di dfm ip,0xc014f046)

3 (D,1) = (+,id type,SEC CHK)

# Member sensitive rule for inode member

i flock read access

1 = (+,id type,CONTEXT) (+,di cfm eax,READ)

2 (D,1) = (+,id type,CNTL OP)

(+,di dfm class,OT INODE)

(+,di dfm member,i flock)

(+,di dfm access,OP READ)

3 (D,1) = (+,id type,SEC CHK)

# Input sensitive rule for open for read ac-

cess, but not path walk

1 = (+,id type,CONTEXT) (+,di cfm eax,OPEN)

(+,co ecx,RDONLY)

2 (D,1) = (+,id type,FUNC)

(+,di ffm ip,path walk)

3 (D,1)(N,2) = (+,ALL,0,0)

Figure 4: Example authorizationsensitivity �ltering
rules

of (D,1) on the secondline meansthat all controlled
operationsof this type within a read systemcall will
be extracted. If the authorizationsassociatedwith this
controlledoperationarenot thesame,thenthemember
accessis sensitive to its location.

The systemcall input sensitive rule collectsall the log
entriesin eachopen systemcall for read-onlyaccess.
The authorizationsof the open systemcall dependon
theaccessfor which the�le is opened,soopen is sys-
tem call input sensitive. Further, we alsoshow a nega-
tive�lter in thisrule thateliminatesall entrieswithin the
scopeof thepath_walk function. Theauthorizations
for �le lookup,includingany link traversal,canbesep-
aratedfrom thosefor authorizingthe openof this �le.
Such�ltering capabilitiesenableus to chooseour anal-
ysisscope�e xibly.

4.2.2 Graphical Log Analysis

The analysistool can also generategraphsthat enable
visual analysisof the �ltered data. Using thesegraphs,
it is possibleto verify the authorizationsensitivities by
inspection,as we will describebelow. An authoriza-
tion graphconsistsof two setsof nodesin a �ltered log:

SCN_FILE_FCNTL(0x400)(sys_fcntl64)

SCN_FILE_FCNTL(0x8)(sys_fcntl64)

SCN_FILE_SET_FOWNER(0x0)(do_fcntl)

(lease_modify, locks.c, 1198) (OT_FILE, 480, read)

(lease_modify, locks.c, 1199) (OT_FILE, 480, read)

(lease_modify, locks.c, 1200) (OT_FILE, 480, read)

(lease_modify, locks.c, 1201) (OT_FILE, 480, read)

(fput, file_table.c, 109) (OT_FILE, 64, read)

(fput, file_table.c, 111) (OT_FILE, 96, read)

(do_fcntl, fcntl.c, 332) (OT_FILE, 480, read)

(do_fcntl, fcntl.c, 369) (OT_FILE, 480, read)

(do_fcntl, fcntl.c, 369) (OT_FILE, 480, read)

Figure 5: Authorization graph for fcntl calls
for F SETLEASE (controlled operations in
lease modify and fput ) and F SETOWN(con-
trolled operationsin do fcntl and put ). When
commandis F SETOWNbothFCNTLandSET OWNER
are authorized, but only FCNTL is authorized for
F SETLEASE.

(1) the controlledoperationsand(2) the authorizations
made.Edgesaredrawn from eachcontrolledoperation
to theauthorizationsthathave beensatis�ed whenit is
run. Thereare two typesof edges: (1) alwaysedges
meanthat theassociatedauthorizationis satis�ed every
time the controlledoperationis run and(2) sometimes
edgesmeanthattheassociatedauthorizationis satis�ed
at leastoncewhenthecontrolledoperationis run.

An alwaysedge(aswell asthe lack of an edge)means
that the authorizationis not sensitive to lower-level at-
tributes. A sometimesedgeindicatesa sensitivity. The
lackof anedgewhereanedgewouldbeexpectedwould
indicateamissingauthorization.

Figure 5 shows an example authorization graph.
The example graph is displayed using the daVinci
graph visualization tool 3 [14]. In this case, the
authorizationgraph shows the controlled operations
and the authorizations for two types of fcntl

3daVinci is only a temporarysolution.It hasbeentakenout of the
freeware domain,so we areplanningon switching to anothergraph
visualizationtool beforeany �nal publication.Therefore,thesegraphs
areincludedto show what an authorizationgraphlooks like, andwe
will includegraphsbasedonanothertool at publication.



calls: (1) fcntl(fd, F_SETOWN, pid_owner)
and (2) fcntl(fd,F_SETLEASE,F_UNLCK) . The
controlled operationnodesinclude location (function
name,�le name,line number)andoperation(datatype,
memberoffset,operationtype)information.Theautho-
rizationnodesincludetheauthorization,command,and
functioncontainingtheauthorization.Alwaysedgesare
indicatedby a solid line andsometimesedgesareindi-
catedby a dashedline. If no edgeexistsbetweena con-
trolled operationandan authorization,thenthat autho-
rizationis neverperformedfor thatoperation.

By visuallyanalyzingthisgraphwecanidentify whether
theinvariantsdescribedin Section3.2.1holdfor thecur-
rentgraphor not. In thiscase,thesometimesrelationbe-
tweenfput andits authorizationsmayindicatea prob-
lem. Also, the fact that differentsetsof authorizations
aremadefor the same�eld (memberoffset 480 which
happensto be f_owner ) may be indicative of a prob-
lem. Manual investigationis then requiredto identify
whetherany inconsistency is dueto anerroror a legiti-
matesensitivity.

4.2.3 Sensitivity ClassLists

Thesensitivity classlists show thepartitionof thecon-
trolledoperationsbysensitivity level in whichauthoriza-
tions areconsistentand the authorizationrequirements
at thoselevels. This partition is computedusing the
algorithm describedin Section3.2.2. The sensitivity
classlists provide a different view than the authoriza-
tion graphsof the sameauthorizationresults. Whereas
an authorizationgraphshows the relationshipbetween
eachindividual controlledoperationandauthorization,
the sensitivity class lists show the collection of con-
trolled operationswith the sameauthorizationrequire-
ments. The sensitivity classlists makesmoreobvious
thenumberof differentauthorizationcasesthatexist in
thedata.Also, thesensitivity classlists areeasierto use
in regressiontestingsincethey aretextual [8].

Figure6 showsthepartitionof controlledoperationsfor
the read systemcall. This partition is usedastheex-
amplein Section3.2. As describedthere,the sensitiv-
ity classlist shows two classesthat aresensitive at the
datatypelevel: one for tasksand superblockswith no
authorizationsandonefor �les with readauthorization.
Then, the sensitivity classlist hastwo classesthat are
object-sensitive: one for the inode that is readautho-
rizedandonefor its directorythathasnoauthorizations.
Ultimately, we expectto annotatecurrenttask,�le' s di-
rectory, and�le' s superblockasreadauthorizedwhich
will result in all controlledoperationshaving the same

DFN d 0 FILE f dentry -1

DFN d 0 FILE f dentry 1

DFN d 0 FILE f vfsmnt -1

DFN d 0 FILE f op -1

...

SFN(ALWAYS) d 0 FILE READ

-----------------------

DFN d 1 SUPERBLOCKs blocksize -1

DFN d 1 SUPERBLOCKs type -1

...

DFN d 1 TASK state -1

DFN d 1 TASK state 0

DFN d 1 TASK flags -1

...

SFN() NONE

-----------------------

DFN o 0 INODE i blocks -1

DFN o 0 INODE i blocks 1

DFN o 0 INODE i version -1

...

SFN(ALWAYS) o 0 FILE READ

-----------------------

DFN o 1 INODE i dnotify mask -1

SFN() NONE

-----------------------

Figure6: Sensitivity classlist for read systemcall with
the following �elds: (1) entry type (DFN or SFN); (2)
sensitivity ( � for datatypeand � for object); (3) class
number;(4) datatype;(5) member;(6) accessidenti�er.



# fcntl for F SETOWNwith just the field

f owner

1 = (+,id type,CONTEXT) (+,di cfm eax,fcntl)

(+,co ecx,F SETOWN)

2 (D,1) = (+,id type,SEC CHK)

3 (D,1) = (+,id type,CNTL OP)

(+,di dfm member,f owner)

# fcntl for F SETLEASE with just the field

f owner

4 = (+,id type,CONTEXT) (+,di cfm eax,fcntl)

(+,co ecx,F SETLEASE) (+,co edx,F UNLCK)

5 (D,4) = (+,id type,SEC CHK)

6 (D,4) = (+,id type,CNTL OP)

(+,di dfm member,f owner)

Figure7: Rulesfor �nding thef owner anomaly.

authorization(i.e.,beingsystemcall sensitive).

Most of our experienceis with the �le systemalthough
wehavealsoexaminedtaskauthorizations.Mostobjects
have eitheroneor no authorizations,so the sensitivity
classlistsarenottoocomplex. Thesystemcall unlink
is oneof thefew whereanobjecthasmultipleauthoriza-
tions. Using sensitivity classlists it is easyto seethat
thedirectoryinodehasthreeauthorizations(exec,write,
unlink dir) and the inode being removed hasone (un-
link �le) becausethey areobject-sensitiveandplacedin
differentclasses.Thus,for the �le systemandthe task
operationswe have examined,authorizationgraphsand
sensitivity classlists have beensuf�cient to verify au-
thorizations.

4.2.4 SampleAnalysis

Webrie�y demonstrateasampleanalysisfor ananomaly
thatwe found. While theapproachto �nding anomalies
wasdevelopedconcurrentlyto actually �nding anoma-
lies, we usedroughly the sameapproachas described
althoughsomeof it wasnot automated.This anomaly
occursin the fcntl systemcall. The sensitivity class
list for fcntl shows that its authorizationsaresystem
call input sensitive. Thevaluesof thecmd andarg pa-
rametersto fcntl can changethe authorizationsthat
arerequired.We useauthorizationgraphsto look at the
authorizationsunderthedifferentinputssinceit is eas-
ier to seecoarse-grainedproblems– lots of sometimes
edgesoccur.

Figure 7 contains two sets of rules: (1) one
which collects all authorizationsand controlled op-
erations of the �le structure �eld f_owner in

a fcntl(fd, F_SETOWN, pid_owner) system
call and (2) one which collects all authorizations
and controlled operationson the �eld f_owner in
a fcntl(fd, F_SETLEASE, F_UNLCK) system
call. Notethatthisissamerule(lessthefput controlled
operations)usedto generatethegraphin Figure5.

In Figure5, we seethat someof the controlledopera-
tionsareauthorizedfor the fcntl andset_fowner
authorizationsandsomeareonly authorizedfor fcntl .
This is despitethefactthatthecontrolledoperationsac-
cessthe same�eld, f_owner (offset480). Given this
anomaly, we examinedthe kernel sourceto determine
whetheranexploit of this anomalyis possible.We dis-
cusstheresultsof this analysisin thenext section.

4.3 Results

We appliedthe December10, 2001 LSM patchto the
Linux 2.4.16sourceandcompiledthekernelusingour
modi�ed version of GCC-3.0 4. To createan exe-
cution log to analyze,we executedin parallel three
instancesof LMBench, the SAINT vulnerability tool
(www.wwdsi.com/saint/),a kernel compile, somereg-
ular usage,andsometestprogramsthatwe wroteaswe
becamesuspiciousof anomalies.Sincetheeffectiveness
of runtimeanalysisdependsonrunningenoughcode,the
developmentof benchmarksthatcovertheenoughof the
interestingpathsmustbedeveloped.For example,LM-
Benchonly runsabout20% of the kernelcode. Also,
our staticanalysistool �nds someotherpotentialerrors
for which benchmarksshouldbewritten to determineif
they canbeexploited.

We have instrumentedthe kernel to collect controlled
operationson themajorkerneldatastructures:�les, in-
odes,superblocks,tasks,sockets,andskbuffs. Thusfar,
we haveonly donea detailedanalysison the�le system
authorizations,andaninitial analysison taskauthoriza-
tions. Sincethe �le systemis fairly well-understood,
we did not expecta largenumberof anomalies,but we
foundsomenonetheless.

� Member Sensitive (multiple system calls): We
found that there is no authorizationhook in the
functionsetgroups16 , but thatwe canresetthe
task's groupset.An authorizationprotectsthis op-
erationin setgroups . Thishookwasmissedbe-
causethesebackwardsABI-compatible16-bit task
operations,suchassetuid16 andsetchown16

4Keepingup with kernelversionis not a greatdealof work. We
have thesystemrunningon Linux 2.4.18now, andtheonly thing we
hadto dowasupdateourauthorization�lter to thecurrentLSM inter-
face.



usuallyconvert their 16-bit valuesto 32-bit values
andcall thecurrentversionsthatdo containautho-
rizations. However, sincesetgroups16 setsan
array, it is easiernot to convert the array, so the
currentversion(thatcontainsa hook)is not called.
Note that there is no setgroups16 call in the
currentversionof libc, so we hadto write an as-
semblerprogramto performthis exploit.

� Member Sensitive (single system call): The
f_owner.pid member of struct file
tells the kernel which processto send signals
to regardingIO on this �le. Setting this �eld is
authorized by security_ops->file_ops-
>set_fowner if the usertries to set it directly
via fcntl(fd, F_SETOWN, pid_owner) .
However, if a user removes a leasefrom a �le
via fcntl( fd, F_SETLEASE, F_UNLCK),
the owner is set to zero without the authoriza-
tion being performed. Furthermore,a process
can set the owner of a Universal TUN device
(drivers/net/tun.c)to itself without the authoriza-
tion beingperformed.To achieve this, theprocess
calls ioctl(fd, F_SETFL, FASYNC) on an
open,attached,TUN device.

� Member Sensitive (single system call): Dur-
ing our investigation of the sensitivity of
filp.f_owner described above, we we
found that accessto filp.f_owner.signum
(the signal that should be sent upon IO com-
pletion) can be set without the authorizationvia
fcntl(fd, F_SETSIG, sig) .

� System Call Sensitive (missing authorization):
A security_ops->file_ops->read() au-
thorizationis performedat the beginning of every
read systemcall. This authorizationis required
sincetheauthorizationperformedwhenthe�le was
originally openedmay no longer be valid, due to
theprocesschangingits securityattributes,the �le
changingits securityattributes,the �le beingused
by anew process,or achangein thesecuritypolicy.
This authorization,however, is not performeddur-
ing a page-fault on a memory-mapped�le. There-
fore, oncea processhasmemory-mappeda �le it
cancontinueto readthe �le regardlessof changes
to securityattributesor securitypolicy.

We engagedin a discussionwith thatresultedin a patch
to all theanomalies,excepttheonefor readingmemory-
mapped�les. Thecommunitydecidedthata �le thatre-
quiresreadauthorizationmustnot bememory-mapped.
We areencouragedthatwe have beenableto help �nd
and�x hook placementproblems.We have found that

theanalysisapproachcandocumentthecurrentstateof
anLSM kernel,sofutureLSM kernelscanberegression
tested.Also, we aredevelopingan approachthat takes
into accountboththestaticandruntimeanalyses.Lastly,
we arealsoencouragedthat our initial assumptionthat
LSM is mostlycorrectappearsvalid, at leastfor the�le
system.

5 Conclusions

In this paper, we presentedtools for assistingtheLinux
communityin verifying thecorrectnessof theLinux Se-
curityModules(LSM) framework. TheLSM framework
consistsof asetof authorizationhooksplacedinsidethe
kernel, so it is more dif�cult to identify the complete
mediationpoints.We leveragedthefactthatmostof the
LSM hooksare properly placedto identify misplaced
hooks. We usedstructurememberoperationson ma-
jor kerneldatastructuresasthemediationinterfaceand
collectedtheauthorizationsontheseoperations.By ana-
lyzing theoutputof aruntimeloggingtool, weidenti�ed
the operationswhoseauthorizationswere inconsistent.
We have analyzedthe �le systemandsometaskopera-
tionsandfoundsomeanomaliesthatcouldhavebeenex-
ploited.Working with theLSM community, theseprob-
lemshave sincebeen�x ed. For example,we foundthat
somevariantsof fcntl enabledoperationsto be per-
formedthatwereauthorizedin othercases.Ultimately,
we found that runtime analysisis useful for verifying
systemswhereainconsistenciesfromthenormarelikely
to be errors. Furtherdevelopmentof benchmarksfor
runtimeanalysisremainsanchallenge.
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