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Abstract

We presentuntimetoolsto assisthe Linux community
in verifying the correctnessf the Linux SecurityMod-
ules(LSM) framework. TheLSM frameawork consistof
a setof authorizatiorhooksinsertednto the Linux ker-
nel to enableadditionalauthorizationgo be performed
(e.g.,for mandatoryaccesontrol). Whencomparedo
systemcall interposition authorizatiorwithin thekernel
hasboth securityand performanceadvantagesbhut it is
moredif cult to verify thatplacemenbf theLSM hooks
ensureshatall thekernel's security-sensitie operations
areauthorized.We have examinedboth staticand run-
time analysistechniquedor this veri cation, andhave
foundthemto becomplementaryStaticanalysiss more
comple to implementandtendsto generatenorefalse
positives,but coverageof all type-safeexecutionpathsis
possible Runtimeanalysidacksthecodeandinput cov-
erageof staticanalysisbut tendsto be simplerto gather
usefulinformation. The major simplifying factorin our
runtimeveri cation approachs thatwe canleveragethe
factthat mostof the LSM hooksare properlyplacedto
identify misplacechooks.Ourruntimeveri cation tools
collect the currentLSM authorizationsand nd incon-
sistenciedn theseauthorizations.We describeour ap-
proachfor performingruntimeveri cation, thedesignof
the tools thatimplementthis approachandthe anoma-
lous situationsfound in an LSM-patchedLinux 2.4.16
kernel.

1 Intr oduction

TheLinux SecurityModules(LSM) projectaimsto pro-
vide a genericframework from which a wide variety of
authorizatioomechanismandpoliciescanbe enforced.

Work donewith the authorwasatthe IBM T.J.WatsonResearch
Center

Sucha framework would enabledevelopersto imple-
ment authorizationmodulesof their choosingfor the
Linux kernel. Systemadministratorcanthenselectthe
modulethatbestenforcesheir systems securitypolicy.
For example moduleghatimplementmandatoryaccess
control (MAC) policiesto enablecontainmenbof com-
promisedsystemservicesareunderdevelopment.

TheLSM framework is a setof authorizatiorhooksin-
sertedinto the Linux kernel. Thesehooksde ne the
typesof authorizationghat a module can enforceand
their locations. Placingthe hooksin the kernelitself
ratherthanat the systemcall boundaryhassecurityand
performanceadwantageskirst, placinghookswherethe
operationsareimplementedensureghat the authorized
objectsarethe only onesused.For example,systemcall
interpositionis susceptibleo time-of-check-to-time-of-
use (TOCTTOU) attacks[2], where anotherobjectis
swappedfor the authorizedobject after authorization,
becausehe kernel doesnot necessarilyusethe object
authorizedy interposition.Secondsincetheauthoriza-
tionsareatthepointof theoperationthereis noneedto
redundantlytransformsystemcall argumentsto autho-
rize kernelobjects.

While placing the authorizationhooks in the kernel
canimprove security it is more dif cult to determine
whetherthe hooksmediateand authorizeall controlled
operations. The systemcall interfaceis a nice media-
tion point becausall the kernel's controlledoperations
(i.e.,operationghataccessecurity-sensitie data)must
eventually go throughthis interface. Insidethe kernel,
thereis no obvious analoguefor the systemcall inter-
face.Any kernelfunctioncancontainaccesse® oneor
more security-sensitie datastructures. Thus, ary me-
diation interfaceis at a lower-level of abstractione.g.,
inode memberaccess). In additionto mediation,it is
alsonecessaryo ensurethat the properaccessontrol
policy (e.g., write data)is enforcedfor eachsecurity-



sensitve operation. If thereis a mismatchbetweenthe
policy enforcedandthecontrolledoperationghatareex-
ecutedunderthatpolicy, unauthorizedperationsanbe
executed We believe thatmanualveri cation of thecor-
rect authorizationof a low-level mediationinterfaceis
impractical.

Much recenteffort hasfocusedon how static analysis
toolsmayaidin theveri cation of varioussecurityprop-
erties[4, 9, 12]. As is the trend now, we expectthat
staticanalysiswill beusedwherepossibleandruntime
analysiswill be usedto completethe analysis®. Thus,
we are proceedingwith the developmentof both static
andruntimeveri cation tools,andhave foundthatstatic
andruntimeanalysishave complementaryeatures Our
static analysisapproachenablescomprehensie veri -
cationthatthe variablesusedin security-sensitie oper
ationshave beenauthorized15]. However, it is dif cult
to statically determinethe authorizationrequirements
that shouldbe checled. This is becausdifferentdata
andcontrol o wswithin functionsmayrequiredifferent
authorizations A usefulinsightfor performingruntime
analysigs theassumptiorthatLSM authorizatiorhooks
arecorrectlyplacedin mostcases.Thus,veri cation is
amatterof nding andresolvinginconsistencies au-
thorizationrequirementaindverifying thatthe resultant
authorizatiorrequirementsre correct. Runtimeanaly-
sisenabledo implementthis approactby collectingthe
authorizationghat are actually performedand display-
ing the actualauthorizationsso anomalousases(i.e.,
missingor inconsistentuthorizationgor an operation)
canbeidenti ed.

In this paperwe presensruntimeveri cation approach
andtoolsto assistthe LSM communityandLinux ker-
nel developersin verifying thatthe LSM authorization
hookscompletelyauthorizeaccessesTheruntimeanal-
ysisapproachnvolves: (1) instrumentingheLinux ker
nelto collectsecurityrelevantruntimeevents(e.g.,ma-
jor kernelevents,suchassystemcalls, LSM authoriza-
tions, andcontrolledoperationsind(2) analysisof the
collecteddatato identify potential errors. We extend
GCC to performanalysesf its abstractsyntaxtreeto
add instrumentatiorto the Linux kernel as necessary
Kernelmodulescollectthe runtimeeventsgeneratedby
the instrumentation. We also have analysisprograms
that usea basic Itering languageto extractthe events
of interestfor analysis(e.g,for aparticularsystemcall),
generateauthorizationgraphsthat shov anomalousu-
thorizationsandsensitivityclasslists thataggreyateau-
thorizationrequirementascomprehensiely aspossible
to minimize the effort to verify authorizationrequire-

1Considerthe static checkingof type-safeC codewherepossible
andtheruntimecheckingof othercodeusedby Ccured[11].

ments. We have found threebugsin LSM hook place-
mentin the le systemthat have sincebeen x ed, and
anotheranomalythat resultedin signi cant discussion.
We demonstrat¢he useof thesetools on LSM-patched
Linux version2.4.16.

The remainderof the paperis structuredasfollows. In
Section2, we de ne the generalhook placementprob-
lem. In Section3, we develop an approachto solving
the generalhook placemenproblem. In Section4, we
outline the implementatiorof the tools and discussthe
analysegerformedandtheir results. In Section5, we
concludeanddescribefuturework.

2 GeneralHook PlacementProblems

2.1 Concepts

We identify the following key conceptdn the construc-
tion of anauthorizatiorframework:

Security-sensitve Operations: Thesearethe op-
erationsthatimpactthe securityof the system.

Controlled Operations: A subsetof security-
sensitve operationghatmediateaccesgo all other
security-sensitie operations.Theseoperationgle-
ne amediationinterface

Authorization Hooks: Thesearetheauthorization
checksn thesystem(e.g.,the LSM-patched_inux
kernel).

Policy Operations: Thesearethe conceptuabper
ationsauthorizedby the authorizatiorhooks.

Correctauthorizationhook placemenimustensurethat
the authorizationhooksauthorizeall security-sensitive
opemtions Suchauthorizationtestswhetherthe sys-
tem's authorizationpolicy permitsthe requestingprin-
cipal to executethe particularsecurity-sensitie opera-
tions. It is morecornvenientto expressauthorizatiorpol-
icy at a higherlevel (e.g., le reador write), so rather
thanauthorizingthe individual security-sensitie opera-
tionswe authorizeconceptuabperationsyhich we call
policy operations Further sincethe numberof security-
sensitve operationsanbe large, it is preferableto au-
thorize them onceat an interfacethat mediatesall the
security-sensitie operations.The setof controlled op-
erations de nes sucha mediationinterface. Thus, we
de ne our problemto verify that all controlledopera-
tions are authorizedfor the expectedpolicy operations
usingtheLSM authorizatiorhooks.
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Identifyingthe controlledoperationgs moredif cult for

thein-kernelmediationof LSM thanfor the systemcall

mediationmechanism®f the past. As showvn in Fig-

ure 1, the systemcall interfaceis well-known for pro-

viding mediationof all the security-sensitie operations
in the systemcall. Therefore the systemcall interface
can be usedboth as the controlled operationsand the

policy operations.

When authorizationhooksare insertedin the kernel, a
mediationinterfaceis no longer obvious, so the con-
trolled operation@ndtheirmappingto policy operations
is nolongersoeasyto identify. For example ratherthan
verifying le openfor write accessat the systemcall
interface,the LSM authorizationdor directory (exec),
link (follow link), andultimately, the le (write) areper
formedat thetime theseoperationsareto bedone. This
approacthasthebene tsof eliminatingsusceptibilityto
TOCTTOU attackq2] andredundantuthorizatiorpro-
cessingput in orderto verify the hook placementnore
work is necessaryo identify the controlledoperations,
the policy operationghey correspondo, andverify that
theauthorizatiorhooksauthorizethemproperly.

2.2 Relationshipsto Verify

Figure2 shavstherelationshipsetweerthe concepts.

1. Identify Controlled Operations: Find the set
of operationsthat de ne a mediation interface
throughwhich all security-sensitie operationsare
accessed.

2. Determine Authorization Requirements: For
eachcontrolled operation,identify the authoriza-
tion requirementgi.e., policy) thatmustbe autho-
rizedby the LSM hooks.

3. Verify Complete Authorization: For eachcon-
trolled operation verify thatthe correctauthoriza-
tion requirementsreauthorizecby LSM hooks.

4. Verify Hook PlacementClarity: Controlledoper
ationsimplementinga policy operationshouldbe
easily identi able from their authorizationhooks.
Otherwise eventrivial changedo the sourcemay
rendera hookinoperable.

The basicideais that we identify the controlledopera-
tionsandtheir authorizatiorrequirementsthenwe ver-
ify thattheauthorizatiorhooksmediatethosecontrolled
operationgproperly First, we needanapproacho nd
the controlledoperationsn the kernel. Secondpecause
the controlled operationsare at a lower level thanthe
policy operationgi.e., authorizationrequirements)ywe
needan approachby which the authorizationrequire-
mentsof eachcontrolledoperationcanbe determined.
Third, we needto compareheLSM hookauthorizations
madeto the expectedauthorizatiorrequirementsThese
tasksarecomplex for in-kernelauthorizationsoit is ob-
viousthatautomatedupportis required.

Lastly, to ensuremaintainability of the authorization
hookswe mustverify thatthe controlledoperationsep-
resentatie of eachpolicy operationcan be easily de-
terminedfrom the authorizationhook locations. This
work hasbeendone, but in interestof focusit is out-
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sidethe scopeof this paper This is work is presented
elsevhere[3].

2.3 RelatedWork

Recently static analysishasshovn promisein a vari-
ety of ways. First, existing programanalysistools have
beenusedto nd commonsecurityerrors,suchasbuffer
over ows andprintf  vulnerabilities[9, 12, 13]. We
also useone of thesetools, CQUAL [5], in our static
analysisapproach[15]. Thesetools requirea signi -
cantamountof codeannotationprior to their use(i.e.,
scaleswith sizeof the code).We performGCCanalysis
to automatethe annotatiortask,suchthatit is practical
for the Linux kernel. Suchanalysegendto erroron the
consenative side(i.e., no falsenegatives)which means
thatmorefalsepositvesthanreasonablenay be gener
ated. We areworking on secondaryanalysedo elimi-
nateobviousfalsepositives. Also, someanalysistasks
aredif cult to dowith staticanalysistools. In our case,
determiningheauthorizatiorrequirementsf individual
operationwould requirecomplex dataandcontrol o w
analysisbeyondthatintendedoy CQUAL.

Second Engleret al enablesextensionof GCC, called
xgcg to do sourceanalyseswhichthey referto asmeta-
compilation[4]. A rule languagecalledmetal is used
to expresghenecessargnalysisannotationgn ahigher

level language. Sincethe rules match multiple state-
ments,the amountof annotationeffort is reduced. A

variety of softwarebugs,including securityvulnerabili-

ties, have beenfound by this tool [1]. While it appears
that xgcc could be usedfor the static analysiswe per
form, the metalruleswould be more complec thanthe
CQUAL annotationandthe GCC analyses.Also, xgcc
is notintendedo derive authorizatiorrequirements.

Anotherrelatedproblemis the certi cation of systems.
Historically, the OrangeBook [10] wasusedfor guid-
ancein the constructionof secureoperatingsystems,
but this is now being supplantedoy the CommonCiri-
teria[7]. However, the certi cation taskis ad hoc and
laborious,andhasgenerallynot beensuccessfuin im-
proving the securityof commonly-usedperatingsys-
tems. Gutmannarguesin his thesis[6] that certi ca-
tion approachedncluding formal veri cation tools, are
doomedto failure unlessthey representonceptsat the
level of thesourcecode.Gutmanralsoadwcatesacom-
bination of staticand runtime analyses.The approach
thatwe usediffersfrom certi cation in the sensethatit
checksfor particularerrorsratherthan providing a top-
down assurancthattheoverallsystemmeetsts require-
ments.An interestingesearclyuestioris whetherasuf-
cient breadthanddepthof suchcheckscouldprovide a
con dencecomparabldo certi cation. Unlike certi ca-
tion, suchcon dencecould be maintainedasthe source
codeevolves.

3 Solution Description

The key insightwe leveragein runtime analysisfor the
Linux Security Modules(LSM) framework is that the
LSM authorizationhook placementis largely correct,
suchthat caseghat are inconsistentwith the norm are
likely to beindicative of anerror. For example,it would
be consideredunusualif a particularcontrolledopera-
tion hasdifferentauthorizatiorrequirementsndifferent
runsof the samesystemcall.

We have found that the attributesof controlledopera-
tions canbetotally-orderedwith respecto theirimpact
on authorizationrequirements.For example,if all the
controlledoperationsn a systemcall have the sameau-
thorizations,thenthe value of the otherattributesof a
controlledoperatiordo notaffecttheauthorizationgi.e.,
systenrcallis atthetop of theorder).We usethis knowl-

edgeto identify caseghatareanomalousi.e.,authoriza-
tions are sensitve to attributesthat they shouldnot be)
andto partitioncontrolledoperationgnto theirmaximal-
sizedclassedy commonauthorizations Furtherunex-

pectedsensitvities in theseclassesare usedto identify
errors.

In all of the discussiorbelaw, we usethe following as-
sumptions. First, we leveragethe type safetyof much



of the Linux kernel. This doesnot invalidateary of the
errorswe nd, but therecould be othererrorsaswell.
Secondye assumehataccesse®® objectsof theautho-
rized datatypesde ne the mediationinterface. These
datatypesare the onesthat correspondo systemcall
conceptye.g., les, inodes,soclets, skhuffs, ipc mes-
sagegqueuesegtc.). Accessto kerneldatais designedo
go throughthesedatastructures While we have not ex-
plicitly validatedthis, we have donesomemoredetailed
analysispresentectlsevhere[3].

3.1 Authorization Sensitvity Attrib utes

Table 1 lists the attributes of controlled operationsto

which authorizatiorrequirementsnay be sensitve. We

refer this group of attributescollectively asthe autho-
rization sensitivityattributes Eachcontrolledoperation
hasinformationaboutthe conditionsunderwhichit was
executedsystencall, systemcall inputs,function,loca-
tion in function, pathto controlledoperation)theobject
it wasexecutedupon (datatypeandobject),andthe op-
erationperformedmember/access).

Theseattributesaretotally-ordered suchthatif the au-

thorizationsof controlled operationsdiffer when the

value of onefactoris changedthenthe authorizations
alsodiffer whena higherfactoris changed.For exam-

ple, if two controlledoperationson a particularobject

have differentauthorizationsthenthatdatatypewill also

have differentauthorizationdor the two controlledop-

erations.

Corversely if the authorizationrequirementsof con-
trolled operationsareinsensitve to changesn onefac-
tor, thenthey arealsoinsensitve to changesn all lower
factors.For example,if all controlledoperationson the
samedatatypehave the sameauthorizationsthenso do
all controlledoperationson the same(structure)mem-
ber.

3.2 Authorization Sensitvity Impact

The classi cation of controlledoperationsby their au-
thorizationsensitvity dividesthe controlledoperations
into two catayories: (1) known anomaliesand (2) sen-
sitivity classesvhoseauthorizationrequirementseed
veri cation. In the rst case,sensitvity to some of
the authorizationsensitvity attributesis consideredl-
legal. We de ne invariantsbelow for thesecases. In
the secondcase,we partition the controlledoperations
into maximal-sizeatlassesvith thesameauthorizations.
Theseclassesenableveri cation of authorizationre-
guirementsand identi cation of anomalousclassi ca-
tions.

3.2.1 Anomalies

The sensitvity of authorizationgo the attributesbelon
thedoubleline in Figurel, intra-functionandpath, are
always consideredto be anomalous. Sensitvities of
thesetypes meanthat the execution path (path) or lo-
cation within a function (intra-function) determinethe
authorizatiorrequirementsf a particularcontrolledop-
erationon the samemember

The following invariantformally expresseur pathin-
sensitvity invariant.

Path Insensitivity Invariant

@)

This invariantstatesthat the samecontrolledoperation
( ) runin thesameevent( de ned by the
systencall andits inputs)musthave thesameauthoriza-
tion requirementgde ned by the function ). Thatis,

the executionpathwithin an eventcannotaffect a con-
trolled operations authorizatiorrequirements.

Similarly, we de ne an invariantfor intra-functionin-
sensitvity.

Intra-Function Insensitivity Invariant

In this case fwo controlledoperationsn the samefunc-
tion (computedoy the function ) andwhich make the
samememberaccess(computedby the function )
musthave the sameauthorizatiorrequirements .

3.2.2 Authorization Sensitvity Classes

For theothercaseswe cannoteasilyidentify themaser
rors. Insteadwe partitionthe controlledoperationsnto
authorizationsensitvity classesbasedon their autho-
rizationsandattribute sensitvity anddeterminewhether
their authorizatiorrequirementsrecorrect.

Theauthorizatiorsensitvity classcomputatioris asfol-
lows. For eachsensitvity level startingat the highest
(systemcall), we partitionthe controlledoperationsnto
sensitvity classeswvhereall controlledoperationshave
the samevaluefor the sensitvity attribute, thenwe test

(@)



Factor

Authorizationsare samefor:

SystemCall

all controlledoperationsn systemcall

Syscalllnputs

all controlledoperationsn samesystemcall with

samenputs
Datatype all controlledoperationson objectsof the samedatatype
Object all controlledoperationon the sameobject
Member all controlledoperationn samedatatypeaccessing
samememberwith sameoperation
Function all samemembercontrolledoperationsn samefunction

Intra-function

samecontrolledoperationinstance

Path

sameexecutionpathto samecontrolledoperationinstance

Tablel: AuthorizationSensitvity Factors:namesandeffectson authorizations

whetherthe classalso hasthe sameauthorizations. If
not, then we try the next lower attribute and partition
basedon both attributesandtestagain. This approach
repeatsuntil we have assignedevery controlledopera-
tion to a sensitvity class.

Partitioningdepend®ntheattribute. For thesystemcall
attribute, all the controlledoperationsof a systemcall
arein oneclass.For systencallinputs,all controlledop-
erationsof the samesystemcall andwith the sametype
of inputsareaggreyated(seeSection3.3below). Forthe
datatypeattribute, the controlled operationsare classi-
ed by the systemcall, inputs, and datatypeof the op-
erations object. Thus, successiely ner partitionsare
createdn eachstepof theanalysis.

A classi cationsucceeddi.e., is x-sensitivewherex is
the attribute) if it is the rst attribute in which all the
controlledoperationdn thatclasshave the sameautho-
rizations. Note thatotherclassesat the samesensitvity
thathave thesameauthorizationgreaggreyatedo form
the maximal-sizedtlassesOncethe classesrecreated
it is a manualprocesso verify that the authorizations
for eachclassis correct. For the le systemthe num-
berof classess smallenoughthatmanualveri cation is
practical.

As anexample,considettheread systemcall. File op-
erationsaredatatype-sensite becausall controlledop-
erationson le objectsareauthorizedfor read . Man-
ual veri cation involvescheckingthat readpermission
for les issufcient. Sincethereadauthorizatioralsois
intendedfor the le' sinode,we markthe le' sinodeas
authorizedor read aswell. However, afterclassi ca-
tion, oneinodecontrolledoperationis not authorized It

is on a differentobject,so inode operationsare object-
sensitve. This is an operationon the directory inode
of the le to determinewhethera signalshouldbe sent
asaresultof areadin this directory Severalother le

systemcalls also performtestfor noti cation, and no-

ti cation is only performedif the original le operation
is authorized.Therefore we cansaythatthis directory
inodeshouldalsobe authorizedfor le read. Thesame
goesfor the currenttask and superblockaswell. It is

straightfavard to extendthe collectionto do this, how-

ever. Ultimately, we would expectthatall controlledop-
erationsin theread systemcall areauthorizedor read
access.

Otherthan nding anauthorizationcompletelymissing,
themostcommonway for identifying anerroris to nd

two classi cations(i.e., two aggreateswith different
authorizations}that performan importantcommonop-
eration. This situationoccurredin fcntl  wheretwo
differentclassi cations(basedon differentsystemcall
inputs) operateon the samef_owner eld (seeSec-
tion 4.2.4).

In comparisorto staticanalysiswe both verify thatthe
objectsareauthorizedcandverify whattheauthorizations
shouldbein asinglestep.Boththestaticandruntimeap-
proachesnablequick veri cation thatthe le andmost
inodesareauthorizedoroperly Bothidentify thatthedi-
rectoryinodeis not authorized. In both casesmanual
examinationis necessaryo determinewhetherthereis
anexploitablesituation.However, theruntimeapproach
hasan adwantagethatit is easierto stateadditionalau-
thorizations suchasfor thedirectoryinodein theread
systemcall. Also, the veri cation of the speci ¢ policy
operatiorauthorizeds easielin theruntimeanalysis.

3.3 NecessanpData Collection

By logging systemcall entry/eits/aguments function
entry/«its, controlledoperationgi.e., object, datatype,
member and operation),andauthorizationsye collect
all thenecessaryaluesfor the sensitvity attributes.All
the information can be easily logged, but the identi -
cation of meaningfulobjectidenti ers and systemcall



inputchangesieedsomefurtheranalysis.

During execution, objectsare referencedvia function
pointers,but this is not necessarilya sufcient identi-
cation of anobject.For example,aninodehasa persis-
tentidenti er (i.e., device,inodenumber)thatis usedin
authorization.Therefore for eachdatatypewe de ne a
speci ¢ approachor computingtheir objectidenti ers.
Thesedenti ers areusedfor determiningall operations
andauthorization®n anobject.

Acrosssystemcalls, we assumenbjectsthatareusedin

the samevariablehave the sameauthorizationrequire-
ments.To simulatethis we usethe rst controlledoper

ationin which anobjectappearsasanidenti er. If two

objectsare rst accessedh the samecontrolledopera-
tion they mustbe assignedo the samevariable. How-

ever, differentexecutionpathsmay resultin the same
variable being usedin a different controlled operation
rst. However, aggreationof classesith the sameau-
thorizationrequirementsvill meige thesecasessothis

assumptiorhasproveneffective.

The systemcall agumentschangeon almostevery call,
but only afew of theargumentgeally impactauthoriza-
tions(e.g.,theaccessag onopen). Thereforewe col-
lect the aguments but only usethe argumentsthat we
have foundimpactauthorizatiorrequirementso do par
titioning. Only afew systenrtallsthatwe have examined
have differentauthorizationdasedon their input argu-
ments,suchasopen, ioctl , andfcntl Because
differentauthorizationsare usedbasedon differentin-
puts, thesesystemcalls are more comple, and hence,
moreproneto errors.

4 Implementation

Completeauthorizatioris veri ed by analyzing(of ine)
akernelexecutionlog. This sectiondescribesheimple-
mentatiorof thetool thatcreateghislog, theimplemen-
tationof thelog Itering tool usedto prepareanddisplay
analysisdata,andtheresultsof our analysighusfr.

4.1 Collecting Runtime Information

4.1.1 Log Contents

Table2 shows the informationcollectedduring runtime
analysis.Controlledoperationsareidenti ed by thetu-
ple (instruction pointer objecttype memberaccess)
A controlled operation ID is assignedo eachunique
combination. Authorizationsare uniquelyidenti ed by
(LSM.hook, policy operation). Like controlled oper

| RecordType | Data |

ControlledOp. | ConttID  ControlledOp.ID  OID
Authorization | ConttID  Auth. ID OID
FunctionEntry | ContetID  InstructionAddr.
FunctionExit Contet ID

Table2: Log RecordTypes

ations, a unique authorizationlD is assignedo each.
Functionentry andexit arerecordedaswell. Thefunc-
tion entryaddressiniquelyidenti es thefunction.

For each controlled operation or authorization per
formed, the log mustinclude the identity of the object
(e.g.,inode)involved. Objectidentities(OIDs) are de-
ned perobjecttype, for example,inodesareidenti ed
by (device ID, inode number)while tasksare identi-
ed by process-IDOIDs areonly requiredto be unique
within a context.

We usethe conceptof a contet to meanthe processing
of a kernelevent (e.g.,a systemcall). Authorizations
areobviously only valid in the context in which they are
executedthereforethelog entriesmustalsoincludethe
context of controlledoperationsandauthorizations.

4.1.2 Collection Overview

Figure 3 presentsan overview of the tool. Creationof
the log involvesthree stages:the requiredinformation
mustbe generatedit mustbe collected,andit mustbe
written to thelog.

Informationis generatedn threedifferentways. First,
authorizationinformation is generatedby the LSM
hooks. Second,controlledoperationdetailsare gener
ated by compiling the kernel with a modi ed version
of GCCthatidenti es controlledoperationsandinstru-
mentsthe kernel with calls to a handlerfunction be-
fore all suchoperations. Control- ow information is
alsogeneratedy instrumentingthe kernelat compile-
time. Third, context informationis generatedby placing
breakpointsn the kernel. Thesethreemethodsaredis-
cussedn moredetailin thefollowing sections.

Four kernelmodulesareloadedto receve the informa-
tion showvn in Figure3. Thesemodulesperformcoarse-
grained Itering, and arrangethe informationinto the
correctformat, beforepassingherecordto the logging

module. The logging module assignsa context ID to

the incomingrecordsandwrites the informationinto a

buffer.
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4.1.3 Authorization Information

Hooksto log authorizatiorinformationarealreadypro-
vided by the LSM patch,solittle additionalimplemen-
tationis required. The authorizationlter is simply an
LSM modulethataddsalog entryfor eachauthorization.
Theselog entriesidentify the authorizationthat was
performede.g.,RMDIR_PARENT, RMDIR_TARGET)
andthe objectauthorized.

4.1.4 Controlled Operations

To log controlledoperationsye rst haveto locatecon-
trolled operationsn thekernel,andthenprovideamech-
anismfor detectingthe executionof theseoperations.

Identifying controlledoperationsn the kernelrequires
sourceanalysis.Ratherthana directsource-cod@analy-
sis (which is dif cult), we choseto identify controlled
operationsby analyzingGCC's intermediatetree rep-
resentation. As Linux dependson GCC extensions,
a source-codeanalysiswould require using the GCC
parserthereforemakinguseof thetreeit alreadybuilds
seemdogical. To identify controlledoperationsye tra-
versethe tree looking for expressionsn which mem-
bers of mediateddatatypes are accessed. When a
controlled operationis detectedwe inserta call to a
function__controlled_op thatincludesthe object,
type,memberandaccessheforethe statemenin which
the expressionexists. If the expressioris the condition
statemenof aloop,thenacallis insertedbeforetheloop
andattheendof eachiteration. This call containsall the
informationrequiredto identify the controlledoperation
andallow thehandlerto extracttheidentity of theobject.

2Theseare COMPONENT.REF nodeswherethe resultantype of
the rst operands amediatedype.

A coupleof accessesauseproblemsfor this approach.
First, it is possibleto modify a structuremembetby tak-
ing the addres®f a membery storingit to a pointer, and
changingthe membervia the pointer Sincethe initial
accesds a readinto the pointervariable,it is possible
thatwe maymissthesubsequentrite. Ratherthanper
forming moreextensie sourceanalysigto identify these
caseswe simply detectwhenaliasingoccurs. Second,
it is also possiblethat we miss accesseso controlled
datastructureswhen they are castto a non-controlled
type. This is alsodetected.Our initial analysisshavs
that thesecasesoccurin a small numberof ways (al-
thoughfor the rst, alarge numberof times), so they
canbehandledasspecialcases.

4.1.5 Control Flow

Control o w informationis generatedy compilingthe
kernelwith the -finstrument-functions switch
provided by GCC-3.0. This option causeshe compiler
to insertcalls to handlerfunctionsat the entry and exit
of everyfunction. Thesehandlerfunctionsthenpassthe
informationto theappropriatenodule.

4.1.6 Context Information

As theremay be multiple executioncontets in the ker-
nel at anytime, all log entriesmust containa context
ID, sothe analysiscantell which entriesrelateto one
another Unfortunately no key is available that will
uniquelyidentify a single executioncontet, therefore,
we must choosea non-uniquekey and de ne an ap-
proachto distinguishcontexts with the samekey.

We chosethebaseof the currentkernelstackasthenon-
uniquekey aswe needakey thatis atleastuniqueamong
concurrentlyactive executions,andit would seemim-

possiblefor this propertyto be violated for the stack.
While it is uniqueamongconcurrenthactive executions,
the kernelstackis not uniquepercontext for threerea-
sons: all system-callsfrom the sameprocessuse the
samekernel stack,oncea procesdiesits kernelstack
may be allocatedto a new processandinterruptsexe-
cutewith the kernelstackof the processhey interrupt.
The critical property hereis that althoughthe context

key is not unique,contexts with the samekey arenever
interleaved. Therefore by recordingthe beginning and
endof acontext (andtheassociatettey), we canunam-
biguouslyassigrlog entriesto contexts.

Fortunately thereare only a few points wherea con-
text canbegin (all locatedin entry.S ), andaroughly



equalnumberof placesthat contexts canend. The exit

systemcall is an exceptionalcasesinceit neverreturns,
thereforetheschedule()  callindo_exit() isalso
identi ed asa context exit point. To generatehis infor-

mationat run time, the context Iter insertsbreakpoint
instructionsinto the (memory-imagef the)kernelatall

entry and exit points. Whena breakpointis executed,
thecontet Iter createsalog entry containingthe con-
text key, andwhetherthis is the beginning or end of a
context.

4.1.7 Performance

Wedid asimpleperformanceheckto determingheper
formancedggradationin the instrumentedkernel. On
anunmodi ed Linux kernel,LMBenchcon guredfor a
“fastbenchmarktook 3 minutesand4 secondgo run.
Theinstrumentedkerneltook 3 minutesand24 seconds
to run the samebenchmarkor a degradationof slightly
over 10%. We believe thatthis overheads quite accept-
ablefor suchanalysesln thistest,asin the resultscol-
lection describedabove, we samplel out of 20 system
calls. Thereasorfor thisis to keepthelog growth rate
lower thanthe disk throughputrate. Sincethesebench-
marks perform the samesystemcalls mary times, we
did not noticethatwe “lost” ary security-releantinfor-
mation. If necessarya policy for determiningwhento
dropalog entrycanbedevised.

4.2 Log Analysis

We have also built a tool that enabledog analysisfor
identifying sensitvities in authorizatiorrequirementss
describedin Section3.1. The tool enablesspeci ca-
tion of rulesfor extractingthedesiredog entries,called
log Itering rules andcomputeghe authorizationsen-
sitivities given the extractedentries. We can generate
two typesof displaysfor sensitvities: (1) authorization
graphsthatshav the sensitvesbetweereachauthoriza-
tion and controlled operationand (2) sensitivityclass
lists that shav the aggreyationof controlledoperations
by authorization@ndsensitvity attribute.

While the analysistool enables e xible analysis,we
have found that an optimistic approachis the easiesto
manage.Thatis, we write rulesto identify sensitvities
atthe highestlevel attribute, systemcall. If all thecon-
trolled operationgn the systemcall executionhave the
sameauthorizationgi.e.,aresystemcall sensitve), then
we only have to verify that the authorizationsare cor-
rect. If not, we examinewhethersystemcall inputsare
responsibldor the sensitvity. Analysisfor systemcall
input sensitvity is somavhatad hoc, sincetherearea

large numberof possibleinputs, but very few have an
effect on authorizations.Authorizationgraphsare use-
ful for this taskbecausehey give anoverall view of the
authorizationstatus. After tuningthelog ltering rules
to handlesystemcall input sensitvities, we thengener
ate partitions(i.e., sensitvity classlists) for controlled
operationgo do theremainingsensitvity analysis.

4.2.1 Log Filtering Rules

Thelog ltering tool takes an executionlog and setof
Itering rulesasinput, and outputsthe log entriesthat
matchthe rules. The rule languages currently rather
low-level, aswe have beenconcernednorewith demon-
stratingfeasibility ratherthancreatinga nice high-level
rule language.However, we demonstratehe rule lan-
guageto give a senseof the typesof analyseghat are
possible.

A rulebases de ned by asetof rulesthatde ne match-
ing requirements.A rule consistsof: (1) anindex; (2)
adependengspeci cation;(3) a setof statementsThe
index identi es therule within therule base . Thedepen-
deng statesrelationshipgo otherrulesby index. We
canstatethata rule canonly matchentriesthatarealso
matchedby anothenrule, , Where is theindex of
theotherrule. Also, we canstatethata dependengthat
arule doesnot include entriesmatchedby anotherrule

,as . Lastly, thestatementsglescribehematching
conditionsfor entries.Thesearespeci edby identifying
theentrytype(id_type),andthenmatchingtype-speci ¢
attributes. Entry typesinclude: events(CONTEXT, au-
thorizations(SEC_CHI functions (FUNGQ, and con-
trolled operationgCNTL_OB.

Figure 4 shavs someexamplerules. The path sensi-
tiverule nds all authorizationsn thecontext of aread
systemcall whena controlledoperationat the speci ed
addresss run. The rst line collectsall contet entries
for areadsystemcall (i.e., the startof the systemcall).
The secondine collectsall entriesof controlledopera-
tions at the speci ed location. The (D,1) meanshat
this statements dependentn statementl, soonly en-
tries within theread systemcall contet will be col-
lected. The third line collectsall authorizationswithin
theread systemcall contet. In this case,eachexe-
cution of this controlledoperationshouldhave the same
authorization®r thereis aviolation of the pathinsensi-
tivity invariantthatprohibitsa controlledoperatiorfrom
having multiple setsof legal authorizations.

Thefunctionsensitverule collectsall authorizationsind
controlled operationsof “read inode memberi_ ock”
within aread systemcall contet. The speci cation



# Path sensitive rule for operation at
0xc014f046
1 = (+,d _type,CONTEXT) (+,di _cfm _eax,READ)

2 (D,1) = (+,id _type,CNTL _OP)
(+,di  _dfm_ip,0xc014f046)

3 (D,1) = (+id _type,SEC _CHK)
for inode member

# Member sensitive rule

i flock read access

1 = (+,d _type,CONTEXT) (+,di
2 (D,1) = (+id _type,CNTL _OP)
(+,di _dfm_class,OT _INODE)
(+,di  _dfm_member,i _flock)

(+,di _dfm_access,OP _READ)

3 (D,1) = (+,id _type,SEC _CHK)

_cfm _eax,READ)

# Input sensitive rule for read ac-
cess, but not path walk
1 = (+,d _type,CONTEXT)
(+,co _ecx,RDONLY)

2 (D)) = (+,d _type,FUNC)
(+,di  ffm _ip,path _walk)

3 O,1)(N,2) = (+ALL0,0)

open for

(+,di _cfm _eax,OPEN)

Figure 4: Example authorizationsensitvity Itering
rules

of (D,1) onthesecondine meansthatall controlled
operationsof this type within aread systemcall will
be extracted. If the authorizationsassociatedvith this
controlledoperationare not the same thenthe member
accesss sensitve to its location.

The systemcall input sensitve rule collectsall the log
entriesin eachopen systemcall for read-onlyaccess.
The authorizationof the open systemcall dependon
theaccesdor whichthe le is openedsoopen is sys-
tem call input sensitve. Further we alsoshov a nega-
tive Iter in thisrulethateliminatesall entrieswithin the
scopeof thepath_walk function. The authorizations
for le lookup,includingary link traversal,canbe sep-
aratedfrom thosefor authorizingthe openof this le.
Such Itering capabilitiesenableusto chooseour anal-
ysisscopee xibly.

4.2.2 Graphical Log Analysis

The analysistool can also generategraphsthat enable
visual analysisof the ltered data. Usingthesegraphs,
it is possibleto verify the authorizationsensitvities by
inspection,as we will describebelon. An authoriza-
tion graphconsistf two setsof nodesn a Itered log:

(do_fontl, fentl.c, 369) (OT_FILE, 480, read) |

SCN_FILE_SET_FOWNER(0x0)(do_fcntl)

" SCN_FILE_FCNTL(0x8)(sys_fcntled)

i

(lease_modify, locks.c, 1201) (OT_FILE, 480, read) |

SCN_FILE_FCNTL(0x400)(sys_fcnti64)

(lease_modify, locks.c, 1200) (OT_FILE, 480, read) |

(lease_modify, locks.c, 1199) (OT_FILE, 480, read)

(lease_modify, locks.c, 1198) (OT_FILE, 480, read)

Figure 5: Authorization graph for fcntl calls
for F_SETLEASE (controlled operations in
lease _modify and fput ) and F_.SETOWNcon-
trolled operationsin do_fcntl  and put ). When
commands F_SETOWNoth FCNTLand SET.OWNER
are authorized, but only FCNTL is authorized for
F_SETLEASE

(1) the controlledoperationsand (2) the authorizations
made. Edgesaredravn from eachcontrolledoperation
to the authorizationghat have beensatis ed whenit is
run. Therearetwo typesof edges: (1) alwaysedges
meanthatthe associatedwuthorizationis satis ed every
time the controlledoperationis run and (2) sometimes
edgeaneanthatthe associatecuthorizations satis ed
atleastoncewhenthe controlledoperationis run.

An alwaysedge(aswell asthe lack of anedge)means
that the authorizationis not sensitve to lowerlevel at-

tributes. A sometimesdgeindicatesa sensitvity. The

lack of anedgewhereanedgewould be expectedvould

indicatea missingauthorization.

Figure 5 shavs an example authorization graph.
The example graph is displayed using the daMVnci
graph visualization tool ® [14]. In this case, the
authorizationgraph shawvs the controlled operations
and the authorizations for two types of fcntl

3daMnci is only atemporarysolution. It hasbeentaken out of the
freeavare domain, so we are planningon switchingto anothergraph
visualizationtool beforeary nal publication.Thereforethesegraphs
areincludedto shav whatan authorizationgraphlooks like, andwe
will includegraphshasedn anothertool at publication.



calls: (1) fentl(fd, F_SETOWN, pid_owner)
and (2) fentl(fd,F_SETLEASE,F_UNLCK) . The
controlled operationnodesinclude location (function
name, le name line number)andoperation(datatype,
memberoffset, operationtype) information. The autho-
rization nodesincludethe authorizationcommandand
function containingthe authorization Alwaysedgesare
indicatedby a solid line and sometime®&dgesareindi-
catedby adashedine. If no edgeexistsbetweeracon-
trolled operationand an authorization thenthat autho-
rizationis never performedfor thatoperation.

By visuallyanalyzingthis graphwe canidentify whether
theinvariantsdescribedn Section3.2.1holdfor thecur
rentgraphor not. In thiscasethesometimeselationbe-
tweenfput andits authorizationsnayindicatea prob-
lem. Also, the fact that differentsetsof authorizations
are madefor the same eld (memberoffset 480 which
happendo bef _owner ) may be indicative of a prob-
lem. Manualinvestigationis thenrequiredto identify
whetherary inconsisteng is dueto anerroror a legiti-
matesensitvity.

4.2.3 Sensitvity ClassLists

The sensitvity classlists shav the partition of the con-
trolled operationdy sensitvity levelin whichauthoriza-
tions are consistentand the authorizationrequirements
at thoselevels. This partition is computedusing the
algorithm describedin Section3.2.2. The sensitvity
classlists provide a differentview thanthe authoriza-
tion graphsof the sameauthorizationresults. Whereas
an authorizationgraphshaws the relationshipbetween
eachindividual controlled operationand authorization,
the sensitvity classlists shav the collection of con-
trolled operationswith the sameauthorizationrequire-
ments. The sensitvity classlists makes more obvious
the numberof differentauthorizationcaseghatexist in
thedata.Also, the sensitvity classlists areeasierto use
in regressiortestingsincethey aretextual[8].

Figure6 shavsthe partitionof controlledoperationgor
theread systemcall. This partitionis usedasthe ex-
amplein Section3.2. As describedhere,the sensitv-
ity classlist shavs two classeghat are sensitve at the
datatypelevel: one for tasksand superblockswith no
authorizationsandonefor les with readauthorization.
Then, the sensitvity classlist hastwo classeghat are
object-sensitie: one for the inode that is read autho-
rizedandonefor its directorythathasno authorizations.
Ultimately, we expectto annotatecurrenttask, le' s di-
rectory and le' s superblockas readauthorizedwhich
will resultin all controlledoperationshaving the same

DFNd O FILE f _dentry -1
DFNd O FILE f_dentry 1
DFNd O FILE f_vfsmnt -1
DFNd O FILE f _op -1

SFN(ALWAYS) d 0 FILE .READ

1 SUPERBLOCKs _blocksize -1
1 SUPERBLOCKs_type -1

DFNd 1 TASK state -1

DFNd 1 TASK state 0
DFNd 1 TASK flags -1
SFN() NONE

DFN o O INODE i _blocks -1
DFN o O INODE i _blocks 1
DFN o O INODE i _version -1

DFN o 1 INODE i _dnotify
SFN() NONE

_mask -1

Figure6: Sensitvity clasdlist for read systencall with
the following elds: (1) entrytype (DFN or SFN); (2)
sensitvity ( for datatypeand for object); (3) class
number;(4) datatype|5) membery6) accessdenti er.



# fentl  for F_SETOWNwith just the field
f _owner
1 = (+,d _type,CONTEXT) (+,di _cfm _eax,fcntl)

(+,co _ecx,F _SETOWN)

2 (D,1) = (+,d _type,SEC _CHK)

3 (D,1) = (+id _type,CNTL _OP)

(+,di  _dfm_member,f _owner)

# fentl  for F_SETLEASE with just the field
f _owner

4 = (+,id _type,CONTEXT) (+,di _cfm _eax,fcntl)

(+,co _ecx,F _SETLEASE) (+,co _edx,F _UNLCK)
5 (D,4) = (+id _type,SEC _CHK)

6 (D,4) = (+id _type,CNTL _OP)

(+,di _dfm_member,f _owner)

Figure7: Rulesfor nding thef _owner anomaly

authorization(i.e., beingsystemcall sensitve).

Most of our experiencds with the le systemalthough
we have alsoexaminedtaskauthorizationsMostobjects
have eitherone or no authorizationsso the sensitvity

clasdistsarenottoocomplex. Thesystenxtall unlink

is oneof thefew whereanobjecthasmultiple authoriza-
tions. Using sensitvity classlists it is easyto seethat
thedirectoryinodehasthreeauthorizationgexec,write,

unlink_dir) and the inode being removed hasone (un-

link_le) becausehey areobject-sensitie andplacedin

differentclasses.Thus,for the le systemandthe task
operationsve have examined,authorizationgraphsand
sensitvity classlists have beensufcient to verify au-
thorizations.

4.2.4 SampleAnalysis

Webrie y demonstratasampleanalysifor ananomaly
thatwe found. While theapproacho nding anomalies
was developedconcurrentlyto actually nding anoma-
lies, we usedroughly the sameapproachas described
althoughsomeof it was not automated.This anomaly
occursin thefcntl  systemcall. The sensitvity class
list for fcntl  shows thatits authorizationsare system
call inputsensitve. Thevaluesof thecmd andarg pa-

rametersto fcntl  can changethe authorizationghat

arerequired.We useauthorizatiorgraphsto look at the

authorizationsunderthe differentinputssinceit is eas-
ier to seecoarse-graine@roblems— lots of sometimes
edgesccut

Figure 7 contains two sets of rules: (1) one
which collects all authorizationsand controlled op-
erations of the le structure eld f owner in

a fentl(fd, F_SETOWN, pid_owner)  system
call and (2) one which collects all authorizations
and controlled operationson the eld f owner in
a fentl(fd, F_SETLEASE, F_UNLCK) system
call. Notethatthisis samerule (lessthefput controlled
operationslsedto generatéhe graphin Figure5.

In Figure5, we seethat someof the controlledopera-
tions areauthorizedfor thefcntl  andset_fowner
authorization@ndsomeareonly authorizedor fentl
Thisis despitethefactthatthe controlledoperationsac-
cessthesameeld, f_owner (offset480). Giventhis
anomaly we examinedthe kernel sourceto determine
whetheran exploit of this anomalyis possible.We dis-
cusstheresultsof this analysisin the next section.

4.3 Results

We appliedthe Decemberl0, 2001 LSM patchto the
Linux 2.4.16sourceand compiledthe kernelusingour
modi ed version of GCC-3.04. To createan exe-
cution log to analyze,we executedin parallel three
instancesof LMBench, the SAINT vulnerability tool
(www.wwdsi.com/saint/) a kernel compile, somereg-
ular usageandsometestprogramshatwe wrote aswe
becamesuspiciouof anomaliesSincetheeffectiveness
of runtimeanalysisdepend®nrunningenoughcode the
developmenbf benchmarkshatcovertheenoughof the
interestingpathsmustbe developed.For example,LM-
Benchonly runsabout20% of the kernelcode. Also,
our staticanalysistool nds someotherpotentialerrors
for which benchmarkshouldbe written to determinef
they canbe exploited.

We have instrumentedhe kernel to collect controlled
operationson the major kerneldatastructures:les, in-

odes,superblockstasks,soclets,andskkuffs. Thusfr,

we have only donea detailedanalysisonthe le system
authorizationsandaninitial analysison taskauthoriza-
tions. Sincethe le systemis fairly well-understood,
we did not expecta large numberof anomaliesput we

foundsomenonetheless.

Member Sensitve (multiple systemcalls): We
found that thereis no authorizationhook in the
functionsetgroups16 , butthatwe canresetthe
task’s groupset. An authorizatiorprotectsthis op-
erationin setgroups . Thishookwasmissedbe-
causethesebackwardsABI-compatible16-bit task
operationssuchassetuid16 andsetchownl16

4Keepingup with kernelversionis not a greatdeal of work. We
have the systemrunningon Linux 2.4.18now, andthe only thing we
hadto do wasupdateour authorizationlter tothecurrentLSM inter
face.



usually convert their 16-bit valuesto 32-bit values
andcall the currentversionsthatdo containautho-
rizations. However, sincesetgroups16 setsan
array it is easiernot to corvert the array so the
currentversion(thatcontainsa hook)is not called.
Note that thereis no setgroups16 call in the
currentversionof libc, sowe hadto write an as-
semblemprogramto performthis exploit.

Member Sensitve (single system call): The
f_owner.pid member of struct file
tells the kernel which processto send signals
to regardinglO on this le. Settingthis eld is
authorized by security_ops->file_ops-
>set_fowner if the usertries to setit directly
via fentl(fd, F_SETOWN, pid_owner)
However, if a user removes a leasefrom a le
via fentl( fd, F_SETLEASE, F_UNLCK),
the owner is set to zero without the authoriza-
tion being performed. Furthermore,a process
can set the owner of a Universal TUN device
(drivers/net/tun.c}o itself without the authoriza-
tion beingperformed.To achieve this, the process
callsioctl(fd, F SETFL, FASYNC)onan
open,attachedTUN device.

Member Sensitive (single system call): Dur-
ing our investigation of the sensitvity of
filp.f_owner described above, we we
found that accessto filp.f_owner.signum

(the signal that should be sent upon 10 com-
pletion) can be set without the authorizationvia
fentl(fd, F_SETSIG, sig)

System Call Sensitive (missing authorization):
A security_ops->file_ops->read() au-
thorizationis performedat the beginning of every
read systemcall. This authorizationis required
sincetheauthorizatiorperformedwvhenthe le was
originally openedmay no longer be valid, dueto
the processchangingits securityattributes,the le
changingits securityattributes,the le beingused
by anew processpr achangean thesecuritypolicy.
This authorizationhowever, is not performeddur-
ing a page-aulton a memory-mappede. There-
fore, oncea processhasmemory-mappea le it
cancontinueto readthe le regardlesof changes
to securityattributesor securitypolicy.

We engagedn a discussiorwith thatresultedn apatch
to all theanomaliesexceptthe onefor readingmemory-
mappedles. Thecommunitydecidedthata le thatre-

quiresreadauthorizatiormustnot be memory-mapped.

We areencouragedhat we have beenableto help nd
and x hook placemenproblems. We have found that

the analysisapproactcandocumenthe currentstateof
anLSM kernel,sofutureLSM kernelscanberegression
tested. Also, we aredevelopingan approachthattakes
into accounboththestaticandruntimeanalysesLastly,
we arealsoencouragedhat our initial assumptiorthat
LSM is mostly correctappearwalid, at leastfor the le
system.

5 Conclusions

In this paper we presentedools for assistinghe Linux
communityin verifying the correctnessf theLinux Se-
curity Modules(LSM) framework. TheLSM frameawork
consistof a setof authorizatiorhooksplacedinsidethe
kernel, so it is more dif cult to identify the complete
mediationpoints.We leveragedhefactthatmostof the
LSM hooksare properly placedto identify misplaced
hooks. We usedstructurememberoperationson ma-
jor kerneldatastructuresasthe mediationinterfaceand
collectedtheauthorization®ntheseoperationsBy ana-
lyzing theoutputof aruntimeloggingtool, we identi ed
the operationswhoseauthorizationsvere inconsistent.
We have analyzedthe le systemandsometaskopera-
tionsandfoundsomeanomalieghatcouldhave beenex-
ploited. Working with the LSM community theseprob-
lemshave sincebeen x ed. For example,we foundthat
somevariantsof fcntl  enabledoperationgo be per
formedthatwereauthorizedn othercases.Ultimately,
we found that runtime analysisis useful for verifying
systemsvhereainconsistencieBomthenormarelikely
to be errors. Furtherdevelopmentof benchmarkgor
runtimeanalysisremainsanchallenge.
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