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Abstract—Source locations of events are sensitive contextual An attacker, with a hearing range more than three times of

information that needs to be protected in sensor networks. individual sensors, may locate the real source with a chance
Previous work focuses on either an active local attacker tha as high as 97% [1]

traces back to a real source in a hop-by-hop fashion, or a pas® h .
global attacker that eavesdrops/analyzes all network tréffc to Recently, apassive globakttack model has been studied

discover real sources. Anactive global attack model, which is [4], [3], [6], [7], where the attacker is assumed to be capabl
more realistic and powerful than current ones, has not been of monitoring all the network traffic by either deploying

studied yet. In this paper, we not only formalize t_his s_trongattack simple sensors covering the network or employing powerful
model, but also propose countermeasures against it. site surveillance devices with hearing range no less than th

As case studies, we first apply such an attack model to . . . .
previous schemes, with results indicating that even thesé¢oret- network radius. With the collected network-wide traffice th

ically sound constructions are vulnerable consequently. Wthen attacker can conduct traffic analysis to identify the pogdiyt
propose a lightweight dynamic source anonymity scheme that real sources. Under such a strong attack model, the corre-
seamlessly switches from a statistically strong source angmity  sponding countermeasures focus on making all sensors [4],
scheme to ak-anonymity scheme on demand. Moreover, we [5], [6], [7] or k sensors [4] transmit (dummy) messages at

enhance the traditional k-anonymity scheme with a spatiall- th imil tt to di ise th | itcat
diversity capability by cautiously placing fake sources, ¢ thwart € Same or similar pattern to disguise the real sourceita

attacker’s on-site examinations. Simulation results demustrate N general, such_approaches are more robust t_O traffic_ asalys
that the attacker's gain in our scheme is greatly reduced whe at the cost of higher message overhead. This passive global

compared to the k-anonymity scheme. attack model, however, is not realistic because it assuhas t
an attacker merely monitors the ftraffic without taking any
|. INTRODUCTION action. Thus, although it is theoretically interesting, its real-

Source location privacy is an important privacy issue iworld application is unclear. We believe in a real attack, an
both civilian and military applications of sensor netwaqrksattacker will try to locate the real source by all means, as in
because the exposure of source location information majtreshe local attack model.
in catastrophic damages. In an asset monitoring network [1] In this work, we focus on amctive globalattack model,

[2], when an endangered animal (e.g., panda) appears in ifiewhich the attacker is not only a global eavesdropper
network, an event notification message will be delivered tat also a realistic tracker that devises an optimal route to
the base station (BS). A nonconforming hunter may identityaverse suspicious spots one by one to find real eventsy unde
the source location and capture the animal by monitorimgrtain constraints, such as time, resource, and eventialura
network traffic. In a battlefield scenario, the communicatioCompared with previous attack models, this is a more praictic
between soldiers and their surrounding sensors could Irevaad powerful attack model. We formalize such a strong attack
the positions of the soldiers, putting them in great danger model, analyze it, and propose countermeasures against it.
the opposing force may locate and accurately attack them. In particular, we devise a dynamic programming algorithm

Prior work on sensor source location privacy has exploreshd a greedy algorithm, based on which the attacker can
two different adversarial models. In aactive local attack derive the optimal traversal route to identify real events.
model [1], [2], [3], an attacker’s hearing range is assume@io demonstrate both the procedure and the effectiveness of
to be comparable to that of regular sensors. The attacker trihis attack model, we apply it to two existing schemes: a
to trace back to the real source in a hop-by-hop fashionngivstatistically strong source anonymity scheme [5] (refétceas
that the real event source emits packets continuously forS&SA scheme hereinafter) and-anonymity scheme [4]. We
period of time. Countermeasures in this category [1], [2lf® show that although the SSSA scheme provides strong source
on confusing or misleading the attacker by introducing cand location privacy with statistical testing, under our aktatodel
or additional paths. Although such solutions have been shoan attacker can gain some information about the locations of
to be effective, the local adversarial model is relativelyak. real sources when the message rate of a real event becomes

high. The second scheme cannot provide actiahonymity

INote that our differentiation of “active” and “passive” atkers is based pecause on average the attacker needs to ch¢zksources
on whether the attacker actively takes actions to visit isigs spots or not. .

to find out the real one. Indeed, no schemes are perfectly

This is different from the traditional one based on whetherattacker actively ]
manipulates packets or not. secure under our attack model, because there is always some



chance for the attacker to find out the real sources through ld i(1 < ¢ < n) and multiple sensors may reside in one
investigation, even if the attacker just randomly picks lgeps cell. Each pair of sensors in neighboring cells could diyect
to check. For example, the constant-rate based schemes ¢dfnmunicate with each other. A cell head, which is elected
[7] are just the special case of theanonymity scheme where and rotated among all sensors in the cell, coordinates all th
k equals ton, the total number of cells in the network. operations inside the cell. A base station (BS), connedting
Our research is not only to demonstrate the power of thise outside infrastructure such as the Internet, colleets d
attack, but also to propose viable solutions to defend agaifrom the network and reports them to a remote commander.
such an attack. Specifically, as no schemes can completely i
prevent the real sources from being identified, our goal is B Modeling of Events
devise efficient mechanisms which witlinimize the location ~ We assume that the totalformation quantityof a real event
information disclosureunder certain resource constraints o yo(> 0) and a real event will last for timéy(> 0) once it
the attacker. We notice that while the SSSA scheme has thppens. We model the information quantity of a real event
advantage of greatly reducing the transmission latency fak any timet as a functionf(t). In general, the choice of
real event messages Compared to the constant-rate SChE[fI@i,iS subject to the characteristics of the application. To be
it also introducesontinuous, network-widdummy messages. concrete, here we select a linear decrease function, asnshow
For high message rate applications, the transmission eadrhin Figure 1. If the attacker checks a real event after time
could be prohibitively high. As a tradeoff between privacgla the remaining information quantity could be modeled by:
performance overhead, tlkeanonymity scheme could largely yo — Lt 0<t <t
reduce the message overhead, not only because odiyta f(t) = { 0 fo >t (1)
sources are involved, but also because dummy messages are ) ’ o
triggered by real events and stop once the events completé[ his means that if the attacker reaches the spot at the very
To leverage the advantages from both the worlds, Wigst _beglnn_lng of the real event theq the a_ttacker can get the
propose a lightweight dynamic source anonymity scheme tHaaximum mformatlony_o. The quantity of information that
seamlessly switches from a low-rate SSSA scheme fo a the attacker may obtain decreases after that. If the_ attacke
anonymity scheme on demand. Moreover, we enhanc@_the.reaches.the real event spot aftgrthen he cannot obtain any
anonymity scheme with the property spatial i-diversityto ~information.
maximize the attacker’s cost. Our simulation results shuav t )
with our defense the attacker’s gain can be much reduce@whil
his cost is increased compared to #@nonymity scheme.
The main contributions of this work are summarized below. )= vo- yatt

« First, we formalize a new attack model, where an active
global attacker designs an optimal route to check suspi-
cious spots in the whole network;

« Second, we apply this attack model to the existing sourew. 1. Information quantity function of events.
anonymity schemes and demonstrate their limitations; Investigation of Attacker

o Third, to thwart the attack, we propose a new dynamic Although ttack h to check all th
scheme that seamlessly transits from a low-rate SSSA ough an atlacker may have resources to check all the

scheme to a spatial-diversity enhanced:-anonymity cells one by one, this is not an mte]hgent c_h0|ce becausk re
scheme. events often last only for a short time period. If the attacke

Th f thi . ed as fol Th ,SéJends too much time on fake sources and thus reaches the
e rest of this paper Is organized as follows. The actiygy) g rce too late, real events may have already disaguhear

global adversary model is built up in Section II. Case stuj_]
ies on existing source anonymity schemes are addresse
Section Ill. Then, the dynamic source anonymity scheme is
discussed in Section IV. Finally, after describing the teda Ker’ in in inf . S
work in Section V, we conclude this paper in Section VI. attac er; gain in information quantity’
. AN ACTIVE GLOBAL ADVERSARY MODEL Next, we @scuss how these challenges.can be addressed.
In this section, we formalize the active global attack modéfter observing and collecting network traffic for some time
and discuss details of the attacker's investigation. Thecker the attacker first determines a suspicious level for each cel
may employ a dynamic programming algorithm or a greeéprough’traﬁm a_m_aly3|s. The_n, the attacker d(_emdes ahiotds
algorithm to devise an optimal route for the investigatiore || & cell's suspicious level is higher than this threshohist
compare the results of these two algorithms through siriouiat cell W|II be marked as a suspicious cell. The determination
and make clear the application scenario for each algorithm®f this threshold value depends on many factors, e.g., the
balance between the attacker’s gain and the cost involved to
A. Modeling of Network achieve that gain. Note that even in the worst case for the
We consider a cell-based (or grid-based) network modelktacker: every source have the same communication pattern
Deployment area of the network is partitioned into cellsich the attacker can still randomly select places for invesitga
is the smallest unit of event detectiaW: = {c;,c2,---,c,}, and there is a certain chance for the attacker to find out the
wheren is the total number of cells. Every cell has a uniquesal sources.

to t

?nnce, the attacker faces the following two challenges:
« First, how many suspicious cells to check?

« Second, what is their visiting sequence to maximize the



1 Algorithm 1 Attacker’'s Greedy Traversal Algorithm

Input: a set of suspicious cell§ = {1,2,---, s}; each celk’s correspond-
— ing suspicious levef;(1 < ¢ < s); starting pointSP;

Output: whether there are real events in suspect cells;

Procedure:

1: current point isSP;
2: time = 0;
L 3: repeat
4:  select a celle from S with maximum ratio of¢./distance(current
point, c);
o o 5: go to cellc to check;
Fig. 2. The attacker traverses suspicious cells (highlighted ag gre:  time += distance(current point)/v;

squares). We consider a network witli= \/n x y/n) cells that cover  7:  output whether there is real event in cell
a rectangle deployment area. Each cell has a unique id,mgfigim  8:  current point is celk;
o

lton. o 8S=8—{ch
10: until S =0 or timex~ 7

Given the positions of all suspicious cells, the attacker
optimizes the checking route. Clearly, the attacker'smadtie
goal is to maximize the overall gain. Therefore, suspiciouficient since it finishes in polynomial time. However, besa
cells with higher suspicious levels should be checked dtdrig every time a local optimum is chosen, there is no guarantee
priorities. As shown in Figure 2, we assume that the attackiat a global optimum will be output from the greedy algarith
always starts from the center of the deployment area, sager finally.
along a predetermined checking path under a specific vglocit 2) A Dynamic Programming AlgorithmWe also propose
v. The main constraints of the attacker are time and resourcaslynamic programming [8] based solution (Algorithm 2) for
For each round of the real event investigation, there is @ timpath selection. This algorithm could output a global optima
limit 7, by which the attacker shall return to the starting poinesult in a relatively efficient way.
to start the next-round investigation based on newly c@tc  The basic idea of Algorithm 2 is as follows. L&t be a
data.7 could be the same ag or other values determined bysubset of(1,2,---,s} andtg is > jes Tj- We denotel'(S) as
the attacker’s resources. the maximum gain that could be obtained by traveling allscell

Here we defineveighted gainwhich equals to the infor- in S until timetg. Forl € S, let S—1 denote a set obtained by
mation gained from the suspicious cell if this cell is a reabmoving element from setS. Then, the following recurrence
sourcetimesthe probability of the cell being a real sourcecould be derived. When the size Sfis 1, for anyl € S, we
Assume there are totally suspicious cells. The weightedhave
qguantity of information that the attacker could obtain from c{1}) =), (4)
the jth (1 < j < s) suspicious cell is:

when the size of5 is larger than 1,
Vi) = ft) & 2)

C(S) = maxies|C(S — 1) + 0], 5
wheret; is the time to reach thgth suspicious cell and; is () res (Ol ) +us()] ©)
the suspicious level of thgth cell. Note thatt; = >7_, 7, where the subscrip$' in ¥s(I) denotes the weighted infor-
in which 75, = distance(ck-1,¢k) g the time to travel from the mMation quantity obtained from cellinfluenced by traversed

(k-1)th cell to thekth cell. Therefore, the total informationcells in subsetS prior to cell in the sequence. That is, in an

quantity that the attacker could obtain is optimal traversal sequence for the cells with indicesSina
) s ) certain cell with indexX must be the last one to visit and the
inforotal = Zj:l ¥(J)- ®) remaining cells must be traversed in an optimal order in the

Given all the suspicious cells, intuitively, we can havime intervall0,¢s_;]. Then the overall maximum gain by such

a brute force method to design an optimal route for tHd? ordering will beC'(S — 1) + ¢s(l). Taking the maximum
attacker’s investigation. In this brute force method, thiacker OV€r all the choices of, we can derive the above equation (5).

permutes all the possible traverse sequences and finds orfd®re is an example to illustrate the whole process (Figure 3)
with the maximum gain. Fos suspicious cells, there areT0 Simplify the presentation, we assume that the infornmatio
s! permutations. For each permutation, the total number @f@ntity which the attacker could obtain is inversely prepo
summations is. Hence, the time complexity of a brute forcdional to the distance between two cells under consideratio
solution isO(s « s!). Since the factorial time complexity in Then, for each subset with size 2, there are two ways to
brute force is too high, in the following we discuss other twiaverse these two cells since each cell could be the lasinone
more efficient algorithms. the sequence once. The traverse sequence with the maximum
1) A Greedy Algorithm:The attacker prefers to checkingd@in for every subset is recorded in a tdblélote that if

the most suspicious cells while trying to maximize the totdfiere are equal values the attacker just randomly keeps one
number of cells that he can check in a limited timeln a ©f the solut|0ns_(e.g., the first solution with the e_qual_ edlu
greedy algorithm (Algorithm 1), at his current locationcka The procedure is the same for all the subsets with size 3. At
time when the attacker selects the next suspicious cell, he o

h the one with the maximuatio of suspicious level to . In practice, |fws(l)_:_0, the attacker does not_need to reach the cell
.C 09595 ; p . since the weighted gain is zero. Here, we may still keep thadees for
its distance from the current location. The greedy algarith comparison reason.



Algorithm 2 Attacker's Traversal Algorithm by Dynamic 0121 SUnyew@17+12-19
; ClU2)+W(1)=8+13=21
Programming x=2t1=15 S A
+ +
Input: a set of suspicious cell1,2,---,s}; each celli’s corresponding uxcq=7 Mﬁ A CUINY(A)=7+11=18

.. . . . - = Ci A4
suspicious levek; (1 < i < s); starting pointSP; gg 25({23}))—:? C((;)):w(;)_gnl 1252

Output: whether there are real events in suspicious cells; {@ay.cqap=7 =8+14=22
Procedure: {2,4). C{N)+W(4)=8+14=22
. C({4) ¥ (2)=7+13=20
1.z =2%5—-1; €N 3.4} C(f3 +uu’=zi+15=23§ﬁ
X ’ . . . C{4)+W(3)Trag=21 _J] Max
2: {P1, Py, -, Py} = permutation(s);{function permutation returns
a set, including all the subsets ¢fl,2,---,s} except®, sorted by a
increasing sizes I {1,2,3): C({1,2))+W(3)=21+8=29
3: for i =1tox do o 1 Gt 3p+(2)=21+5-28
: : 2 C{2.3))+W(1)=22+9=31
4 S =P r@ {1,2,4): C({1,2))+W(4)=21+7=28 @1
5: if size(S) =1 then g((1’4))w(2)=18"7=25
6: C(8) = (element(S));{function element returns the element o )
in the se} > Derivaton o )C((({1 4))))4-‘!)((3)) 18+8=26
T continue; /\Traceback {2,3.4% C((z 3))+‘P(4) =22+ 41=33
8. else = hax
9: C(S) — 0’ C(t(i4[+‘l‘(2!=23+11=34<;
10:  end if @
11:  for all I such that € S do 290 G 2 v e ™
12: if C(S—1)+vs(l) > C(S) then _ _ w ‘C((124))+\P(3)-30+3= L
13: C(S)=C(S=0)+vs()i{vs(l) = fs(t;)*&; is the weighted
information quantity
14: end if
15:  end for Fig. 3. An example of the traversal sequence for the attacker via
igi end for Algorithm 2.

18: for j = sto 1 do
19: S ={1,2,---,j}:{trace back to obtain the optimal traverse gath gramming algorithm (Algorithm 2). In the simulation segify

20: for k=110 j do the total number of cellsum,.;; = 100(10x 10). The number

. i / ’

g% if C;L(ESH)J _C];(S k) + g/ (k) then of suspicious cells that are checkedsis= 9 and ty = 50,

23: end if 1o = 50.

gg eng’?grfor The results from our dynamic programming algorithm
26: match those from the brute force method very well, which
27: for i = 1to s do means Algorithm 2 can output the optimal traversal sequence
gg; i UbrTea_ka 1 Tk) < distance(SP,i) then accurately. Whers is relatively small, e.g., less than 10, this
30:  else algorithm could output results within ten seconds in a 2.@GH
3L move to cellnext;;{traverse following the optimal pajh processor PC. On the other hand, we find the greedy algorithm
gg endoﬁtp“t whether there is a real event happening inveetlt;; can generate sequences close to those from the brute force
34: end for method. This algorithm can generate data in one second even
35: move back to the starting poitP; when s is relatively large (e.g., in tens).

In conclusion, the dynamic programming algorithm is more

accurate but slower, whereas the greedy algorithm quickly
last, for the subsefl, 2,3, 4}, there are four ways for traversegenerates solutions close to the optimal ones. Which akgori
sequence. Similarly, the sequence with the maximum gaintie attacker should choose depends on the relative citijical
put into the table. The currerdf which is 1, will be the last of accuracy and time consumption to the attacker. In the
cell for the attacker to visitS — [ is {2, 3,4}. By looking up following sections, to achieve accuracy, we use the dynamic
the table, the attacker may find that whies 2 the subset of programming algorithm to find an optimal route for attacker’
{2, 3,4} has the maximum gain of 34. Hence, 2 is the secofvestigation.
to the last cell to visit. Through using the same method toetra
back, the attacker obtains the optimum traversal sequéate t

s (3,4,2,1) at last.

We analyze the time complexity of Algorithm 2. The
function permutation returns2® — 1 subsets, so the time
complexity isO(2°). The time complexity for finding out the
traversal sequence with the maximum gain is approximat
Saci k(7)) = s2°71 = O(s2%). The time complexity for
tracing back the optimum path }s°;_, k = @ = 0(s?). A. The SSSA Scheme
Traversing along the optimal path takegs). Therefore, the  We first apply the active global attack model to the SSSA
time complexity of Algorithm 2 isD(s2°). Although it is still scheme [5]. We briefly introduce this scheme, followed by
exponential, it is better than the factorial time complxf simulations to illustrate the attacker’s investigationqess as
the brute force algorithm. well as results.

3) Simulation ResultsWe use simulations to compare the
results of greedy algorithm (Algorithm 1) and dynamic pro- 3This is a default setting in the following simulations.

Il. CASE STUDIES

To examine the impact of the proposed attack model, we
apply it to two existing schemes, an SSSA scheme [5] ald a
anonymity scheme [4]), as case studies. Both schemes exhibi
éilgpitations under our attack model.
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Fig. 4. Distribution of cells’ suspicious level&ig. 5. Distribution of cells’ suspicious level&ig. 6. Distribution of cells’ suspicious levels
when real message rate is high. when real message rate is low. when there are no real messages.

1) Scheme OverviewTo hide real messages that reporfrom each cell and quantify its suspicious level.
the occurrence of real events, a straightforward solutotoi  Small message time intervals are defined as those smaller
employ network-wide constant-rate traffic. Since everylta$ than the mean. If the number of continuous small message time
the same transmission pattern, an attacker would not be aiblervals is larger than a threshold, say three, then it ieda
to distinguish the real sources from the fake ones. To reduzeluster and the number of continuous small time intervals
the network-wide message overhead, message transmisssorealledcluster sizen,. Denote the number of clusters as
rate should be as low as possible. In this case, howevan attacker may infer the suspicious level of a cell based on
the transmission of real messages will need to be delayed= > n * n.. More formally, to normalize the suspicious
more until the next transmission point. Therefore, there level of a cell into thd0, 1) range, the attacker may construct a
an intrinsic difficulty to determine the message transmissi suspicion functiory(z) (Figure 7) withz as input parameter:
rate because of the necessary tradeoff among privacy level, 1
message overhead and real message latency. glz)=1- 11 0<g(x)<l,z=>0. (6)

In [5], a statistically strong source anonymity scheme . L

. . For example, if message time intervals from a cell has two

(SSSA) is proposed to trade privacy level for reduced real

. usters of size five, then the suspicious level of this cell
message latency. In this scheme, real messages at the soutce

are transmitted as early as possible while the overall tnisis IS"quantified a90.9%; suppose message time intervals from

. . . another cell has three clusters of size six, then the swuesici
sion pattern of a cell remains the same, in the sense that SCTEQ/%I of this cell will be quantified t®4.7%
existing well-known statistical testing methods [9], [LQ11] e
would not be able to detect the changes. As an instance, if the )
normal inter-message time intervals follow a predeterchine
exponential distribution, then after the changes (pediioh)
made for real messages, the overall distribution looks dinges
under statistical tests. As such, the real message trasismis
latency is reduced and meanwhile a statistically strongcsou .
anonymity property for sensor networks is achieved. o _ * o

2) Attacker's DetectionWe discuss the attacker’s OperatiOIJI:ig' 7. Suspicion function to evaluate a cell’s suspicious level.
in two steps: Step | identifying the suspicious cells andSte We use simulations to check the distribution of cells’
Il investigating suspicious cells. suspicious levels under high and low real message ratds, wit
Step I: Identifying Suspicious Cells Intuitively, when real results shown in Figure 4 and Figure 5, respectively. In the
messages are relatively rare, it is unlikely for an attadker simulation, the dummy message rate is 0.05. The probability
notice the perturbation of the distribution due to the randofor a cell to become the real source is 0.1. The attacker keeps
nature of the variables forming the distribution. Howevethe most recent 50 message time intervals from each cell.
when a real event lasts for some timgt, > 0) or when an When real message rate is high (i.eate,ca; = 0.2), in
event report has to be divided into multiple packets (in Micanost cases the suspicious levels of cells range fodffi to
motes, the typical packet size is only 36 bytes), a real ourer%, because the suspicious levels of real sources are normally
will need to transmit multiple real messages continuouslgigh. On the other hand, when real message rate is low (i.e.,
Since the SSSA scheme tries to reduce the waiting timesrafte,.,; = 0.02), The suspicious levels of cells are more
multiple real messages, our intuition is that the the actuahiformly distributed over the whole range. The attacker is
distribution will become farther and farther away from thable to determine a threshold accordingly. Consideringtist
ideal one. In [5], Anderson-Darling test [9] and Kolmogorovin checking suspicious cells, the attacker may want to obntr
Smirnov Test [10] are employed for goodness of fit test aridle number of suspicious cells to be checked as a relatively
Sequential Probability Ratio Test (SPRT) [11] is proposad flow value, e.g., about 10 out of 100 cells. In this ca®&%
mean test. Although under these test models the SSSA schenay be a good choice for the threshold.
has been shown to be statistically strong, an attacker maly ap In addition, we compare the distribution of suspicious Isve
some other testing methods. To identify suspicious cdiis, tunder low real message rate with that when there are no real
attacker may check continuous small message time intervalsessages (i.e., when no events happen and all messages are

1

1
=1-—0< 20
909 =135 0= 909 <1x>




dummy). Our purpose is to show the false positive of the 1) Scheme Overviewk-anonymity used to be employed
attacker’'s detection. From Figure 5 and Figure 6, we ca&o improve the privacy of database without influencing data
observe that there are no big difference between these tugability. The basic idea is that each individual data ré@an
figures. Thus, the attacker will not gain more from the lowbe released only when there are at lefast 1 other distinct
rate SSSA scheme than a perfect secure scheme. Thereforadividuals whose associated records are indistinguishab
our following dynamic source anonymity scheme, we switchiom this record with respect to the quasi-identifiers [12B].
from a low-rate SSSA scheme tokaanonymity scheme. In [4], the idea ofk-anonymity is adopted to provide source
Step II: Investigating Suspicious CellsAfter identifying the location privacy under global passive attacks. Basicaltly,
suspicious levels of cells in Step |, the attacker will agan disguise a real sources — 1 fake sources are randomly
an optimal route to check these suspicious cells in Stemll. $elected. Allk sources start to transmit messages at the
this section, we use simulations to check the attackera ga&imilar patterns to confuse the attacker. On one hand, to
in the SSSA scheme. effectively hide a real source; should be large enough in
We first evaluate the attacker’s gain and cost as a functiiif k-anonymity scheme. On the other hand, a latgwill
of s, the number of suspicious cells to be checked. Agad to higher traffic overhead as more dummy messages will
shown in Figure 8, when the number of suspicious cel¢ introduced. One extreme case is when= n, the total
checked is increased from 3 to 9, the attacker's maximumsmber of cells in the network. The highest level of privacy
gain is increased from 124.9 to 342.2. This is because if tifeachieved at the cost of the highest message overhead. Even
attacker checks more suspicious cells a real source is m&@e We notice that thé-anonymity scheme has the advantage
likely to be discovered. On the other hand, we observe ttfton-demand traffic, compared to a constant-rate scheme [4]
the attacker’s traveling distance also increases from 1.1 Thatis, fake sources are introduced when real events oocur a
29.5. This indicates that if the attacker wants to increase tthey are dismissed when real events complete. By adjusteng t
maximum gain by checking more suspicious cells his cost wirametek, we can have the flexibility of on-demand message
also increase. In practice, the attacker can decide a maxim@verhead rather than a constant quantity of high-volunfedra
traveling distance according to the maximum cost the aglack 2) Attacker’s DetectionTo attack thek-anonymity scheme,
is willing to pay. Step | for the attacker is to identify suspicious cells. Tisis
Next, we show how the attacker’s gain varies with the re§Hite simple, because it is obvious that the real sourcegsobn
message rate in Figure 9. In the simulation, the probabilitye & cells that transmit messages to the BS. Also, according
of a cell being a real source is 0.1, and the average messkyéhe property ofc-anonymity, ideally all thesé cells have
rate of each cell is 0.05. We observe that when under a fixét Same suspicious level. Then, the attacker may design an
to, the attacker's gain increases with the real message rétimum route to check the cells with theset cells as input.
This is because of two factors. First, with more real messagéhe only difference from the attack in the SSSA scheme is that
more clusters will be observed in a real source and hence ig algorithm runs until the real source has been discovered
suspicious levels of the real sources will increase. Secontpstead of time limitr being reached). Since the real source
s, the number of suspicious cells that are actually check€@uld be any cell in the: sources, on average the algorithm
by the attacker, could also increase as more cells haveV$l stop until k/2 sources have been traversed.
suspicious level over the threshold value. We also observe/Me use simulation to check the attacker's gain under the
that the attacker’s information gain increases with reangg  active global attack model. We also compare the result to tha
durationty. This is because the remaining informatig¢) from the passive global attack model. Based on the property
increases with, at the same. of k-anonymity, apassiveattacker cannot differentiate the
From the above simulation results, we can see that tR@Urces, so the only thing he can do is to randomly select a
SSSA scheme, a theoretically sound privacy scheme, exh#ftrce and claim it to be the real source. It is equivalenidb p
some limitations under the active global attacker mode: P @nd check one out df cells for the attacker. Actually, the
information quantity that the attacker could obtain inse=a Probability for this cell to be the real source is ortly=1/k.
with the real message rate. To address this problem, the SSE)§refore, according to Equation (2), the weighted infdrara
scheme has to increase the overall message rate (includifgntity that passiveattacker could obtain ig = yo - £ =
dummy and real ones). In other words, dummy message ri k. As shown in Figure 10, th.e gain of a passive attacker
has to be adjusted to a larger value to cover the real messageg1uch less than that of the active attacker. Clearly, wetmus
resulting in potentially prohibitively high message ovead '@Ke Some steps to reduce the active attacker's gain.
for resource constrained sensor networks. Hence, the SSSA

scheme is best applicable when real message rate is low. IV. A DYNAMIC SOURCEANONYMITY SCHEME
Our previous discussion showed that a low-rate SSSA

scheme is robust to the active global attack. It also has low
B. Thek-Anonymity Scheme message overhead. However, it does not adapt well to the
Next we apply the proposed active global attack model ttase of high-rate real messages. With more real messages, th
the k-anonymity scheme [4]. We first briefly introduce thisuffer of the real source might be overflowed if the messages
scheme, then check the active global attacker’s gain in tleiee not delivered promptly. Also, the delivery latency df al
scheme and compare it with the gain under a passive glotia real messages will become very high. Ik-anonymity
attack. scheme, as long as the transmission pattern of a high-raite re
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Fig. 8. The attacker's gain and cost as &ig. 9. The attacker’s gain increases with theig. 10. Comparing the gains of passive and
function of s. real message rate. active attackers irk-anonymity scheme.

source can be estimatéd;-1 fake sources can be dynamically Definition 1: (Temporalk-anonymity) A real sourcer € A/
selected. Based on these observations, we devise a dynamiemporalk-anonymous if there exist at least— 1 other
source anonymity scheme, which seamlessly integrates de#ls cy,ca, -, cr_1 € N such that transmission patterns of
merits of both the SSSA scheme and thanonymity scheme. all the sources:,., c1, ¢, - - -, cx—1 are indistinguishable from
The basic idea is when the real event rate exceeds a threshe&th other.

the network switches to &-anonymity scheme. The processrwo transmission patterns are indistinguishable from each
starts with an event notification message from the real ®ukgner, if their message transmission time intervals foltbwe

to the BS. This message contains information such as h@dme distribution with the same parameters. For example, if
many packets are to be sent and the transmission pattern (ggssage time intervals from two cells follow an exponential
constant rate). It is encrypted and looks the same as all ¥igtribution with the same mean, we can say that transnmissio
other messages in the network. The BS then seleets fake patterns of these two cells are indistinguishable.

sources and notify them to start transmissions at the simila According to [14], k-anonymity alone is not sufficient to

patterns. . uarantee database privacy. For example, a person with back
Although conce_ptually st.ralghtforward, our scheme has gqound knowledge is able to figure out sensitive information
answer the following questions. , from a table withk-anonymity property.-diversity, which
« First, what is an appropriate switching point? _means that for each sensitive attribute there are at lemst-
« Second, how to securely bootstrap theanonymity enresented different values, is thereby presented toovepr
scheme? _ the diversity and also the robustness of data items agdiast t
« Third, how to enhance the security of our dynamigyq e attack. Different froni-diversity in database privacy,
scheme against the active global attack? we propose a definition of spatiabiversity, which is adapted
« Fourth, how to evaluate the privacy level of our schemggzqnerly 1o our case, in order to improve location diversity
The answer to the first question has to take into accowjt fake sources (and to decrease the attacker's gain). To be
many factors, including message overhead, latency, ard Rfiore specific, suppose the deployment area of the network is
vacy level. As message overhead is normally the bigg&filided into L(L > 0) partitions with almost the same size.
energy expenditure for sensor networks, here we will carsid gt C(C C N) denote a set of cells arfél(C) denote the total
message overhead as the premiere criterion in determiniigmper of different partitions that cells ihare from. We then
the switching point. Note that our proposed techniques aigyve the following definition of spatidtdiversity:

independent of the way a switching point is selected. TheDefinition 2: (Spatiali-diversity). A set of cellC(C C A)

second question exists p(_aca_use upon the_ occurrence %a% the property of spatidtdiversity if P(C) > (0 <1 < L).
real event, the event notification message is also under

€ . . .
monitoring of the attacker. If the attacker can figure outakhi 10 duantify the level of source location privacy, next, we
message is an event notification message, he will be abl

cexploit the metric of normalized entropy proposed in [13}isT
easily identify the real source. Note that in [4] it does ndf€lic is defined based on probability: after the obseruatio
mention how to bootstrap the-anonymity scheme. The third (€ attacker assigns to tih subject a probability; to be the
question arises because theanonymity scheme is not very SOUrce, with the sum of probabilities for all the subjectshie
robust to active attacks, as shown previously. Correspuhgi set of sizen to be 1. For a given d|sFr|but|on of probab|I|t|_es,
we will reduce the information gain of the attacker as mudh€ concept of entropy in information theory [16] provides
as possible. The fourth question has to be answered wifefneasure of t_he information cor_1ta|ned_|n that dl_sFrlbunon
evaluating our scheme. Let X be the discrete random variable with probability mass
To clearly explain our solutions to the questions, we wiftinctionp: = Pr(X =), wherei(1 < i < n) represents each
first need to make some formal definitions (Section IV-A)rtheP0SSible value thak’ may take. The entropy ok is denoted

describe the solutions in details in the remaining subsesti a1 (X) = — >i—1 Pilog,(pi). The maximum entropy of the
schemeH ), = log,(n), which could be achieved when all

A. Problem Definitions subjects have the same probabiliyto become the source so
Let A/ denote the set of all the cells in the network. In that the attacker obtains no information about the soures af

our case, first, we have a definition of tempokehnonymity observation. Therefore, the information that could beredr

as follows. by the attacker is expressed #&&, — H(X). Apparently,
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Fig. 11. The notification of fake sources in the dynamic sourch? Wait for an appropriate time before transmitting: source
anonymity scheme. nomination messages.

Real event
notification

| 11T

kqmessages delay: time for k-k y messages

we want the entropy of the scheni€(X) to be as large as
possible so that the possible information that could beinbth
by the attacker is minimized, since the maximum entrépy T T T
is fixed under a specifie. Accordingly, we have the following
definition on privacy level.

Definition 3: (Privacy level).The level of source location

H(X) Fig. 12. The introduction of delay in the BS after a real event

privacy is defined a, = o where H (X) is the entropy | diification is received.

of the scheme an#l, is the maximum entropy of the scheme.
o To determine, the BS will need to first colledt messages
B. Scheme Description . . from k different cells including the real source. As can be
1) Determining the Switching PointTo cover h|gh—rate seen in Figure 12, to keep tieanonymity property and make
real messages, suppose the overall message rate (inclugipgnotification message indistinguishable from other 1
_dummy and real ones) in the SSSA scheme nee_ds to b mal messages received by the BS, the BS picksa
increased from\; t0 Ag. If Ay — A1 > 0, whered, is @ yandom number between 0 ard It will wait until another
predetermined threshold, the increase in message overhgad ks messages are received. Thedsemessages form an
is considered intolerable. Then the SSSA scheme ”eedsaﬁbnymity set and their sources are selected ag &@urces.
be switched to the k-anonymity scheme. Given the totgkier that, it distributes source nomination messages éseh
number of cellsn, we may determine a proper value folee|is. Hence, from the attacker’s point of view all these
k. Assuming there is a system parame&§r>. 0. Then, k£ messages are equally likely to be a real notification message
needs to satisfy the following two constraints< k <n and  ang their sources are equally likely to be a real source.
nA1—kAa > 52: Such a switch can reduce the overall messagegijyen a propei, the average delay before the BS sends
overhead significantly. o outk source nomination messages could be derived as follows.
2) Secure BootstrappingThe on-demand switching pro-|, the SSSA scheme, all the nodes send bogus messages with
cess is bootstrapped securely as follows. When there areji@rvals following a mearl/A;. Then, in the BS, the event
or low-rate real events, cells send dummy messages to the(ﬁs‘incoming messages could be modeled as the sum of
at a low rate following the SSSA scheme. After a real evepisyibutions with an overall meank-—. The delay is related

is detected or a switching is needed, the cell detecting this the time fork — ks messages received by the BS, which
event will send an event notification message to the BS. Aftgrg on average sincé, is a random value between 0 ahd

the BS receives this message, it seldcts 1 fake sources to Therefore, the average delay in the BS is
generate bogus messages (note that fake sources are lgareful
chosen). Because the event notification message is just one ¢ = k . @)
message and it is easily hidden among the dummy traffic in 2n\
the SSSA scheme. All the following data messages from theg) |ntroduction of Spatial-Diversity: We notice that if it
real source are covered by the bogus messages from the fakgpens that all the sources are close to each other then the
sources, so thesecells are indistinguishable from each othepttacker gain a lot within a short time. Therefore, in preeti
in the attacker’s view. Hence, thieanonymity scheme can bethe BS may selectively choose fake sources that are segarate
bootstrapped securely. far away from each other. After the BS divides the deployment
In more detail, as shown in Figure 11, after celdetects area intoL logical partitions evenly with approximately the
a real event: same size, we have an algorithm by which the BS achieves
« Cell u notifies the BS that a real event happens (messagpatial[-diversity, as shown in Algorithm 3.
1 in Figure 11(a)); Note that in practice an application may have an upper
« After an appropriate delay (which will be discussed bound on event notification delay, which is denoteduas
later), the BS sends out notifications #o— 1 fake Hence, the ideal-diversity may not be attainable because it

timeline in BS
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Algorithm 3 The Spatial-Diversity Algorithm by the BS  check the attacker’s gain as a function of the total number of
Input: a sequence of messages from different c¢hssg1,msg2,---},  sourcesk. We compare two options for fake source selection:

each message carries such information as which cell antigrait is from; . G . . .
Output: a setC of size k indicating where sources are, including the rearandom selection [4] and SpatlchIVGrSIty. In the simulation,

source as a default item arkd— 1 fake sources: the deployment areal§ x 10) is divided into nine partitions

Procedure: with approximately the same sizé.= k under differentks

1: C is initialized to be a set including the real soureg and cells (3 < k < 9)_ As shown in Figure 13 the attacker’s gain
c1,- -+, cr—1 Where the firstt — 1 messages are from; N - . i and h linf N . f |

2: calculated = sum_distance(C);{function sumdistance() returns the Increases wittk andyyo (t e total in Orm"_mon.quant'tyo area
sum of distances of cells in sét starting frome,;} event). Also, the technique of spatiatliversity could largely

3: P is initialized to be a set including the partitign- of real sourcec,; reduce the quantity of information that the attacker olstain

4: for j=1tok—1do . .

5. p, is the partition ofc;; compared with random selection. - .

6:  if p; # any partition from setP then Second, we check the attacker's traveling distance as a

;_ et P e setr;, function of k. As shown in Figure 14, the attacker’s traveling

9 end for distance is increased by about 1.5 times because of thalspati

10: repeat _ _ I-diversity technique, compared with random selection kéfa

11 take an incoming messagesg as input; sources. Wherk = 8, the attacker’s traveling distances in

12: obtain the celk and partitionp of msg; . . .

13- fori=1tok—1do random selection of fake sources and spatidlversity are

14: C' = swap(c;, ¢);{replacec; with c in setC} 39.7 and 55.9, respectively.

15: d' = sum_distance(C’); . - . .

16 if ' > d then 4) Analysis of Prlchy L_eveIFlrst, we have the fqllowmg

17: d=d; theorem about the initial privacy level of our dynamic scleem

18: C = C’;{record setC with maximum distance (before the attacker’s check).

19: if any partition from setP then . .

20: ppftp ixtg set P Theorem 1: The:-anonymity scheme with cells and one

21 end if real source has an initial privacy level @f = ;S?n, where

gg eng’;gr'f k — 1 is the number of fake sources.

24: until (latencyw is reached)&&(sizeP) > 1) Proof: Although there are cells in the network, the number of

25: return current sef; active cells transmitting messages at a specific time is bnly

Therefore, at any time, the attacker knows the probabitity f
each of the rest — k cells to be the source is 0. Since the first

requires to receivé messages from partitions (which could Message sent by the real source is buried in the dummy traffic
take a longer time). So the basic idea of the algorithm is 88d the paces of sending messages for all the fake sources as
following. The BS keeps a sét which is initialized to include well as the real source are synchronized, the attacker tanno
the real source andl — 1 cells that the first: — 1 messages differentiate thesé cells. Hence, from the attacker’s view the
0r|g|nate from Each t|me When a message |S rece“/ed by ﬂh@bablllty fOI‘ eaCh Of tth Ce||S to be the I‘eal source |S the
BS, the BS tries to swap its source cell with every other céifime. The sum of these probabilities is 1, so every probgabili
except the real source in the current set, as long as sucRg&als tol/k. Then, the entropy of this scheme
swap could increase the overall distance of the cells in set ko
C. This procedure is repeated until the limit of latencyis
reachedpand the total anJ)mber of partitions is larger m;:kt sz loga(pi) = Z k 10g2 = loga(k)
this time, the current set will be output. a

The result of the algorithm is related to the valuesw.of Whereas the maximum entropy of this schemeHs;, =
and. If they are larger, thei sources may be farther awaylog,(n). Therefore, the initial privacy level for this scheme
from each other. Therefore, to reduce the attacker’s gaih dpefore the attacker’s check I%,— };’:2(53
increase his traversal cost, the BS may wait for a longer timeWe notice that during the attacker’s check fh@anonymity
to choose th& — 1 fake sources, so that all thesources are scheme has a dynamic privacy level as follows.
from at least/ different partitions. Corollary 1: During the attacker’s check, thle-anonymity

We use simulation to verify the above statement. First, véeheme with. cells and one real source has a dynamic privacy
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level: . Therefore, for each real source, the BS needs to assign a grou
I { 0, if real source; of k—1 fake sources to simulate the real source. The maximum
b=

11‘(’)2((’:;)), otherwise, (8) number of real sources that could be serviced at the same time

will be |n/k]. The message overhead of our dynamic scheme
wherek’ (k" < k) is the number of sources that have not beeRcreases with the number of real sources. At some point, it
checked by the attacker. may be increased to a value that is more than that of the
Proof: As presented in Theorem 1, the initial privacy level OSSSA scheme (Figure ]_5) Therefore, the dynamic scheme is
the k-anonymity scheme iégéj—gi;- After the attacker checks best applicable when there are few real sources continyousl
one out ofk sources, the privacy level of this scheme becomesending messages at a relatively high rate.

L 0, if real source; V. RELATED WORK

? %, otherwise. In [17], techniques for hiding the base station (message
destination) from an external global adversary are studied

their schemes, secure multi-path routing to multiple desibn
base stations is designed to provide intrusion toleranagag

P¥olation of base station and anti-traffic analysis is psmubto
disguise the location of base station. [18] proposes aitmtat

In general, when there ang(k’ < k) sources that have not
been checked by the attacker, all thdsesources have the
equal probability% to be the real source. Hence, the entro
of the scheme at this time is

Koq 1 , privacy routing protocol that provides path diversity congal
HX)=-> 7 108 75 = logy (K'). with fake packet injection to protect receiver-locatioivacy.
=1 Complementary to their work, we are interested in source
The privacy level is%. However, at any time when thelocation privacy.

real source, the privacy level of thi In [1], [2], a random walk based phantom routing scheme is
scheme becomes 0. proposed to defend against an external adversary who agemp
Clearly, the selection ofk reflects a tradeoff betweentO trace back to the data source in a sensor network, where

performance and privacy. A largérmeans higher latency andS€NSOr _nodes_ report sensing data to a fixed base station for
message overhead. Simultaneously, a lafgeiso leads to @ Certain period. A more recent work [3] proposes a two-
higher privacy level based on Theorem 1. In practice, we c¥ffy random walk algorithm, in which the routing path is
decidek according to the application’s requirement in latencgPfuscated from both the source and sink. In [19], a path
and overhead. Aftek is decided, actually the privacy level Ofconfu5|o_n algorithm is presented to increase source lorcati
the scheme has already been determined. The privacy leveBPnymity. Note that these schemes work for a local adversar
the k-anonymity scheme depends on the ratib(f< k < n) model. In our scheme, we consider a global attacker who has

andn. Since the privacy level of the SSSA scheme is close {3 View of all the network traffic. .
100%, normally, the privacy level of thé-anonymity scheme  [20] present9DCS, a privacy-enhanced Data-Centric Sen-
is lower than that of the SSSA scheme. sor networks that offers different levels of data privacgdzh

on different types of cryptographic keys. Under a global at-
] ] tacker model, in [21], two schemes are proposed. The first one
C. Discussions is a ConstRate scheme; the second onekisaaonymity based
1) Mobility of Object: In many cases, an object maysource-simulation scheme. Analytical results show howhnuc
go through several cells, which is referred to aniandoff communication overhead is needed to achieve a certaindével
problem. After an object moves to another cell, if the Bgrivacy. [7] addresses source location privacy againgdbfap
randomly chooses anothér— 1 fake sources, the attackerclass attackers by proposing four schemes: naive, global,
may be able to detect the real source. This is because gneedy, and probabilistic. In [6], to provide source event
locations of the real sources that report the movement of thinobservability, schemes like ConstRate or ProbRate a&@ us
object actually form a trajectory, whereas the locationthef by the sensors. The focus of this work is to reduce the overall
randomly chosen fake sources do not form a real trajectary. iietwork traffic by proactively dropping dummy messages on
address this problem, the next fake source should be pickbdir way to the BS.
up based on the position of the old fake source, to ensurd5] concentrates on reducing the latency of real messages
that positions of these fake sources also form a seeminglyder a global attacker model, by sending real messages
real trajectory. This is a hard problem while implementatioas early as possible, in a way that the disturbance cannot
because building and simulating the object’'s mobility geofi be detected by available statistical tests. [22] also ctamsi
are still open research topics [4]. We may investigate mare anonymous networking with minimum latency. Mixes are used
this issue, e.g., how to solve the handoff problem in a secdwr individual relays. The introduction of a limited numbefr
and distributed manner, in our future work. dummy messages leads to a significant reduction in network
2) Multiple Real SourcesConsidering the different mobil- latency. Information theoretical measurement is emplayed
ity pattern of different objects, we cannot use the same setalyze the relationship between anonymity level and taten
of fake sources for different real sources. The starting af2i3] provides temporal privacy protection for wireless san
ending time for different objects may be different, so usingetworks. In our work, we further improve the power of the
a fake source to serve multiple real sources is not feasibddtacker and consider a more realistic global attacker iinde

attacker discovers the
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which the attacker can go to suspicious spots and check rpaj C. Diaz, S. Seys, J. Claessens, and B. Preneel, “Tewargasuring
events by himself.

VI. CONCLUSION AND FUTURE WORK

Previous work in sensor source location privacy maink6]
considers either a local tracker or a global eavesdroppitein
attack model. We study a even more powerful and realisti¥]
attack model, in which a global attacker goes to suspicious
spots and check real events by himself after monitoring all
the network traffic. We formalize such a strong attack modgf!
and discuss countermeasures against it. An importantefutur
direction will be the development of a distributed way toveol (19]
the handoff problem under a mobile object in the dynamic

source anonymity scheme. Other adversary models sucht?

insider attackers are also of interest to us.
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