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Abstract— This paper studies the security issues that arise
in an overlay multicast architecture where service providers Contributions: We concentrate on two major security prob-
distribute content such as web pages, static and streaming lems of overlay multicastnetwork access contrand group

multimedia data, realtime stock quotes, or security updates to K n 1P lticast twork trol and
a large number of users. In particular, two major security €y managemenin multicast, nework access control an

problems of overlay multicast, network access control and group  group key management were considered as itvd@pendent
key management, are addressed. We first present a bandwidth- issues and they were studiexbparately one in the net-
efficient scheme, called CRBR, that seamlessly integrates network ywork layer [16] and the other in the application layer [7],
access control and group key management. Performance analgs [23], [27], [28], [32], [33], [37]. In this paper, we propose

and simulation results show that our scheme incurs much smaller ; -
communication overhead than two other well-known schemes. & Pandwidth-efficient scheme called CRBR that seamlessly

Next we propose a DoS-resilient key distribution scheme, called integrates network access control with group key managemen
k-RIP, that delivers updated keys to a large fraction of nodes wit  CRBR exploits the special property of overlay multicast tha
high probability even if an attacker can selectively compromise node is both a group member and a router. We show through
nodes in the multicast data delivery hierarchy. k-RIP does not analysis and simulation that CRBR greatly outperforms rothe

rely on knowledge of overlay topology, and can therefore scale . . ]
up to very large overlay networks. An important application WO representative group rekeying schemes: LKH [32] and

of k-RIP is distributing critical messages (e.g., keys, new virus SDR [23] when they are applied in overlay multicast. More-
signatures, or certificate revocation lists) to a large number of over, using a queueing model, we show the impact of node

nodes that are organized into trees, meshes, or other types of presence dynamics (i.e.,coming online/going offline) oa th
graphs. performance of group rekeying protocols.
Keywords: Overlay multicast, network access control, group key .W_e al_so propose a simple but effective DoS-resilient key
management, DoS-resilient distribution scheme, called k-RIP (stands for k Random In-
jection Points), that delivers updated keys to a large ifvact
of nodes via an overlay network. Specifically, in addition to
l. INTRODUCTION propagating one copy of updated keys using a multicast tree
We consider the security issues that arise in an overlayoted at the source node, our scheme injéctadditional
multicast architecture where service providers distebthn- copies of updated keys into the multicast tree through
tent such as web pages, static and streaming multimedia daamdomly selected nodes in the network. These selectedsnode
realtime stock quotes, or security updates (e.g., new virpppagate the message to both their child nodes (if any)
signatures, certificate revocation lists) [21]. and parent nodes, thereby spreading the message over the
Overlay multicast, also called end system multicast onulticast tree. Our simulation and analysis results shat th
application-level multicast [12], was proposed as a newugrok-RIP can greatly increase the probability that nodes vecei
communication mechanism in place of IP multicast whosaessages even if an attacker cahectivelycompromise nodes
deployment has been very slow due to both technical amdthe multicast tree, and it can reduce message propagation
operational concerns. Recently several studies [3], [12],, latency compared to a scheme in which only one copy of
[18], [38] have investigated research problems in overlay m the message is injected via the root node. Unlike previously
ticast such as algorithms for tree or mesh constructiortimgu proposed schemes [5], [31], [35], [36], k-RIP does not raly o
reliability, and resource allocation. However, securityues in a knowledge of the overlay topology. Thus, it is scalable to
overlay multicast have received relatively little attentiso far. very large overlay networks. An important application of k-
Previous work on overlay network security either investiga RIP is distributing small-size but critical messages (&eys,
the impact of selfish cheating nodes on the performance redw virus signatures) to a large number of nodes that are
overlay multicast trees [22], or investigates schemesithat organized into trees, meshes, or other types of graphs.
prove the fault-tolerance or denial-of-service(DoS) lresce
of overlay networks by introducing path redundancy [5],][31Organization: The remainder of this paper is organized as
[35], [36]. follows. Section Il discusses some related work on group key



management, network attacks and countermeasures. Skctiomulticast protocol called Drum, which combines multiplehte
describes the system model and our design goal. In Section tNgues such as push, pull, random port selections, andnesou
we present our scheme CRBR for providing both netwothounds, for mitigating DoS attacks in secure gossip-based
access control and group key management, followed by itailticast. Wright et al [35] presented k-redundant depender
security and performance analysis. In Section V we descrigeaphs for distributing public-key certificate revocatibsts
our k-RIP key distribution scheme. Finally, Section VI con{CRLS), which provides every node in the graph wittisjoint
cludes this paper. paths to the root of the graph, thus guaranteeing deliveen ev
when up tok — 1 paths between them have failed. Song
Il. RELATED WORK et al [31] improved the scalability of the above scheme by
. . ) presenting expander graphs for constructing robust oyerla
We introduce the related work in four categori@soup penyorks that have constant degree. Their scheme provides
key managemenmembership controlnetwork attacks and 5 |ower hound on the probability of each node receiving a
countermeasuresandresilient overlay multicast revocation list when a certain fraction of nodes may fail.
Yang et al [36] proposed to augment tree-like hierarchy with
A. Group Key Management hierarchical overlay networks, which is actually also aetyi

Group key management has been extensively studiedgirr?phs' to achieve DoS resilience.

the context of secure multicast in IP multicast. The presiou All these schemes provide stronger fault-tolerance or DoS

group rekeying schemes can be categorized into stateful Jﬁanler}ce.at thg cost O.f higher (re)constrl_Jctlon compjexi
to maintain their security property, especially when nodes

stateless protocols. The stateful class of protocols degu i0in or leave the tree frequently. Moreover. these schemes
several protocols based upon the use of logical key tregs, ¢! q Y- '

LKH [32], [33], OFT [7], [9], ELK [27]. In these protocols are subject to selective attacks in which an attacker can

the key server uses key encryption keys that were tranghit ere\ég:r: ?OEE;“ mf)r:]tt)JZrC(;)%':Od?ﬁefgoon;erse(é?c;\élgaon:ﬁessr?)%?s

to members during previous rekeying operations to encr promising ( -om| 9) . . '
ur random injection points scheme directly works with the

the keys that are transmitted in the current rekeying ojperat — . . : . S
Thus, a member must have received all the key encryption ke‘ys'sung overlay multicast schemes without changing tietes

of interest in all the previous rekey operations to decigher bL??:rr]ifi}:ZFrC:]gsIssaespegalIy sﬁ'table forbdlstrlbutng sl_ns&|e
current group key. Adding redundancy in key distributiofi][3 ges. urscheme IS ro us_t o selectmelatt
[37] does not fully address the issue in the case of bU|I prefore, we believe .t.hat the combln_at|on of our s_che_me
packet loss or nodes going online/offline frequenBtateless with the other DoS-resilient schemes will make a distributi
group rekeying protocols [20], [23], [29] form the secon&yStem more robust to DoS attacks.
class of rekey protpcols. In these _protocol_s, a legitimaser u D. Resilient Overlay Multicast
only needs to receive the keys of interest in the currentyreke . . o )
operation to decode the current group key. The statelegsréea B2nerjee et al [5] introduced a probabilistic forwarding
makes these protocol very attractive for applications inctvh Scheéme for overlay multicast. In their scheme, every node
members go offline very frequently. However, these proscdPrwvards received packets to a randomly selected set ofspode
usually have much higher communication overhead than tR&SUMINg that every node has global knowledge of overlay
stateful protocols. Our scheme also provides the stateld@R0I09y or it can discover other nodes on the fly. Our k-
property, but it incurs significantly smaller communicatio RIP scheme also uses randomness,.but the randomness is used
overhead than the other schemes. Moreover, it also providdsthe key server to inject packets into the overlay network,
network access control. not used by the regular nodes to forward packets. The main
reason we do not employ their scheme directly is because of
scalability consideration. For large-scale and dynamirlay
B. Membership Control networks, the overhead for discovering other nodes on the fly
Gothic [17] is a group access control architecture for secu®r maintaining global topological knowledge would be very
IP multicast and IP anycast. It also includes group accdgsge. In k-RIP neither the key server nor the nodes need
control aware group key management which reduces tk@owledge on overlay topology. The key server infers the
overhead of LKH, assuming that the key server has the glotsesence of the selected nodes only through some heuristics
knowledge about the topological locations of every memb#te nodes do not know anything about the nodes other than
in the multicast tree and that an attacker does not eavesdiir parent and child nodes. This allows k-RIP to scale up to
messages on the networks other than its local network. Gubitrarily large overlay networks.
scheme is designed specifically for overlay multicast, dnd i

. I1l. SYSTEM MODEL AND DESIGN GOAL
does not make the above assumptions.

This section describes our system model and design goal.
For ease of presentation, we use the terms “join” and “leave”
to denote the actions of a subscriber coming online and

Mathy et al [22] studied the impact of selfish nodes cheatimgping offline, respectively, whereas use “add” and “revoke”
about their distance measurements in application-levéti-nuto denote the actions of becoming a member and cancelling
cast overlay tree. Badishi et al [6] proposed a gossip-bashé membership status of a subscriber, respectively.

C. Network Attacks and Countermeasures



A. System Model

There are potentially a large number of application scesari
of overlay multicast, which are characterized by differpat

Data
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rameters. For examplgroup sizecould vary from tens to mil- ook

lions, number of data sourcesom one to manymembership oistibuton
dynamicsfrom static to frequent subscribing/unsubscribing, ef;s’“°

node presenc&om always online to frequently going offline, . 7\

and types of trafficfrom real-time information to delay- J&nzfﬁv;/ .
insensitive bulk data. It seems unlikely that a single syste A N
model can describe all these scenarios. Therefore, we focus /an

on a specific application scenario, which we believe is (df wi
be) very representative. Security solutions for this sderan |
be applied to many other scenarios as well. \
We consider a commercial application of overlay multicast, \

in which a service provider distributes data (e.g., livetean h
or streaming media) to a large number of subscribers (also . o
called member nodes hereafter) simultaneously. For siityli
we assume that online nodes are self-organized into anagvertig. 1. A system model
multicast delivery tree rooted at the distribution servér o

a service provider, although our security schemes work for

various distribution infrastructures, such as trees, @&sbr In this paper, however, we focus on two of these security

other types of graphs. The algorithms for constructing angs es in the context of overlay multicast. First, we want
maintaining overlay multicast trees [3], [12], [18] are @it , provide data confidentiality and network access control.
the scope of our work. Data confidentiality ensures that only authorized nodes can
The population of the system could be up to hundreds gfiyerstand the multicast data. It must be provided because
thousands or even millions of nodes. We assume that & nofleynauthorized user may attempt to receive multicast data b
may join or leave a multicast group very frequently and at any,yesdropping on the communication links of authorizedsod
time. For example, a user may subscribe to multiple Servige eyen of Internet routers. Network access control is aligo ¢
providers for different programs. She may switch betweggy,| hecause it ensures that only authorized nodes canfjein t
multiple channels to find an interesting program to join. RIS o\ erjay multicast tree; otherwise, the resources of aifegte
may also leave a channel immediately after she has receiypglie are consumed for forwarding data to unauthorized nodes
the data of interest to her. _ Second, we want to provide a DoS-resilient key distribution
In this model, the service provider has three types of s8IV&icheme that delivers keys to existing member nodes with a
playing different roles. A key server (or many key servers fqyigh probability even if some selectively compromised reode
scalability) provides subscription services to users.oBefa drop the keys they are supposed to forward.
user is_ able to join the group for the first time, it peeds 10 \We assume the existence of an appropriate multicast
subscribe to the key server (e.g., through a website). Aflgg,rce authentication scheme (e.g., digital signaturetteero
succe§sful subscrlptlpn based on cer.taln qu|C|es or leles, schemes [25], [26], [31], [24], [34] that amortize the cost o
agreeing to pay service fee),_g user is pro_wded W't_h a SBIVIg digital signature over multiple packets) by which the data
credential that allows it to join the multicast delivery dre server and the key server can authenticate their data ortéeys
later. A user must also contact the key server to cancel & mper nodes. We leave the other topics such as incentive for

membership later if it wants. The key server also manages ti’%?warding, service fairness, and insider attacks to oturéu
update of data encryption keys (DEKs). When it changes gﬁde.

DEK, it sends a new DEK to the data server, which encrypts
the future messages with the new key. The key server also
sends to the distribution server its (updated) network sgce

control policy or access control list indicating which nede ) ] o o ]
are currently authorized to join the group. The data serser i AN important, while challenging, issue for providing multi

mainly engaged in processing the data to be distributed, e_qj;\st data confldentlgllty is group key management. To eaforc
computing encryptions and digital signatures. It transrttie both backward confidentiality (i.e., a new user should not be

prepared data to the distribution server for distribution. ~ @Plé to decipher the data distributed before its subsoripti
and forward confidentiality (i.e., a revoked user should et

_ able to decipher the future data) [33], it is required tordiste
B. Design Goal a new group data encryption key (DEK) to all authorized
Security requirements of overlay multicast are similar tmembers in &ecure reliable, andtimely fashion when group
those of other networks. Some of the general security proparembership changes. This is referred to as group rekeying.
ties areauthentication confidentiality network access control ~ Unicast-based group rekeying, in which the key server sends
availability, anonymity andfairness a new DEK to every individual node, has the communication

IV. A CERTIFICATE REVOCATION BASED GROUP
REKEYING SCHEME (CRBR)



complexity of O(N) keys. Recently proposed group rekeyings digital signatures support strong source authentitatio
schemes [7], [23], [27], [32], [33] use logical key trees tmverlay multicast, because nodes are both routers and, hosts
reduce the complexity of a group rekeying operation frometwork access control will be achieved as long as every node
O(N) to O(logN). Further, it has been proposed that groupsuthenticates every other node that contacts it for joirireg
be re-keyed periodically instead of on the basis of evenetwork.
membership change [28], [37]. Periodic or batched rekeyingIn our system model, it is very natural that data ac-
can reduce both the processing and communication overheads control (through encryption) and network access abntr
at the key server, and improve the scalability and perfomaan(through authentication) be integrated. A node should have
of key management protocols. Note that in all these schembsth privileges if it is authorized, and it should not have
the key server includes keys fall the member nodes wheneither of them if it is revoked. This motivates us to update
distributing its rekeying message, and every member reseigroup keys and invalidate the public keys (or certificatefs) o
the entire message although it is only interested in a smedvoked nodes simultaneously. Moreover, since periodiagr
fraction of the content. rekeying is much more scalable than individual rekeyingd,[28
Network access control, which is another critical securify37] and certificate revocation information is also digtt#x
service, was studiethdependentlywith group key manage- periodically [8], group rekeying and the distribution ofrtf-
ment in IP multicast. It is usually enforced by Internet edgeate revocation information can be performed with the same
routers [16]. Specifically, each router maintains inclasictime interval. An appropriate rekeying interval is applioa
or exclusion access control lists (ACLs) for all supportedependent and requires a trade-off between security and per
multicast groups, and every member presents its authinizatformance. The selection of rekeying interval is out of thepsc
certificate or token to its edge router to join a group. Nelworof this paper.
access control is hard to implement in IP multicast because
routers are required to authenticate packets, to establish g gcheme Specifications

relationship with individual group controllers, and to gebeir , . . '
ACLSs up-to-date. This subsection describes our scheme. We first show the

major steps, followed by more details.

. « Node Registration: The key server issues every member

A. Scheme Overview a public-key certificate when the member subscribes.

We exploit the property of an overlay network that nodes  Security Update Generation:The key server generates a
are both hosts and routers when designing group rekeying nhew certificate revocation list (CRL) and a new DE¥,
and network access control schemes. In IP Multicast, all for every group rekeying. It further computes a digital
group members are end hosts, and they have no responsibility signature over the CRLK,, and a timestamp. Denote
for forwarding keying materials to other group members. In SU as asecurity updatethat includes the CRL, the
contrast, for group communication in an overlay networle, th  timestamp, and the above digital signature (note fhiat
nodes in the delivery tree also act as routers. As such, the is notincluded inSU). The key server sendsU and K,
key server only has to deliver a new DEK securely to a small  to the distribution server.
number of nodes, which are its immediate children, and these Security Update Distribution: For the ease of presenta-
children then forward the new DEK securely to their own tion, here we use a traditional, non-DOS-resilient scheme
child nodes. In this way, a group key is propagated to all the for the distribution of security updates. This is referred t
online member nodes in a hop-by-hop fashion. The amortized as base scheme. We will present a DOS-resilient scheme
transmission cost per node is one key, independent of thgpgro  in Section V. In the base scheme, the distribution server
size. forwards SU and K, to each of its child nodesSU is

For the above scheme to work, a basic requirement is the Sentin cleartext, whereds, is encrypted with a pairwise
existence of a secure channel between every pair of neigh- key shared between two nodes in every link. A node
boring nodes. We employ conventional public key techniques establishes a pairwise key with another node and then
for establishing pairwise keys between two nodes. Symmetri ~ propagatess, to it only if the CRL indicates that node
key techniques might also work, but have several limitation s still a legitimate member. Also note that every node
For example, during node registration, the key server could can verify the authenticity of the received group key
assign to every noda’ pairwise keys, each of which is shared by verifying the signature. After successfully verifying
uniquely with another node. However, this scheme is not the message, these child nodes forward the message to
scalable with group size for distributing and storing thiesgs, their own child nodes. Recursively, the security update
and it is also not flexible for adding new members. Although ~and K, are propagated to all on-line nodes in a hop-by-
the technique of probabilistic key pre-deployment [14][1 hop fashion.
can be used to reduce the storage requirement, it only evid » Local Recovery: A node that has missed one or several
probabilistic or threshold security in the sense that aaiert ~ security update information because it was off-line can
number of colluding members can greatly jeopardize the authenticate itself to any one of the online nodes to obtain
secure links shared between other members in the system.  the up-to-date security update and the group key when it

The use of public key techniques can additionally provide joins the network, because that node knows if the joining
network access control because public key techniques such hode is legitimate or not based on the CRL it possesses.



1) Certificate ManagementThe key server issues everykeys. Nodev also checks if the bit indexed by nodes id
node a unique public-key certificate if the node is authakizein its CRL is ‘1’. Then nodev sends node: the current
The node is also given the public key of the key server, whidd, encrypted bykK,, and SU. Node u can verify the
allows the node to verify the certificates (hence their mublauthenticity of K, based onSU. Note that a pairwise key
keys) presented by other nodes. is not merely for delivering<,. In all the overlay multicast

The key issue in using digital certificate is certificate marfouting protocols [3], [12], [11], [18], [38], two neighbimg
agement. In general, there are mainly two challenges. Thedes in the multicast tree exchange KEEPALIVE messages
first challenge is for a node to verify a received certificateeriodically. They can use their pairwise key for autheattigy
in an efficient and timely fashion in the presence of compldkese KEEPALIVE messages to each other.

CA hierarchy. In our applications, fortunately, there is no
CA hierarchy since every user receives a certificate from tigg Security Analysis
same key server. The second challenge is certificate régncat

On one hand, it is more efficient and economic for a C because a member node only forwafgsto other member

to issue certificates with long validity periods, becauseréh nogdes. Nor can a compromised node inject a false group key
is considerable computational and communication overher?ﬁlo the network because the group key is signed by the key
(e.g_.f,. com;())utmr? a r(]:hgl:]al Z'Q.nfiture) Irl]'\ll<0|lve(r11 IN 1SSUING 84 rver, An unauthorized node cannot join the multicast tree
certificate. On the other hand, itis more likely that a C&m,? either. However, a compromised node might share its private
with a .Io.n 9 va!|d|ty period ngeds to be rgvoked eXpI'C'mf(ey with other unauthorized nodes so that those nodes can
before it is expired, because in some applications users 18% the network. This attack could be detected if the key

t

unsubscribe from the program at any time. To address Brver has the global knowledge of the online nodes in the

p“’b'e.’.“' a conventlp nal_ approach is for the_ key Se,rver.tm'ssmulticast tree. Another approach, which works for user$ wit
a certificate revocation list (CRL) that contains the infatimn

- : - static IP addresses, is to include the IP address of a node in
of all revoked certificates. The issue is: how can the keyesgr\{ts certificate. To receive data, a node cannot lie aboutHts |

me}kg the revqcanon information available .to other nOdE&_nm address, thus this approach thwarts those unauthorizegsnod
efficient and timely manner. There are mainly two techniqueg . using the certificate of an authorized user

pull_or pus_h. In a puII-_based sgheme, a node contacts &, scheme also provides weak anonymity in the sense that
dedicated directory to verify a received certificate frornther the certificate of a user only has an integer field to uniquely
node. Since every node needs to authenticate itself topﬂmltiiolentify the user. A node cannot figure out the identities
nodes, including its parent, children, and multiple othedes of other users in the system; however, it can know the IP
it has to contact during its join process, the pull-baseesseh addresses of other nodes it is’ communicating with.
makes the directory a performance bottleneck.

We adopt a push-based approach in which the key seryer .
distributespits CpRLs periodiczfllsl. To minimize the comyrmnibe' Performance Evaluation

cation overhead, we employ the following techniques. This subsection compares the performance of our scheme
CRBR with two well-known group rekeying schemes:

« The key server assigns a unique integer to every node@@H 32 :

. e e . and SDR 23], supposing they are employed
the identifier of the certificate of the node. The integep, 0v<[arle}y multicast U[nlille CFI;FI)BR geitht-;/r of LKHp a)r/1d
sNtarts ;‘]romh‘O’kand IS mcrgmented by one ;Or'z ne]\c/v nOd@S R provides network access control. Nevertheless, in the

o(;et atthe key serv%r oeAslnot ahSS|gn t.f_e| S ofrevokg parison we consider the cost of distributing the CRL for
nodes to any NEw nodes. AlSo, the cgrtl icate of a USBRpR hyt not for LKH or SDR, thus biasing the comparison
does not contain any personal information about the us favor of the latter two schemes
Instead,lt_h? key _serve}r has a da:;[abase t_?_at records t he metric of interest is key server bandwidth overhead.
p(ra]rsona n OrQa“O.” 0 ? user ar;] Its c_ert|h|cate. b Because security updates are propagated in the entirecasilti
¢ Tf € %RL 'ﬁ a hlt strlngfo S'Zgz’ vybe(;eZ 'f]t enum eEr tree, the more the key server distributes, the more netwaak a
0 ngf)_ es t'at ave sdo ar sg' serl he bt.Ot gsystec;n_h Vildde resources are consumed. Hence, key server bandwidth
certificate S mappe tp abitin the ) '_t strlng'an ,t € 'Bverhead is also an indication of the total network bandwidt
OT the certlflcatg |s_the index of the bit in the_ bit string. Aoverhead. We do not consider computational complexity of
.b't. valu_e of 'O |n_d|c_ates that_a correspondlng_cerhﬂcataodes for group rekeying. In CRBR, two neighboring nodes
is invalid and ‘1 |nd|cates valid. Whep a node IS rev.°ke.%stablishes a pairwise key only once, and the pairwise key
from the system, its corresponding bit in the bit string I8 then used for encrypting group keys or authenticating
set 0" KEEPALIVE messages. The cost of establishing a pairwise
ode Joining:When a node: joins the multicast deliv- key is therefore amortized to multiple messages. Moreover,
2) Node Joining:Wh de: joins th Iti deliv- key is theref ized Itipl ges. M
ery tree after its subscription process, it follows the #x¢s a small number of public-key operations such as public-key
overlay multicast routing protocol, except that it autlestes decryptions or digital signatures are not a concern for sode
to all the nodes it contacts with and also verifies any messade a PC with a Celeron 450 MHz processor, a 1024-bit RSA
from those nodes. For example, nodegnd its parent node digital signature takes only 27 milliseconds [10].
v can authenticate to each other and establish a pairwis&fwo scenarios are studied. The first scenario considers the
key K., based on their certificates and their public/privatbandwidth overhead of the key server for multicasting keys t

In our scheme, no unauthorized nodes can get the group key
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Fig. 2. An analytical model

The i'th Rekeying Event

Fig. 3. Rekeying cost of LKH, SDR, and CRBR

online nodes. The second scenario considers the bandwidth ) )
overhead of the key server for unicasting the current key¥e Will use S in our evaluation study shortly. -
to individual nodes that have missed one or several previous?) 1he Impact of Presence Dynamics on Group Rekeying:

group rekeying operations because they were offline. Toystud . . )
the performance of these schemes quantitatively, below w&eNaro I Multicast Cost For LKH, we adopt the analytic

first present an analytical model for node presence dynamif&Sult in [37] to compute the communication cost of the LKH-
1) The Analysis of Node Presence Dynamigsmember based group rekeying scheme. For SDR, the upper bound of

node can be in either of two statuses: presence (online) gpup rekeying cost i8r, wherer is the accumulated number

absence (offline), and it can switch its status between théﬁfenOdeS that have been revoked from the system so far. We

two statuses until its membership duration is expired aed thUs€ simulations to show its average cost in different reigyi

revoked from the group. We use the term “presence duratio‘ﬁer'OdS' _ . .
The setting for the comparison is as follows. We assume that

and “absence duration” to denote a continuous time period a h q - Let th bershi
node stays in a group and stays outside a group, respectivi € steady statusy = 65536. Let the average memboership
ration bel/6 = 30 days and the group rekeying interval

Previous study [1] based on multiple sessions in MBo ) .
showed that presence durations in a multicast sessionafoll eT =1 dgy. Let thg size of a "eY be.20 bytes (128fb't
AES encryption [2], with a key version field and encoding

either an exponential distribution or a Zipf distributidfor . ) :
simplicity, in this study we assume that the durations ofeno@Verhead). Figure 3 depicts the bandwidth overhead of LKH,

membership follow an exponential distribution with mea§DR’ and CRBR in the first thirty rekeying events. We can

1/6. We also assume that presence durations of nodes follg\%serve thit L.KH has the samr(]a bandyvicjsth ovcre]rhiad d?/;’.gng
another exponential distribution with medriu, and further Gferent rekeying operations, whereas in SDR the bandwidt

assume that the absence durations of nodes are exponentfffread starts at a small value and eventually exceeds that
distributed with mearR /.. ThusR is the ratio of the average In LKH. The bandwidth overhead in CRBR increases slightly

time for which a node is absent to the average time for whic‘.’\’ﬁIth time, but it is still far smaller than that in other two
itis present. SCReTetSH t although in this simulation setting the bandwidth
Figure 2 depicts our analytic model. Let the group rekeyiné ote that althougn In tis simuation setling the banawl

interval beT'. When the system is in its steady status, durin erhead seems not a big concern in any one of these three

T the number of new subscribersis equal to the number chemes, the. bandwidth saving of our scheme over other

of revoked subscriberd.. Based on queueing theory, thetWO schemes is very meanmgfu] _for a very large group. For

revocation rate of the systemé-6 whereN is the population example, wherN reaghes one million, gnder thg same setting

of the system. Thusl, = N - § - T. every rekeying cost in LKH i88.3 MB, in SDR it becomes

In this model, the rate of an online user going offline igeveral megabytes when reaches hundreds of thousands,
! i . R whereas in CRBR it is upper bounded b$8 KB. Because

w and the rate for an offline user coming onlineuigR. Let f its small size. the rekeving message in CRBR can be

N; and N, be the populations of online and offline users jusg. ; L ying 9 .

after a rekeying operation, respectively, thda-+ N, = N. istributed using our DoS-resilient k-RIP scheme intraztlic

Denote S as the number of nodes switching from offling"” Section V.

status to online status iff’. In the steady statusS is also : . . .
N ys s .~ . Scenario II: Unicast CostWhen the key server distributes its
the number of nodes switching from online to offline in : : oo

L . " security update, none of th¥, offline nodes receive it. As

T. For periodic batched rekeying, both node additions an ! . .
we showed earlietS of these nodes come back online during

;?\ﬁ)?p.on? ;rir}(fo§e57§q ;t tc\f; ehn;\/gjva.\ gr‘ﬂrzﬁzy'”g’ Thf. The issue is that they cannot decrypt the data without the
TN s = Mol ' ¢ R+l current group key. One solution is letting these nodes wait

N-p-T until the next group rekeying operation. However, this does

S= R+1 () not address the problem completely. When a stateful rekeying



allows us to use a much larger bitmap (e.g., millions orduilti

users), the size of which after compression has almost no
difference with that of a compressed bitmap of smaller size
(e.g., less than one million). An advantage of using a large

-~ Stateful(LKH)
- S SDR or CRBR)

g
Sx
L ¥ . . .
ggm"’ bitmap is to accommodate a potentially very large number of
£8 users.
LF e
g 510 7 T=24h
o = ours
5’;; 1theta = 30 days V. A DOS-RESILIENT KEY DISTRIBUTION SCHEME
4 1/ =2hi
e Rm:u5 ours f (K-R|P)
This section describes our DoS-Resilient key distribution
1L i i i i i . B
0 ax 16K oK PR scheme called k-RIP. The scheme can also be used for distri-
Group Size(N) bution of other small-size but critical information (e.gew

virus and worm signatures, CRLS) in overlay multicast group
In overlay multicast, messages are normally injected into
the network from the distribution server, i.e., the root @od
and are then forwarded hop-by-hop to all the other nodes in
protocol such as LKH or OFT is employed, a node canngie tree (in Section IV-B we used this as the base scheme for
decrypt the next rekeying message to get the next group Kesy distribution). If a malicious node in the tree intentidly
either. A stateless protocol does allow a node to decode tiiscards the message it receives from its parent node, its
next group key from the next rekeying message independentipwnstream nodes will not receive the message. This attack
However, a subscriber has to wait for an average time interva specially severe when the malicious node is very close to
of T'/2 for the next rekeying interval. Therefore, to update theihe root. We note that this attack is also effective to nee-tr
keys, these5 nodes have to ask for retransmission. Generallyased delivery infrastructure. Schemes [31], [35], [36dzh
a node can keep the last security update, but it does not bearmore complex graphs are more resilient to the attack in
the responsibility for keeping all the previous securitglaf@s. general, but they are still subject to selective attacks hiciv
Therefore, when LKH is employed, theSenodes would need an attacker selectively compromises several nodes clase to
to ask the key server for retransmission, whereas in SDR anfkction point. The injection point is fixed and well-known
CRBR, these nodes can get retransmission from other nodgsis naturally becoming a point of interest for denial of/ser
Next we show the overall retransmission cost in thesdtacks. To launch DoS attacks, an attacker could also neanag
schemes. In SDR or CRBR, only the current group key (rto compromise the nodes close to the injection point.
KEKS) is retransmitted to a requesting node. Thus the dveral Note that we cannot solely rely on detection and retrans-
bandwidth overhead i§ keys if we do not count other packetmission mechanisms to address this attack. If every node tha
overhead. In LKH, a node needs to receive the current grodptects message losses asks the key server for retrarsmissi
key and some of its KEKs that have been updated. We assutine key server will become the performance bottleneck. &her
that in LKH, a node that comes online needs to receive daore, it is very important that the majority of the member esd
averageh/2 keys !, whereh is the height of the key tree could receive messages even in the presence of DoS attacks.
maintained by the key server. Therefore, durifigthe key

server needs to retransmif: keys. A. Scheme Overview
Figure 4 plots the bandwidth overhead for unicast-based ke

Fig. 4. The bandwidth overhead of key server for unicastiegsko nodes.

¥To address the above attacks, we propose that in addition to

l(Jggi;tlggrj gRaBSRt?uzu;i?l rc\):;cglél(nl‘y_(?) é";d arzga;ﬁi:e;?nﬁ)gt/grpropagating its message through the root node, the keyrserve
- 9 N Y, P also randomly picks: nodes (not including the root) in the

L/p= 2 hours, andi - - We_ can obs_er_ve that the_key S€Vel ee and sends its message to thesmdes. All thesé nodes
bandwidth overhead is nontrivial and it increases linewiity

group size. For example, for a group of sizesof 536, in LKH propagate the message towards their children (if any) ak wel

: as their parents if their children or parents have not reckiv
the key server has to transn2%.6 MB to help nodes update b P

the message yet. Thus, if a small humber of nodes do not
keys. In SDR or CRBR, the cost 1528 MB. When N reaches : : .
one million, the cost in LKH becomes greater t MB. forward the message, other nodes might still be able to get it

o I th vsis of th , h r}‘rom their children or parents with high probability.
verall, the analysis of these two scenarios shows thafy, ;g scheme, we can simply use sequence numbers to

CRB_R outperforms LKH and S_DR fqr the applications unde:{uppress duplicated messages, thus every node only receive
poq5|derat|on. .Moreover, our simulation (although nowveo one copy of the message and forwards the message to another
indicates that in many cases we can greatly fe?'“ce the e at most onée Moreover, this scheme has the additional

of thf CRL by compressing it using a compression prografaefit of reducing the overall latency for all online nodes t
€.9.,"zip", before performing digital signing. Our id ag8t |ocejye the message. On the other hand, this scheme ineurs th
ment rule renders many of °1's (also ‘0's) contiguous. Th'ﬁandwidth overhead for the key server to transtratdditional

1The exact number depends on the group characterigfiand L. Our 2A node may first send to a recipient node a probing packet iiajudnly
analysis shows that it is abou’gl@ keys in our earlier setting if a node hasthe sequence number of the message, and then decides whetiott@send
only missed one group rekeying event. the entire message based on the feedback from the recipidat no



copies of the message. However, for small-size messagges (én a multicast session approximately follow an exponential
tens or hundreds of kilobytes) and a snval(e.g., < 20), in distribution [1]. Assume that the mean of presence duration
practice this transmission overhead should not be a bigezancis 1/6, which can be calculated if every member node records
for the key server. its every presence period and reports its mean presence time
to the RP when joining the tree.

The probabilityp;(t) that a member nodé is still online
t time after it joins isp;(t) = e~%t. p;(t) decreases with,

The very first question is which nodes to select? To answefindicating that the nodes joining more recently are morelyik
this question, we need to consider two factors: latency agsl pe online than those joining earlier. Thus, the RP simply
DoS-resilience. Ideally, we should selgetnodes such that tg||s the key server the ids of. distinct nodes that joined
the overall latency is minimized and the number of nodes th@e tree most recently, such tf@ﬁlpi(ti) > ok, wheret;
can receive messages is maximized. It is relatively easy (o< i < m) is the time difference between the current time
selectk nodes to minimize the overall latency if we have thgnd the joining time of that node. Hete> 1 is a parameter
complete knowledge of the tree topology and the delay fflecting the probability that the key server findsonline
each link of the tree. A brute-force—based algorithm works todes fromm candidates, and it is variable and should be
calculating the overall latency in every possible comberabf  determined by the presence dynamics of an actual applicatio
k nodes out of the totaN, nodes in the tree and then finding \we note that there is a potential attack against this selec-
out the set producing the minimum latency. The computationgyn algorithm if the message (e.g., the CRL in CRBR) is
complexity is(}) calculations of the overall latency and thergjistributed periodically, because multiple malicious esthay
is room for optimization. We can also calculate the number Rfin the tree just before the distribution time point. Baged
nodes that can receive the CRL for every combination if wgr selection algorithm, the RP will likely report their ids
know which nodes in the tree are malicious. to the key server. Thus, these malicious nodes are selected

In practice, it is hard to achieve the above goal because §¢ injection points, reducing the effectiveness of our sehe
key server might not have the precise knowledge of the trgg mitigate this attack, it is important that the key server
topology due to the presence dynamics of the member nodgsdomly picks nodes from the: candidates for presence

The key server might know which nodes have joined the trggst, not preferring the nodes that joined more recently.
from a rendezvous point (RP) in many routing algorithms [3],

[38] because a joining node contacts a RP for information ) )
assisting the node to find a position in the tree. However, for Evaluation of Effectiveness
scalability the RP does not keep track of the position of a This subsection reports the effectiveness of our k-RIP
specific node in the tree. Moreover, the RP does not knagheme in reducing propagation latency and increasing DoS-
either if a node is online or offline because a node mighé¢silience.
leave the group at any time and it does not notify the RP its1) Simulation Setting:We first generate a random graph
leaving. Thus, for our scheme to work, a practical issue is & 10,000 nodes and then construct a tree out of the graph
determine which nodes are online. based on the joining algorithm that is also used in [4], [18],
[38]. Specifically, every joining node searching from thetro
A Heuristic Selection Algorithm A simple solution works as downwards along the tree for the (possible) nearest nods as i
follows. The key server randomly selects its member nodesgarent, thus geometrically adjacent nodes become neiglibor
connect to. If a member node is unreachable, it picks anothle tree. The link delay between any two nodes is randomly
one. The key server repeats this process until it discokersselected from a uniform distribution between 10 and 200 ms,
online nodes. One problem with this scheme is that the keyid the outdegree of a node is a random number between 1
server might not know the IP addresses of its member nodasd 5. Our simulation programs were written using the Csim
because nodes might have dynamic IP addresses. This probdmulation library [13]. We use the method of independent
can be addressed by letting the RP record the IP addressgsications for our simulations and all our results havée95
of the nodes that have recently contacted it. Because nodesfidence intervals that are within 5% of the reported \@lue
normally do not change their IP addresses during a session?) Reducing LatencyWe first evaluate the effectiveness of
the key server can use these IP addresses directly. k-RIP in reducing the propagation delay when no nodes are
Using the same group characteristics as that used in Seémpromised. Figure 5 plots the latency histogram whken
tion IV-D, we know that for a system that has the registeratbdes are randomly selected from 10,000 nodes. In the base
population of V' and the average network size df, = 15, scheme, there is only one injection point, which is the root.
the key server needs to try an average numbé@’o& kE(R+ Note that for simplicity we calculate the message propagati
1) times to findk online nodes. This shows that the efficiencyatency in each link as triple of the link delay to mimic
of this algorithm relies on the node presence dynamics. FoiT&P-like unicast schemes; hence, the results should only be
small R, this selection algorithm should work fine. Whéh interpreted as relative performance. We can see that wéth th
is large, we may exploit the following heuristics to increasincrease oft, more and more nodes can receive a distributed
the hit ratio. The idea is that the key server could make message in shorter time intervals. We have also calculated
good guess of online members based on the joining timi® average latency in each case (nhot shown in this figure).
of the members. Again, we assume that presence durati®deen k& = 20, the average latency is aboli§% less than

B. Node Selection



that in the base scheme. Note that the reduced latency is not Disiribution
very significant over the base scheme because the nodes are =
randomly selected. Due to the tree structure, most of thesiod
are selected from leaves or close to leaves.

We investigate the effectiveness of the heuristic algorith
by randomly choosing (k < 20) injection points fromm =
50 most recently joined nodes, which shows that it is not as
effective as choosing nodes from allNV, nodes. Wherk =
20, the average latency is only abdlit% less than in the base
scheme. This is because the recently joined nodes are mostly
leaf nodes in the tree.

g

Randomly choosing k nodes from all nodes Fig. 6. An example tree of siz8/, excluding the root. The empty node is

Bl Base Scheme a compromised node whose tree size.is
Bl k-RIP(k=5)
I k-RIP(k=10)
[ k-RIP(k=15)
] k-RIP(k=20)
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Fig. 5. A histogram showing the number of nodes receiving ik&iduted EM - Z <l)p(z)(y — 1+ z:v). @
message in each time interval. =0
This analytic result has been validated by simulations.

b) A Single Compromised Nod&igure 7 illustrates the
effectiveness of our k-RIP scheme compared to the base
scheme, based on eqn. 2. We observe that in the base scheme,
a compromised node with the height= 1 could prevent

a) Performance AnalysisFigure 6 depicts an examplenalf of existing nodes from receiving the message, whereas
multicast tree that has degree @éf= 2 and group size of gyr scheme allows a much larger fraction of nodes to receive
N, nodes (excluding the root node that is the distributiogpe message. For example, when= 3, about80% nodes
server). The solid nodes are good nodes and the empty @a@ receive the message. More nodes get the messagekwhen
is a compromised node that drops messages going throughniéreases. For example, whén= 10, about97% nodes could
Let i be the height (in hops) of the compromised node fromaceijve it. We also observe that if a compromised node is far
the root ands be the number of nodes in the snfbtreg rootefom the root of the tree, it will not be able to affect many
at the compromised node. Then we have J (ddil~ nodes even in the base scheme. This is because less nodes are

Let z be the number of good nodes that can receive the tree rooted at the compromised node. In addition, the
messages. Let base scheme be the one in which only a sirfigere indicates that in the base scheme, to cause denial of
copy of a message is injected via the root node. It is easygervice to more nodes, an attacker should manage to become
see that in base scheme= N, — s. In our k-RIP scheme, as close to the root as possible. However, when our scheme
besides the root nodé; randomly picked nodes also injectis deployed, that is not necessarily the best strategy fer th
the message into the tree simultaneously. If a good nodeaittacker. For example, whelh= 10, becoming a node with
the subtree rooted at a child node of the compromised nodéiis= 2 or h = 3 gives the attacker a little more advantage than
selected , all the nodes in this subtree will receive the aggss becoming a node with = 1.

If one good node is selected from each subtree rooted at eachlext we study the effectiveness of our heuristic selection
child node of the compromised nodes, all the good nodes in thigorithm that select¢ nodes from mostly recently joined
network will receive the message. More generally, depotg m nodes (denoted as k-RIP-h, dashed lines in Figure 8),
as the probability that at least one node is selected frotm @ac compared with the base scheme in which we randomly select
1 (0 < i < d) subtrees rooted atchild nodes (but no nodes arek nodes fromN, nodes (denoted as k-RIP, solid lines). We set
selected from the othdi — i) subtrees) of the compromisedthe outdegree of a nodé= 3 and the size of the candidate
node. Further denote = (s — 1)/d andy = N, — s+ 1, setm = 50. Figure 8 indicates that except whén= 1, the

as shown in Figure. 6. Basic probability and combinatorieffectiveness of k-RIP is only slightly affected when chags

3) Increasing DoS-Resiliencale first show the analytical
model, followed by simulations.
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challenges that arise due to resource constraints of adrtbc a
sensor nodes.

We also proposed a DoS-resilient information distribution
scheme that delivers small-size but critical messages, (e.g
keys) to a large fraction of nodes with high probability evien
an attacker cagelectivelycompromise nodes in the multicast
data delivery hierarchy. The scheme has only considered
to distribute one message and use a fi¥edlf multiple
messages are to be distributed, we may randomly sample
a fraction of nodes to obtain their receiving statuses of the
previous messages and then decides an approgrifie the
next message. We will study efficient and effective sampling
schemes for this purpose.
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