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Abstract

We presentGKMPAN, anef�cient andscalablegrouprekeying protocolfor securemulticastin ad
hocnetworks.Ourprotocolexploitsthepropertyof adhocnetworksthateachmemberof agroupis both
a hostanda router, anddistributesthegroupkey to membernodesvia a securehop-by-hoppropagation
scheme.A probabilisticschemebasedonpre-deployedsymmetrickeys is usedfor implementingsecure
channelsbetweenmembersfor group key distribution. GKMPAN also includesa novel distributed
schemefor ef�ciently updatingthepre-deployedkeys. GKMPAN hasthreeattractive properties.First,
it is signi�cantly moreef�cient thangrouprekeying schemesthatwereadaptedfrom thoseproposedfor
wired networks. Second,GKMPAN hasthepropertyof partial statelessness; thatis, a nodecandecode
the currentgroup key even if it hasmisseda certainnumberof previous group rekeying operations.
Thismakesit veryattractive for adhocnetworkswherenodesmaylosepacketsdueto transmissionlink
errorsor temporarynetwork partitions.Third, in GKMPAN thekey serverdoesnotneedany information
aboutthe topologyof theadhocnetwork or thegeographiclocationof themembersof thegroup. We
studythesecurityandperformanceof GKMPAN throughdetailedanalysisandsimulation;wehavealso
implementedGKMPAN in asensornetwork testbed.

1 Intr oduction

Many applicationsof adhocnetworksinvolvecollaborativecomputingamonga largenumberof nodesand
arethusgroup-orientedin nature.Examplesof suchapplicationsincludecoordinationof �re �ghters in a
rescuetaskor coordinationof soldiersduring a battle. For deploying suchapplicationsin an adversarial
environmentsuchasa battle�eld or evenin many civilian commercialscenarios,it is necessaryto provide
supportfor securegroupcommunication.In thispaper, weaddresstheissueof providing con�dentiality for
groupcommunicationin adhocnetworks.

Themostef�cient approachfor achieving con�dentialgroupcommunicationis to useasymmetricgroup
key that is sharedby all thenodesfor dataencryption.This approachhowever introducestheproblemof
grouprekeying, i.e., thegroupkey mustbeupdatedandredistributedto all theremainingnodesin a secure,
reliable,andtimely fashionwhengroupmembershipchanges.Thisproblemhasbeenstudiedextensively in
thecontext of securemulticastin wirednetworksandseveralscalablekey managementprotocolshavebeen
proposed,e.g.,OFT [3], Subset-Difference[16], LKH [25], andELK [20]. However, theseapproachesare
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notdirectlyapplicableto adhocnetworks,becausethecommunicationcostpernodecanbecomeveryhigh
for a largeadhocnetwork with very dynamicgroupmembership.Sofar very few grouprekeying schemes
have beenproposedfor ad hoc networks. They eitherusepublic-key techniques[10], or adaptthe LKH
schemefor adhocnetworks [14]. Public-key basedschemes[10] aremoreexpensive thansymmetric-key
basedschemesin bothcommunicationandcomputation.TheadaptedLKH scheme[14] incursthecomputa-
tionalandcommunicationcostthatis of thesameorderastheLKH scheme[25]. Moreover, theLKH-based
schemes[3, 14, 25] have thedisadvantageof statefulgrouprekeying schemesthata nodethathasmissed
a grouprekeying operationwill needto obtainpreviously transmittedkey encryptionkeys in order to be
ableto decryptthecurrentgroupkey. This mayinvolve requestingthekey server for retransmissionof any
missingkey encryptionkeys,which is highly undesirablein amulti-hopwirelessnetwork.

In this paper, we presenta scalableandef�cient grouprekeying protocol(GKMPAN) for ad hoc net-
works basedsolely on symmetrickey techniques.GKMPAN exploits the propertyof an ad-hocnetwork
thatmembernodesarebothhostsandrouters.In IP Multicast,all groupmembersareendhosts,andthey
havenoresponsibilityfor forwardingkeying materialsto othergroupmembers.In contrast,for groupcom-
municationin an ad hoc network, the membersof the groupalsoact as routers. As such,in GKMPAN
thekey server only hasto deliver thenew groupkey securelyto thegroupmembersthatareits immediate
neighbors,andtheseneighborsthenforwardthenew groupkey securelyto theirown neighboringmembers.
In this way, a groupkey canbepropagatedto all themembers.Becauseevery nodeonly needsto receive
oneencryptionof thegroupkey, theaveragetransmissioncostpernodeis onekey independentof thegroup
size.

For the above schemeto work, a fundamentalrequirementis the existenceof a securechannelbe-
tweenevery pair of neighboringnodes.GKMPAN providessecurechannelsthroughprobabilistickey pre-
deployment.Thetechniqueof probabilistickey pre-deploymenthasbeenappliedin severalstudies[5, 7,30];
however, to thebestof ourknowledge,noneof thesestudiesaddresstheissueof updatingthepre-deployed
keys. Updatingthe predeployed keys is critical in order to prevent the compromisedandrevoked nodes
from launchingacollusiveattackin whichthey pool togethertheirkeyswith thegoalof jeopardizingthese-
curechannelsbetweenothernodes.Withoutkey updating,boththeperformanceandsecurityof thesystem
will degradegreatlywith thenumberof compromisednodes.To addressthis issue,we presentanef�cient
distributedkey updatingschemefor updatingany compromisedchannels.

The contributionsof this paperare two-fold. First, GKMPAN, which basedon symmetrickey tech-
niques,is signi�cantly morecommunication-ef�cient thanpreviousapproaches[14, 25] for grouprekeying
whenusedfor adhocnetworks. It alsohasthepropertyof partial statelessness; that is, a nodecandecode
the currentgroupkey even if it hasmisseda certainnumberof previous grouprekeying operations.This
makesit veryattractivefor adhocnetworkswherenodesmaylosepacketsdueto transmissionlink errorsor
temporarynetwork partitions.Moreover, unlike theLKH-basedschemein [14], GKMPAN doesnot require
any informationaboutthetopologyof theadhocnetwork or thegeographiclocationof themembersof the
group.

Second,thekey updateschemeof GKMPAN canalsobeusedto increasetherobustnessof otherprob-
abilistic key pre-deploymentbasedschemes[5, 7, 30] whencompromisednodescanbedetected.

Therestof thispaperis organizedasfollows. An overview andtheprotocoldetailsof GKMPAN aswell
assecurityanalysisarepresentedin Section2. We analyzeandevaluateits performancein Section3. The
relatedwork aredescribedin Section4. Finally, Section5 concludesthispaper.

2 The Group RekeyingProtocol

In thissection,wedescribethreedifferentschemesfor grouprekeying – abasicscheme,andtwo extensions
of thebasicschemethatresultin improvedsecurityandperformance.We �rst discussourassumptionsand
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presentabrief overview of ourprotocol,thendescribeits operationin greaterdetails.

2.1 Network and Security Assumptions

Network Assumptions Thecommunicationmodelweconsideris group-orientedcommunication;thatis,
messagesareaddressedto all the members.For the easeof presentation,in this section,we assumethat
all nodesin an ad hoc network aremembersof a group. In Section2.5 we discusshow this schemecan
beextendedfor networkswherenot all nodesaremembersof a group. For securegroupcommunication,
a group-widesymmetrickey is usedto encryptgroupbroadcastmessages.Notethatusingpairwiseshared
keys for securinggroupcommunicationdoesnot improve securityin comparisonto a schemebasedon
groupkeys. This is becauseunderbothschemesanadversaryonly needsto compromiseonenodeto obtain
the groupdata;moreover, if pairwisekeys areusedfor securinggroupdata,a nodewill have to perform
decryptionsandre-encryptionsfor the datapackets it is forwarding. Nevertheless,if the network needs
to provide pairwisekeys for privatecommunicationbetweenpairsof nodes,we candirectly employ the
probabilisticpairwisekey establishmentschemein [30] withoutmakingany additionalsecurityandnetwork
assumptions.

We assumethat the resourcesof a node,suchaspower, computationalandcommunicationcapacity,
andstoragearerelatively constrained;thusa nodeneithercanafford public-key operationsnor hasspace
for storingpre-deployed pairwisesharedkeys for all the nodesin the network. However, we assumethat
every nodehasspacefor storinghundredsof bytesor a few kilobytesof keying materials,dependingon
thesecurityrequirements.Onetypeof suchnodesis thecurrentgenerationof sensornodes(e.g.,Berkeley
Mica2motes[27] with 8MHZ CPUand4K RAM).

Security Assumptionsand Attack Models Weassumethatthereis agroupmanager(or multiplecollab-
orative managersfor robustness)managingthe groupmembership.Underour protocol,a grouprekeying
is initiatedby thegroupmanager(or calledkey server hereafter)to revoke oneor multiple nodes.We do
not specifythe cause(e.g.,policy change,owner compromises)for noderevocation. In particular, we do
not assumethatthereasonfor noderevocationmustbenodemisbehavior (e.g,injectingspuriouspackets).
Unlike in sensornetworkswheresensornodesareoftenunattended,in a mobileadhocnetwork, it is more
commonthat nodesarecarriedby otherentities(e.g.,soldiers,vehicles).Therefore,a noderevocationis
often theresultof revoking thecarrierof a node.For example,if a solideris capturedby theadversaryor
is missingin a battle�eld, othersoldierscanreporttheevent to thegroupmanager, which initiatesa group
rekeying operationto revoke thenodecarriedby thissolider.

Wedonotdistinguishbetweenanattackerandacompromisednode,becauseweassumethatanattacker
canobtainall theinformationstoredin acompromisednode.Weassume,however, thatanon-compromised
nodecanbetrusted;that is, a nodeexecutestheprotocolcorrectlyunlessit hasbeencompromised.Since
wirelesscommunicationis broadcast-based,weassumethatanadversarycaneavesdroponall traf�c, inject
packets,andreplayolderpackets.Sincewe assumethatanadversarycantake full controlof compromised
nodes,anadversarymaycommandcompromisednodesto dropor altermessagesthey areforwarding.

2.2 DesignGoal

Giventhethreatmodeldescribedabove, in this paper, we focuson preventinga groupkey recoveryattack
in which an attacker's goal is to learnthe groupkey througheavesdroppingon key distribution messages
exchangedby groupmembers.Severalnodeswhosegroupmembershiphasbeenrevokedcancolludein this
attackby poolingtogethertheir keys. Our goalis to designanef�cient grouprekeying schemethatupdates
thecompromisedkeys ef�ciently oncethecompromisednodesaredetected.Theschemeshouldenablethe
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non-compromisednodesto rejectspuriousgroupkeys injectedby compromisednodes.Theschemeshould
alsoberobustto refusal-of-serviceattacksin whichcompromisednodespreventothernodesfrom receiving
groupkeysby droppingpacketsgoingthroughthem.

2.3 ProtocolOverview

Ourgrouprekeying protocolinvolvesakey pre-distributionphaseanda rekeyingphase.

KeyPre-distribution Prior to thedeploymentof theadhocnetwork, all nodesobtaina distinctsubsetof
keysoutof alargekey poolfrom thekey serverandthesekeysareusedaskey encryptionkeys(KEKs)
for deliveringgroupkeys.

A rekeying operationitself involves threesteps: authenticatedrevocationnoti�cation, securegroup key
distributionandkey updating.

AuthenticatedNodeRevocation Whenthekey serverdecidesto revokeanode,it broadcastsa revocation
noticeto thenetwork in anauthenticatedway.

SecureKeyDistrib ution The key server generatesand distributesa new group key K . The key K is
propagatedto all the remainingnodesin a hop-by-hopfashion,securedwith the non-compromised
predeployedkeysasKEKs.

KeyUpdating After anodereceivesandveri�es thegroupkey K , it updatesits own KEKs basedonK .

2.4 SchemesFor Group Rekeying

Notation Below arethenotationsthatappearin therestof thisdiscussion.

� u, v (in lowercase)areprincipalssuchascommunicatingnodes.
� Ru is asetof keys thatu possesses,andI u is thesetof key idscorrespondingto thekeys in Ru .
� I C is thesetof idsof thecompromisedkeysknown to therevokednodes.
� I P is thesetof idsof all thekeys in thekey poolP.
� f f kg is a family of pseudo-randomfunctions[8].
� f sgk meansencryptingmessageswith key k.
� M AC (k; s) is theMAC of messages usingasymmetrickey k.

2.4.1 SchemeI: The BasicScheme

KeyPre-distribution Eachnodeis loadedwith thefollowing information:

1. Eachnodeu is loadedwith m distinctkeys from thekey pool P of l keys f k1; k2; : : : ; kl g, andthese
keysareusedasKEKs. A deterministicalgorithmis usedto decidethesubsetof keysRu allocatedto
nodeu. Speci�cally, for eachnode,thealgorithmgeneratesm distinctintegersbetween1 andl using
auniformpseudo-randomnumbergeneratorupontheinputof anodeid. Theseintegersaretheidsof
thekeys for thenodeandthenodeis loadedwith thekeys indexedby theseids. As a result,eachkey
in thekey poolhasaprobabilityof m=l to bechosenby eachnode.Notethatthisconstructionallows
any nodethatknowsanothernode's id u to determineI u , theidsof thekeysheldby u.

2. Eachnodeis loadedwith theinitial groupkey kg thatisusedfor securinggroup-widecommunications,
andanindividual key thatis only sharedbetweenthenodeandthekey server.

3. Finally, eachnodeis loadedwith thecommitment(i.e.,the�rst key) of thekey chainof thekey server
becauseweareemploying TESLA [18] for broadcastauthentication.

Notethatthis key pre-distribution phaseis equivalentto thememberjoining phasein traditionalsecure
IP multicast.Wediscussnodeadditionsin moredetailin Section2.5. In thispaper, wearemainlyconcerned
aboutgrouprekeying dueto noderevocations.
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Authentic NodeRevocation To revoke a node,thekey server broadcastsa noti�cation to thenetwork to
initiate a grouprekeying. Thenoti�cation mustbeauthenticatedsothatcompromisednodescannotrevoke
a legitimatenodeor spreadmaliciouspacketsthatcouldleadto inconsistency in ourschemes.

We employ TESLA [18] for broadcastauthenticationin our protocoldueto its ef�ciency andtolerance
to packet loss.TESLA is basedontheuseof aone-waykey chainalongwith delayedkey disclosure.To use
TESLA, we assumethatall thenodesandthekey server arelooselytime synchronized,i.e., a nodeknows
theupperboundon thetimesynchronizationerrorwith thekey server.

Let u be the nodebeingrevoked andkT
i be the to-be-disclosedTESLA key. The key server updates

I C = I C [ I u (originally I C = ; ). Let M betheid of thenon-compromisedkey (i.e. keys in I P � I C ) that
is possessedby themaximumnumberof remainingnodesin thenetwork. Thekey servergeneratesthenew
groupkey asfollows: k0

g = f kM (kg), thenbroadcaststhefollowing message

K eyServer � ! � : u; M ; f k0
g
(0); M AC (kT

i ; ujM jf k0
g
(0)) :

Wereferto f k0
g
(0) astheveri�cation key becauseit enablesanodeto verify theauthenticityof thegroupkey

k0
g that it will receive later. Thekey server distributestheMAC key kT

i afteroneTESLA interval1. A node
receiving theabove noderevocationmessageandtheMAC key K T

i veri�es themessageusingTESLA. It
will storetheveri�cation key f k0

g
(0) temporarilyif theveri�cation is successful.

Secure Key Distrib ution Whena nodeu is revoked,all thekeys it possesses,includingkg andthekeys
in Ru , musteitherbechangedor discardedto prevent it from accessingfuturegroupcommunications.In
ourbasicscheme,all thenodesbut u updatekg but discardall thekeys in Ru .

Whena nodev receivesthenoderevocationnoticeandtheMAC key thatarrivesoneTESLA interval
later, it veri�es the authenticityof the notice basedon TESLA. If the veri�cation is successful,nodev
deletesits keys which have ids in I u . If nodev possesseskM , thekey possessedby themaximumnumber
of remainingnodes,it will generatethe new groupkey k0

g = f kM (kg) on its own asthe key server does.
Otherwise,it expectsto receivek0

g from othernodesthroughasecurelogicalpath.
To explain the key distribution process,we assumea multicastdelivery treerootedat the key server.

In practice,the delivery treeshouldbe alreadyin placefor the distribution of groupdata,and it canbe
constructedby any appropriatemulticast/broadcastrouting protocol. The key server initiatesthe process
by sendingk0

g to eachof its children in the treewhich doesnot have kM througha secure logical path
(discussedin detailbelow). A receiving nodev canverify thekey by computingandcheckingif f k0

g
(0) is

thesameastheveri�cation key it receivedearlierin thenoderevocationnotice. Thealgorithmcontinues
recursively down thedelivery tree,i.e.,eachnodev thathasreceivedk0

g transmitsk0
g to its own childrenthat

havenokM via securelogicalpaths.
Theprobabilitythataparticularkey K is allocatedto anodein thekey predistributionphaseis equalto

m=l. Therefore,on average,thenumberof nodesthatpossessK is givenby N m=l for a groupsizeof N .
RecallthatkM is selectedon thebasisof beingthekey possessedby themaximumnumberof nodes.Thus,
thenumberof nodesin thenetwork thatpossesskM is generallylarger thanN m=l. Therefore,a fraction
of nodescancomputethenew groupkey independentlywithout waiting for it to bedeliveredto them. To
reducethe rekeying latency andincreasethe reliability of delivering the new groupkey, thesenodescan
alsoindependentlystartpropagatingthenew groupkey to theirdownstreamneighborsin themulticasttree.
Furthermore,theparentsof thesenodesdo not needto transmitk0

g to thesenodes,thussaving theenergy
involvedin transmittingandreceiving k0

g.

1We candeploy the variantof TESLA proposedin [17] insteadbecauseit allows a receiver to verify the received messages
immediately, thuspreventingpossibleresourceconsumptionattacks.Herewe employ theoriginal TESLA schemefor theeaseof
presentation
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Logical Path Discovery Thelogical pathdiscoveryprocessis necessarywhena nodewantsto forwarda
new groupkey to its neighborssecurely. Wesaytherearelogicalpathsbetweentwo nodeswhen(i) thetwo
nodesshareoneor morekeys. Wecall suchpathsdirectpaths.(ii) thetwo nodesdonotshareany keys,but
throughothernodesthey cantransmitmessagessecurelyto eachother. We call suchpathsindirect paths
andcall theinvolvednodesproxies.

In our design,it is very easyto �nd logical pathsbetweentwo nodes.Sincethe key pre-distribution
algorithmis publicanddeterministic,anodeu canindependentlycomputeI v , thesetof key idscorrespond-
ing to a nodev's key set. Therefore,without pro-actively exchangingthe setof its key ids with others,a
nodeknowing the ids of its neighborscandeterminenot only which neighborsshareor do not sharekeys
with it, but alsowhich two neighborssharewhich keys. The latterknowledgeis very valuablewhennode
u doesnot shareany keys with a neighbornodev, becausenodeu canaska neighbor(sayx) which shares
keyswith eachof themto actasaproxy. For example,supposenodeu sharesakey kux with nodex, nodev
sharesakey kvx with nodex, but nosharedkeysexist betweennodeu andnodev. To forwardanew group
key k0

g to nodev, thefollowing stepsaretaken.

u � ! x : f k0
ggkux ; x � ! u : f k0

ggkxv ; u � ! v : f k0
ggkxv

Fromthisexample,wecanseethataproxynodeactsasa translatorbetweennodes.
We call nodex in theabove examplenodeu's one-hopproxyto v. More generally, nodex is saidto be

nodeu's i-hopproxyif x is i hopsawayfrom u andx sharesakey with bothu andv. If u andv donothave
any directpathsandindirectpathsvia a one-hopproxy to eachother, they canresortto usinga multi-hop
proxy. Our protocolalwaysusesany directpathsthatexist betweennodesin preferenceto indirectpaths,
sincetheuseof anindirectpathincursadditionalcomputationalandcommunicationoverhead.

Security Analysis Thesecurityandcorrectnessof thegrouprekeying schemedescribedabovederivefrom
thefact that (i) noneof therevokednodescangeneratethenew groupkey k0

g sincethey do not know kM ,
(ii) noneof the revokednodescanobtainthenew groupk0

g sinceit is transmittedvia securelogical paths
establishedwith keys not known to any of the revoked members,and(iii) every nodecanverify the new
groupkey independentlyusingtheveri�cation key it receivedin theauthenticatedrevocationnotice.

However, asthe numberof noderevocationsincreases,the sizeof the setI C alsoincreasesuntil ulti-
matelyI C = I P . In otherwords,all thekeys in P areknown to thecoalitionof all therevokednodes.Thus,
thereis no kM thatcanbeusedto updatekg. Let Pr (w) denotethecoveringprobabilitythat thecollusion
of w revokednodesrendersI C = I P , which is givenby

Pr (w) =
�

0 if w < l=m
(1 � (1 � m

l )w) l if w � l=m
(1)

For given l, m anda coveringprobabilityp0, we cancalculatethevalueof w suchthatPr (w) = p0. For
instance,for l = 2000, m = 100, andp0 = 90%, we have w = 192. That is, 192nodeshave a probability
of 90%to cover theentirekey pool.

Anothersecurityproblemthat arisesasthe numberof revoked nodesincreasesis that the coalitionof
therevokednodesmayhavekeysthatcompletelycover thekey setof a legitimatenode.Notethatit is much
easierfor thecompromisednodesto have keys to cover them keys of a legitimatenodeinsteadof all thel
keys in thekey pool. Sincecompromisedkeysarediscardedafternoderevocation,a legitimatenodewill no
longerhave any keys left that it canuseto establishany logical pathsto othernodesfor obtainingthenew
groupkey. This nodeis thereforeexcludedfrom thenetwork innocently, eventhoughit is still a legitimate
node.
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Let pc(w) be theprobability that them keys of a legitimatenodearecompletelycoveredby thatof w
colludingrevokednodes.Wehave

pc(w) = (1 � (1 �
m
l

)
w

)
m

: (2)

Fromthis equation,we know thatby varyingm andl we canobtaina desiredsecuritylevel. In Fig. 1, we
plot thenumberof colludingnodes(denotedasw0) thattheschemecantoleratefor adesiredpc(w) = 10� 6

for different m and l pairs. We observe that w0 decreaseswith m but increaseswith l . Although this
indicatesthat a smallerm anda larger l is moredesirablefrom the securitypoint of view, in Section3.1
we shallshow thata largerm anda smallerl is moredesirablefrom theperformancestandpoint.Thus,the
schemeneedsto makea tradeoff betweensecurityandperformance.

De�ne N r (w) asthenumberof nodesthatareexcludedfrom thesysteminnocentlyafterw nodeshave
beenrevoked. For a network of N nodes,N r (w) = (N � w) � pc(w). (At present,we do not consider
the casewherenew nodesareaddedto the network.) In Fig. 2, we plot N r (w) asa function of w for a
network with m = 100andl = 2000. WeobservethatN r (w) increasesquickly with w. For example,when
w = 100, morethan55%of nodesareexcluded.
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In summary, we canconcludethatwhile our basicschemeworkscorrectly, it doesnot scalewell with
thenumberof revokednodes,becausethenodesrevokedduringdifferentrekeying eventsmaycollude.This
conclusionalsoappliesto thepreviouslyprobabilistickey pre-distributionschemes[7, 5, 30] becausethese
schemeslackakey updatingmechanismthatpreventsnodescompromisedatdifferenttimesfrom colluding.

2.4.2 SchemeII: Updating The CompromisedKeys

Themainreasonthatourbasicschemedoesnotscalewell is thatcompromisedkeysarediscardedonevery
noderevocation.Wenow presentasecondgrouprekeying schemethataddressesthis issue.In thisscheme,
we modify thesecurekey updatephaseof our grouprekeying algorithmsothat thecompromisedkeys are
updatedinsteadof beingdiscarded.In ourdiscussionbelow, weassumethatacompromisednodeis revoked
immediatelyandno new nodesarecompromisedbeforethecurrentgrouprekeying is completed.We relax
thisassumptionin schemeIII discussedin Section2.4.3.

Thegrouprekeying operationinvolvesthefollowing steps.

1. Thekey server determinesM , theid of thenon-compromisedkey thatis possessedby themaximum
numberof remainingnodesin thenetwork. Thekey server thengeneratesanintermediatekey k im =
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f kM (kg) andthe new groupkey k0
g = f k im (0). Thenit broadcastsa noderevocationmessagethat

containsM , theid of therevokednode(i.e.,u), andf k0
g
(0). Themessageis authenticatedby TESLA

asin thebasicscheme.Thekey serverfurtherdistributesk im (notk0
g) to all thenodesthroughasecure

key distributionprocessasin thebasicscheme.
2. ThenodesthatpossesskM cancomputethe intermediatekey kim independentlyafter it veri�es the

revocationmessage.Thenodesthatdo not possesskM receiveskim from their neighborsvia logical
pathssecuredby non-compromisedkeys,i.e.,keysin P � Ru . Nodeu mayimpersonateanon-revoked
nodev by claimingnodev's id, but this doesnot enableit to receive k im becauseall thekeys in Ru

areprecludedfrom establishinglogicalpaths.
3. Everynodecomputesthenew groupkey k0

g = f k im (0). It veri�es thecorrectnessof k0
g by computing

andcheckingif f k0
g
(0) equalsto that in the noderevocationmessage.Nodeu cannotcomputek0

g
becauseneitherit hasK M nor it receivesK im from others.

4. Everynode,sayv, updateseverykey ki in Rv ask0
i = f k i (0). Wedenotetheupdatedsetof keys,k0

i 's,
asR0

v .
5. If k0

i is computedfrom ki thatwasheldby nodeu, i.e.,ki 2 Ru , thenodesthatholdk0
i furtherupdate

k0
i ask0

i = f k im (k0
i ).

6. Finally, everynodeeraseskim andtheoriginal ki 's.

To understandthis scheme,let usconsiderthe �r st revocationin thenetwork whennodeu is revoked.
After step2, every nodeexceptu haskim . In step3 andstep5, kim is usedto updatethe groupkey and
thecompromisedkeys (i.e., thekeys in Ru). Sincewe usea pseudo-randomfunctionto updatethesekeys,
knowing theupdatedkeys doesnot helpanattacker computek im . Moreover, sincethedistribution of kim

is securedby only thenon-compromisedkeys in P, updatingall thesenon-compromisedkeys in step4 and
thenerasingtheoriginalkeys in step6 preventsanodethatis compromisedin thefuturefrom providing any
keys thatenabletherecoveryof kim .

Notethat in step6, every nodedeleteskim ; therefore,in theentirenetwork, no nodeholdskim andno
nodecanrecover it whentherekeying processis completed.Thus,all thekeys in Ru areupdatedsecurely.
In fact, the statusof the systemis reinstatedto its original settingafter every rekeying. Even if all the
previously revokednodescollude,they cannotcomputetheupdatedkeys.

Security Analysis Whenw nodesarerevokedsimultaneouslyasa batch,their coalitionmight have keys
to cover that of a legitimatenodeandthusexcludethis nodefrom the network. The expectednumberof
excludedlegitimatenodes,Nexcl , is a functionof w, thenumberof nodesbeingrevokedsimultaneouslyas
a batch. We cancomputeNexcl usingthesameanalysisthatwe usedfor computingtheexpectednumber
of excludedlegitimatenodesin thebasicscheme,exceptthat in theanalysisof thebasicschemew stands
for thecumulative numberof revokednodes.We �nd thatNexcl is very small for reasonablevaluesof w.
For example,it is reasonableto assumethatin mostapplicationandnetwork scenariosthenumberof nodes
that will be revoked simultaneouslyis at most100. We canchoosem = 100 andl = 5000accordingto
Figure1. Thatis, for agroupsizeof 1; 000; 000, only oneinnocentnodewill beexcludedfrom thenetwork
when100nodesarecompromisedsimultaneously.

In AppendixA, wegiveamoreformalanalysisof thecorrectnessandsecurityof this scheme.

2.4.3 SchemeIII: Allowing DetectionLatency

SchemeII workscorrectlyundertheassumptionsthata compromisednodeis revokedimmediatelyandno
new nodesarecompromisedbeforethecurrentgrouprekeying is completed.Now werelaxthisassumption
by allowing new compromisesto happen,for example,dueto thedelayfor nodecompromisedetection.
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Figure3: An attackon SchemeII. An emptycircle standsfor anevent thata nodeis compromised,anda
solidcirclestandsfor aneventthatacompromisednodeis detectedandhencerevoked

Let u bea nodethathasbeencompromisedbut whosecompromisedstatushasnot yet beendetected.
This delayin detectinga nodecompromiseleadsto a potentialsecurityloopholein SchemeII thatcanbe
exploitedby acoalitionof previously revokednodesandnodeu, suchthatevenafternodeu is revoked,the
attackerscanlearnthenew groupkey. This exploit dependsuponthecompromisednodeu not erasingthe
intermediatekey, kim , andtheoriginal keys in Ru , asit shouldhave in Step6 of SchemeII.

Fig. 3 showsapossibleattack.NodeA is compromisedat t1, but agrouprekeying to revoke it occursat
time t3 dueto thedetectionlatency. NodeB is compromisedat t2, but thishasnotbeendetectedyet. When
thegroupis rekeyedat time t3 usingschemeII to revoke nodeA, anintermediatekey k im is distributedto
theentirenetwork, usingkeys thatarenot containedin RA for establishinglogical paths.In step6, every
nodeshoulderasekim andall theki 's in its own key set. However, sincenodeB hasbeencompromised,
it keepsall thesekeys. If nodeB divulgeskim to nodeA, nodeA will beableto updateits keys usingthe
procedurein Step3 andStep4 of SchemeII, sothatit hasthecurrentversionof thekeys in RA , i.e.,R0

A . At
t5, anothergrouprekeying occursfor revoking nodeB . Thedistribution of k0

im is securedby keys except
thosein R0

B . If any of thekeys in R0
A areusedfor encryptingk0

im , nodeA will beableto obtaink0
im . As a

result,nodeA andB will beableto discover thenew groupkey.
This problemcanbeaddressedif we assumethatthereis a reasonableupperboundon detectiondelay,

denotedas tu . We argue that if a compromisednodestaysin a groupwithout beingdetected,all group
communicationis insecurebecausethisnodeknowsall thegroupkeys,andit doesnotmatterwhatrekeying
protocolis deployed.

Given an upperboundtu on detectiondelay, the securityloopholein SchemeII discussedabove can
be�x edby performingbatchedrekeying. Considertwo consecutive rekeying eventsE i andE i +1 . Scheme
III is basedon the observation that if the time interval betweenE i andE i +1 is larger than tu , the node
beingrevokedat E i +1 wasnot compromisedat thetime of thepreviousrekey eventE i . On theotherhand,
if the time interval betweentwo consecutive rekeys is smallerthantu , thenduring the rekey event E i +1 ,
we mustassumethat thenodebeingrevokedwasalreadycompromisedat the time of E i . Thusthenodes
revokedatE i andE i +1 couldcolludeto obtainthenew groupkey asdiscussedabove. To preventthis from
happening,in SchemeIII, we treatE i +1 asa batchedrekeying event if the time interval betweenE i and
E i +1 is smallerthantu . Let Si bethesetof nodesthatwererevokedin therekey eventE i , andlet Si +1 be
thesetof compromisednodeswhosedetectionled to rekey eventE i +1 . Then,underschemeIII, a batched
grouprekey is performedatE i +1 to revokethenodesin Si [ Si +1 . Speci�cally, in thesecurekey distribution
phase,weavoid usingthekeysof any of thenodesin Si [ Si +1 for encryptingthenew groupkey.

To illustratethe idea,let usassumethe following relationshipfor the timing of the rekeying eventsin
Fig. 3: t5 � t3 < tu , t6 � t5 < tu , but t8 � t6 > tu . We observe that the time (t7) whennodeD is
compromisedcannotbeearlierthantherekeying eventat t6; otherwisewemusthave t8 � t6 � tu . Thus,at
therekeying timet8, all thenodesparticipatingin therekey operationcanconcludethatat therekeying time
t6, therewasno compromisednodein thesystemthathadnot yet beendetected.Thus,duringtherekeying
at time t8, theonly nodebeingrevokedis nodeD.
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For therekeying eventE1 at t3, no keys in RA will beusedfor thedistribution of kim . In therekeying
eventE2 att5, nokeysin R0

A [ R0
B will beusedfor key distribution. Similarly, attherekeying eventE3 att6,

nokeysin R00
A [ R00

B [ R00
C areusedfor key distribution. Hence,eachof theserekeyingsis abatchedrekeying.

In therekeying eventE4 at t8, however, thekeysin R000
A [ R000

B [ R000
C canbeusedfor key distribution,because

nodeD wasnotcompromisedat thetimeof thepreviousrekey event.

Security Analysis The securityof SchemeIII lies betweenthat of SchemeI andSchemeII. If no two
consecutive rekeying eventshave a time interval greaterthantu , which meansall therekeyingsarebatched
rekeyings,SchemeIII is equivalentto SchemeI. Ontheotherhand,if thetime intervalsbetweenall consec-
utive rekeying eventsaregreaterthantu , this schemeis identicalto SchemeII. As such,thesecurityof this
schemealsoliesbetweenthatof SchemeI andSchemeII, dependingon t u andtherekeying frequency.

2.5 Additional Issues

Wenow discusssomeadditionalissuesthatarisein thedeploymentof ourkey managementprotocol.

2.5.1 NodeAdditions

Additional nodesmaybeaddedinto thesystemevenafter thekey pre-distribution phasediscussedin Sec-
tion 2.4.1is complete.For example,thekey servermayintroducenew nodesinto thesystemto compensate
for revoked nodes.To adda nodeu into the system,the key server �rst determinesits key setRu based
on its nodeid. Thenit loadsnodeu with thecurrentversionof Ru andthecurrentgroupkey thatallows
u to communicatewith othernodesin thenetwork. Dependingon theapplicationunderconsideration,if a
grouprekeying is neededto preventanew nodeto understandtheearliercommunication,thekey servercan
simplybroadcastamessageinstructingeverynodeto updatethegroupkey kg to k0

g = f kg (0).

2.5.2 SecureKeyDistrib ution

Sincethemain functionof a network is distributing data,not distributing keys, it is reasonableto assume
that an infrastructure,suchasa multicastdelivery tree[21] or mesh[15], or a broadcasttree[11], exists
for datacommunication.Noneof theseprotocolsarebasedon �ooding for datadistribution. Indeed,these
protocolsprovide loop-freeroutingpathsandensurethatevery nodereceivesevery datapacket only once,
althoughthey do involve bandwidthoverheadin constructingandmaintainingthe delivery infrastructure.
GKMPAN doesnotrequireto constructits own deliveryinfrastructure,but usestheunderlyinginfrastructure
directly. As such,GKMPAN neitherinvolvestheoverheadof constructingandmaintainingits own delivery
infrastructure,nor introducesredundantmessagesin key distribution.

2.5.3 Networks with Non-memberNodes

In the previous discussion,we assumedthat all nodesin the network weremembersof the groupunder
consideration.We now discusshow GKMPAN canbeextendedto networkswhereonly a fractionof nodes
arepartof themulticastgroup.

In multicastroutingprotocolsfor mobileadhocnetworkssuchasODMRP[15] andthemulticastexten-
sionof AODV [21], oneor severalnon-membernodesmaybeinvolved in forwardingdatapacketsfor the
groupmembersthatarenotdirectlyneighboring.In thecaseof groupkey management,thegroupmembers
andsomenon-membersform a multicastdelivery tree[21] or mesh[15] with thekey server of thegroup
asthesource.Themembernodescanbeconsideredto form anoverlaynetwork on top of theunderlying
multicastdelivery treethatincludesbothmembersandnon-members.
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Similarly, GKMPAN can usean overlay network formed on top of a multicastdelivery tree for the
purposesof securekey distribution. In GKMPAN, a nodewill needto know theids of its logical neighbors
in theoverlaynetwork in orderto establishsecurelogicalpathswith them.Currentlyin ODMRPandAODV
a membernodedoesnot necessarilyknow the ids of its neighborsin the overlay network; however, node
id informationwill be availablewhenpiggy-backed in a JOIN REQUEST, ROUTE REQUEST, or other
membershipcontrolmessages.

In GKMPAN, onceamembernodeknowstheidsof its neighbornodesin theoverlaynetwork, they can
communicatesecurelythroughtheir logicalpaths.Althoughnon-membernodesareinvolvedin forwarding
themessagesfor membernodes,they cannotdecryptthemessages.We note,however, thata sel�sh non-
membernode(just like a compromisedmembernode)could launchrefusal-of-serviceattacksby dropping
thekeyingpacketsit is supposedto forward.Thisattackcanbemitigatedby thepartialstatelessnessproperty
of GKMPAN, asintroducedbelow.

2.5.4 Packet Lossand Network Partitions

Considerthescenariowherea nodemissesa grouprekeying eventbecauseit doesnot receive oneor more
packetsthatarebroadcastduringtherekey event. This scenariomight occurin adhocnetworksdueto the
intermittentconnectivity within theadhocnetwork, the inherentunreliability of thekey delivery protocol,
or theactive refusal-of-serviceattacksdiscussedpreviously .

A straightforward solutionfor key recovery involvesthe nodesendinga retransmissionrequestto the
key server. Thekey server respondsby sendingamessagethatincludestheidsof therevokednodesandthe
intermediatekey kim that areusedin this rekey operation.This messageis encryptedwith the individual
secretkey of this node,which is loadedinto the nodein the key pre-distribution phase. The nodecan
thereforeupdateits keys andcomputethecurrentgroupkey correspondingly. However, it is very desirable
to avoid this typeof NACK-basedsolution,originally designedfor wired networks,in therelatively higher
packet lossenvironmentof anadhocnetwork becauseof thehighcommunicationandenergy costs,aswell
asthepotentialfor NACK-implosion. Thus,we discusssolutionsthatattemptto recover themissingkeys
from thelocal neighborhoodof thenode,while only usingtheabove solutionasa last resort.We consider
two scenariosbelow basedonSchemeII.

ScenarioI In the�rst scenario,a nodereceivesthenoderevocationnoticebut doesnot receive theinter-
mediatekey kim . This is not a problemif thenodealreadypossesseskM . However, a situationmayarise
whentheneighborsof anodethatdoesnotpossesskM havealreadyerasedkim . Consequently, it cannotob-
tainkim to correctlyupdateany compromisedkeysthatareknown to therevokednode(seestep5 in scheme
II). However, thisnodewill still beableto updateany keys thatarenotcompromised(seestep4) andobtain
theauthenticatedcurrentgroupkey from a neighborthrougha logical pathsecuredby a non-compromised
KEK, if it hasonly experiencedarelativesmallnumberof suchpacket lossevents.By choosingappropriate
m andl, we candesignthesystemsothattheprobabilitythata nodehasa directpathto a neighboris high
evenafteracertainnumberof suchlosses.

We notethatour rekeying schemecanbeconsideredto bepartially statelesssinceit falls betweenthe
statefulprotocolssuchasLKH [25] andstatelessprotocolssuchasSDR[16]. A nodecanrecoverthecurrent
groupkey evenif it hasmissedacertainnumberof rekey events– aslongasit possessessomekeys thatare
notknown to thesetof nodesthathavebeenrevoked.
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ScenarioII Thesecondscenarioarisesif a nodedoesnot receive thenoderevocationnotice,thenotice
arrivestoo lateviolating thesecurityconditionin TESLA, or thenoticeis veri�ed to beincorrect.However,
the nodeknows that it hasmisseda grouprekeying event becauseit receivesdataencryptedwith a later
versionof thegroupkey (agroupkey shouldhaveakey version�eld) or it actuallyreceivestheintermediate
key kim from anothernode.In this case,themostimportantissueis to verify theauthenticityof therekey
event. It cando this by communicatingwith thebasestation.Below we sketchanalternative solutionthat
involvesonly local communication,althoughit providesweakersecurity.

Let thenodemissinga noticeS beu, andits currentneighborsbev1; v2; :::; vs. Let Ruv
def
= Ru \ Rv .

Nodeu broadcastsa querywith TTL = 1. A neighbor, sayvj , computeskenc = XOR � i ; 8� i 2 Ruv j if
Ruv j 6= ; , andsendsthefollowing reply:

vj � ! u : S; M AC (kenc; S):

Themoresuchnoticesnodeu receives,thehigherthecon�denceit hasin theauthenticityof thenotice.Let
z bethenumberof distinctkeys in [ s

j =1 Ruvj . To forgea noticeto nodeu, theattacker musthave all these
z keys. Theprobabilitypf (w) thattheattackerpossessesthesez keysafterit compromisedw nodesis

pf (w) = (1 � (1 � m=l)w)z: (3)

From this equation,a nodecandeterminethe thresholdz0 suchthatpf (w) is smallerthana desiredlevel
(say10� 6) for a givenw. If z is largerthanz0, it acceptsthenotice;otherwise,it mayignorethenotice,or
�nd additionalnodesto provideenoughMACsof thenotice.Notethateventheattackersucceedsin forging
a noticeto nodeu, it doesnot compromisethesecurityof thesystem.Indeed,in theworstcasenodeu can
contactthebasestationto recover its keys. Therefore,in practice,thevalueof pf (w) couldbea little larger,
say10� 3, anda nodemayonly poll a smallnumberof neighbors.After a nodeobtainsanauthenticnotice
via thisapproach,it thenproceedsasin the�rst scenario.

2.5.5 Other Security Attacks

Weassumedthatanattackermayeavesdroponall traf�c, injectpacketsor replayolderpackets.Becausethe
key server authenticatesall the rekeying messagesby TESLA [17], no nodescaninject any fake rekeying
messagesinto thenetwork or modify any rekeying messagesthey areforwardingwhile impersonatingthe
key server. That is, maliciousnodescannotcauseothernodesto acceptforgedgroupkeys. Becausetime-
stampinformationis alsoembeddedin everyTESLA key, theattackercannotreplayolderrekeying packets.

Possessingthe keys of revoked nodesnormallydoesnot help an attacker launchrefusal-of-serviceat-
tacks,becausethe revokednodesarenot part of themulticastdelivery treeany longer– they do not have
any valid keys to establishsecurelogical pathsto othernodes. Moreover, the worst situationcausedby
refusal-of-serviceattacksis equivalentto thatdueto packet lossesor network partitions,whichourprotocol
canhandlewell dueto its partialstatelessnessproperty. Wenotethatthemobility of nodeshelpsrelieve this
attackaswell.

3 PerformanceAnalysis

We now studythe performanceof our rekeying protocolGKMPAN. We analyzethe communicationcost
of GKMPAN anddiscussthetradeoff betweenperformance,security, andstoragecost.We do not consider
thecomputationalcostbecauseGKMPAN only involvesafew inexpensivesymmetrickey operationsand/or
pseudorandomfunctionevaluationsduringeverygrouprekeying.
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3.1 Communication Cost

The communicationcostof a grouprekeying operationis composedof the cost for broadcastinga node
revocationnoticeandthecostfor securegroupkey distribution. Therevocationnoticeincludestheid(s) of
thenode(s)beingrevoked,averi�cation key andaMAC of thenotice,andthemessageis usuallyverysmall
unlessthenumberof nodesbeingrevokedis very large.Notethatarevocationnoticeis necessarynomatter
whatrekeying schemeis beingused.

In thesecurekey distributionphaseof therekey operation,a nodetransmitsoneencryptedkey (i.e., the
new groupkey) to eachof its childrenin thedeliverytreeif they shareadirectpath.Everynodereceivesone
encryptedkey; therefore,onaverageeverynodetransmitsoneencryptedkey althoughanintermediatenode
maytransmitmorethanonekeys whereasa leaf nodedoesnot transmitat all. However, if a nodedoesnot
haveadirectlogicalpathto achild node,it will needto communicatewith aproxynodeto form anindirect
logical path. For a (round-trip)communicationwith a proxy nodethat is i hopsaway, the total numberof
keys transmittedis 2i . Therefore,thecommunicationcostfor securekey distribution is determinedby the
numbersandtypesof logical pathsexisting betweentwo neighboringnodesin the network, which arein
turneddeterminedby (i) the parametersl andm (ii) the network nodedensity(iii) the numberof nodes
beingrevokedatabatch.

Impact of Probabilistic Key Sharing Parameters For a given l andm, ps, the probability of directly
sharingat leastonekey betweenany two nodesinitially (i.e.,priorto any noderevocations)is

ps = 1 �

� l
m

�
�
� l � m

m

�

� l
m

� 2 = 1 �

� l � m
m

�

� l
m

� : (4)

Becausethe probability that a key is picked by both the nodesis ( m
l )2, zs, the expectednumberof keys

sharedbetweenany two nodesinitially (i.e.,thenumberof directpathsbetweenthem)is zs = l �( m
l )2 = m2

l .
Fromtheabove analysis,we seethat for a given l, bothps andzs increasewith m, while bothps and

zs decreasewith l for a given m. Also, we canseethat m hasa larger effect on zs thanl has. Thus,we
canusetheequationsabove to selectl andm so that theprobabilityof existing directpathsbetweentwo
nodesis largeenough.For example,to obtainps = 99:5%, wecanchoosel = 2000andm = 100(zs � 5).
In this case,only 0:5% nodeshave to receive the groupkey throughan indirect path. Thus, the average
transmissioncostpernodeis closeto onekey.

Impact of NodeDensity Theaveragenumberof immediateneighborsof anodedependsuponthedensity
of thenetwork aswell asthetransmissionrangeof anode.Thenumberof neighborsof anodedoesnotaffect
theprobabilityps thattwo nodessharedirectpaths,but affectsthenumberof indirectpathsbetweenthem.
If a nodedoesnot have a direct pathto anothernode,the probability that oneof its immediateneighbors
canact asone-hopproxy betweenthe two nodeswill increasewith the numberof neighbors.However,
irrespective of the nodedensity, only 1 � ps of nodeshave to resortto indirect logical paths.Thus,node
densityhasonly negligible impacton theperformanceof GKMPAN whenps is largeenough.For example,
whenm = 100 andl = 2000, only 0:5% nodeshave to receive the groupkey throughan indirect path.
Moreover, for thesevaluesof m andl, aslong astwo nodeshave onecommonneighbor, they canestablish
adirectpathor aone-hopindirectpathwith theprobabilityof 99:995%. Thatis, thesituationthattwo nodes
have to resortto a multi-hop proxy nodeis extremelyrare. This indicatesthat the transmissioncostof a
grouprekeying is closeto onekey pernode.Oursimulationresultshown latercon�rms thisanalysis.
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Figure4: Theprobabilityof sharingat leastonekey betweentwo nodeswhenw nodesarerevokedsimul-
taneously

Impact of Number of NodesBeing Revoked The above analysisshows how the parametersm and l
affect the initial numberof logical pathsbetweenany two nodes.However, the keys known to the nodes
being revoked asa batchcannotbe usedduring the currentrekeying event. As a result, both ps andzs

decreasewith thenumberof revokednodes.
Let ps(w) be theprobability that two nodesshareat leastonekey whenw nodesarerevokedsimulta-

neously. We usethe following analysisto computeps(w). Considera key k. Theprobabilityp1 thatk is
chosenby bothnodesis (m=l)2, andtheprobabilityp2 thatk is not chosenby any of thew compromised
nodesis (1 � m=l)w . Therefore,the probability p0 that k is “safe” is p0 = p1p2. The probability ps(w)
is thesameastheprobability thatat leastoneof the l keys in thekey pool is ”safe” to bothnodeswhenw
nodesarerevoked.Therefore,wehave

ps(w) = 1 � (1 � (m=l)2(1 � m=l)w) l : (5)

Similarly, zs(w), theexpectednumberof sharedkeysbetweentwo nodeswhenw nodesarerevokedis

zs(w) = l(m=l)2(1 � m=l)w : (6)

In Fig. 4 weplot ps(w) asa functionof w. The�gure clearlyindicatesthatps(w) decreaseswith w. Hence,
in order to deliver the groupkey to a downstreamnode,a nodemight have to resortto usinga one-hop
proxy or evena multi-hopproxy. As a result,thecostof grouprekeying increaseswith w. The�gures also
shows that it is possibleto achieve a desirableps(w) by choosingappropriatem andl. For example,when
m = 40; l = 500, ps(10) = 75%; whereasps(10) = 96%whenm = 200andl = 10000. Thus,in thelatter
casethecommunicationcostof asmallbatchrekeying is almostaslow asthatof anindividual rekeying.

A Rough Comparison with LKH We now comparethe communicationcost of GKMPAN with that
of LKH2 [25]. The reasonfor comparingour protocolwith LKH is that it illustratesthe differencesin
communicationcostbetweenaprotocolthatwasdesignedfor awiredenvironmentasopposedto aprotocol
that is gearedtowardswirelessadhocnetworks. Thegrouprekeying schemefor adhocnetworks in [14]
shows that it is possibleto reducethe costof the original LKH schemeby 15% � 37% (althoughit may
incur a largeroverheadin somescenarios)by mappingthephysical locationsof themembersto thelogical

2abrief introductionof LKH is madein AppendixB for review purpose
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Figure5: Theimpactof thenumberof nodesbeingrevokedasa batchon thecommunicationcostof LKH
andGKMPAN respectively.

key treein LKH for astaticnetwork. Becausetheperformanceoverheadin [14] is of thesameorderasthat
of theoriginalLKH scheme,wecanalsoseethecomparativeperformanceof GKMPAN with respectto the
protocoldescribedin [14]. Note that we do not considerreliablekey delivery in the comparison,which
actuallybiasesthecomparisonin favor of LKH sinceit is astatefulprotocol.

As discussedin Section2.5,GKMPAN usestheunderlyingdelivery infrastructurefor key distribution.
In thesimulationstudy, we useanunderlyingspanningtreefor deliveringkeys in boththeprotocols.Both
thekey server andthenodesarerandomlydistributedin a �x edspaceof 1000� 1000squareunitsandthe
transmissionrangeof a nodeis 75 units. We considera staticnetwork, which correspondsto a snapshot
of theadhocnetwork at the time of a rekeying event, insteadof a mobilenetwork. This is becausegroup
rekeying only takesa very shorttime relative to mobilenodevelocities. Moreover, sincea nodeonly has
to forward the group key to its direct neighbors(and the knowledgeof neighborids usually comesfor
freefrom theMediaAccessControlprotocol[9] or a routingprotocol[21]), GKMPAN doesnot introduce
the bandwidthoverheadfor maintainingmultiple-hoproutes. Also, nodemobility doesnot reducethe
probabilitythattwo neighboringnodesestablisha logicalpath.

The metricsof interestarethe averagenumbersof keys a nodetransmitsandreceivesrespectively in
every rekeying. Weusethemethodof independentreplicationsfor oursimulation.All theresultshave95%
con�denceintervalsthatarewithin 5%of thereportedvalues.In Fig.5 wecomparethecommunicationcost
of GKMPAN andLKH by varying w, the numberof nodesrevoked asa batch. The communicationcost
doesnot includethe costof the noderevocationnoticebecauseboth LKH andGKMPAN incur this cost.
Thegroupsizeis N = 1024. In GKMPAN, m = 40 andl = 500. We canobserve thatthecommunication
costfor LKH is muchhigherthanthatof GKMPAN. In GKMPAN theaveragecommunicationcostpernode
is approximatelyonekey andis almostindependentof L . In LKH, boththenumberof keysanodetransmits
(Tn ) andthenumberof keys a nodereceives(Rn ) increasewith L . HereRn > Tn becauseall thenodes
receive theupdatedkeyswhereasonly non-leafnodesin thebroadcasttreerebroadcastthekeys. Therefore,
GKMPAN greatlyoutperformsLKH for individual or smallbatchrekeying in adhocnetworks. In Fig. 6,
weobserveasimilar resultwhenvaryingthegroupsize,N .

3.2 Security, Performanceand StorageTradeoffs

As we observedabove, to increasethenumberof direct logical pathsbetweentwo nodes,it is necessaryto
increasem or decreasel. Further, increasingm hasa larger impacton zs. However, from theviewpoint of
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Figure6: Theimpactof thegroupsizeonon thecommunicationcostof LKH andGKMPAN respectively

storage,a smallerm is moredesirable.Moreover, aswe showedin Fig. 1, a smallerm anda largerl could
increasethesecurityof our schemes.Dueto thesecon�icting requirements,theparametersm andl should
beselectedbasedon theapplicationunderconsideration.

A Comprehensive Example Supposethata nodehasspacefor 200keys, i.e., m = 200. Thekey server
choosesl = 10000. Accordingto eqn.4, we have ps = 98:3%, i.e., theprobability that two nodesshare
direct pathsis 98:3%. Let the desiredsecuritylevel be pc(w) = 10� 6. According to eqn.2, we have
w = 134, i.e., theprobability that thecoalitionof 134nodeshave keys to cover a legitimatenodeis about
10� 6. When50 nodesaresimultaneouslyrevoked, the fraction of direct, indirect pathsinvolving a one-
hop proxy, and indirect pathsinvolving a two-hopproxy are76:7%, 22:7% and0:6% respectively. Our
simulationshows thatonaverageanodeneedsto receiveandtransmit1:2 keys.

4 RelatedWork

Group RekeyingSchemes Grouprekeying hasbeenextensively studiedin thecontext of securemulticast
in wired networks. The rekeying schemescan be categorizedinto statefuland statelessprotocols. The
statefulclassof protocolsincludesseveralprotocolsbasedupontheuseof logicalkey trees,e.g.,LKH [25],
OFT [3], ELK [20]. In theseprotocols,the key server useskey encryptionkeys that were transmitted
to membersduring previous rekeying operationsto encrypt the keys that are transmittedin the current
rekeying operation.Thus,a membermusthave received all the key encryptionkeys of interestin all the
previousrekey operations;otherwise,it will notbeableto decodethenew (group)key. Adding redundancy
in key distribution [28, 23] will not solve theproblemcompletelydueto high packet lossratesor network
partitions. Statelessgroup rekeying protocols[13, 16, 22] form the secondclassof rekey protocols. In
theseprotocols,a legitimateuseronly needsto receive thekeys of interestin thecurrentrekey operationto
decodethecurrentgroupkey. Thestatelessfeaturemakestheseprotocolveryattractivefor adhocnetworks.
However, theseprotocolshavemuchhighercommunicationoverheadthanthestatefulprotocols.GKMPAN
differswith theaboveschemesmainly in two respects.First, it providespartial statelessness,thatis, anode
canmissa certainnumberof grouprekeyings with the needof askingthe key server for retransmission.
Second,GKMPAN hasmuchsmallerpernodetransmissioncostthantheotherschemes.

Other Key ManagementSchemes Basagniet al [1] discussa rekeying schemefor periodicallyupdating
thegroup-widedataencryptionkey in a stationarysensornetwork. However, they assumethat thesensor
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nodesaretamper-free,anddonotaddresstheissueof rekeying onnodecompromise.Zhuetal [29] propose
a group key managementschemefor stationarysensornetworks. Kaya et al [10] presenta group key
managementschemefor adhocnetworksbasedonpublic-key techniques.GKMPAN, usingsymmetric-key
techniquesonly, is designedfor mobileadhocnetworksandmakesno assumptionaboutthestrengthof a
nodein resistingto compromise.

EschenauerandGligor [7] presentanef�cient key managementschemefor sensornetworksbasedon
probabilistickey predeployment. Chanet al [5] andZhu et al [30] extendthis schemeandpresentnew
mechanismsfor pairwisekey establishment.GKMPAN alsousestheprobabilistickey predeploymenttech-
niqueas the underlyingmeansto establishsecurechannelsbetweennodes. However, in theseschemes,
the predeployed keys areusedfor encryptingall communicationsbetweennodes;thereis no groupkey.
In contrast,we proposeto usethe predeployed keys only asKEKs for securelydistributing a groupkey
to the nodesin the network while using the group key for securinggroup datacommunications.Thus,
GKMPAN incursmuchsmallercommunicationandcomputationaloverheadin groupcommunication.Last
but not least,thoseschemesdo not updateany compromisedkeys, while GKMPAN includesan ef�cient
mechanismto updatethekeysknown to revokednodes.

Du et al [6], Liu and Ning [12] combinethe techniqueof probabilistickey predeployment with the
Blom's [2] or theBlundo's [4] key managementschemesfor establishingpairwisekeys in sensornetworks.
They haveshown thattheirschemesaremorerobustto nodecollusionattacksthanthepreviousschemes[5,
7]. Thus,GKMPAN canalsobaseon theseschemesfor delivering groupkeys betweennodes.However,
our key updatingschemecannotapply directly to updatingthe predeployed polynomialsor matrixes in
theseschemeswhenrevoking a compromisednode.We areinvestigatingthesecretupdatingissuein these
schemesasour futurework.

5 Conclusions

In this paper, we have presentedGKMPAN, a scalableandef�cient groupkey managementprotocolfor ad
hoc networks. Our protocol is basedon a probabilistickey sharingschemethat canbe parameterizedto
meettheappropriatelevelsof securityandperformancefor theapplicationunderconsideration.Themain
componentof GKMPAN is anovel grouprekeying protocolthathasthefollowing properties:

� It is ef�cient – it reliesonly on symmetrickey cryptography andthecomputationalandcommunica-
tion costof grouprekeying aredistributedamongthenodesin anetwork.

� It is scalable– thestoragerequirementspernodeareindependentof thesizeof anetwork.

� It is partiallystateless– anodecandecodethecurrentgroupkey evenif it hasmissedalimited number
of previousgrouprekeying operations.

We have implementedGKMPAN on a sensornetwork testbed,asa building block of our securityfor
MicrosensorNetworksproject[19]. Thesourcecodeis alsoavailablefor downloadin theprojectwebsite.
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Appendix A

Werequireakey managementschemesatisfythefollowing requirements.
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1. Correctness.We requirethat the following two propertiespossessedby the systemafter the initial-
ization be preserved after eachrekeying process:(1) all the non-compromisednodeshold a unique
groupkey kg, and(2) for any two non-compromisednodesu; v thatholdasamek � , they shouldhold
thesamekey k0

� aftereachrekeying process.

2. Security. We requirethattheadversarythathascompromisedw00nodes(whichmaybemuchgreater
thanw) knowsnocomputationalinformationaboutthenon-compromisedkeys.

Theorem1 SchemeII satis�esthecorrectnessandsecurityrequirements.

First, it is easyto seethattheschemesatis�esthecorrectnessrequirement.This is sosinceall thenon-
compromisednodesgettheuniquekim , which enablestheaffectednodesto updatetheaffectedkeys using
thesametransformation.Thesameargumentappliesto theupdateof k0

g.
Second,we claim thatour schemesatis�estheaforementionedsecurityrequirement.This is supported

by thefollowing lemmas.

Lemma 1 Theadversarycannotdistinguishthenewly establishedk im froma randomstring.

proof (sketch)We have assumedthatno new nodesarecompromisedbeforetherekeying processis done.
Westressthattheschemeensuresthatafterrevokingw simultaneouslycompromisednodes,anon-compromised
node,with a high probability, still holdsat leasta non-compromisedkey thatenablesthenodeto establish
logical pathswith othersto updateits compromisedkeys andkg. (In therarecasethat thereis a cover, we
simply ignorethatnode.)

Supposethe encryptionfunctionsfor transmittingkim arebasedon a pseudorandomfunction family
f f kg. We consideranexperimentEX PR wheref k for all thenon-compromisedkeys k's (includingkM )
thataresharedamongthenon-compromisednodesaresubstitutedwith randomfunctions;in otherwords,
theencryptionfunctionsandthecomputationof kim arebasedonthecorrespondingrandomfunctions.Then
clearlykim is a randomstring.

Supposetheadversarycandistinguishkim , whichis establishedandheldby thenon-compromisednodes
in thereal-world system,from arandomstringof thesamelength.Then,astandardhybrid argumentshows
thatthereis a probabilisticpolynomial-timealgorithmthat is ableto distinguisha pseudorandomfunction
from arandomfunction.Thusthelemmaholds.

Giventheabove lemma,thefollowing is almostimmediateto see.

Lemma 2 The adversary compromising simultaneouslyat most w nodeslearns negligible information
about(1) k0 = f k im (k) for anyk, and(2) k0

g = f k im (0).

Appendix B: The Logical KeyHierar chy (LKH)

Thebasisfor theLKH approach[25, 26] for scalablegrouprekeying is a key treedatastructuremain-
tainedby thekey server. Therootof thekey treeis thegroupkey usedfor encryptingdatain groupcommu-
nicationsandit is sharedby all users.Every leafnodeof thekey treeis asecretkey sharedonly betweenan
individual userandthekey server, andthemiddlelevel keys areKEKs usedto facilitatethedistribution of
theroot key. Of all thesekeys, eachuserownsonly thosekeys that lie on thepathfrom its individual leaf
nodeto therootof thekey tree.As a result,whenauserjoinsor leavesthegroup,all of thekeyson its path
have to bechangedandre-distributedto maintainbackwardandforwarddatacon�dentiality.
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  K123 K789

K2 K3 K4 K5 K6 K7 K8 K9K1

K1-9(Group Key)

K456

U1 U2 U3 U4 U5 U6 U7 U8 U9

Figure7: An exampleof a logical key tree.Theroot key is thegroupkey anda leaf key K i is anindividual
key sharedbetweenthekey serverandauserUi .

We show anexamplekey treein Fig. 7. In this �gure, K 1-9 is thegroupkey sharedby all users,K 1,
K 2; : : : ; K 9 areindividual keys, andK 123; K 456; K 789 areKEKs known only by userswho arein thesub-
treesrootedat thesekeys. Wenext illustrateamemberrevocationprocedures.

WhenuserU4 is revokedfrom thegroup,thekeysK 456 andK 1-9 needto bechanged.Assumethatthese
keysarereplacedwith keysK 0

456 andK 0
1-9 respectively. Thekey serverencryptsK 0

1-9 with K 123, K 0
456 and

K 789 separately, encryptsK 0
456 with K 5 andK 6 separately, andthenmulticaststhese� veencryptedkeys to

thegroup.

K eyServer � ! Al l : Encf K 0
1-9; K 123g; Encf K 0

1-9; K 0
456g; Encf K 0

1-9; K 789g;

Encf K 0
456; K 5g; Encf K 0

456; K 6g:

After it receivesthebroadcastmessage,amemberextractstheencryptionsthatareof interestto it to obtain
therelevantupdatedkeys.

LKH is very ef�cient andhencescalablefor grouprekeying whencomparedto a unicast-basednaive
approach.Let N be the groupsizeandd be the degreeof the key tree,thenthe communicationcostfor
rekeying is O(logdN ), whereasthenaiveapproachrequiresacommunicationcostof O(N ).

Notethatwhenappliedto anadhocnetwork, all themobilenodesaremappedto the leaf nodesin the
key tree,andtheintermediatekeysarenotmappedto any nodesin thenetwork.

20


