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Abstract

We presentGKMPAN, anef cient andscalablegrouprekeying protocolfor securemulticastin ad
hocnetworks. Our protocolexploits the propertyof adhocnetworksthateachmemberof agroupis both
ahostandarouter anddistributesthe groupkey to membemodesvia a securenop-by-hoppropagtion
schemeA probabilisticschemébasedon pre-deplyedsymmetrickeys is usedfor implementingsecure
channelsbetweenmembersfor group key distribution. GKMPAN also includesa novel distributed
schemdor ef ciently updatingthe pre-deplgedkeys. GKMPAN hasthreeattractve properties.First,
it is signi cantly moreef cient thangrouprekeying schemeshatwereadaptedrom thoseproposedor
wired networks. Second GKMPAN hasthe propertyof partial statelessnesshatis, anodecandecode
the currentgroupkey evenif it hasmisseda certainnumberof previous group rekeying operations.
This malesit very attractive for adhocnetworkswherenodesmaylosepacletsdueto transmissionink
errorsor temporarynetwork partitions.Third, in GKMPAN thekey senerdoesnotneedary information
aboutthe topologyof the ad hoc network or the geographidocationof the membersf the group. We
studythesecurityandperformancef GKMPAN throughdetailedanalysisandsimulation;we have also
implementedSKMPAN in asensometwork testbed.

1 Intr oduction

Many applicationsof adhocnetworksinvolve collaboratve computingamonga large numberof nodesand
arethusgroup-orientedn nature. Examplesof suchapplicationsncludecoordinationof re ghtersin a
rescuetaskor coordinationof soldiersduring a battle. For deploying suchapplicationsin an adwersarial
ervironmentsuchasa battle eld or evenin mary civilian commercialscenariosit is necessaryo provide
supportfor securggroupcommunicationlin this paperwe addressheissueof providing con dentiality for
groupcommunicatiorin adhocnetworks.

Themostef cient approacHor achiering con dentialgroupcommunications to useasymmetricgroup
key thatis sharedby all the nodesfor dataencryption. This approacthowever introducesthe problemof
grouprekeying, i.e.,thegroupkey mustbe updatedandredistritutedto all theremainingnodesin asecure,
reliable,andtimely fashionwhengroupmembershigghangesThis problemhasbeenstudiedextensiely in
thecontext of securemulticastin wired networksandseveral scalablekey managemerrotocolshave been
proposede.g.,OFT [3], Subset-Diference[16], LKH [25], andELK [20]. However, theseapproacheare
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notdirectly applicableto adhocnetworks,becauséhe communicatiorcostpernodecanbecomevery high
for alarge ad hoc network with very dynamicgroupmembershipSofar very few grouprekeying schemes
have beenproposedor ad hoc networks. They eitherusepublic-key techniqueq10], or adaptthe LKH
schemdor ad hoc networks[14]. Public-key basedscheme$10] aremoreexpensve thansymmetric-ley
basedschemes bothcommunicatiormndcomputationTheadapted KH schemd14] incursthecomputa-
tionalandcommunicatiorcostthatis of thesameorderasthe LKH schemd25]. Moreover, the LKH-based
schemeg3, 14, 25] have the disadwantageof statefulgrouprekeying schemeghata nodethathasmissed
a grouprekeying operationwill needto obtain previously transmittedkey encryptionkeys in orderto be
ableto decryptthe currentgroupkey. This mayinvolve requestinghekey sener for retransmissiomf ary
missingkey encryptionkeys, whichis highly undesirablén a multi-hopwirelessnetwork.

In this paper we presenta scalableandef cient grouprekeying protocol(GKMPAN) for ad hoc net-
works basedsolely on symmetrickey techniques.GKMPAN exploits the propertyof an ad-hocnetwork
thatmembemodesareboth hostsandrouters.In IP Multicast, all groupmembersaareendhosts,andthey
have noresponsibilityfor forwardingkeying materialso othergroupmembersin contrastfor groupcom-
municationin an ad hoc network, the membersof the group also act asrouters. As such,in GKMPAN
the key sener only hasto deliver the new groupkey securelyto the groupmemberghatareits immediate
neighborsandtheseneighborghenforwardthenew groupkey securelyto theirown neighboringmembers.
In this way, a groupkey canbe propagtedto all the members.Becausevery nodeonly needgo receve
oneencryptionof thegroupkey, theaverageransmissiortostpernodeis onekey independenof thegroup
size.

For the above schemeto work, a fundamentalrequirementis the existenceof a securechannelbe-
tweenevery pair of neighboringnodes.GKMPAN providessecurechannelghroughprobabilistickey pre-
deployment. Thetechniquenf probabilistickey pre-deplgmenthasbeenappliedin severalstudied5, 7, 30];
however, to the bestof our knowledge,noneof thesestudiesaddressheissueof updatingthe pre-deplged
keys. Updatingthe predeplged keys is critical in orderto preventthe compromisedandrevoked nodes
from launchinga collusive attackin which they pooltogetheitheir keys with thegoalof jeopardizinghese-
curechanneldetweernthernodes Without key updating boththe performanceindsecurityof the system
will degradegreatlywith the numberof compromisedodes.To addresghis issue we presentan ef cient
distributedkey updatingschemdor updatingary compromisedhannels.

The contributions of this paperaretwo-fold. First, GKMPAN, which basedon symmetrickey tech-
nigues,is signi cantly morecommunication-e€ient thanpreviousapproachegl4, 25] for grouprekeying
whenusedfor ad hoc networks. It alsohasthe propertyof partial statelessnesshatis, a nodecandecode
the currentgroupkey evenif it hasmisseda certainnumberof previous grouprekeying operations.This
makesit very attractive for adhocnetworkswherenodesnaylosepacletsdueto transmissiotink errorsor
temporarynetwork partitions.Moreover, unlike the LKH-basedschemen [14], GKMPAN doesnotrequire
ary informationaboutthetopologyof thead hocnetwork or the geographidocationof the membersof the
group.

Secondihe key updateschemeof GKMPAN canalsobe usedto increasdhe robustnes®f otherprob-
abilistic key pre-deplgmentbasedscheme$5, 7, 30] whencompromisedodescanbedetected.

Therestof this paperis organizedasfollows. An overview andthe protocoldetailsof GKMPAN aswell
assecurityanalysisarepresentedn Section2. We analyzeandevaluateits performancen Section3. The
relatedwork aredescribedn Sectiord. Finally, Section5 concludeghis paper

2 The Group Rekeying Protocol

In this sectionwe describehreedifferentschemesor grouprekeying — abasicschemeandtwo extensions
of thebasicschemehatresultin improved securityandperformanceWe rst discussourassumptionand



present brief overview of our protocol,thendescribéts operationin greaterdetails.

2.1 Network and Security Assumptions

Network Assumptions Thecommunicatiormodelwe considelis group-orienteddommunicationthatis,
messageare addressedo all the members.For the easeof presentationin this section,we assumehat
all nodesin an ad hoc network are membersof a group. In Section2.5 we discusshow this schemecan
be extendedfor networks wherenot all nodesare membersof a group. For securegroupcommunication,
agroup-widesymmetrickey is usedto encryptgroupbroadcasmessagedNotethatusingpairwiseshared
keys for securinggroup communicationdoesnot improve securityin comparisonto a schemebasedon
groupkeys. Thisis becauseinderbothschemesnadwersaryonly need4o compromiseonenodeto obtain
the groupdata; morewer, if pairwisekeys are usedfor securinggroupdata,a nodewill have to perform
decryptionsand re-encryptiondor the datapacletsit is forwarding. Neverthelessjf the network needs
to provide pairwisekeys for private communicatiorbetweenpairs of nodes,we candirectly employ the
probabilisticpairwisekey establishmergchemen [30] withoutmakingary additionalsecurityandnetwork
assumptions.

We assumehat the resource®f a node,suchas power, computationabnd communicationcapacity
andstoragearerelatively constrainedthusa nodeneithercanafford public-key operationsnor hasspace
for storing pre-deplged pairwisesharedkeys for all the nodesin the network. However, we assumehat
every nodehasspacefor storinghundredsof bytesor a few kilobytes of keying materials,dependingon
the securityrequirementsOnetype of suchnodess the currentgeneratiorof sensomodes(e.g.,Berkeley
Mica2 motes[27] with BMHZ CPUand4K RAM).

Security Assumptionsand Attack Models We assumeéhatthereis agroupmanagefor multiple collab-
orative managergor robustnessmanagingthe groupmembership.Underour protocol,a grouprekeying
is initiated by the groupmanagei(or calledkey sener hereafterto revoke oneor multiple nodes.We do
not specifythe cause(e.g., policy change owner compromisesjor noderevocation. In particular we do
not assumehatthereasorfor noderevocationmustbe nodemisbehaior (e.g,injecting spuriouspaclets).
Unlike in sensometworkswheresensomodesareoften unattendedin a mobile adhocnetwork, it is more
commonthat nodesare carriedby otherentities(e.g.,soldiers,vehicles). Therefore,a noderevocationis
oftenthe resultof revoking the carrierof a node. For example,if a solideris capturedby the adwersaryor
is missingin a battle eld, othersoldierscanreportthe eventto the groupmanagerwhich initiatesa group
rekeying operationto revoke the nodecarriedby this solider

We donotdistinguishbetweeranattaclerandacompromisedode becauseve assumehatanattacler
canobtainall theinformationstoredin acompromisedode.We assumehowever, thatanon-compromised
nodecanbetrusted;thatis, a nodeexecuteshe protocolcorrectlyunlessit hasbeencompromisedSince
wirelesscommunications broadcast-basedie assumdhatanadwersarycaneasesdroponall traf ¢, inject
paclets,andreplayolderpaclets. Sincewe assumdhatan adwersarycantake full controlof compromised
nodesanadwersarymay commandcompromisediodesto dropor altermessagethey areforwarding.

2.2 DesignGoal

Giventhethreatmodeldescribedabove, in this paper we focuson preventinga group key recovery attadk
in which an attacler's goalis to learnthe groupkey througheavesdroppingon key distribution messages
exchangedy groupmembers Severalnodesvhosegroupmembershimasbeenrevokedcancolludein this
attackby poolingtogethertheir keys. Our goalis to designanef cient grouprekeying schemehatupdates
thecompromisedkeys ef ciently oncethe compromisedodesaredetected.The schemeshouldenablethe



non-compromisedodesto rejectspuriousgroupkeys injectedby compromisedodes.The schemeshould
alsoberobhustto refusal-of-servicattacksn which compromisecdhodespreventothernodesrom receving
groupkeys by droppingpacletsgoingthroughthem.

2.3 Protocol Overview

Ourgrouprekeying protocolinvolvesa key pre-distribution phaseandarekeying phase.

Key Pre-distribution Prior to the deploymentof the ad hoc network, all nodesobtaina distinct subsebf
keysoutof alargekey poolfromthekey senerandthesekeysareusedaskey encryptiorkeys (KEKS)
for deliveringgroupkeys.

A rekeying operationitself involves three steps: authenticatedevocationnoti cation, securegroup key
distribution andkey updating.

Authenticated Node Revocation Whenthekey sener decidedo revoke anode,it broadcasta revocation

noticeto the network in anauthenticatedavay.
Secure KeyDistribution The key sener generatesand distributesa new groupkey K. Thekey K is

propagtedto all the remainingnodesin a hop-by-hopfashion,securedwith the non-compromised

predeplgedkeys asKEKs.
KeyUpdating After anoderecevesandveri es thegroupkey K , it updatests own KEKs basednK .

2.4 Schemed-or Group Rekeying

Notation Below arethenotationsthatappeain therestof this discussion.

u, v (in lower case)areprincipalssuchascommunicatingnodes.

Ry is asetof keysthatu possessegandl  is thesetof key ids correspondingo thekeysin Ry,.
| ¢ is thesetof ids of thecompromisedeys known to therevokednodes.

I p is thesetof ids of all thekeysin thekey poolP.

ff g is afamily of pseudo-randorfunctions|8].

f sg, meansencryptingmessage with key k.

M AC (k; s) isthe MAC of messages usinga symmetrickey k.

2.4.1 Schemd: The BasicScheme

Key Pre-distribution Eachnodeis loadedwith thefollowing information:

keys areusedasKEKSs. A deterministicalgorithmis usedto decidethesubsebf keys R, allocatedo
nodeu. Speci cally, for eachnode thealgorithmgeneratesm distinctintegersbetweerl andl using
auniform pseudo-randomumbergeneratoupontheinput of anodeid. Thesentegersaretheids of
thekeys for thenodeandthe nodeis loadedwith the keys indexedby theseids. As aresult,eachkey
in thekey pool hasa probabilityof m=I to be choserby eachnode.Notethatthis constructiorallows
ary nodethatknows anothemodesid u to determind , theids of thekeys heldby u.

2. Eachnodeis loadedwith theinitial groupkey kg thatis usedfor securinggroup-widecommunications,
andanindividual key thatis only sharecbetweernthe nodeandthekey sener.

3. Finally, eachnodeis loadedwith thecommitment(i.e.,the rst key) of thekey chainof thekey sener
becausave areemploying TESLA [18] for broadcasauthentication.

Notethatthis key pre-distritution phasds equialentto the membeijoining phasen traditionalsecure
IP multicast.We discussnodeadditionsin moredetailin Section2.5. In this paperwe aremainly concerned
aboutgrouprekeying dueto noderevocations.



Authentic Node Revocation To revoke a node,the key sener broadcasts noti cation to the network to
initiate a grouprekeying. Thenoti cation mustbe authenticatedo thatcompromisedodescannotrevoke
alegitimatenodeor spreadmaliciouspacletsthatcouldleadto inconsisteng in our schemes.

We employ TESLA [18] for broadcasauthenticationn our protocoldueto its ef ciency andtolerance
to pacletloss. TESLA is basedntheuseof aone-way key chainalongwith delayedkey disclosure.To use
TESLA, we assumdhatall the nodesandthe key sener arelooselytime synchronizedi.e., anodeknows
theupperboundon thetime synchronizatiorerrorwith the key sener.

Let u be the nodebeingrevoked and kiT be the to-be-disclosedESLA key. The key sener updates
lc = lc[ Iy (originallylc = ;). LetM betheid of thenon-compromisedtey (i.e. keysinlp I¢) that
is possesseldy the maximumnumberof remainingnodesin thenetwork. Thekey senergeneratethe new
groupkey asfollows: kg = fy, (kg), thenbroadcast¢hefollowing message

KeyServer ! u; M ;fk8(0); M AC (k; ujM jfkg(O)):

Wereferto f K (0) astheveri cation key becausd@ enablesanodeto verify theauthenticityof thegroupkey
kg thatit will receie later Thekey sener distributesthe MAC key k' afteroneTESLA intenal'. A node

receving the above noderevocationmessag@ndthe MAC key KT veri es the messag@isingTESLA. It
will storetheveri cation key f k9 (0) temporarilyif theveri cation is successful.

Secue Key Distribution  Whenanodeu is revoked, all thekeys it possessesncludingky andthe keys
in Ry, musteitherbe changecbr discardedo preventit from accessinguture groupcommunicationsin
our basicschemeall thenodesbut u updateky but discardall thekeysin Ry,.

Whena nodev recevesthe noderevocationnoticeandthe MAC key thatarrivesone TESLA interval
later, it veri es the authenticityof the notice basedon TESLA. If the veri cation is successfulnodev
deletedts keys which haveidsin | . If nodev possessely , the key possesselly the maximumnumber
of remainingnodes,it will generatehe newv groupkey kg = fy, (kg) onits own asthe key sener does.
Otherwisejt expectsto receve kg from othernodesthrougha securdogical path.

To explain the key distribution processwe assumea multicastdelivery treerootedat the key sener.
In practice,the delivery tree shouldbe alreadyin placefor the distribution of group data,andit canbe
constructediy ary appropriatemulticast/broadcasbuting protocol. The key sener initiatesthe process
by sendingkg to eachof its childrenin the tree which doesnot have ky, througha secue logical path
(discussedn detailbelaw). A receving nodev canverify the key by computingandcheckingif f «o(0) is
the sameasthe veri cation key it receved earlierin the noderevocationnotice. The algorithmcontinues
recursvely down thedeliverytree,i.e.,eachnodev thathasreceved kg transmitskg to its own childrenthat
have noky, via securdogical paths.

Theprobabilitythata particularkey K is allocatedto anodein the key predistritution phasds equalto
m=l. Therefore on average the numberof nodesthatpossesK is givenby N m=| for agroupsizeof N .
Recallthatky, is selectednthebasisof beingthekey possesseldy the maximumnumberof nodes.Thus,
the numberof nodesin the network thatposses&y is generallylargerthanN m=I. Therefore a fraction
of nodescancomputethe newv groupkey independentlwithout waiting for it to be deliveredto them. To
reducethe rekeying lateny andincreasethe reliability of delivering the new groupkey, thesenodescan
alsoindependenthgtartpropagtingthe new groupkey to their dovnstrearmeighborsn the multicasttree.
Furthermorethe parentsof thesenodesdo not needto transmitkg to thesenodes thussaving the enegy
involvedin transmittingandreceving kg.

We candeploy the variantof TESLA proposedn [17] insteadbecausét allows a recever to verify the receved messages
immediately thuspreventingpossibleresourceconsumptiorattacks.Herewe employ the original TESLA scheméor the easeof
presentation



Logical Path Discovery Thelogical pathdiscovery processs necessarwhena nodewantsto forwarda
new groupkey to its neighborssecurely We saytherearelogical pathsbetweertwo nodeswhen(i) thetwo
nodesshareoneor morekeys. We call suchpathsdirectpaths.(ii) thetwo nodesdo notshareary keys, but
throughothernodesthey cantransmitmessagesecurelyto eachother We call suchpathsindirect paths
andcall theinvolvednodesproxies

In our design,it is very easyto nd logical pathsbetweentwo nodes. Sincethe key pre-distrilution
algorithmis publicanddeterministicanodeu canindependentigomputd ,, thesetof key ids correspond-
ing to a nodev's key set. Therefore without pro-actively exchangingthe setof its key ids with others,a
nodeknowing theids of its neighborscandeterminenot only which neighborsshareor do not sharekeys
with it, but alsowhich two neighborssharewhich keys. The latter knowvledgeis very valuablewhennode
u doesnotshareary keys with aneighbomodev, becauseiodeu canaska neighbor(sayx) which shares
keys with eachof themto actasa proxy. For example, supposeaiodeu sharesakey kyx with nodex, nodev
sharesakey kyyx with nodex, but no shareckeys exist betweemodeu andnodev. To forwarda new group
key kg to nodev, thefollowing stepsaretaken.

U ! X :fKgO s X 1 Uifkige, s u I v ifkig,

Fromthis example,we canseethata proxy nodeactsasa translatobetweemodes.

We call nodex in the abore examplenodeu's one-hopproxyto v. More generallynodex is saidto be
nodeu'si-hop proxyif x isi hopsaway from u andx sharesakey with bothu andv. If u andv donothave
ary direct pathsandindirect pathsvia a one-hopproxy to eachother they canresortto usinga multi-hop
proxy. Our protocolalwaysusesary direct pathsthat exist betweermodesin preferenceo indirect paths,
sincethe useof anindirectpathincursadditionalcomputationahndcommunicatioroverhead.

Security Analysis Thesecurityandcorrectnessf thegrouprekeying schemealescribedibose derivefrom
thefactthat(i) noneof therevoked nodescangeneratéhe new groupkey kg sincethey do notknow Ky, ,
(i) noneof the revoked nodescanobtainthe nenv group kg sinceit is transmittedvia securdogical paths
establishedvith keys not known to ary of the revoked membersand (iii) every nodecanverify the new
groupkey independentlysingtheveri cation key it recevedin the authenticatedevocationnotice.
However, asthe numberof noderevocationsincreasesthe size of the setl ¢ alsoincreasesntil ulti-

matelylc = Ip. In otherwords,all thekeysin P areknown to thecoalitionof all therevokednodes.Thus,
thereis noky thatcanbeusedto updateky. Let Pr(w) denotethe covering probability thatthe collusion
of w revokednodesrenderd ¢ = Ip, whichis givenby

if w< l=m

PrW= 1 @ m ifw 1=m

(1)

For givenl, m anda covering probability pg, we cancalculatethe value of w suchthatPr(w) = po. For
instancefor | = 2000 m = 100 andpg = 90% we havew = 192 Thatis, 192 nodeshave a probability
of 90%to covertheentirekey pool.

Anothersecurityproblemthat arisesasthe numberof revoked nodesincreasess thatthe coalition of
therevokednodesmayhave keysthatcompletelycoverthekey setof alegitimatenode.Notethatit is much
easierfor the compromisedodesto have keys to cover them keys of a legitimatenodeinsteadof all thel
keysin thekey pool. Sincecompromisedkeys arediscardedafternoderevocation,alegitimatenodewill no
longerhave ary keys left thatit canuseto establishary logical pathsto othernodesfor obtainingthe new
groupkey. This nodeis thereforeexcludedfrom the network innocently eventhoughit is still a legitimate
node.



Let pc(w) bethe probabilitythatthe m keys of a legitimate nodeare completelycoveredby thatof w
colludingrevokednodes We have

pw)= (1 (@ T @

Fromthis equationwe know thatby varyingm andl we canobtaina desiredsecuritylevel. In Fig. 1, we
plot the numberof colludingnodes(denotedaswy) thatthe schemesantoleratefor adesiredoc(w) = 10 ©
for differentm and| pairs. We obsene that wg decreasesvith m but increaseswith |. Although this
indicatesthata smallerm anda larger| is moredesirablefrom the securitypoint of view, in Section3.1
we shallshawv thatalargerm andasmallerl is moredesirabldrom the performancestandpoint.Thus,the
schemeneeddgo make atradeof betweersecurityandperformance.

De ne N, (w) asthenumberof nodesthatareexcludedfrom the systeminnocentlyafterw nodeshave
beenrevoked. For a network of N nodes,N;(w) = (N w) pc(w). (At presentwe do not consider
the casewherenewn nodesare addedto the network.) In Fig. 2, we plot N, (w) asa function of w for a
network with m = 100andl = 2000 We obsenethatN, (w) increasesjuickly with w. For example when
w = 100, morethan55% of nodesareexcluded.
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| pairs,givenpg(w) = 10 © numberof revoked nodesw.

In summarywe canconcludethatwhile our basicschemeworks correctly it doesnot scalewell with
thenumberof revokednodespecause¢henodesevokedduringdifferentrekeying eventsmaycollude. This
conclusionalsoappliesto the previously probabilistickey pre-distritution scheme$7, 5, 30] becaus¢hese
schemesack akey updatingmechanisnthatpreventsnodescompromisedatdifferenttimesfrom colluding.

2.4.2 Schemédl: Updating The CompromisedKeys

Themainreasorthatour basicschemedoesnot scalewell is thatcompromisedeys arediscardedn every
noderevocation.We now presentisecondyrouprekeying schemeahataddressethis issue.In thisscheme,
we modify the securekey updatephaseof our grouprekeying algorithmsothatthe compromisedkeys are
updatednsteadof beingdiscardedIn ourdiscussiorbelow, we assuméhata compromisechodeis revoked
immediatelyandno new nodesarecompromisedeforethe currentgrouprekeying is completed We relax
thisassumptionn schemdll discussedn Section2.4.3.

Thegrouprekeying operationinvolvesthefollowing steps.

1. Thekey senerdeterminesv , theid of thenon-compromisedtey thatis possesselly the maximum
numberof remainingnodesin the network. Thekey senerthengenerateanintermediatekey kim =

7



fryu (Kg) andthe new groupkey kO = fy,, (0). Thenit broadcasts noderevocationmessagehat

containsM , theid of therevoked node(l e.,u), andf ko(O) Themessagés authenticatethy TESLA

asin thebasicschemeThekey serverfurtherdlstrlbutesk.m (notko) to all thenodeghroughasecure
key distribution processasin thebasicscheme.

2. Thenodesthatposses&y cancomputethe intermediatekey ki, independenthafterit veri es the
revocationmessageThenodesthatdo not posses&y, receveskiy from their neighborsvia logical
pathssecuredy non-compromiselleys,i.e.,.keysin P R,. Nodeu mayimpersonat@anon-re/oked
nodev by claiming nodev's id, but this doesnot enableit to receve ki, becausall thekeysin R,
areprecludedrom establishindogical paths.

3. Everynodecomputeghenew groupkey k0 = fy,, (0). It veri es thecorrectnessf k0 by computing
andcheckingif fo(0) equalsto thatin the noderevocationmessage .Nodeu cannotcomputek0
becausaeitherit hasK m horit recevesK i, from others.

4. Everynode,sayv, updatesverykey ki in Ry ask?= f. (0). We denotethe updatedsetof keys, k®s,
asRY.

5. 1If ki0 is computedrom k; thatwasheldby nodeu, i.e.,kj 2 Ry, thenodeghathold kf’furtherupdate
kPask?= fy. (k9.
6. Finally, every nodeerasesx;y andtheoriginalk;'s

To understandhis schemelet us considerthe r strevocationin the network whennodeu is revoked.
After step2, every nodeexceptu haskim . In step3 andstep5, kin is usedto updatethe groupkey and
thecompromisedkeys (i.e., thekeysin Ry). Sincewe usea pseudo-randorfunctionto updatethesekeys,
knowing the updatedkeys doesnot help an attacler computekiy,, . Moreover, sincethe distribution of kim,
is securedy only the non-compromise#lieys in P, updatingall thesenon-compromised#teysin step4 and
thenerasingheoriginalkeysin step6 preventsanodethatis compromisedn thefuturefrom providing ary
keysthatenabletherecovery of Kiy .

Notethatin step6, every nodedeletekn, ; thereforejn the entirenetwork, no nodeholdsk;,, andno
nodecanrecover it whentherekeying processs completed.Thus,all thekeysin R, areupdatedsecurely
In fact, the statusof the systemis reinstatedto its original settingafter every rekeying. Evenif all the
previously revoked nodescollude,they cannotcomputethe updatedkeys.

Security Analysis Whenw nodesarerevoked simultaneouslasa batch,their coalition might have keys
to cover that of a legitimate nodeandthusexcludethis nodefrom the network. The expectednumberof
excludedlegitimatenodes N ¢4, is afunctionof w, the numberof nodesbeingrevoked simultaneoushas
a batch. We cancomputeN ¢4 usingthe sameanalysisthatwe usedfor computingthe expectednumber
of excludedlegitimatenodesin the basicschemegxceptthatin the analysisof the basicschemew stands
for the cumulative numberof revoked nodes.We nd thatN ey is very smallfor reasonablealuesof w.
For example, it is reasonabléo assumehatin mostapplicationandnetwork scenarioghe numberof nodes
thatwill be revoked simultaneouslys at most100. We canchoosem = 100andl = 5000accordingto
Figurel. Thatis, for agroupsizeof 1; 000 000, only oneinnocentodewill be excludedfrom the network
when100nodesarecompromisedimultaneously
In AppendixA, we give amoreformal analysisof the correctnesandsecurityof this scheme.

2.4.3 Schemdll: Allowing DetectionLatency

Schemdl works correctlyunderthe assumptionshata compromisedodeis revokedimmediatelyandno
new nodesarecompromisedeforethe currentgrouprekeying is completed Now we relaxthis assumption
by allowing new compromiseso happenfor example,dueto thedelayfor nodecompromisaletection.
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Figure3: An attackon Schemdl. An emptycircle standsfor an eventthata nodeis compromisedanda
solid circle standgor aneventthatacompromisediodeis detectedandhencerevoked

Let u be a nodethathasbeencompromisedut whosecompromisedtatushasnot yet beendetected.
This delayin detectinga nodecompromisdeadsto a potentialsecurityloopholein Schemdl thatcanbe
exploitedby a coalitionof previously revokednodesandnodeu, suchthatevenafternodeu is revoked, the
attaclerscanlearnthe new groupkey. This exploit dependsiponthe compromisedodeu not erasingthe
intermediatekey, kim , andtheoriginalkeysin Ry, asit shouldhave in Step6 of Schemdl.

Fig. 3 shavs a possibleattack.NodeA is compromisedhtt;, but agrouprekeying to revoke it occursat
timets dueto thedetectionlateng. NodeB is compromisedtt,, but thishasnotbeendetected/et. When
thegroupis rekeyedattime tz usingschemdl to revoke nodeA, anintermediatekey ki, is distributedto
the entirenetwork, usingkeys thatarenot containedn R for establishindogical paths.In step6, every
nodeshoulderasek;y, andall thek;'sin its own key set. However, sincenodeB hasbeencompromised,
it keepsall thesekeys. If hodeB divulgeskin to nodeA, nodeA will be ableto updateits keys usingthe
proceduren Step3 andStep4 of Schemdl, sothatit hasthecurrentversionof thekeysin Ra, i.e., RE\. At
ts, anothergrouprekeying occursfor revoking nodeB . Thedistribution of k0. is securedy keys except
thosein RS . If ary of thekeysin R areusedfor encryptingk?, , nodeA will beableto obtaink?, . As a
result,nodeA andB will beableto discoverthe new groupkey.

This problemcanbe addressed we assumehatthereis areasonableipperboundon detectiondelay
denotedast,. We arguethatif a compromisedchodestaysin a group without beingdetectedall group
communications insecurebecausehis nodeknows all thegroupkeys, andit doesnot matterwhatrekeying
protocolis deployed.

Given an upperboundt, on detectiondelay the securityloopholein Schemel discussedbore can
be x edby performingbatthedrekeying. Considertwo consecutie rekeying eventsg; andE;+1 . Scheme
Il is basedon the obseration thatif the time interval betweenE; andE;.1 is largerthant,, the node
beingrevokedat E;.1 wasnotcompromisedtthetime of the previousrekey eventE;. Ontheotherhand,
if thetime interval betweentwo consecutie rekeys is smallerthant,, thenduring the rekey eventE;.q ,
we mustassumehatthe nodebeingrevoked wasalreadycompromisedat the time of E;. Thusthe nodes
revokedatE; andE;; couldcolludeto obtainthe new groupkey asdiscusse@bove. To preventthisfrom
happeningjn Schemdll, we treatE;.; asa batchedrekeying eventif the time intenal betweenk; and
Ei+1 issmallerthant,. Let S; bethesetof nodesthatwererevokedin therekey eventE;, andlet Sj+; be
the setof compromisedhodeswhosedetectionled to rekey eventE;+1 . Then,underschemdll, abatched
grouprekey is performedatE;.; torevokethenodesn Sj[ Sj+1. Speci cally, in thesecurekey distribution
phasewe avoid usingthekeys of ary of thenodesn S; [ Sj+1 for encryptingthe new groupkey.

To illustratethe idea, let us assumehe following relationshipfor the timing of the rekeying eventsin
Fig.3: t5 t3 < ty,tg t5 < t,, buttg tg > t,. We obsere thatthetime (t;) whennodeD is
compromisedannotbe earlierthantherekeying eventattg; otherwisewe musthavets tg ty. Thus,at
therekeying timetg, all thenodesparticipatingin therekey operationcanconcludethatattherekeying time
tg, therewasno compromisediodein the systemthathadnotyetbeendetected Thus,duringtherekeying
attimetg, theonly nodebeingrevokedis nodeD.



For therekeying eventE; atts, nokeysin Ra will beusedfor thedistribution of ki, . In therekeying
eventE atts, nokeysin RR [ R‘B’ will beusedfor key distribution. Similarly, attherekeying eventE 3 atts,
nokeysin R8J RYY RXareusedfor key distribution. Hence gachof theserekeyingsis abatchedekeying.
In therekeying eventE 4 attg, however, thekeysin R8P R3%P R2%anbeusedfor key distribution, because
nodeD wasnotcompromiseditthetime of the previousrekey event.

Security Analysis The securityof Schemdll lies betweenthat of Schemd and Schemdl. If no two
consecutie rekeying eventshave atime intenal greatetthant,, which meansall the rekeyingsarebatched
rekeyings,Schemall is equivalentto Schemd. Ontheotherhand,if thetimeintervalsbetweerall consec-
utive rekeying eventsaregreaterthant,,, this schemas identicalto Schemdl. As such,the securityof this
schemaalsolies betweerthatof Schemd andSchemdl, dependingnt, andtherekeying frequeng.

2.5 Additional Issues

We now discusssomeadditionalissueghatarisein the deploymentof our key managementrotocol.

2.5.1 NodeAdditions

Additional nodesmay be addedinto the systemeven afterthe key pre-distritution phasediscussedn Sec-
tion 2.4.1is complete For example thekey sener mayintroducenen nodesinto the systento compensate
for revoked nodes. To adda nodeu into the system the key sener rst determinests key setR, based
onits nodeid. Thenit loadsnodeu with the currentversionof R, andthe currentgroupkey thatallows
u to communicatevith othernodesin the network. Dependingon the applicationunderconsiderationif a
grouprekeying is neededo preventa new nodeto understandhe earliercommunicationthekey senercan
simply broadcasa messagénstructingevery nodeto updatethe groupkey kg to kg = f,(0).

2.5.2 SecureKey Distrib ution

Sincethe main function of a network is distributing data,not distributing keys, it is reasonabléo assume
that aninfrastructure suchasa multicastdelivery tree[21] or mesh[15], or a broadcastree[11], exists

for datacommunication Noneof theseprotocolsarebasedon ooding for datadistribution. Indeed these
protocolsprovide loop-freerouting pathsandensurethatevery noderecevesevery datapacket only once,

althoughthey do involve bandwidthoverheadin constructingand maintainingthe delivery infrastructure.
GKMPAN doesnotrequireto construcits own deliveryinfrastructureput usegheunderlyinginfrastructure
directly. As such,GKMPAN neitherinvolvestheoverheadf constructingandmaintainingits own delivery

infrastructurenorintroducesedundanmessagem key distribution.

2.5.3 Networks with Non-memberNodes

In the previous discussionwe assumedhat all nodesin the network were membersof the group under
considerationWe now discusshow GKMPAN canbe extendedo networkswhereonly afractionof nodes
arepartof the multicastgroup.

In multicastrouting protocolsfor mobileadhocnetworkssuchasODMRP[15] andthemulticastexten-
sionof AODV [21], oneor severalnon-membenodesmay be involvedin forwardingdatapaclketsfor the
groupmemberghatarenotdirectly neighboring.n thecaseof groupkey managementhegroupmembers
andsomenon-membergorm a multicastdelivery tree[21] or mesh[15] with the key sener of the group
asthe source.The membemodescanbe consideredo form an overlay network on top of the underlying
multicastdelivery treethatincludesbothmembersaandnon-members.
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Similarly, GKMPAN can usean overlay network formed on top of a multicastdelivery tree for the
purpose®f securekey distribution. In GKMPAN, anodewill needto know theids of its logical neighbors
in theoverlaynetwork in orderto establistsecurdogical pathswith them.Currentlyin ODMRPandAODV
a membemodedoesnot necessariljknow the ids of its neighborsin the overlay network; however, node
id informationwill be available when piggy-bacled in a JOIN REQUEST, ROUTE REQUEST, or other
membershigontrolmessages.

In GKMPAN, onceamembemodeknows theids of its neighbomodesn the overlaynetwork, they can
communicatesecurelythroughtheir logical paths.Althoughnon-membenodesareinvolvedin forwarding
the messagefor membemodes they cannotdecryptthe messagesWe note,however, thata sel sh non-
membemode(just like a compromisednembemode)could launchrefusal-of-servicattacksby dropping
thekeying pacletsit is supposedo forward. Thisattackcanbemitigatedby thepartialstatelessneggoperty
of GKMPAN, asintroducedbelow.

2.5.4 Packet Lossand Network Partitions

Considerthe scenariovherea nodemissesa grouprekeying eventbecausét doesnot receve oneor more
pacletsthatarebroadcastiuringtherekey event. This scenarianight occurin ad hoc networks dueto the
intermittentconnectity within the ad hoc network, theinherentunreliability of the key delivery protocol,
or theactie refusal-of-servicattacksdiscussegbreviously .

A straightforvard solutionfor key recovery involvesthe nodesendinga retransmissiomequesto the
key sener. Thekey senerresponddy sendinga messagehatincludestheids of therevokednodesandthe
intermediatekey kin, thatareusedin this rekey operation. This messagés encryptedwith the individual
secretkey of this node,which is loadedinto the nodein the key pre-distribution phase. The nodecan
thereforeupdateits keys andcomputethe currentgroupkey correspondinglyHowever, it is very desirable
to avoid this type of NACK-basedsolution,originally designedor wired networks, in therelatively higher
pacletlosservironmentof anadhocnetwork becaus®f the high communicatiorandenegy costsaswell
asthe potentialfor NACK-implosion. Thus,we discusssolutionsthat attemptto recover the missingkeys
from thelocal neighborhoodf the node,while only usingthe above solutionasa lastresort. We consider
two scenariodelonv basedon Schemdl.

Scenariol In the rst scenarioa noderecevesthe noderevocationnoticebut doesnot receve theinter-
mediatekey kim . Thisis not a problemif the nodealreadypossesseky . However, a situationmay arise
whentheneighborof anodethatdoesnotpossesky havealreadyerasedi, . Consequentlyit cannotob-
taink;y tocorrectlyupdateary compromisedeysthatareknown to therevokednode(seestep5 in scheme
I1). However, this nodewill still beableto updateary keysthatarenotcompromisedseestep4) andobtain
theauthenticate@urrentgroupkey from a neighborthrougha logical pathsecuredy a non-compromised
KEK, if it hasonly experiencedrelative smallnumberof suchpacletlossevents.By choosingappropriate
m andl, we candesignthe systemsothatthe probabilitythata nodehasa directpathto a neighboris high
evenafteracertainnumberof suchlosses.

We notethatour rekeying schemecanbe consideredo be partially statelessinceit falls betweerthe
statefulprotocolssuchasLKH [25] andstatelesprotocolssuchasSDR[16]. A nodecanrecoverthecurrent
groupkey evenif it hasmisseda certainnumberof rekey events— aslong asit possessesomekeysthatare
notknown to the setof nodeshathave beenrevoked.
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Scenarioll Thesecondscenarioarisesif a nodedoesnot receve the noderevocationnotice,the notice
arrivestoo lateviolating the securityconditionin TESLA, or thenoticeis veri ed to beincorrect.However,
the nodeknows thatit hasmisseda grouprekeying event becausat recevesdataencryptedwith a later
versionof thegroupkey (agroupkey shouldhave akey version eld) or it actuallyrecevestheintermediate
key kim from anothemode. In this case the mostimportantissueis to verify the authenticityof the rekey
event. It cando this by communicatingwvith the basestation. Below we sketchan alternatve solutionthat

involvesonly local communicationalthoughit provideswealer security

Let the nodemissinga noticeS beu, andits currentneighborsbevy; vo; :::; vs. Let Ryy def Ru\ Ry.

Nodeu broadcasts querywith TTL = 1. A neighbor sayv;, computekenc = XOR ;8 | 2 Ryy, if
Ruy, & ; , andsendshefollowing reply:

Vi ! u:S;MAC(Kenc;S):

Themoresuchnoticesnodeu recevves,the higherthecon denceit hasin theauthenticityof thenotice. Let
Z bethe numberof distinctkeysin [ J_s=1 Ruv; . To forgeanoticeto nodeu, theattacker musthave all these
z keys. The probability p; (w) thatthe attacler possessethesez keys afterit compromisedv nodess

pr(w)=(@ @ m=h")= (3)

Fromthis equation,a nodecandeterminethe thresholdzy suchthatp; (w) is smallerthana desiredlevel
(say10 °)for agivenw. If z is largerthanzo, it acceptghe notice;otherwisejt mayignorethe notice,or
nd additionalnodego provide enoughMA Csof thenotice. Notethateventheattacler succeeds forging
anoticeto nodeu, it doesnot compromisehe securityof the system.Indeed,in theworstcasenodeu can
contactthebasestationto recoverits keys. Thereforejn practice thevalueof p; (w) couldbealittle larger,
say10 3, andanodemay only poll a smallnumberof neighbors After a nodeobtainsan authenticnotice
via thisapproachit thenproceedssin the rst scenario.

2.5.5 Other Security Attacks

We assumedhatanattaclermayeavesdroponall traf ¢, injectpacletsor replayolderpaclets.Becauséhe
key sener authenticatesll the rekeying messageby TESLA [17], no nodescaninject ary fake rekeying
messagesito the network or modify ary rekeying messagethey areforwardingwhile impersonatinghe
key sener. Thatis, maliciousnodescannotcauseothernodesto acceptforgedgroupkeys. Becausdime-
stampinformationis alsoembeddedh every TESLA key, theattacler cannotreplayolderrekeying paclets.

Possessinthe keys of revoked nodesnormally doesnot help an attacler launchrefusal-of-serviceat-
tacks,becausdhe revoked nodesare not part of the multicastdelivery treeary longer— they do not have
ary valid keys to establishsecurelogical pathsto othernodes. Moreover, the worst situationcausedoy
refusal-of-servicattackss equivalentto thatdueto pacletlossesor network partitions,which our protocol
canhandlewell dueto its partialstatelessneggoperty We notethatthe mobility of nodeshelpsrelieve this
attackaswell.

3 PerformanceAnalysis

We now studythe performanceof our rekeying protocol GKMPAN. We analyzethe communicationcost
of GKMPAN anddiscusghetradeof betweerperformancesecurity andstoragecost. We do not consider
thecomputationatostbecaus&sKMPAN only involvesafew inexpensve symmetrickey operationgand/or
pseudaandomfunctionevaluationsduringevery grouprekeying.
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3.1 Communication Cost

The communicationcostof a group rekeying operationis composedf the costfor broadcastinga hode
revocationnoticeandthe costfor securegroupkey distribution. Therevocationnoticeincludestheid(s) of
thenode(sheingrevoked,averi cation key andaMAC of thenotice,andthemessagés usuallyvery small
unlesghenumberof nodesbeingrevokedis verylarge. Notethatarevocationnoticeis necessarmo matter
whatrekeying schemas beingused.

In the securekey distribution phaseof therekey operationanodetransmitsoneencryptedkey (i.e.,the
new groupkey) to eachof its childrenin thedeliverytreeif they shareadirectpath. Every noderecevesone
encryptedkey; therefore on averageevery nodetransmitsoneencryptedkey althoughanintermediatanode
may transmitmorethanonekeys whereasa leaf nodedoesnot transmitat all. However, if a nodedoesnot
have adirectlogical pathto achild node,it will needto communicatevith a proxy nodeto form anindirect
logical path. For a (round-trip)communicatiorwith a proxy nodethatis i hopsaway, the total numberof
keys transmitteds 2i. Therefore the communicatiorcostfor securekey distribution is determinedby the
numbersandtypesof logical pathsexisting betweentwo neighboringnodesin the network, which arein
turneddeterminedby (i) the parameters andm (ii) the network nodedensity(iii) the numberof nodes
beingrevokedatabatch.

Impact of Probabilistic Key Sharing Parameters For a given| andm, ps, the probability of directly
sharingatleastonekey betweerary two nodesnitially (i.e.,priorto ary noderevocations)s

| I m I m
ps=1 M—pmo=1 M @
m m

Becausehe probability that a key is picked by both the nodesis (”ﬂ—)z, Zs, the expectednumberof keys
sharedetweerary two nodednitially (i.e.,thenumberof directpathsbetweerthem)iszg = | (”I"—)2 = ml—z

Fromthe above analysiswe seethatfor a givenl, both ps andzs increasewith m, while bothps and
Zs decreasavith | for a givenm. Also, we canseethatm hasa larger effect on z5 than!| has. Thus,we
canusethe equationsabove to selectl andm sothatthe probability of existing direct pathsbetweentwo
nodess largeenough.For example to obtainps = 99:5%, we canchoosd = 2000andm = 100(zs 5).
In this case,only 0:5% nodeshave to receve the groupkey throughan indirect path. Thus, the average
transmissiorcostpernodeis closeto onekey.

Impact of NodeDensity Theaveragenumberof immediateneighborof anodedependsiponthedensity
of thenetwork aswell asthetransmissiomangeof anode.Thenumberof neighborsf anodedoesnotaffect
the probability ps thattwo nodessharedirect paths but affectsthe numberof indirect pathsbetweerthem.
If a nodedoesnot have a direct pathto anothemode,the probability that one of its immediateneighbors
canact as one-hopproxy betweenthe two nodeswill increasewith the numberof neighbors. However,
irrespectve of the nodedensity only 1  ps of nodeshave to resortto indirectlogical paths. Thus,node
densityhasonly nggligible impacton the performanceof GKMPAN whenps is largeenough.For example,
whenm = 100andl = 200Q only 0:5% nodeshave to receve the groupkey throughanindirect path.
Moreover, for thesevaluesof m andl, aslong astwo nodeshave onecommonneighborthey canestablish
adirectpathor aone-hopndirectpathwith theprobabilityof 99:995% Thatis, thesituationthattwo nodes
have to resortto a multi-hop proxy nodeis extremelyrare. This indicatesthat the transmissiorcostof a
grouprekeying is closeto onekey pernode.Our simulationresultshavn latercon rms this analysis.
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Figure4: The probability of sharingat leastonekey betweenwo nodeswhenw nodesarerevoked simul-
taneously

Impact of Number of NodesBeing Revoked The above analysisshavs how the parametersn and|
affect the initial numberof logical pathsbetweenary two nodes. However, the keys known to the nodes
beingrevoked as a batchcannotbe usedduring the currentrekeying event. As a result, both ps and zg
decreasavith the numberof revoked nodes.

Let ps(w) bethe probability thattwo nodesshareat leastonekey whenw nodesarerevoked simulta-
neously We usethe following analysisto computeps(w). Considera key k. The probability p; thatk is
choserby bothnodesis (m=|)2, andthe probability p, thatk is not choserby ary of thew compromised
nodesis (1 m=1)". Thereforethe probability po thatk is “safe” is pp = p1p2. The probability ps(w)
is the sameasthe probability thatat leastoneof thel keysin the key poolis "safe” to both nodeswhenw
nodesarerevoked. Thereforewe have

ps(w)= 1 (1 (m=h*1 m=)")": (5)
Similarly, zg(w), the expectechumberof sharedkeys betweertwo hodesvhenw nodesarerevokedis
zs(w) = I(m=1)2(1  m=)": (6)

In Fig. 4 we plot ps(w) asafunctionof w. The gure clearlyindicateshatps(w) decreasewith w. Hence,
in orderto deliver the groupkey to a downstreamnode,a nodemight have to resortto usinga one-hop
proxy or evenamulti-hopproxy. As aresult,the costof grouprekeying increasesvith w. The gures also
shawvs thatit is possibleto achiere a desirableps(w) by choosingappropriatem andl. For example,when
m = 40;1 = 500, ps(10) = 75% whereaps(10) = 96%whenm = 200andl = 1000Q Thus,in thelatter
casethe communicatiorcostof a smallbatchrekeying is almostaslow asthatof anindividual rekeying.

A Rough Comparison with LKH  We now comparethe communicationcost of GKMPAN with that
of LKH? [25]. The reasonfor comparingour protocolwith LKH is thatit illustratesthe differencesn
communicatiorcostbetweeraprotocolthatwasdesignedor awired ervironmentasopposedo aprotocol
thatis gearedowardswirelessad hoc networks. The grouprekeying schemefor ad hoc networksin [14]
shaws thatit is possibleto reducethe costof the original LKH schemeby 15%  37% (althoughit may
incur alargeroverheadn somescenariospy mappingthe physicallocationsof the membergo thelogical

2a brief introductionof LKH is madein AppendixB for review purpose

14



=
o
o

-©- LKH(receive) x
-8 LKH(transmit) -

-A- GKMPAN(receive) .
~%~ GKMPAN(transmit) Lo

[N

o

o
T
s

(N = 1024) o

a1
o
T

11

\

The number of keys a node transmits/receives

L 2 X
oo aal -

P
8

2 4 6
The number of nodes revoked as a batch

Figure5: Theimpactof the numberof nodesbeingrevoked asa batchon the communicatiorcostof LKH
andGKMPAN respectiely.

key treein LKH for a staticnetwork. Becausehe performanceverheadn [14] is of the sameorderasthat
of theoriginal LKH schemeye canalsoseethecomparatre performanceof GKMPAN with respecto the
protocoldescribedn [14]. Note thatwe do not considerreliablekey delivery in the comparisonwhich
actuallybiaseghe comparisonn favor of LKH sinceit is a statefulprotocol.

As discussedn Section2.5, GKMPAN usesthe underlyingdelivery infrastructurefor key distribution.
In the simulationstudy we useanunderlyingspanningreefor deliveringkeysin boththe protocols.Both
thekey sener andthe nodesarerandomlydistributedin a x edspaceof 1000 1000squareunitsandthe
transmissiorrangeof a nodeis 75 units. We considera static network, which correspondso a snapshot
of thead hoc network at thetime of a rekeying event,insteadof a mobile network. This is becausayroup
rekeying only takesa very shorttime relative to mobile nodevelocities. Moreover, sincea nodeonly has
to forward the group key to its direct neighbors(and the knowledge of neighborids usually comesfor
free from the Media AccessControl protocol[9] or arouting protocol[21]), GKMPAN doesnot introduce
the bandwidthoverheadfor maintainingmultiple-hop routes. Also, node mobility doesnot reducethe
probabilitythattwo neighboringnodesestablisha logical path.

The metricsof interestarethe averagenumbersof keys a nodetransmitsandrecevesrespectiely in
everyrekeying. We usethemethodof independenteplicationsfor our simulation.All theresultshave 95%
con denceintervalsthatarewithin 5% of thereportedvalues.In Fig. 5 we comparehe communicatiorcost
of GKMPAN andLKH by varyingw, the numberof hodesrevoked asa batch. The communicatiorcost
doesnot includethe costof the noderevocationnotice becausédoth LKH and GKMPAN incur this cost.
ThegroupsizeisN = 1024 In GKMPAN, m = 40andl = 500. We canobsenre thatthe communication
costfor LKH is muchhigherthanthatof GKMPAN. In GKMPAN theaveragecommunicatiorcostpernode
is approximatelyonekey andis almostindependenof L. In LKH, boththenumberof keys anodetransmits
(Tn) andthe numberof keys a nodereceives(R,) increasewith L. HereR,, > T, becausall the nodes
receve theupdatedkeys whereaonly non-leafnodesn thebroadcastreerebroadcaghe keys. Therefore,
GKMPAN greatlyoutperformsLKH for individual or small batchrekeying in ad hoc networks. In Fig. 6,
we obsenre a similar resultwhenvaryingthegroupsize,N .

3.2 Security, Performanceand StorageTradeoffs

As we obseredabore, to increaseghe numberof directlogical pathsbetweertwo nodesit is necessaryo
increasem or decreasé. Further increasingn hasalargerimpacton zs. However, from the viewpoint of
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storagea smallerm is moredesirable Moreover, aswe shavedin Fig. 1, asmallerm andalarger! could
increasehe securityof our schemesDueto thesecon icting requirementsthe parametersn andl should
be selectehasedn theapplicationunderconsideration.

A Comprehensie Example Supposdhatanodehasspacefor 200keys,i.e.,m = 200 Thekey sener
choosed = 10000 Accordingto eqn.4, we have ps = 98:3%, i.e., the probability thattwo nodesshare
direct pathsis 98:3%. Let the desiredsecuritylevel be p.(w) = 10 6. Accordingto eqn.2, we have
w = 134 i.e., the probability thatthe coalition of 134 nodeshave keys to cover a legitimatenodeis about
10 8. When50 nodesare simultaneouslyrevoked, the fraction of direct, indirect pathsinvolving a one-
hop proxy, andindirect pathsinvolving a two-hop proxy are 76:7%, 22:7% and 0:6% respectrely. Our
simulationshavs thaton averagea nodeneeddo receve andtransmitl:2 keys.

4 RelatedWork

Group Rekeying Schemes Grouprekeying hasbeenextensiely studiedin thecontext of securanulticast
in wired networks. The rekeying schemescan be cateyorizedinto statefuland statelesgprotocols. The
statefulclassof protocolsincludesseveral protocolsbasedupontheuseof logical key treese.g.,LKH [25],
OFT [3], ELK [20]. In theseprotocols,the key sener useskey encryptionkeys that were transmitted
to membersduring previous rekeying operationsto encryptthe keys that are transmittedin the current
rekeying operation. Thus,a membemusthave receved all the key encryptionkeys of interestin all the
previousrekey operationsptherwisejt will notbeableto decodehenew (group)key. Adding redundang
in key distribution [28, 23] will not solve the problemcompletelydueto high paclet lossratesor network
partitions. Statelesgrouprekeying protocols[13, 16, 22] form the secondclassof rekey protocols. In
theseprotocols,a legitimateuseronly needgo receve the keys of interestin the currentrekey operationto
decodehecurrentgroupkey. Thestatelesgeaturemakestheseprotocolvery attractive for adhocnetworks.
However, theseprotocolshave muchhighercommunicatioroverheadhanthe statefulprotocols. GKMPAN
differswith theabose schemesnainlyin two respectsFirst, it providespartial statelessnesthatis, anode
canmissa certainnumberof group rekeyings with the needof askingthe key sener for retransmission.
SecondGKMPAN hasmuchsmallerpernodetransmissiorcostthanthe otherschemes.

Other Key ManagementSchemes Basagnietal [1] discussarekeying schemdor periodicallyupdating
the group-widedataencryptionkey in a stationarysensometwork. However, they assumehatthe sensor
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nodesaretampeffree,anddo notaddressheissueof rekeying on nodecompromiseZhu etal [29] propose
a group key managemenschemefor stationarysensornetworks. Kaya et al [10] presenta group key
managemerdchemdor adhocnetworksbasedn public-key techniquesGKMPAN, usingsymmetric-ley
techniquesnly, is designedor mobile ad hoc networks and makesno assumptioraboutthe strengthof a
nodein resistingto compromise.

EschenaueandGligor [7] presentan ef cient key managemenschemefor sensometworks basedon
probabilistickey predeplgment. Chanetal [5] andZhu et al [30] extendthis schemeand presentnewn
mechanism$or pairwisekey establishmentGKMPAN alsouseshe probabilistickey predeplgmenttech-
nigue asthe underlyingmeansto establishsecurechannelsbetweennodes. However, in theseschemes,
the predeplged keys are usedfor encryptingall communicationdbetweennodes;thereis no group key.
In contrast,we proposeto usethe predeplged keys only as KEKSs for securelydistributing a group key
to the nodesin the network while using the group key for securinggroup datacommunications.Thus,
GKMPAN incursmuchsmallercommunicatiorandcomputationabverheadn groupcommunicationLast
but not least,thoseschemesio not updateary compromisedeys, while GKMPAN includesan ef cient
mechanisnto updatethe keys known to revoked nodes.

Du et al [6], Liu andNing [12] combinethe techniqueof probabilistickey predeplgmentwith the
Blom's[2] or theBlundo's [4] key managemergchemegor establishingpairwisekeysin sensomnetworks.
They have shavn thattheir schemesremorerobustto nodecollusionattackshanthe previousscheme$s,
7]. Thus,GKMPAN canalsobaseon theseschemedor delivering groupkeys betweermodes. However,
our key updatingschemecannotapply directly to updatingthe predeplged polynomialsor matrixesin
theseschemesvhenrevoking a compromisedode. We areinvesticating the secretupdatingissuein these
schemessour futurework.

5 Conclusions

In this paperwe have presentedsKMPAN, a scalableandef cient groupkey managemenprotocolfor ad
hoc networks. Our protocolis basedon a probabilistickey sharingschemethat canbe parameterizedo
meetthe appropriatdevels of securityandperformancdor the applicationunderconsideration.The main
componenbf GKMPAN is a novel grouprekeying protocolthathasthefollowing properties:

It is ef cient —it reliesonly on symmetrickey cryptograply andthe computationahndcommunica-
tion costof grouprekeying aredistributedamongthe nodesin a network.

It is scalable-the storagerequirementpernodeareindependentf the sizeof a network.

It is partially stateless-anodecandecodehecurrentgroupkey evenif it hasmissedalimited number
of previousgrouprekeying operations.

We have implementedSKMPAN on a sensometwork testbedasa building block of our securityfor
MicrosensoiNetworks project[19]. Thesourcecodeis alsoavailablefor dowvnloadin the projectwebsite.
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Appendix A

We requirea key managemergchemesatisfythefollowing requirements.
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1. CorrectnessWe requirethatthe following two propertiegpossesselly the systemafter the initial-
ization be presered after eachrekeying process:(1) all the non-compromisediodeshold a unique
groupkey kg, and(2) for ary two non-compromisedodesu; v thatholdasamek , they shouldhold
thesamekey k° aftereachrekeying process.

2. Security We requirethatthe adversarythathascompromisedv®nodes(which maybe muchgreater
thanw) knows no computationainformationaboutthe non-compromiseéeys.

Theorem1l Sthemaell satis esthecorrectnessandsecurityrequirements.

First, it is easyto seethatthe schemesatis esthe correctnessequirementThisis sosinceall thenon-
compromisedhodesgetthe uniquekin , which enableghe affectednodesto updatethe affectedkeys using
the sametransformationThe sameargumentappliesto the updateof kg.

Secondwe claim thatour schemesatis esthe aforementionedecurityrequirement.This is supported
by thefollowing lemmas.

Lemma 1l Theadvesarycannotdistinguishthe newly establishedki, fromarandomstring.

proof (sketch)We have assumedhatno new nodesarecompromisedeforethe rekeying processs done.

We stresghattheschemensureshatafterrevokingw simultaneouslgompromisesodesanon-compromised
node,with a high probability, still holdsat leasta non-compromisedtey thatenableshe nodeto establish
logical pathswith othersto updateits compromisedeys andkq. (In the rarecasethatthereis a cover, we
simplyignorethatnode.)

Supposéhe encryptionfunctionsfor transmittingki, arebasedon a pseudorandomfunction family
ffxg. We consideranexperimentEX PR wheref ¢ for all the non-compromiseéteys k's (including ky )
thataresharedamongthe non-compromisedodesare substitutedvith randomfunctions;in otherwords,
theencryptionfunctionsandthecomputatiorof ki, arebasednthecorrespondingandomfunctions.Then
clearlykiy, isarandomstring.

Supposeheadwersarycandistinguishkiny, , whichis establishe@ndheldby thenon-compromisedodes
in thereal-world systemfrom arandomstringof thesamdength. Then,a standarcybrid agumentshovs
thatthereis a probabilisticpolynomial-timealgorithmthatis ableto distinguisha pseudaandomfunction
from arandomfunction. Thusthelemmaholds.

Giventheabore lemma,thefollowing is almostimmediateto see.

Lemma 2 The advesary compomising simultaneouslyat mostw nodeslearns ngjgligible information
about(1) k%= fy,, (k) for anyk, and(2) kg = f,, (0).

Appendix B: The Logical Key Hierarchy (LKH)

The basisfor the LKH approach25, 26] for scalablegrouprekeying is a key treedatastructuremain-
tainedby thekey sener. Theroot of thekey treeis thegroupkey usedfor encryptingdatain groupcommu-
nicationsandit is sharedoy all users.Everyleaf nodeof thekey treeis a secrekey sharednly betweeran
individual userandthe key sener, andthe middle level keys areKEKSs usedto facilitatethe distribution of
theroot key. Of all thesekeys, eachuserowns only thosekeys thatlie on the pathfrom its individual leaf
nodeto theroot of thekey tree. As aresult,whenauserjoins or leavesthegroup,all of thekeys onits path
have to be changedandre-distritutedto maintainbackward andforward datacon dentiality.
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K1-9(Group Key)

K123 K456 K789

Klg E |
U1l u2 us

Figure7: An exampleof alogical key tree. Therootkey is thegroupkey andaleafkey K ; is anindividual
key sharedbetweerthekey senerandausery;.

We shav an examplekey treein Fig. 7. In this gure, K 1-g is the groupkey sharedby all usersK 1,
K;:::; Kg areindividual keys, andK 123; K 456; K 789 areKEKs known only by userswho arein the sub-
treesrootedatthesekeys. We next illustratea membermrevocationprocedures.

WhenuserU, is revokedfrom thegroup,thekeysK 456 andK 1-g needto bechangedAssumethatthese
keys arereplacedwith keysK 2 andK 9. respectiely. Thekey senerencryptsK g with K 123, K 95 and
K 789 SeparatelyencryptsK Js¢ with K 5 andK 6 Separatelyandthenmulticastshese ve encryptedckeysto
thegroup.

KeyServer | All: EncfK{g Ki2g EncfKg: K %sg; EncfK )g; K 7500;
EncfK 956 K 59; EncfK Js6; K 60:

After it recevesthe broadcasinessagea memberextractsthe encryptionghatareof interestto it to obtain
therelevantupdatedkeys.

LKH is very ef cient andhencescalablefor grouprekeying whencomparedo a unicast-basedaie
approach.Let N bethe groupsizeandd be the deggreeof the key tree,thenthe communicationcostfor
rekeyingis O(logyN ), whereaghe naive approactrequiresacommunicatiorcostof O(N ).

Note thatwhenappliedto anadhoc network, all the mobile nodesare mappedo the leaf nodesin the
key tree,andtheintermediatekeys arenot mappedo ary nodesin the network.
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