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ABSTRACT

Aggressive technology scaling is increasing the impact of soft
errors on microprocessor reliability. Dynamic Voltage Fre-
quency Scaling (DFVS) algorithms are conventionally stud-
ied from a performance per watt basis. But applying DVFS
impacts reliability as well. Since DVFS affects the occu-
pancy of different pipeline structures, they impact the soft
error masking seen at the architectural level. Architectural
Vulnerability Factors (AVF) captures this masking and in
this work we study the impact of DVFS on AVF in a GALS
environment. We show that the AVF of pipeline structures
could vary by as much as 80% between different DVFS al-
gorithms. Since AVF has a significant impact on the Mean
Time To Failure (MTTF) of a system, these results indi-
cate that when choosing a particular DVFS algorithm their
reliability impact cannot be ignored. Hence we provide the
Vulnerability Efficiency for the DVFS algorithms which cap-
tures their ability to optimize performance, power and relia-
bility. Our results show that a Non-DVFS environment op-
timizes vulnerability efficiency better than any of the DVFS
algorithms.

Categories and Subject Descriptors

C.1.0 [Processor Architectures]: General

General Terms

Experimentation, Performance, Reliability
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1. INTRODUCTION

Ever-increasing power consumption is driving microarchi-
tects to consider alternate design solutions. One popular
solution is the Globally Asynchronous Locally Synchronous
(GALS) design that incorporates multiple independent clocks
driving different parts of the processor independently. A
Multi-Clock Domain (MCD) design allows the different do-
mains to be run at different voltage and frequency levels
providing an ideal platform for applying Dynamic Voltage-
Frequency Scaling (DVFS). Several runtime DVFS algorithms
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have been proposed in literature to increase the power effi-
ciency of a MCD platform [12] .

In addition to power constraints, reliability concerns due
to transient errors have emerged as an important design con-
straint. Transient errors that occur due to high energy par-
ticle strikes resulting from atmospheric radiation and pack-
aging effects have gained increasing attention. With aggres-
sive technology scaling, the impact of these transient errors,
also called soft errors, is increasing significantly [7]. Past
works [13] have explored the impact of voltage scaling tech-
niques on raw soft error rates (SER). In addition to the raw
SER, the overall system SER also depends on architectural
masking effects captured by a metric called Architectural
Vulnerability Factor (AVF) [7]. The AVF of any structure in
the pipeline depends on the utilization of a structure. Since
DVEFS causes instruction flow changes through the pipeline,
it affects the utilization of the structures and thereby has an
impact on AVF. This work studies the impact of applying
different DVF'S algorithms on AVF in a GALS environment.
This would in turn help designers in choosing the optimal
algorithm that meets specific reliability goals. Our current
work explores AVF of the issue queue due to its importance
in a superscalar design and because prior results show that
issue queues have significant AVF [3]. To our knowledge, this
is the first effort that explores the architectural vulnerability
analysis of DVF'S algorithms.

Our results show that except for one DVFS algorithm
(Greedy Search [6]), the overall AVF increases when apply-
ing DVFS when compared with a Non-DVFS environment.
Considering the fact that AVF is inversely proportional to
the Mean Time To Failure (MTTF) of a system [7], applying
DVEFS could increase the failure rate of a system. Since the
DVEFS algorithms have varying performance-power tradeoffs,
we characterize the AVF variations with respect to these pa-
rameters as well. Our study shows that the Non-DVFS case
does better than any of the DVFS algorithms in terms of
reducing AVF per IPC (AVF/IPC). In terms of reducing
both total power and AVF (T'otal Power« AV F'), the Greedy
search and PI [14] DVFS algorithms provide the best op-
tion. Combining all three parameters we look at character-
izing an algorithm’s Vulnerability efficiency, given in terms
of AVF x« Watts/IPC, which gives a DVFS algorithm’s ca-
pability to reduce AVF and power without degrading perfor-
mance significantly. We find that voltage-frequency scaling
using DVFS does not provide good vulnerability efficiency
as compared with a Non-DVFS environment. Amongst the
DVFS algorithms, Attack-Decay [8] and PI provide good
vulnerability efficiency.

Section 2 provides an introduction to Architectural Vul-
nerability Factor and how it impacts the overall MTTF. Sec-



tion 3 discusses the different DVFS algorithms we analyze in
our work while section 4 provides the different configuration
parameters used in our study. Section 5 looks at the AVF
characteristics of the DVFS algorithms. The section also
analyzes the vulnerability efficiency of the DVFS algorithms
and finally in section 6 we conclude our work.

2. BACKGROUND

This section provides a background on Architectural Vul-
nerability Factor (AVF) and how it is important to deter-
mine the overall SER of a system. Further this section also
provides an introduction to the GALS platform used in this
study.

2.1 Architectural Vulnerability Factor (AVF)

Chip reliability can be captured in terms of Failures in
Time (FIT) rates [7] which gives the number of failures
occurring in a billion hours of operation. FIT rates are in-
versely proportional to the Mean Time To Failure (MTTF)
of the system. The FIT rates of entire chip is the additive
sum of the FIT rates of the individual sub-components. The
system SER can be obtained by derating the raw SER based
on the observation that not all soft errors affect the architec-
tural state. This occurs due to several pipeline phenomena
such as idle entries, mis-speculated instructions, dead code
and prefetching. These phenomena mask a soft error from
appearing in user-visible output. The probability of this de-
ration is given by Architectural Vulnerability Factors (AVF)
[5]. Consequently, the overall SER of a system is given by
FlToveratt = FITRaw * AVF. Given the importance of
AVF in determining the overall system SER, it is important
to study how applying different DVFE'S algorithms affect the
overall AVF in a MCD environment.
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Figure 1: GALS pipeline showing the different asyn-
chronous domains

By knowing the average AVF of different pipeline struc-
tures early in the design cycle, an architect can decide the
structures that need error protection. AVF estimation using
ACE analysis [1, 7] provides a simple and accurate tech-
nique to compute a structure’s AVF. Bits, that constitute
every instruction, flowing through the pipeline can be clas-
sified into those that affect output-correctness, called Archi-

tecturally Correct Execution (ACE) bits, and those that do

not, called unACE bits. The unACE bits belong to mis-
speculated, prefetched or instructions that result in dead

code [7]. These bits even if they are affected by a soft error,
do not affect final outcome. Hence AVF can be computed as
N
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where ACE Bit-cycles refers to occupancy time of each
ACE bit that went through the structure, unACFE Bit- cycles
refers to the corresponding value for unACE bits, N is the
number of ACE bits that went through the structure and K
the number of unACE bits.

2.2 GALS Microarchitecture

The baseline microarchitecture used in this work is shown
in Figure 1 [11, 12]. It includes 6 asynchronous domains
which are the Fetch, Rename, Register Read, Integer (Int),
Floating-Point (FP) and Memory (Mem) domains. FEach
of the domains operating at different frequencies interface
with each other using asynchronous FIFOs [12]. The Fetch
stage includes the Fetch queue, branch prediction, I-cache
and the decode stage of pipeline. The Rename state includes
register-renaming and the retire queue since every instruc-
tion retiring needs to update the register rename table. Reg-
ister reading of source operands from the Int and FP register
files occur in the Register Read stage after which the instruc-
tion move into the Int, FP or Mem domains based on their
type. The Int, FP and Mem domains have separate issue
queues besides execution logic. Since the address-generation
to actual load-store instruction execution has a significant
impact on performance [15], the Mem domain has a separate
issue queue for issuing the effective address instructions. We
perform sensitivity analysis of our evaluation by varying our
baseline architecture later in the paper.

3. DVFS ALGORITHMS

As the importance and need for asynchronous designs have
grown, so have the number of algorithms that optimize their
power and performance. We analyze the following represen-
tative set of DVF'S algorithms in this work.

Threshold algorithm: Threshold is a simple algorithm
that does the voltage-frequency (VF) switching based on pre-
defined utilization thresholds for different structures across
different domains [12]. For each interval, the utilization
is evaluated as the number of instructions passing through
the structure divided by the interval size. If it lies above
a threshold, the voltage-level of that domain is increased
while if it lies below a threshold, it is decreased. Since AVFEF
is related to utilization of structures, lowering VF only when
utilization is low could have minimal impact on AVF. The
constraint of a fixed threshold affects the efficiency of the
algorithm. A benchmark whose structure utilization is just
below the threshold for decreasing VF could have a much
higher AVF than a benchmark whose utilization is slightly
above the threshold but runs at a higher VF level.

Attack-Decay (AD) algorithm: This algorithm [8] tracks
the issue queue occupancy changes over two neighboring pe-
riods and whenever a rapid change is detected, it triggers a
attack phase which corresponds to a rapid scaling in VF level
by a fixed number of VF levels. In other cases, the VF level
is decreased slowly but continuously as long as performance
drop does not exceed pre-defined thresholds. This algorithm
is applied only across domains 4, 5 and 6 (see Figure 1). By
taking benchmark characteristics into account, AD does not
suffer the problem of fixed thresholds. But taking decisions



based on information from only two neighboring periods and
allowing continuous decay (within certain bounds) might not
have an optimal impact on overall AVF.

Modified Attack-Decay (ModAD) algorithm: The Mod-
ified Attack-Decay algorithm [15] was proposed to optimize
on the attack phase of the original AD algorithm. In original
AD, the attack phase involved changing the VF level by a
fixed number of VF levels. But the fixed change leads to mis-
match between the magnitude of queue occupancy change
and VF change and could result in sub-optimal energy sav-
ings or performance. In ModAD, the attack phase is changed
by making the number of VF levels to linearly change with
respect to queue occupancy changes. Since AVF corresponds
to queue occupancy, scaling VF level linearly with respect
to occupancy changes should enable ModAD to optimize a
structure’s AVF better than AD. But it faces the same prob-
lems as AD with respect to the performance degradation in
the decay phase. Also sub-optimal VF changes due to inter-
mittent pipeline phenomena (like L2 cache miss) could affect
the AVF.

Greedy Search (Greedy) algorithm: Energy efficiency
can be expressed in terms of Energy-Delay square product
(ED?). Greedy search [6] approximates the optimal ED?
value based on the history of last two intervals. If the ED?
was reduced over the two intervals, the VF change was cor-
rect and we optimize in same direction. Otherwise, if ED?
was increased, the optimization direction is reversed. Each
domain has a sample phase and hold phase. The sample
phase is when a domain optimizes its VF level. In the hold
phase, it operates in the same VF level and another domain
does the sampling then. The sample phase for the domains
goes in a round-robin fashion. Optimizing FD? which is a
function of occupancy and time both of which affect AVF as
well indicates that greedy search algorithm might probably
optimize AVF the best. But the hold phase of each domain
could lead to sub-optimal impact on AVF, since a domain
operates in the same VF during the hold phase.

PI algorithm: PI [14] is an analytic online DVFS scheme
based on modeling the queue-domain network. Issue queue
occupancies are used as feedback signals to control the VF
setting. The service rate over a specific interval is computed
as

e = pr—1 4+ Ki1(q), — gres) + Kp(qy — q 1)

where p refers to the service rate, q; refers to the queue oc-
cupancy over interval k, ¢';_, is the queue occupancy over
interval k-1, grey is the threshold queue occupancy which
is pre-determined. K; and Kp are control parameters (for
further details, refer [14]). The new frequency fi is com-
puted using the relation u = I'PC x f. If fine-grained VF
transitions are not possible, the VF setting is approximated
to the closest available level. Since PI computes the service
rate independent of IPC and since the algorithm dependents
on the gr.y parameter, it could affect the AVF of structures
similar to the threshold algorithm. But PI tracks benchmark
characteristics better than threshold since the queue occu-
pancy over successive intervals is tracked.

Baseline Parameters

Parameter Value
Pipeline Width 4
Branch-Predictor 2-level
Fetch Queue/RUU/LSQ 16/128/64
ISQ Int / FP / Mem 16 /8 /8

Int ALUs / Mult. / Div. 4(1-cycle latency) / 2(3) / 2(20)

FP ALUs / Mult. / Div. 2(2) / 2(4) / 2(12)

L1 D-Cache 64KB, 2-way 32B block, 2 ports (2)
L1 I-Cache 32KB, 2-way 32B block (2)
L2 Unified 512 KB, 4-way 32B line-size (12)

I-TLB / D-TLB 512-entries 4-way/ 1K-entries 4-way

Mem. Lat / Baseline Freq. 200 cycles/ 4.0 GHz

Technology / Voltages 45 nm / Vpp = 1.0V, Vpyg = 0.151 V

DVFS Interval Period 20,000 cycles (at baseline frequency)

DVFS Algorithm Parameters

Parameter Value
Threshold Int ISQ - [4,8] FP ISQ - [3,5] Mem ISQ - [3,5]
AD / ModAD Attack Phase - 10% change in queue occupancy

Greedy Search Sample Phase is 4 intervals
PI Kr=0.6 Kp = 0.2, Int ISQ gr.5=6 entries,
FP and Mem ISQ g¢,.;= 4 entries

Table 1: Simulation parameters.

4. SIMULATION SETUP

Table 1 gives the simulation configuration and DVFS al-
gorithm parameters used in our experiments. The MCD
environment was based on the simulation model developed
in [12]. The model uses Wattch [2] to compute both static
and dynamic power. The framework was modified to com-
pute the AVF of the different structures. The default con-
figuration has the 6 asynchronous domains discussed in the
pipeline model in section 2.2. Since we apply DVFS, arbiter-
based asynchronous FIFOs are used for the asynchronous
domains to interface [12]. All our experiments were done on
16 SPEC2000 benchmarks, 7 Int and 9 FP benchmarks, each
run for 100 million instructions after fast-forwarding to an
early SimPoint [9]. Parameters for the different algorithms
were chosen after careful consideration based on empirical
results.

Besides the DVFS algorithms, we also consider a Non-
DVEFS case, where all the domains are run at same frequency
(4.0 GHz) through the entire simulation run. Note that we
do not include a case of a single synchronous domain since
the microarchitecture in that case would be different.

5. EXPERIMENTAL RESULTS

In this section, we study the AVF characteristics of Int,
FP and Memory issue queues with respect to the different
DVF'S algorithms. While previous works [4] have looked into
the performance-power tradeoffs, we show that their AVF
impact cannot be ignored when studying these algorithms.
Since different DVFS algorithms have varying behavior, the
performance-AVF and power-AVF tradeoffs involved with
the different algorithms is analyzed as well. Since the raw
error rate changes with voltage-scaling, we study the DVFS
impact on the overall FIT rate. All the results presented
in this section are normalized to the Non-DVFS case. Also
some of the SPECInt benchmarks did not use the FP ISQ
and hence had zero AVF. Hence these benchmarks appear
with zero value in the FP ISQ graphs.
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Figure 2: Impact of different DVFS algorithms on issue queue’s AVF.

5.1 AVF Variation across DVFS algorithms

Figure 2 shows the percentage AVF variation across the
different DVFS algorithms for the Int, FP and Mem issue
queues. Across the different DVFS algorithms, the AVF of
structures could vary by as much as 80% (seen in Mem ISQ
AVFs when applying Greedy and PI algorithms) showing
that choosing the right DVFS algorithm can have signifi-
cant impact on the MTTF. Further we notice that, on an
average, only the Greedy algorithm does better than a Non-
DVEFS case. The Greedy criterion of optimizing on energy
and delay have significant correlation to issue queue occu-
pancies and thereby reduces the AVF of the structures. PI
causes the biggest increase in AVF of the issue queues be-
cause inter-domain dependencies cause occupancy increase
in a dependent domain while the VF level in the source do-
main does not scale correspondingly. Interestingly ModAD
increases AVF of issue queues more than AD. This is because
inter-domain dependencies cause the fixed VF level change
in the attack phase of AD to recover better than ModAD.
For example, in 177.mesa the decay phase causes the mem-
ory domain (incremental increase in entries and bursty issue)
to operate at lowest VF-level while the Int and FP domain
are dependent on its execution.
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Figure 4: Performance per Watt of the DVFS algo-
rithms.

5.2 Performance-Power tradeoffs

Previous works have studied the performance-power trade-
offs when applying DVFS. We summarize the results here
and use it to contrast against those which incorporate AVF
variations as well. Figure 4 shows the results. We see that
the PT and AD algorithms do well in terms of increasing the
performance/watt compared to the Non-DVFS case.

5.3 Performance-Vulnerability tradeoffs

A DVFS algorithm could do well in terms of reducing AVF
of a structure but it might have a big performance impact
as well. This would mean that entries occupy the structure
longer and hence are more vulnerable to soft errors (refer sec-
tion 2.1) compared to another algorithm which has high AVF
but negligible performance impact. Hence we look at Vul-
nerability per IPC (AV F/IPC') in Figure 3.The results show
that all the DVFS algorithms have worse AVF/IPC than
Non-DVFS. The Greedy algorithm which had the small-
est AVF now has pretty high AV F/IPC values due to the
larger performance degradation. For algorithms like AD and
ModAD, even though IPC is a VF scaling criterion, the per-
formance degradation that is allowed between intervals (dur-
ing the Decay phase) causes higher AVF/IPC.

5.4 Power-Vulnerability optimization

Though high performance increase is a primary goal, power
and reliability (in terms of AVF) can no longer be ignored
in current day microprocessors. Figure 5 shows the abil-
ity of DVFS algorithms to reduce both power and AVF
(T'otal Power x AVF). Both the Greedy and PI algorithms
do well in terms of reducing power and AVF mainly due to
their ability to reduce power consumption.

5.5 \ulnerability Efficiency characterization

Vulnerability Efficiency, given by AV FxT'otal Power/IPC,
characterizes the ability of a DVFS algorithm to reduce AVF
and power and also have a minimal impact on performance
degradation. Given the importance of reliable operation in
system design, merely looking at performance per watt goals
for choosing DVFS algorithms need not provide an optimal
operating point. Figure 6 shows the vulnerability efficiency
of the different DVF'S algorithms is worse than Non-DVFS
for Int, FP and Mem issue queues. For the DVFS algorithms,
we clearly see that no single algorithm does consistently bet-
ter than others though AD and PI provide the best average
case vulnerability efficiency.

5.6 Impact of voltage scaling on overall FIT rate

Works like [13, 10] have pointed out that the raw FIT rate
increases with decreasing voltages. Since DVFS algorithms
scale voltages based on different criteria, they affect the raw
FIT rates during those periods. Raw FIT rate variation with
voltage is given by FITrqw = K.exp(—Qcrit/Qs) where K
is a constant for a particular technology generation, Q¢rit is
the critical charge for a SRAM cell and Qs is charge collec-
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Figure 6: Vulnerability Efficiency of the different DVFS algorithms.
tion efficiency. Since both Q¢ri+ and Qs change when the even though the Non-DVFS case spends its entire execution
supply voltage is scaled, the relationship between raw error time in the highest VF level (reduced raw error rates), it has
rate and voltage is not straight-forward. [13] shows empirical higher overall SER due to the AVF factor dominating raw
results which indicates that there exists a super-linear rela- error rates.

tionship between voltage decrease and SER increase. Here
we assume both a linear and exponential relation between

AVF variations for varying number of Asynchronous domains

voltage change and raw SER and compute the overall FIT 100 EThresnor

rate. Figure 8 shows the overall FIT rate averaged over g 104 | 5 ModAD m
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ing at Figure 8(A) which gives the time fraction spent in £

different voltage levels some interesting observations can be =

made. Since DVFS algorithms typically reduce the voltage o=

level when occupancy reduces, we anticipate the AVF to be o.04 -
lower. However, lower voltages increase the raw SER. This

trend where the raw SER dominates AVF in determining Figure 7: Average AVF variation for GALS pipeline
the overall FIT rate is seen when the threshold algorithm is with 4 and 5 asynchronous domains

run for the FP issue queues. But consider the Greedy algo-

rithm and Non-DVFS case for Int issue queues. In this case,
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5.7 Sensitivity Analysis

Here we look at the impact of varying the number of asyn-
chronous domains (4 and 5 asynchronous domains) on the
AVF of the issue queues when applying the different DVFS
algorithms. Figure 7 shows the average percentage increase
in AVF across all benchmarks for the three issue queues.
We find that the Non-DVFS case has the lowest AVF for Int
and FP issue queues while for Mem issue queues the Greedy
Search algorithm optimizes best. In general, the AVF varia-
tion between algorithms decreases with decrease in number
of domains. But this also reduces the efficiency of the al-
gorithms in applying DVFS as more domains are brought
together.

6. CONCLUSION

Conventionally DVFS algorithms are studied based on
their performance per watt, without considering their re-
liability impact. Growing concern for soft errors and the
impact of DVFS algorithms on instruction occupancy in
pipeline structures necessitated us to look at their AVF char-
acteristics. Figure 9 shows the IPC, total power and AVF
variations of the DVFS algorithms along with their perfor-
mance per watt and vulnerability efficiency. We see that the
DVES algorithms have significantly different AVFs, thereby
impacting the overall MTTF of the system. Classifying
DVEFS algorithms based on their vulnerability efficiency is
important to meet reliability goals and such a classification
leads to very different algorithm choices compared to ones
based only on performance and power. We plan to extend
our AVF infrastructure to look at AVF impact of DVFS on
the entire system.
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