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ABSTRACT

Concern for the increasing susceptibility of processoncstires
to transient errors has led to several recent researchtetiat
propose architectural techniques to enhance reliabititgwever,
real systems are typically required to satisfy hard réliggbbud-
gets, and barring expensive full-redundancy approachase of
the proposed solutions treat any reliability budgets ornldsuas
hard constraints. Meeting vulnerability bounds requiremitor-
ing vulnerabilities of processor structures and takingrappate
actions whenever these bounds are violated. This mandatemy
reliability as a first-order microarchitecture design doaist, while
optimizing performance as long as reliability requirensesnte sat-
isfied. This paper makes three key contributions towardsgbal:
(i) we present a simple infrastructure to monitor and previgper
bounds on the vulnerabilities of key processor structuteycle-
level fidelity; (ii) we propose two distinct control mechamis —
throttling and selective redundancy — to proactively andéac-
tively bound the vulnerabilities to any limit specified byetsystem
designer; (iii) within this framework, we propose a novebpd
tation of Out-of-Order Commit for vulnerability reductiowhich
automatically provides additional leverage for the cantnecha-
nisms to boost performance while remaining within the telity
budget.

Categories and Subject Descriptors
C.1.0 [Processor Architectures]: General

General Terms
Reliability, Performance

Keywords

Transient Faults, Redundant Threading, Microarchitectur

1. INTRODUCTION

With the growing need to protect processor structures firam-t
sient errors [20, 3], several recent works have proposeuitacs
tural and microarchitectural techniques to provide tramisfault
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tolerance for processor cores. Architecture-level apgres are at-
tractive because of the flexibility they offer to explore aga of

alternatives in the cost, performance and reliability éaf€ispace.
However, high-level architecture design lies at an eadgsin the
processor design cycle, and it is difficult to determine & stage
whether an architectural fault-tolerance mechanism veidlessar-
ily satisfy the hard reliability budgets that real systemesraquired
to meet. Therefore, such mechanisms must either:

(a) conservatively provide full redundancy to reduce tHecef
tive architectural vulnerability of the protected struetsito
zero while incurring heavy performance or implementation
costs, or,

(b) provide flexible mechanisms with controllalkeaobs, such
that when the design matures and raw error rates are known,
the knobs can be adjusted to ensure that the mechayizm
antees to satisfy any required vulnerability bound.

PreviousWork: Previous (micro)architecture-level transient fault
tolerance techniques have either implemented full redurnydfL6,
22, 8, 11] at the cost of significant performance and/or axes-0
heads, or attempted to provide partial redundasitiout the abil-
ity to guarantee any vulnerability bounds [21, 5, 12, 15].

A cost-effective technique to achieve perfect fault cogern
the processor pipeline is to redundantly execute an irntsbrustream
on two contexts of a simultaneous multithreading procefsor
17]. Resource contention between the two threads typidesdigis
to 20%-30% degradation in performance. Addressing thifoper
mance loss, and acknowledging that full redundancy (zehwevu
ability) is not a strict requirement for most systems, récnd-
ies [5, 12, 15] have attempted to achieve greater perforenaizc
partial redundancy mechanisms. Opportunistic Transient Fault De-
tection [5] uses spare bandwidth in the processor to dectdehw
instructions need to be redundantly executed, with recunydbe-
ing avoided during heavy structure utilization periodsrtiabre-
dundancy reduces vulnerabilities compared to singleathexecu-
tion, but this approach cannot provide any vulnerabilitpiguntees
or bounds. Other approaches [12, 15] select instructionsefo
dundant execution based on the value and control flow |gcilit
the program. These approaches can achieve reasonablyvsitrall
nerabilities for processor structures, but again are @nttbplace
bounds on these vulnerabilities for any arbitrary appiiat Fi-
nally, all these proposals offer one specific point of operain
the performance-reliability design space. It is not cleaw Imuch
performance can be gained/lost if the system designer rnesmda
more relaxed/stringent reliability budget.

Our Contributions: We present and evaluate two distinct mech-
anisms to control vulnerabilities of processor structwaed bound
them under specified budgets. Both mechanisms have fixe@impl



mentation (area) costs (comparable to previous appropcaes
trade off performance in unique ways to achieve as much faldlt
erance as is required to meet the specified vulnerabilitydou

Vulnerability control can be specified and performed for pror
cessor structure. In this paper, we primarily apply our tégphes to
the Reorder Buffer (ROB), a structure that contributesifigantly
to the processor’s real estate. Controlling the vulneitgtif one
structure can have rippling effects on other structuresels We
discuss towards the end of the paper how ROB vulnerabilityrob
affects the vulnerability of the Issue Queue.

Ouir first contribution is in the form of an implementable tech
nique to monitor the architectural vulnerability of the ROBline.
Armed with this monitoring infrastructure, we explore twecha-
nisms for vulnerability control (VC) of the ROB. The first niec
nism is a dispatch throttling technique, which estimatesA¥F of
the structure and proactively forbids an instruction fronteeing
the structure if the action would result in violation of theesi-
fied vulnerability bound. The second control technique duats
explicitly interfere with the flow of instructions, but dets vul-
nerability bound violations and then reactively performmdundant
execution of those instructions that could have causecethies
lations. We also propose a hybrid mechanism that integthese
two in a complementary fashion. In addition, we analyze ffexts
of committing instructions out-of-order (OoOC), which aaaluce
the residence time of bits in the structure, thereby lovgevimner-
ability and providing more headroom for the VC mechanisms to
improve performance.

We model and simulate these techniques on a detailed, cycle-
accurate processor model, and provide simulation resaoitslf

either ACE (required for architecturally correct execnji@r un-
ACE. Only errors in ACE bits will result in observable errokén-
ACE-ness arises from several sources: un-occupied stal@&n-
tries, mis-speculated instructions, dynamically deadrirtions,
logical masking, etc. [9]. The AVF of the structure is defimasdhe
average-over-time of the ratio of ACE bits in the structwehe
total number of bits in the structure.

The AVF metric is useful to architects because it de-couples
process-technology and circuit-level effects from amsttiiral and
microarchitectural effects on soft error rates, therelabéing quan-
titative analysis of architectural transient fault-talece solutions
independent of underlying variables.

Meeting Reliability Budgets.

Vendors need to ensure that their systems meet the requiteme
of certainreliability budgets specified in terms of FIT rates. System
reliability budgets can be translated into individual cament FIT
budgets. Given a target FIT budget for a component or streictu
and an estimated circuit error rate, it is possible to deitezran
AVF bound that an architectural transient fault-tolerasokition
must satisfy in order to meet the targeted system relighilidget.
However, the circuit-level estimates are usually not knaluring
the high-level architectural design stages of the procedssign
cycle. Further, vendors often deploy the same microarctuite
on multiple platforms with varying configurations and diffat re-
liability budgets. This requires architectural solutidonsbe able
to meet any arbitrary AVF bound that can be “dialed-in” whiea t
final circuit estimates and system configuration becomdablai
The ability of a mechanism to adjust itself to meet any spatifi

26 SPEC CPU2000 benchmarks. Our results show that under ex-AvF bound is sufficient to guarantee that this mechanism @n b

tremely relaxed vulnerability bounds, throttling is arrattive ap-
proach given its very low implementation overheads. Footier
vulnerability bounds, selective redundancy and hybridreaghes
provide significantly better performance while ensuringttthe
bounds are satisfied.
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2. BACKGROUND AND MOTIVATION

AVF %

Measuring System Vulnerability.

The vulnerability of any system component is estimated Iy fir
performing circuit-level analyses to arrive at a raw erer(we
assume a Single Event Upset error model in this work), uguall
expressed in terms of Mean Time Between Failures (MTBF) or |
Failures in Time (FIT) [9]. The raw FIT rateF{I Ty q.) IS then
derated because microarchitectural and architectural effectsaed
the probability that a transient error in the structure aitually
lead to an observable error in the output. This probabiléty be
encapsulated in terms éfchitectural Vulnerability Factors (AVF)
[9, 7]. The effective FIT rate of a structure is givertby

FIT.;s = AVF X FIT,qu (1)

The effective FIT rate of the entire system is obtained byauc
lating the effective FIT rates of all its constituent compots.

Computing Architectural Vulnerability Factors.

The AVF of a structure captures the probability that a tramisi
error in the structure will manifest itself in observablemut. At
a certain point in time, any bit in a structure can be clagsiéie

1This work is primarily concerned with architectural and rogr-
chitectural issues and therefore, for clarity, we assurae firop-
agation and timing effects (PVF, TVF) are integrated inte taw
FIT rate estimates.
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Figure 1: Dynamic AVF variation in 177.mesa at 1-cycle (l€ft)
and 100-cycle (right) granularity.



Temporal Variation of AVF.

Figure 1 shows the variation of the ROB-AVF fbr7.mesa over
a period of 5000 cycles, at cycle-level and 100-cycle granitigs.
The plot reveals that even at the cycle-level, vulnerabiliries
significantly, reaching near-0% levels at times and groveiatigh
as 95% at other instances. Theerage AVF of the benchmark
is about 40%. This brings up the issue of tivee granularity at
which a certain AVF bound needs to be satisfied. Guarantgeing
meet an average AVF bound over the execution of the entiretben
mark is a simpler problem than ensuring that a stringenteraloil-
ity bound is maintained every cycle, but could result in tipeeiods
where structure vulnerabilities are extremely high, wtgohld be
unacceptable for critical systems. In this work, we desiginnon-
itoring and control mechanisms to provide vulnerabilitatantees
at strict cycle-level granularities, giving us worst-caseformance
estimates. If the bounds are relaxed, more performancel dmul
achieved using our mechanisms.

3. DYNAMIC VULNERABILITY
MONITORING

The first step in building a dynamic vulnerability controlssy
tem for a processor core is to design an online AVF monitoring
infrastructure. This is a non-trivial task, since neartaate AVF
estimation is an exceedingly complex process, even foneffinal-
ysis. Detection of many of the conditions that cause un-A@€Es
requires dependency chain analysis across a large seqokimee
structions, which is not feasible to carry out online. Theese
been efforts to predictively estimate AVF by observing itbbe-
havior of applications [4], but such statistical estimades unsuit-
able for our purpose since we wishdoarantee that the architec-
tural vulnerability of the structure does not exceed a giveand
during any time interval.

Baseline Microarchitecture.

We assume a microarchitecture that uses a coupled Re-Orderrv By’ ™

Buffer/Physical Register File, similar to that used in théel P6
[18]. Henceforth, we will use the term ROB to refer to thiseint
grated structure. The Architected Register File is manatdias a
separate structure into which instructions retiring frdme ROB
write their results. The Issue Queue stores the operandeyalu
(whenever available) along with tags for un-schedulediesions.

Obtaining Upper Bounds on ACE-bit Counts.

Although ACE-ness/un-ACE-ness can be caused by several fac
tors, a significant fraction of the AVF of a structure can be ac
counted for by tracking the residencies of non-speculatisgruc-
tions in the structure, and conservatively ignoring un-AGiss
arising from complex dependence-based factors. Usingarsy
periods alone, it is possible to computelgaper bound on the AVF
of a structure. For example, if 64 of the 128 entries in a (BS0ES
ROB are un-occupied in a certain cycle, then (assuming ttet t
Head and Tail pointers are invulnerable to faults) it is gnéeed
that the AVF of ROB can be at most 50% during that cycle. Next,
if it is known that the results of certain instructions haw et
arrived, then this factor can be further de-rated. Finalg con-
tribution of wrong-path (mis-speculated) instruction\OE-ness
can also be discounted. These are all observable phenoim&ina t
can be tracked using simple monitoring logic to provide apeup
bound on the ROB AVF at a cycle-accurate granularity.

Incremental Counting.
Given the number of ACE bits in the structure in any cyclesit i

possible to compute the number of ACE bits in the next cycle by
observing the number of dispatches, writebacks and comntds
the structure in the current cycle. If the initial number &2 bits
in the structure (when the processor is initialized) is as=ili to
be zero, it is possible to determine the number of ACE bitsin a
cycle.

We use the following notation for the remainder of this paper

Known Parameters

N = No. of entries in ROB

B = BitsinaROB entry

R = Bitsinresult field of ROB
AV Fpee = ROB AVF bound

Tracked Quantities

d; = #dispatches incycle
d;? = # correct-path dispatches in cycle
w; = #writebacks in cycle
¢, = #commitsin cycle
Apart from d;*, which requires oracle knowledge or explicit

back propagation of information, all of the other quansittan be
easily monitored. We maintain three different estimatesherto-

tal number of vulnerable bits (TVB) in the structure: @1} B**¢

is the basic count of number of entries in ROB and does not ac-
count for un-ACE-ness due to un-resolved mis-speculatsduio-
tions or pending writebacks, (2ZyV B*® accounts for un-ACE-
ness due to pending writebacks, and {3y B“**™* takes into
account un-ACE-ness due to pending writebacks and unwessol
mis-speculated instructions in the ROB. Given the TVBs faoy a
cycle i, the TVBs for the next cycle can be computed using the
following equations:

base
TVBY;

TVB®,

TV BY*° 4 (d; x B) — (¢; X B)

TVB"® 4 (di x (B — R)) 4 (w; X R) — (¢; X B)

TVBPYT™ 4 (AP x (B — R)) + (w; X R) — (¢; X B)

When a branch misprediction is detect&d; B***¢ andT'V B*?
need to be re-constructed by subtracting the contributfoth®
mis-speculated instructions to the respective countss Tan be
done in parallel with the pipeline flush and rename-tablemec
struction. WhileT'V B%**¢ and TV B*® can be counted online,
trackingT'V B***™* is much more complex. Therefore, we use it
only for illustrative purposes and do not use it with any VCcime
anism. Note that ifAC'E; is the actual number of ACE bits in the
ROB in cyclei (as established by a hypothetical “perfect” analysis
technique), then:

ACE; < TVBY"™ < TVBP" < TVB!** 2
Interaction with VC mechanism.

To guarantee that the AVF bound is satisfied, a VC mechanism
first computes maximum number of allowable ACE bits in thecstr
ture aSAC Emar = AV Fae X N x B. Then, it needs to ensure
that in every cyclei, ACE; < ACFEnq.. From Equation 2 it
should be clear that for any of the TVBs, ensuring thatB; <
AC E a0 Will satisfy the vulnerability bound.

4. VULNERABILITY CONTROL VIA
THROTTLING (VCT)

Throttling is based on the observation that it is possibleciend
the AVF of a structure by conservatively controlling accesthe



structure such that the number of ACE bits in the structuesamt
exceedACEmaz.

The number of ACE bits in the ROB can increase from two
events: (a) dispatch, and (b) writeback. In the absence gpblay-
based scheduling mechanism [6], it is difficult to controkimot-
tle writebacks deterministically. Therefore, we empispatch
Throttling to bound the vulnerability of the ROB. Similar tech-
nigues have been used previously for power-reduction &0
[13].

Dispatch Throttling is groactive VC mechanism for the ROB
which stalls instruction dispatch if dispatching the nedtiuction
into the ROB could caus#&V B to exceedAC E,q... Since (a)
writebacks cannot be throttled, and (b) writebacks affadB Tdis-
patch throttling uses the strictly conservatiyd” B***¢ to make
the decision to stall. SincEV B**** considers an entire occupied
ROB entry as ACE and counts all speculative instructions@gE A
dispatch throttling haexactly the same effect as reducing the size
of the ROB. Note that this is an artifact of our inaccurateénest
tion technique and not a critical flaw with the throttling rhagism
itself. Another issue with throttling is that although iduees the
AVF of a structure over a certain period of time, it increaties
execution time of the application roughly proportionatehereby
having little or no effect on theumulative architectural vulnera-
bility (the probability that the entire application executiorrgcan
error). However, it is extremely simple to implement anduiesp
no logic apart from thel'V B%**¢ monitoring and is therefore a
useful technique where AVF, and not cumulative vulnerghils
the primary concern. Our results will show later that VCT\pdes
good performance at relaxed AVF bounds.

5. VULNERABILITY CONTROL VIA
SELECTIVE REDUNDANCY (VCSR)

Selective Redundancy is based on the observation that if-an i
struction is redundantly executed through the procesgmlipe,
then the bits in a structure through which both copies ofitisériic-
tion flowed during their execution are rendered effectivelylner-
able. This property is also exploited Bedundant Multithreading
techniques that fully replicate an execution thread toeehfault
tolerance [16, 14, 8, 11].

The goal of our VCSR approach is to satisfy a hard vulnerabil-
ity bound at all times, while attempting to optimize perfemae.
Though the paper talks about VCSR for the ROB, the key princi-
ples and mechanisms should be adaptable for other stracasre
well.

VCSR, similar to VCT, monitors the flow of ACE bits through
the ROB every cycle and guarantees that the total number & AC
bits do not exceed a fixed bound. However, unlike VCT’s proac-
tive approach, VCSR is eeactive technique: In any cycle, if the
number of ACE bits exceed the target bound, then a subset of in
structions that contributed to the ACE bits in that cyclessalected
and redundantly executed, thereby effectively transfogrithem
to un-ACE bits. VCSR's reactive nature enables it to T§eéB**
and avoid a significant amount of the excess conservatisnCat V
Further, VCSR'’s cost for redundancy is the over-utilizatid pro-
cessor resources, which has far less performance overligzals
the performance reduction due to the stalls and pipelindlesb
caused by VCT, especially at low percentage-AVF bounds.

5.1 Achieving Selective Redundancy via
Redundant Execution

In order to support the execution of two redundant threads in
the pipeline (although one of the threads only executes aesub

of instructions), we start with a baseline SimultaneousuRddnt
Threading (SRT) microarchitecture [16]. The two executitrams
are referred to as thkeading (primary) andtrailing (redundant)
threads. Only non-speculative instructions are replicatethe
trailing thread. Incoming loads are replicated for bottettus by
the Load Value Queue (LVQ). Outgoing stores from both thsead
are compared by the Store Checking Buffer (SCB) and only-a sin
gle (checked) store is sent out to the memory system.

For VCSR, the leading thread is the primary execution thread
and is executed in full. If the AVF bound of the ROB is violated
in any cycle, due to excessive number of ACE bits belonging to
leading thread instructiorfs then a set of instructions are chosen
for redundant execution via the trailing thread. Therefarsech-
anism is required that allows selective redundancy in thirig
thread.

The primary issue that must be dealt with in order to achieve
selective redundancy for the trailing thread is maintajriorrect
architectural dataflow. Since a partial set of instructians be-
ing executed in this thread, instructions whose producers wot
executed require their source operands to be forwarded tinem
leading thread. Despite this forwarding, redundancy camaia-
tained if all instructions are checked for correctness ieefieing
committed [11, 5].

| :
I
| |
| ! o
I
| | ~ &
| I 8 &
| <A
| | e e - :
| : | 2 5 Writeback |
| - —|-- ! S|z |
| gl 2 !
5| I
| ! Bl = !
I f
I N rnliniiiE |
ER 2 I
4 L S Bz _| | | % & |
Y Y s 355 I
‘ g3 [|22% | & |
’%” }‘Jﬂ”’ 43 BRI \i oo 4
S
Fetch Decode ZF <E W ‘
I
I
I
. o
Dispatch | z
| 3
= &
l:| —* Leading Thread g
l:| ””” * Trailing Thread

Figure2: VCSR Pipeline Overview.

Figure 2 shows a block diagram of our microarchitecture ciwhi
is similar to that employed in [5]. Committing leading thdeia-
structions push their results into a FIFO queue which wetball
Result Buffer. The purpose of the Result Buffer is to: (a)pernar-
ily buffer outputs until the trailing thread can comparernthegainst
its own outputs for redundancy, and (b) provide source opkra
for instructions that the trailing thread does not exectitee result
buffer also contains a single bit that specifies whetherrtkruc-
tion needs to be redundantly executed or not.

5.1.1 Maintaining a Consistent Architected State

The trailing thread maintains@nsistent architected state in its
Architected Register File (ARF). Recall that the trailihggad does
not mis-speculate control flow due to the presence of thedbran
Outcome Queue (BOQ). In VCSR, the trailing thread fetchab an
pre-decodes all non-speculative instructions, in the R&uffer,
regardless of whether they are re-executed or not. If slethe

2In a Single Event Upset model, all bits belonging to the imgil
thread are un-ACE.



instruction is sent through the rest of the pipeline. Otlisevihe
Result Buffer entry is used to update the trailing thread®~AThe
Result Buffer entry needs to be held until the instructiomoats
so that the redundancy check can be performed.

Careful synchronization is needed to ensure that the sxgigt
date is consistent for instructions that are not re-executée ac-
tual update must be performed when this instruction wouleeha
been renamed, although the instruction does not need tacallys
go through the decode and rename logic. This ensures the¥Xhe
is consistent with the instruction flow. We also ensure tHatail-
ing thread Loads, Branches and Stores perform the necesgary
chronization with the LVQ, BOQ and SCB so that these striestur
remain consistent. Since the trailing thread’'s ARF is naaimgd in
a consistent state, and stores to the system are synctaonitte
the trailing thread’s commit point for the stores, this ARIhde
defined as a precise state for establishing checkpoints,footn-
terrupt handling as well as error recovery.

5.2 Sdecting Instructions for Redundant
Execution

Given an infrastructure to dynamically monitor AVFs and a se

to potentially share write ports and address decoders hétbtatus
bits.

Impact of Mis-Speculation.

AlthoughT'V B** does not account for un-resolved mis-speculated
instructions, observe that if there are any mis-speculatstiuc-
tions in the ROB, theiit is guaranteed that any instructions that
are waiting for dispatch are also on the mis-speculated path. Since
mis-speculated instructions are never executed by tHmg#nread,
VCSR is guaranteed to never execute any dispatching itisngc
that were unnecessarily tagged due to the over-countingi®f m
speculated instructions B§V B*®.

However, it is not possible to guarantee that instructicaggéd
during writeback will not lead to over-conservative re-@xon.
To minimize this occurrence, we try to flag for re-executibe t
youngest among the currently writing-back instructions.

5.3 Hybrid Vulnerability Control (VCH)

A VCSR-capable infrastructure can be augmented with a dis-
patch throttling mechanism to combine the advantages &f &ot
proaches. Though a multitude of heuristics are possibie Wve

lective redundancy mechanism, we now need to come up with a ghow that a simple VCH policy can help to improve the perfor-

policy that selects a set of instructions for redundant etiec so
that the AVF bounds for the ROB are met every cycle. Ideally, w
would like to select the set of instructions that provides liest
possible performance among all possible sets that satisfyil-
nerability criteria. While it is obvious that arriving atguan op-
timum solution is out of the question for a real implemermatatiit
is also infeasible to perform any offline analysis to deteeman
“OPT” that can aid in evaluation of implementable heurgsti¢n
this paper, we provide one implementalgteedy heuristic to sat-
isfy the constraint. We leave a comparative evaluationregaither
possible heuristics to future work.

VCSR heuristic can flag an instruction for redundant executi
at either of the following two stages:

e During Dispatch: If it is determined that dispatching an in-
struction will cause a violation, i.e., {iB — R) +TVBY >

mance of a baseline VCSR system by a reasonable margin.
Recall that one of the key problems with VCT was its over-
conservatism. In our hybrid approach, we perform dispatcbt:
tling aggressively by counting only tl{& — R) bits for instructions
in the ROB that have not yet written back and for new instordi
being dispatched. Further, throttling is activated onlyewtit is
it is determined that all instructions being dispatchedirduthe
current cycle will end up being replayed due to an AVF bouries v
olation. Note that in such a scenario, while leading thraagaich
is stalled, the entire dispatch bandwidth becomes availabthe
trailing thread.

6. OPTIMIZATIONS
It is possible to utilize lightweight, simple-to-implentefVF-

AC Epaq, then the instruction needs to be marked as requir- reduction techniques for certain microarchitecturalcttizes, and
ing redundant execution. This flag is stored in the ROB until Some of these have been investigated by previous work [23, 5]

commit, upon which it is transferred to the Result Buffer.

e During Writeback: If a writeback is causing a violation,
i.e., R+ TV B"" > ACEma=, then the instruction needs to
be flagged for redundant execution.

The above description is a simplified view of the processedtity,
several instructions could be undergoing dispatch, waitkband
commit simultaneously in a single cycle, and the flagging lmec

Most of these techniques address the fact that vulnerahilises
from long residency of inactive bits in structures, andrafieto re-
duce such long residence periods. The vulnerability conexh-
anisms we have proposed are capable of exploiting the beoéfit
fered by such AVF reduction optimizations. By reducing tffee

tive AVF of structures, such optimizations provide moredream

for our control mechanisms to enhance performance.

In this section, we propose to reduce the AVF of the ROB by a

anism needs to take all of these as input to determine thefset o Novel adaptation of a previously-proposed concept — Out @eO

instructions to be flagged. We give priority to younger inetr
tions for removal since they have a greater probability dhdpe
mis-speculated instructions.

The detection and flagging logic can be kept off the critieahp

by using independent ports to access the flag bit in the RO, an

allowing for an additional cycle to write the flag bit if nesesy.
This is not unusual since the different fields in a ROB aredzity
accessed via independent ports in real microprocessoemgita-
tions.

Note that an instruction selection logic could have posdiyti
chosen from amongst any of the instructions currently megich
the ROB, and not necessarily from amongst the instructioms c
rently undergoing dispatch or writeback. However, seterin this
manner simplifies the decision logic, maximizes selectigrogsi-
bly mis-speculated instructions (see below), and allowdltg bit

Commit (OoOC) and analyze its behavior when used in conjunc-
tion with VCT and VCSR.

6.1 Out of Order Commit

Instructions need to commit in-order out of the procesgoelpie
to provide the illusion of program-ordering to the prograempand
for precise handling of exceptions and interrupts. Unfaately, it
also leads to inefficiencies in the ROB since younger insitvas
that have completed need to wait until they reach the heateof t
structure.

A number of research works in the past have attempted togackl
this problem and devise solutions that allow instructianedmmit
out-of-order and yet maintain correctness for handlingrinipts
and exceptions [1]. Within the context of our vulnerabiligyntrol
infrastructure, OoOC is interesting because of three kayaes:



e In-Order Commit can cause significant Complete-to-Commit
delays that play a large role in increasing the AVF of the
ROB. Reducing this delay has the potential to reduce AVFs
and thereby improve performance with the aid of a VC mech-
anism.

000C provides performance benefits only when entries can
be re-claimed through collapsing. Even if the freed entries
are not reclaimed in our schemes, simply retiring instorci
reduces the numer of ACE bhits in the ROB, thereby provid-
ing additional headroom to both VCT and VCSR to achieve
higher performance. Since we avoid collapsing, we avoid
having to maintain additional dispatch IDs for all instioats

and having to associatively search through these IDs for any
ROB access. In-Order Commit requires the retiring logic to
monitor only the oldest (commit width) entries in the ROB

to determine which instructions are ready to commit. How-
ever, for OoOC, the entire ROB needs to be monitored each
cycle to determine the set of instructions ready to retitgs T
can be accomplished by using a priority-based selectien tre
The wire delay for such a logic tree is of the ordei@j(n)
wheren is the number of entries in the ROB [10].

In VCSR, since it is thérailing thread that maintains the pre-
cise architected state of the machine, the leading thread ca
be committed out of order without having to provide any ad-
ditional infrastructure to handle precise exceptionsrehg
making a strong case for an implementable OoOC mecha-
nism.

0O00C and AVF reduction.
The architected register file (ARF) of most processors goe ty
cally 8-32 entry RAM structures that are significantly siemghan
the large, multi-ported, 128-entry ROBs and Physical Reglsiles.
ECC or parity protecting an ARF is relatively cost-efficieotac-
complish and simplifies the implementation of several faiktrance
mechanisms [14, 11]. Therefore, early removal of data fromara
protected ROB/PRF into a protected ARF results in AVF reidact
for the ROB without affecting the reliability of any otherstture.
When used with VCSR, even the ARF need not be protected.
Retiring a leading thread instruction from the ROB in VCSR re
quires writing the result to both the leading thread’s ARWwal as
the Result Buffer. This act of replication implicitly pralés redun-
dancy to the data element. AVF of the ROB AVF is reduced, but
neither the ARF nor the Result Buffer need to be protected.

7. RESULTS

Our experiments were conducted via execution-driven simul
tion using processor models that we implemented using tire Si
pleScalar 3.0 toolset [2]. We evaluated our techniquesgualh
26 applications from the SPEC CPU2000 benchmark suite. The
benchmarks were compiled for the Alpha ISA, and referenee in
put sets were used. We measured the statistics for detaifedes
tion of 100 million instructions after fast-forwarding the single
SimPoint [19] of each benchmark. The parameters of our ivesel
model are shown in Table 1.

7.1 VCT Results

Ouir first set of results is for VCT, and in Figure 3 we give the
performance of this technique for a wide range of AVF bounals,
gether with the performance of a single threaded executitch
is completely vulnerable) and the baseline SimultaneowtuRRe
dant Threading (SRT) system [16] (which provides complete r

Baseline Datapath Parameters

Par ameter Value
Fetch/Decode/lssue/Commit Width 6
Pipeline Stages 15
Fetch Queue Size 16
Load Value Queue (LVQ) Size 128
Branch Outcome Queue (BOQ) SiZ¢ 128
Store Checking Buffer (SCB) 64

Combined Predictor with 16K-entr
meta-table. 2-lev predictor with
16K-entry L1, 16K-entry L2, 14-bit
history XORed with address

Branch-Predictor

RAS Size 64

BTB Size 2K-entry 4-way
RUU Size 128

LSQ Size 64

Integer ALUs 4 (1-cycle latency)
Integer Multipliers/Dividers 2 (3,20)
FP ALUs 2(2)
FP Mult./Div./Sqrt. 1(4,12,24)

VCT/VCSR Parameters
Par ameter Value
AVF bounds [| 0%, 2%, 5%, 10%, 2094
50%, 100%
128-entry RAM +
384-entry FIFO

Result Buffer

Memory System Parameters

Par ameter Value
L1 D-Cache Ports 2
L1 D-Cache 64KB, 4-way with 32B block (2)
L1 I-Cache 64KB, 4-way with 32B block (2)
L2 Unified Cache || 512 KB, 4-way with 64B line-size (12
I-TLB 512-entries 4-way set-associative
D-TLB 1K-entries 4-way set-associative
TLB Miss-Latency 30 cycles
Memory Latency 200 cycles

Table 1: Simulation parameters. Latencies of ALUs/cachesare
given in parenthesis. All ALU operations are pipelined except
division and square-root.

dundancy). Since no instructions will be dispatched at 0% AV
bound, the IPC of VCT with 2% AVF bound is compared with the
SRT execution. At the other end, VCT with 100% AVF bound does
not throttle any instruction, and is thus equivalent to Erthread
execution.

We see that the simple throttling mechanism is able to peovid
a wide-spectrum of operating points in the performanciaiéity
space. This range of operation can be better understooddoyiex
ing the AVF during each cycle of the execution. Figure 4 ptbhes
Cumulative Density Function (CDF) of the AVF during eachleyc
for five representative applications (others are omitteccfarity)
in the single threaded execution. Based on these results)ake
the following observations:

e This mechanism is effective only at high AVF bounds (typi-
cally above 50%). On the average, there is only a 9.3% drop
in IPC when going to a 50% bound from a 100% bound,
while there is a 83% drop when going down all the way to
2%. At high AVF values, there is no significant impact from
slightly under-utilizing the ROB. This is particularly &un
applications where the ROB is anyway not operating at full
capacity. For instance, 200.sixtrack, where the ROB occu-
pancy in the single-thread execution is 51.6% on the average
there is very little change in IPC going from 50% to 100%
AVF. The low occupancy of the ROB is also reflected in the
AVF CDF graph for200.sixtrack (where the number of cy-
cles with AVF greater than 50% is quite low), as is the case
for 181.mcf and 189.Iucas.



BSRT
BAVF 2%

DAVE 5% ure 4. (i) In applications such d§7.mesa, the CDF graph

25 Eﬁiﬁ;ﬁzﬁ i shows that the AVF of the ROB in each cycle is more or less
RAvr 100 evenly distributed between 0-60%, implying that a 40% AVF
’ msneefhes) bound will throttle half as much as a 20% AVF bound. This
effect can be seen in the steady IPC improvement when go-
e ing from 2% to 50% AVF bound. (ii) In applications such
as 181.mcf and 189.lucas, the AVF CDF graph shows high
i convexity, i.e., most cycles have AVF less than 40%. Conse-
quently, the steepest performance losses in VCT is incurred
0s for AVF bounds smaller than 20%. (iii) At the other end,
171.swimis an example application with a concave CDF graph,
0 where most cycles have very high AVF values (close to 100%).
o & The resulting IPC graph shows that there is a significant gap
¢ o0 7 e e in performance between 50 and 100% AVF bounds for this
application.
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Figure 3: IPC with VCT for various AVF bounds. Also pro-
vided for each benchmark are|PCsfor single-thread execution averaged over all the cycles. Also shown are the AVF caledlaty

(rightmost bar) and SRT (leftmost bar). discounting mis-speculated instructions, and the AVFioktiif we
s had perfect Oracle knowledge usifiy/ Bwb+ms pits.
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Figure 4: CDF of the cycle granularity AVF over the single-
thread execution.

(b) Percentage of instructions redundantly executed wiifsR for

e At the other end, going down to a small AVF bound severely ’
different AVF bounds.

throttles the pipeline making it a much inferior alternativ
to a mechanism such as SRT. The throttling penalty is par-
ticularly acute for high IPC applications (e.q256.bzip2, Figure5: Additional Statisticsfor VCT and VCSR Executions.
177.mesa). On the average, an AVF bound of 20% or higher
needs to be tolerated in order for VCT to become Competitive Another factor which makes VCT a less attractive vulnetrabil
with SRT performance-wise. ity control mechanism is the possible overestimation ohetéble
bits of the ROB in any cycle. We quantify this conservativé-es
e The steepness of the IPC improvement with increasing AVF mation of vulnerable bits by VCT in Figure 5 (a), by comparitsy
bounds can be explained with the AVF graphs shown in Fig- average AVF with that of an execution (i) which accounts fag-m



speculated instructions, and (ii) which accounts for outesult
bits when they become available as well as mis-speculasbdia:
tions. Across the applications, there is an absolute efraraund
10-20% in the AVF estimation by VCT (most of it contributed by
early accounting of writebacks). While intuitively it calilseem
that the performance degradation of VCT will be more promine
in applications with high AVFs, the error in its estimaticanccause
VCT to perform poorly even in applications with low AVFs. For
instance, even thougkb3.perlbmk has an average AVF of close
to 10%, we see that a 20% AVF bound VCT execution performs
poorly because the conservatism puts the estimation ovérdo
the average. Applications with lower AVFs are thus hurt muoye
the over-estimation in VCT.

7.2 VCSR Reaults
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Figure 6: IPC with VCSR for various AVF bounds. Also pro-
vided for each benchmark arelPCsfor single-thread execution
(rightmost bar) and SRT (Ieftmost bar).

Figure 6 shows the VCSR results for different AVF bounds, in
comparison with SRT and single-thread executions. A gooSRC
implementation should perform close to single-threadezteton
for a 100% AVF bound (no instructions are redundantly exed)t
and close to SRT for a 0% AVF bound (all instructions are setéc
for re-execution). In these two scenarios, our VCSR implaiare
tion suffers a performance degradation of 7% and 3% resedgti
which we consider to be fairly efficient.

As in the earlier set of experiments, lowering the AVF bouad r
duces the IPC of the execution. In VCSR, this is because loger
AVF bounds leads to more instructions getting picked fourethnt

execution as is shown in Figure 5 (b). However, the steepoiess
the decline in IPC for low AVF bounds is lesser compared to VCT
This can be explained by two main advantages that VCSR has ove
VCT. First, since VCSR is reactive itis much less conseveatian
VCT which is pro-active and hence takes appropriate actomhg
when the AVF hasctually exceeded the bound, compared to VCT
which takes pro-active actions based on predicted (ovénated)
AVF values. Second, stalling based control (VCT) can haveemo
detrimental impact on pipeline performance (reducing Ifglism,
introducing bubbles, extending critical paths, etc.), pamred to
higher resource contention between competing threads RYCS
The latter artifact is particularly apparent in memory bad@appli-
cations such as71.swimand189.lucas, where memory stalls in the
leading thread can cause less contention for datapathroesobe-
tween the two threads. Consequently, even when over 95%gof th
instructions are redundantly executed, the performanee dom-
pared to single-thread execution is only around 5% in these a
plications. This is also the reason why SRT performance eése¢h
applications is not significantly worse than single-threaecution
either.

Resource contention in VCSR is expected to play a more detri-
mental role in applications with high IPC. For instance, leap
tions such a®56.bzip2, 255.vortex and200.sixtrack, show signif-
icant drop in IPC even when going to AVFs of 20% with VCSR.
In some of these cases, VCSR actually does worse than VCT for
high AVF bounds. For instanc@00.sixtrack with a AVF bound of
50% does 27% worse in VCSR compared to VCT. The resource
contention in these high ILP applications is more detrirakrand
throttling to slightly lower the effective ROB size is a maffec-
tive option to keep the AVF under control when the bounds are
lenient.

7.3 VCH Results

Summarizing the results from the previous two sets of experi
ments, we see that (i) pro-active throttling (VCT) hurts wtike
AVF bounds are stringent, and (ii) reactive selective gtion
(VCSR) causes resource contention for high ILP applicatian
high AVF bounds and incurs implementation overheads (ae.,
100% AVF bound, the performance is not the same as singbedr
We illustrate these observations in Figure 7. This graplspioe
performance normalized with respect to single-thread i@t for
different AVF bounds. Rather than show this for each appbica
the graph has been drawn by taking the geometric mean ofaive sl
downs observed by all 26 applications. As we can see, theecurv
for VCT depicts worse performance at stringent AVF bounds, b
crosses over the curve for VCSR for AVF bounds greater théf 75

Of these two, VCSR is a better option because it offers meganin
ful operating points for a wide range of useful AVF bounds]unl-
ing a 0% AVF bound. However, it is possible to integrate these
mechanisms to co-exist, as was explained earlier in sest®rThe
line, VCH, in Figure 7 plots the performance of this hybridahe
anism. We see that VCH does better than the other two for a wide
spectrum of specified AVF bounds. Even for an AVF bound of 2%
it brings the performance within 18% of single thread IPC loa t
average, and it is 10% better than SRT.

7.4 000 Commit

Our final set of results are intended to show how committing in
structions Oo0 to reduce ROB vulnerable bits can help ouharec
nisms boost performance. In the interest of clarity, we stias/for
only the VCSR mechanism in Figure 9. Note that these restédts a
with a non-collapsing ROB, where the vacated entries ateufef
utilized until they reach the head of the ROB. Conseque&tRT
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and single-thread performance is not going to be any diftefrem
that shown earlier in Figure 6, and is not repeated in thesehgr

By reducing residency times of instructions in the ROB, ti@SR
control mechanism finds greater vulnerability slack, anedseto
step in less often to mark instructions for redundant exewcut
The consequent reduced number of redundant instructictos au
matically boosts the performance as we can see in thesdsesul
This improvement is particularly noticeable in high IPC kg
tions where resource contention due to redundant executithin
a low AVF bound was hurting performance previously. For in-
stance, when we consid@f0.sixtrack, we now see that the IPCs

with AVF bounds of 20% and 50% matching those for a bound of
100%, while the IPC of the 20% bound was half as much in the

in-order execution. We have also conducted experiment®© &
commit with VCH, and the resulting performance is summatize
in the line shown as “VCH(000)" in Figure 7.

7.5 Impact of VC on other structures

This paper has focused on controlling the vulnerability fof t
ROB. However, in order to meet the overall system reliabbitid-
get, itis likely that the vulnerability of multiple processstructures
will need to be controlled. This is a multi-dimensional opization
problem that we intend to explore in future work. This is esaky
interesting because of the fact that controlling the vidbéity of
one structure could impact the vulnerability of other stuves. In
general, redundant execution benefits all structures ipitfedine.
Therefore, reduction in vulnerability of the ROB will leagreduc-
tion in vulnerability of other structures such as the Issue@@ and
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Load-Store Queue as well. Consequently, VCSR based apg@m®ac
should lower the AVF on the Issue Queue better than VCT. We
provide some preliminary results that show the observedangf
bounding the ROB’s AVF (shown on the x-axis) on the AVF of the
Issue Queue in Figure 8.

8. CONCLUSION

This paper has presented knobs for controlling the vulriésab
of processor structures that can be modulated to meet tetigtil-
ity budgets specified by system designers. We have propesed t
distinct mechanisms to control the vulnerability of the ROBa
processor, aided by a simple online monitoring infrastreestvhich
provides online upper-bound estimates on the AVF of the ROB a
a cycle-level fidelity. The control mechanisms operate lyapr
tively (throttling) and/or reactively (re-execution) emg that the
number of vulnerable bits in the ROB do not exceed a specified
threshold. Using detailed simulations we have evaluatedptbs
and cons of our approaches.

Our results show that throttling suffers significant parfance
impacts under stringent bounds, but its low overheads help i
perform better than selective redundancy under relaxegh)viul-
nerability bounds. It is also simple to implement. Selextiedun-
dancy can provide operating points that span the entirepesance
spectrum between complete redundancy and single threadi-exe
tion while meeting any specified budget. We have also exglore
the benefits of integrating these two mechanisms.

Finally, we have proposed a novel adoption of Out-of-Order i
struction commit for vulnerability reduction. Avoidingetrecla-



mation of holes left by committed instructions simplifies am-
plementation while reaping the benefits of vulnerabilitgiuetion.
Further, with selective redundancy, the trailing thread loa used
to maintain precise machine state, removing the need tacekpl
handle this issue for out of order commit. The vulnerabitigy
duction provided by OoOC provides our control mechanismth wi
more AVF headroom to boost performance.

Our future work involves investigating the issue of corlingl
vulnerability of multiple structures in a coordinated mannWe
are also exploring relaxed specifications of vulnerabitibunds,
which need to be adhered to only with a high percentile as sgxbo
to our current deterministic cycle-granularity bounds.
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