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ABSTRACT
Concern for the increasing susceptibility of processor structures
to transient errors has led to several recent research efforts that
propose architectural techniques to enhance reliability.However,
real systems are typically required to satisfy hard reliability bud-
gets, and barring expensive full-redundancy approaches, none of
the proposed solutions treat any reliability budgets or bounds as
hard constraints. Meeting vulnerability bounds requires monitor-
ing vulnerabilities of processor structures and taking appropriate
actions whenever these bounds are violated. This mandates treating
reliability as a first-order microarchitecture design constraint, while
optimizing performance as long as reliability requirements are sat-
isfied. This paper makes three key contributions towards this goal:
(i) we present a simple infrastructure to monitor and provide upper
bounds on the vulnerabilities of key processor structures at cycle-
level fidelity; (ii) we propose two distinct control mechanisms –
throttling and selective redundancy – to proactively and/or reac-
tively bound the vulnerabilities to any limit specified by the system
designer; (iii) within this framework, we propose a novel adap-
tation of Out-of-Order Commit for vulnerability reduction, which
automatically provides additional leverage for the control mecha-
nisms to boost performance while remaining within the reliability
budget.

Categories and Subject Descriptors
C.1.0 [Processor Architectures]: General

General Terms
Reliability, Performance

Keywords
Transient Faults, Redundant Threading, Microarchitecture

1. INTRODUCTION
With the growing need to protect processor structures from tran-

sient errors [20, 3], several recent works have proposed architec-
tural and microarchitectural techniques to provide transient fault
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tolerance for processor cores. Architecture-level approaches are at-
tractive because of the flexibility they offer to explore a range of
alternatives in the cost, performance and reliability tradeoff space.
However, high-level architecture design lies at an early stage in the
processor design cycle, and it is difficult to determine at this stage
whether an architectural fault-tolerance mechanism will necessar-
ily satisfy the hard reliability budgets that real systems are required
to meet. Therefore, such mechanisms must either:

(a) conservatively provide full redundancy to reduce the effec-
tive architectural vulnerability of the protected structures to
zero while incurring heavy performance or implementation
costs, or,

(b) provide flexible mechanisms with controllableknobs, such
that when the design matures and raw error rates are known,
the knobs can be adjusted to ensure that the mechanismguar-
antees to satisfy any required vulnerability bound.

Previous Work: Previous (micro)architecture-level transient fault
tolerance techniques have either implemented full redundancy [16,
22, 8, 11] at the cost of significant performance and/or area over-
heads, or attempted to provide partial redundancywithout the abil-
ity to guarantee any vulnerability bounds [21, 5, 12, 15].

A cost-effective technique to achieve perfect fault coverage in
the processor pipeline is to redundantly execute an instruction stream
on two contexts of a simultaneous multithreading processor[16,
17]. Resource contention between the two threads typicallyleads
to 20%-30% degradation in performance. Addressing this perfor-
mance loss, and acknowledging that full redundancy (zero vulner-
ability) is not a strict requirement for most systems, recent stud-
ies [5, 12, 15] have attempted to achieve greater performance via
partial redundancy mechanisms. Opportunistic Transient Fault De-
tection [5] uses spare bandwidth in the processor to decide which
instructions need to be redundantly executed, with redundancy be-
ing avoided during heavy structure utilization periods. Partial re-
dundancy reduces vulnerabilities compared to single-thread execu-
tion, but this approach cannot provide any vulnerability guarantees
or bounds. Other approaches [12, 15] select instructions for re-
dundant execution based on the value and control flow locality in
the program. These approaches can achieve reasonably smallvul-
nerabilities for processor structures, but again are unable to place
bounds on these vulnerabilities for any arbitrary application. Fi-
nally, all these proposals offer one specific point of operation in
the performance-reliability design space. It is not clear how much
performance can be gained/lost if the system designer mandates a
more relaxed/stringent reliability budget.

Our Contributions: We present and evaluate two distinct mech-
anisms to control vulnerabilities of processor structuresand bound
them under specified budgets. Both mechanisms have fixed imple-



mentation (area) costs (comparable to previous approaches), and
trade off performance in unique ways to achieve as much faulttol-
erance as is required to meet the specified vulnerability bound.

Vulnerability control can be specified and performed for anypro-
cessor structure. In this paper, we primarily apply our techniques to
the Reorder Buffer (ROB), a structure that contributes significantly
to the processor’s real estate. Controlling the vulnerability of one
structure can have rippling effects on other structures as well. We
discuss towards the end of the paper how ROB vulnerability control
affects the vulnerability of the Issue Queue.

Our first contribution is in the form of an implementable tech-
nique to monitor the architectural vulnerability of the ROBonline.
Armed with this monitoring infrastructure, we explore two mecha-
nisms for vulnerability control (VC) of the ROB. The first mecha-
nism is a dispatch throttling technique, which estimates the AVF of
the structure and proactively forbids an instruction from entering
the structure if the action would result in violation of the speci-
fied vulnerability bound. The second control technique doesnot
explicitly interfere with the flow of instructions, but detects vul-
nerability bound violations and then reactively performs redundant
execution of those instructions that could have caused these vio-
lations. We also propose a hybrid mechanism that integratesthese
two in a complementary fashion. In addition, we analyze the effects
of committing instructions out-of-order (OoOC), which canreduce
the residence time of bits in the structure, thereby lowering vulner-
ability and providing more headroom for the VC mechanisms to
improve performance.

We model and simulate these techniques on a detailed, cycle-
accurate processor model, and provide simulation results for all
26 SPEC CPU2000 benchmarks. Our results show that under ex-
tremely relaxed vulnerability bounds, throttling is an attractive ap-
proach given its very low implementation overheads. For allother
vulnerability bounds, selective redundancy and hybrid approaches
provide significantly better performance while ensuring that the
bounds are satisfied.

2. BACKGROUND AND MOTIVATION

Measuring System Vulnerability.
The vulnerability of any system component is estimated by first

performing circuit-level analyses to arrive at a raw error rate (we
assume a Single Event Upset error model in this work), usually
expressed in terms of Mean Time Between Failures (MTBF) or
Failures in Time (FIT) [9]. The raw FIT rate (FITraw) is then
derated because microarchitectural and architectural effects reduce
the probability that a transient error in the structure willactually
lead to an observable error in the output. This probability can be
encapsulated in terms ofArchitectural Vulnerability Factors (AVF)
[9, 7]. The effective FIT rate of a structure is given by1:

FITeff = AV F × FITraw (1)

The effective FIT rate of the entire system is obtained by accumu-
lating the effective FIT rates of all its constituent components.

Computing Architectural Vulnerability Factors.
The AVF of a structure captures the probability that a transient

error in the structure will manifest itself in observable output. At
a certain point in time, any bit in a structure can be classified as

1This work is primarily concerned with architectural and microar-
chitectural issues and therefore, for clarity, we assume that prop-
agation and timing effects (PVF, TVF) are integrated into the raw
FIT rate estimates.

either ACE (required for architecturally correct execution) or un-
ACE. Only errors in ACE bits will result in observable errors. Un-
ACE-ness arises from several sources: un-occupied structural en-
tries, mis-speculated instructions, dynamically dead instructions,
logical masking, etc. [9]. The AVF of the structure is definedas the
average-over-time of the ratio of ACE bits in the structure to the
total number of bits in the structure.

The AVF metric is useful to architects because it de-couples
process-technology and circuit-level effects from architectural and
microarchitectural effects on soft error rates, thereby enabling quan-
titative analysis of architectural transient fault-tolerance solutions
independent of underlying variables.

Meeting Reliability Budgets.
Vendors need to ensure that their systems meet the requirements

of certainreliability budgets specified in terms of FIT rates. System
reliability budgets can be translated into individual component FIT
budgets. Given a target FIT budget for a component or structure,
and an estimated circuit error rate, it is possible to determine an
AVF bound that an architectural transient fault-tolerancesolution
must satisfy in order to meet the targeted system reliability budget.
However, the circuit-level estimates are usually not knownduring
the high-level architectural design stages of the processor design
cycle. Further, vendors often deploy the same microarchitecture
on multiple platforms with varying configurations and different re-
liability budgets. This requires architectural solutionsto be able
to meet any arbitrary AVF bound that can be “dialed-in” when the
final circuit estimates and system configuration become available.
The ability of a mechanism to adjust itself to meet any specified
AVF bound is sufficient to guarantee that this mechanism can be
used to satisfy any arbitrary FIT budget for the component, and in
turn the entire system.
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Figure 1: Dynamic AVF variation in 177.mesa at 1-cycle (left)
and 100-cycle (right) granularity.



Temporal Variation of AVF.
Figure 1 shows the variation of the ROB-AVF for177.mesa over

a period of 5000 cycles, at cycle-level and 100-cycle granularities.
The plot reveals that even at the cycle-level, vulnerability varies
significantly, reaching near-0% levels at times and growingas high
as 95% at other instances. Theaverage AVF of the benchmark
is about 40%. This brings up the issue of thetime granularity at
which a certain AVF bound needs to be satisfied. Guaranteeingto
meet an average AVF bound over the execution of the entire bench-
mark is a simpler problem than ensuring that a stringent vulnerabil-
ity bound is maintained every cycle, but could result in timeperiods
where structure vulnerabilities are extremely high, whichcould be
unacceptable for critical systems. In this work, we design our mon-
itoring and control mechanisms to provide vulnerability guarantees
at strict cycle-level granularities, giving us worst-caseperformance
estimates. If the bounds are relaxed, more performance could be
achieved using our mechanisms.

3. DYNAMIC VULNERABILITY
MONITORING

The first step in building a dynamic vulnerability control sys-
tem for a processor core is to design an online AVF monitoring
infrastructure. This is a non-trivial task, since near-accurate AVF
estimation is an exceedingly complex process, even for offline anal-
ysis. Detection of many of the conditions that cause un-ACE-ness
requires dependency chain analysis across a large sequenceof in-
structions, which is not feasible to carry out online. Therehave
been efforts to predictively estimate AVF by observing phased be-
havior of applications [4], but such statistical estimatesare unsuit-
able for our purpose since we wish toguarantee that the architec-
tural vulnerability of the structure does not exceed a givenbound
during any time interval.

Baseline Microarchitecture.
We assume a microarchitecture that uses a coupled Re-Order

Buffer/Physical Register File, similar to that used in the Intel P6
[18]. Henceforth, we will use the term ROB to refer to this inte-
grated structure. The Architected Register File is maintained as a
separate structure into which instructions retiring from the ROB
write their results. The Issue Queue stores the operand values
(whenever available) along with tags for un-scheduled instructions.

Obtaining Upper Bounds on ACE-bit Counts.
Although ACE-ness/un-ACE-ness can be caused by several fac-

tors, a significant fraction of the AVF of a structure can be ac-
counted for by tracking the residencies of non-speculativeinstruc-
tions in the structure, and conservatively ignoring un-ACE-ness
arising from complex dependence-based factors. Using residency
periods alone, it is possible to compute anupper bound on the AVF
of a structure. For example, if 64 of the 128 entries in a processor’s
ROB are un-occupied in a certain cycle, then (assuming that the
Head and Tail pointers are invulnerable to faults) it is guaranteed
that the AVF of ROB can be at most 50% during that cycle. Next,
if it is known that the results of certain instructions have not yet
arrived, then this factor can be further de-rated. Finally,the con-
tribution of wrong-path (mis-speculated) instructions toACE-ness
can also be discounted. These are all observable phenomena that
can be tracked using simple monitoring logic to provide an upper
bound on the ROB AVF at a cycle-accurate granularity.

Incremental Counting.
Given the number of ACE bits in the structure in any cycle, it is

possible to compute the number of ACE bits in the next cycle by
observing the number of dispatches, writebacks and commitsinto
the structure in the current cycle. If the initial number of ACE bits
in the structure (when the processor is initialized) is assumed to
be zero, it is possible to determine the number of ACE bits in any
cycle.

We use the following notation for the remainder of this paper:

Known Parameters
N = No. of entries in ROB
B = Bits in a ROB entry
R = Bits in result field of ROB

AV Fmax = ROB AVF bound

Tracked Quantities
di = # dispatches in cyclei

d
cp
i = # correct-path dispatches in cyclei

wi = # writebacks in cyclei
ci = # commits in cyclei

Apart from d
cp
i , which requires oracle knowledge or explicit

back propagation of information, all of the other quantities can be
easily monitored. We maintain three different estimates onthe to-
tal number of vulnerable bits (TVB) in the structure: (1)TV Bbase

is the basic count of number of entries in ROB and does not ac-
count for un-ACE-ness due to un-resolved mis-speculated instruc-
tions or pending writebacks, (2)TV Bwb accounts for un-ACE-
ness due to pending writebacks, and (3)TV Bwb+ms takes into
account un-ACE-ness due to pending writebacks and un-resolved
mis-speculated instructions in the ROB. Given the TVBs for any
cycle i, the TVBs for the next cycle can be computed using the
following equations:

TV B
base
i+1 = TV B

base
i + (di × B) − (ci × B)

TV B
wb
i+1 = TV B

wb
i + (di × (B − R)) + (wi × R) − (ci × B)

TV B
wb+ms
i+1 = TV B

wb+ms
i + (dcp

i × (B − R)) + (wi × R) − (ci × B)

When a branch misprediction is detected,TV Bbase andTV Bwb

need to be re-constructed by subtracting the contribution of the
mis-speculated instructions to the respective counts. This can be
done in parallel with the pipeline flush and rename-table recon-
struction. WhileTV Bbase and TV Bwb can be counted online,
trackingTV Bwb+ms is much more complex. Therefore, we use it
only for illustrative purposes and do not use it with any VC mech-
anism. Note that ifACEi is the actual number of ACE bits in the
ROB in cyclei (as established by a hypothetical “perfect” analysis
technique), then:

ACEi ≤ TV B
wb+ms
i ≤ TV B

wb
i ≤ TV B

base
i (2)

Interaction with VC mechanism.
To guarantee that the AVF bound is satisfied, a VC mechanism

first computes maximum number of allowable ACE bits in the struc-
ture asACEmax = AV Fmax × N × B. Then, it needs to ensure
that in every cyclei, ACEi ≤ ACEmax. From Equation 2 it
should be clear that for any of the TVBs, ensuring thatTV Bi ≤

ACEmax will satisfy the vulnerability bound.

4. VULNERABILITY CONTROL VIA
THROTTLING (VCT)

Throttling is based on the observation that it is possible tobound
the AVF of a structure by conservatively controlling accessto the



structure such that the number of ACE bits in the structure does not
exceedACEmax.

The number of ACE bits in the ROB can increase from two
events: (a) dispatch, and (b) writeback. In the absence of a replay-
based scheduling mechanism [6], it is difficult to control orthrot-
tle writebacks deterministically. Therefore, we employDispatch
Throttling to bound the vulnerability of the ROB. Similar tech-
niques have been used previously for power-reduction purposes
[13].

Dispatch Throttling is aproactive VC mechanism for the ROB
which stalls instruction dispatch if dispatching the next instruction
into the ROB could causeTV B to exceedACEmax. Since (a)
writebacks cannot be throttled, and (b) writebacks affect TVB, dis-
patch throttling uses the strictly conservativeTV Bbase to make
the decision to stall. SinceTV Bbase considers an entire occupied
ROB entry as ACE and counts all speculative instructions as ACE,
dispatch throttling hasexactly the same effect as reducing the size
of the ROB. Note that this is an artifact of our inaccurate estima-
tion technique and not a critical flaw with the throttling mechanism
itself. Another issue with throttling is that although it reduces the
AVF of a structure over a certain period of time, it increasesthe
execution time of the application roughly proportionately, thereby
having little or no effect on thecumulative architectural vulnera-
bility (the probability that the entire application execution incurs an
error). However, it is extremely simple to implement and requires
no logic apart from theTV Bbase monitoring and is therefore a
useful technique where AVF, and not cumulative vulnerability, is
the primary concern. Our results will show later that VCT provides
good performance at relaxed AVF bounds.

5. VULNERABILITY CONTROL VIA
SELECTIVE REDUNDANCY (VCSR)

Selective Redundancy is based on the observation that if an in-
struction is redundantly executed through the processor pipeline,
then the bits in a structure through which both copies of the instruc-
tion flowed during their execution are rendered effectivelyinvulner-
able. This property is also exploited byRedundant Multithreading
techniques that fully replicate an execution thread to achieve fault
tolerance [16, 14, 8, 11].

The goal of our VCSR approach is to satisfy a hard vulnerabil-
ity bound at all times, while attempting to optimize performance.
Though the paper talks about VCSR for the ROB, the key princi-
ples and mechanisms should be adaptable for other structures as
well.

VCSR, similar to VCT, monitors the flow of ACE bits through
the ROB every cycle and guarantees that the total number of ACE
bits do not exceed a fixed bound. However, unlike VCT’s proac-
tive approach, VCSR is areactive technique: In any cycle, if the
number of ACE bits exceed the target bound, then a subset of in-
structions that contributed to the ACE bits in that cycle areselected
and redundantly executed, thereby effectively transforming them
to un-ACE bits. VCSR’s reactive nature enables it to useTV Bwb

and avoid a significant amount of the excess conservatism of VCT.
Further, VCSR’s cost for redundancy is the over-utilization of pro-
cessor resources, which has far less performance overheadsthan
the performance reduction due to the stalls and pipeline bubbles
caused by VCT, especially at low percentage-AVF bounds.

5.1 Achieving Selective Redundancy via
Redundant Execution

In order to support the execution of two redundant threads in
the pipeline (although one of the threads only executes a subset

of instructions), we start with a baseline Simultaneous Redundant
Threading (SRT) microarchitecture [16]. The two executionstreams
are referred to as theleading (primary) andtrailing (redundant)
threads. Only non-speculative instructions are replicated in the
trailing thread. Incoming loads are replicated for both threads by
the Load Value Queue (LVQ). Outgoing stores from both threads
are compared by the Store Checking Buffer (SCB) and only a sin-
gle (checked) store is sent out to the memory system.

For VCSR, the leading thread is the primary execution thread
and is executed in full. If the AVF bound of the ROB is violated
in any cycle, due to excessive number of ACE bits belonging to
leading thread instructions2, then a set of instructions are chosen
for redundant execution via the trailing thread. Therefore, a mech-
anism is required that allows selective redundancy in the trailing
thread.

The primary issue that must be dealt with in order to achieve
selective redundancy for the trailing thread is maintaining correct
architectural dataflow. Since a partial set of instructionsare be-
ing executed in this thread, instructions whose producers were not
executed require their source operands to be forwarded fromthe
leading thread. Despite this forwarding, redundancy can bemain-
tained if all instructions are checked for correctness before being
committed [11, 5].
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Figure 2: VCSR Pipeline Overview.

Figure 2 shows a block diagram of our microarchitecture, which
is similar to that employed in [5]. Committing leading thread in-
structions push their results into a FIFO queue which we callthe
Result Buffer. The purpose of the Result Buffer is to: (a) temporar-
ily buffer outputs until the trailing thread can compare them against
its own outputs for redundancy, and (b) provide source operands
for instructions that the trailing thread does not execute.The result
buffer also contains a single bit that specifies whether the instruc-
tion needs to be redundantly executed or not.

5.1.1 Maintaining a Consistent Architected State
The trailing thread maintains aconsistent architected state in its

Architected Register File (ARF). Recall that the trailing thread does
not mis-speculate control flow due to the presence of the Branch
Outcome Queue (BOQ). In VCSR, the trailing thread fetches and
pre-decodes all non-speculative instructions, in the Result Buffer,
regardless of whether they are re-executed or not. If selected, the

2In a Single Event Upset model, all bits belonging to the trailing
thread are un-ACE.



instruction is sent through the rest of the pipeline. Otherwise the
Result Buffer entry is used to update the trailing thread’s ARF. The
Result Buffer entry needs to be held until the instruction commits
so that the redundancy check can be performed.

Careful synchronization is needed to ensure that the register up-
date is consistent for instructions that are not re-executed. The ac-
tual update must be performed when this instruction would have
been renamed, although the instruction does not need to physically
go through the decode and rename logic. This ensures that theRAT
is consistent with the instruction flow. We also ensure that all trail-
ing thread Loads, Branches and Stores perform the necessarysyn-
chronization with the LVQ, BOQ and SCB so that these structures
remain consistent. Since the trailing thread’s ARF is maintained in
a consistent state, and stores to the system are synchronized with
the trailing thread’s commit point for the stores, this ARF can be
defined as a precise state for establishing checkpoints, both for in-
terrupt handling as well as error recovery.

5.2 Selecting Instructions for Redundant
Execution

Given an infrastructure to dynamically monitor AVFs and a se-
lective redundancy mechanism, we now need to come up with a
policy that selects a set of instructions for redundant execution so
that the AVF bounds for the ROB are met every cycle. Ideally, we
would like to select the set of instructions that provides the best
possible performance among all possible sets that satisfy the vul-
nerability criteria. While it is obvious that arriving at such an op-
timum solution is out of the question for a real implementation, it
is also infeasible to perform any offline analysis to determine an
“OPT” that can aid in evaluation of implementable heuristics. In
this paper, we provide one implementablegreedy heuristic to sat-
isfy the constraint. We leave a comparative evaluation against other
possible heuristics to future work.

VCSR heuristic can flag an instruction for redundant execution
at either of the following two stages:

• During Dispatch: If it is determined that dispatching an in-
struction will cause a violation, i.e., if(B−R)+TV Bwb >

ACEmax, then the instruction needs to be marked as requir-
ing redundant execution. This flag is stored in the ROB until
commit, upon which it is transferred to the Result Buffer.

• During Writeback: If a writeback is causing a violation,
i.e.,R +TV Bwb > ACEmax, then the instruction needs to
be flagged for redundant execution.

The above description is a simplified view of the process. In reality,
several instructions could be undergoing dispatch, writeback and
commit simultaneously in a single cycle, and the flagging mech-
anism needs to take all of these as input to determine the set of
instructions to be flagged. We give priority to younger instruc-
tions for removal since they have a greater probability of being
mis-speculated instructions.

The detection and flagging logic can be kept off the critical paths
by using independent ports to access the flag bit in the ROB, and
allowing for an additional cycle to write the flag bit if necessary.
This is not unusual since the different fields in a ROB are typically
accessed via independent ports in real microprocessor implementa-
tions.

Note that an instruction selection logic could have potentially
chosen from amongst any of the instructions currently residing in
the ROB, and not necessarily from amongst the instructions cur-
rently undergoing dispatch or writeback. However, selecting in this
manner simplifies the decision logic, maximizes selection of possi-
bly mis-speculated instructions (see below), and allows the flag bit

to potentially share write ports and address decoders with the status
bits.

Impact of Mis-Speculation.
AlthoughTV Bwb does not account for un-resolved mis-speculated

instructions, observe that if there are any mis-speculatedinstruc-
tions in the ROB, thenit is guaranteed that any instructions that
are waiting for dispatch are also on the mis-speculated path. Since
mis-speculated instructions are never executed by the trailing thread,
VCSR is guaranteed to never execute any dispatching instructions
that were unnecessarily tagged due to the over-counting of mis-
speculated instructions byTV Bwb.

However, it is not possible to guarantee that instructions flagged
during writeback will not lead to over-conservative re-execution.
To minimize this occurrence, we try to flag for re-execution the
youngest among the currently writing-back instructions.

5.3 Hybrid Vulnerability Control (VCH)
A VCSR-capable infrastructure can be augmented with a dis-

patch throttling mechanism to combine the advantages of both ap-
proaches. Though a multitude of heuristics are possible, here we
show that a simple VCH policy can help to improve the perfor-
mance of a baseline VCSR system by a reasonable margin.

Recall that one of the key problems with VCT was its over-
conservatism. In our hybrid approach, we perform dispatch throt-
tling aggressively by counting only the(B−R) bits for instructions
in the ROB that have not yet written back and for new instructions
being dispatched. Further, throttling is activated only when it is
it is determined that all instructions being dispatched during the
current cycle will end up being replayed due to an AVF bounds vi-
olation. Note that in such a scenario, while leading thread dispatch
is stalled, the entire dispatch bandwidth becomes available to the
trailing thread.

6. OPTIMIZATIONS
It is possible to utilize lightweight, simple-to-implement AVF-

reduction techniques for certain microarchitectural structures, and
some of these have been investigated by previous work [23, 5].
Most of these techniques address the fact that vulnerability arises
from long residency of inactive bits in structures, and attempt to re-
duce such long residence periods. The vulnerability control mech-
anisms we have proposed are capable of exploiting the benefits of-
fered by such AVF reduction optimizations. By reducing the effec-
tive AVF of structures, such optimizations provide more headroom
for our control mechanisms to enhance performance.

In this section, we propose to reduce the AVF of the ROB by a
novel adaptation of a previously-proposed concept – Out Of Order
Commit (OoOC) and analyze its behavior when used in conjunc-
tion with VCT and VCSR.

6.1 Out of Order Commit
Instructions need to commit in-order out of the processor pipeline

to provide the illusion of program-ordering to the programmer, and
for precise handling of exceptions and interrupts. Unfortunately, it
also leads to inefficiencies in the ROB since younger instructions
that have completed need to wait until they reach the head of the
structure.

A number of research works in the past have attempted to tackle
this problem and devise solutions that allow instructions to commit
out-of-order and yet maintain correctness for handling interrupts
and exceptions [1]. Within the context of our vulnerabilitycontrol
infrastructure, OoOC is interesting because of three key reasons:



• In-Order Commit can cause significant Complete-to-Commit
delays that play a large role in increasing the AVF of the
ROB. Reducing this delay has the potential to reduce AVFs
and thereby improve performance with the aid of a VC mech-
anism.

• OoOC provides performance benefits only when entries can
be re-claimed through collapsing. Even if the freed entries
are not reclaimed in our schemes, simply retiring instructions
reduces the numer of ACE bits in the ROB, thereby provid-
ing additional headroom to both VCT and VCSR to achieve
higher performance. Since we avoid collapsing, we avoid
having to maintain additional dispatch IDs for all instructions
and having to associatively search through these IDs for any
ROB access. In-Order Commit requires the retiring logic to
monitor only the oldestc (commit width) entries in the ROB
to determine which instructions are ready to commit. How-
ever, for OoOC, the entire ROB needs to be monitored each
cycle to determine the set of instructions ready to retire. This
can be accomplished by using a priority-based selection tree.
The wire delay for such a logic tree is of the order oflog(n)
wheren is the number of entries in the ROB [10].

• In VCSR, since it is thetrailing thread that maintains the pre-
cise architected state of the machine, the leading thread can
be committed out of order without having to provide any ad-
ditional infrastructure to handle precise exceptions, thereby
making a strong case for an implementable OoOC mecha-
nism.

OoOC and AVF reduction.
The architected register file (ARF) of most processors are typi-

cally 8-32 entry RAM structures that are significantly simpler than
the large, multi-ported, 128-entry ROBs and Physical Register Files.
ECC or parity protecting an ARF is relatively cost-efficientto ac-
complish and simplifies the implementation of several fault-tolerance
mechanisms [14, 11]. Therefore, early removal of data from an un-
protected ROB/PRF into a protected ARF results in AVF reduction
for the ROB without affecting the reliability of any other structure.

When used with VCSR, even the ARF need not be protected.
Retiring a leading thread instruction from the ROB in VCSR re-
quires writing the result to both the leading thread’s ARF aswell as
the Result Buffer. This act of replication implicitly provides redun-
dancy to the data element. AVF of the ROB AVF is reduced, but
neither the ARF nor the Result Buffer need to be protected.

7. RESULTS
Our experiments were conducted via execution-driven simula-

tion using processor models that we implemented using the Sim-
pleScalar 3.0 toolset [2]. We evaluated our techniques using all
26 applications from the SPEC CPU2000 benchmark suite. The
benchmarks were compiled for the Alpha ISA, and reference in-
put sets were used. We measured the statistics for detailed simula-
tion of 100 million instructions after fast-forwarding to the single
SimPoint [19] of each benchmark. The parameters of our baseline
model are shown in Table 1.

7.1 VCT Results
Our first set of results is for VCT, and in Figure 3 we give the

performance of this technique for a wide range of AVF bounds,to-
gether with the performance of a single threaded execution (which
is completely vulnerable) and the baseline Simultaneous Redun-
dant Threading (SRT) system [16] (which provides complete re-

Baseline Datapath Parameters
Parameter Value

Fetch/Decode/Issue/Commit Width 6
Pipeline Stages 15

Fetch Queue Size 16
Load Value Queue (LVQ) Size 128

Branch Outcome Queue (BOQ) Size 128
Store Checking Buffer (SCB) 64

Branch-Predictor Combined Predictor with 16K-entry
meta-table. 2-lev predictor with

16K-entry L1, 16K-entry L2, 14-bit
history XORed with address

RAS Size 64
BTB Size 2K-entry 4-way
RUU Size 128
LSQ Size 64

Integer ALUs 4 (1-cycle latency)
Integer Multipliers/Dividers 2 (3,20)

FP ALUs 2 (2)
FP Mult./Div./Sqrt. 1 (4,12,24)

VCT/VCSR Parameters
Parameter Value
AVF bounds 0%, 2%, 5%, 10%, 20%

50%, 100%
Result Buffer 128-entry RAM +

384-entry FIFO

Memory System Parameters
Parameter Value

L1 D-Cache Ports 2
L1 D-Cache 64KB, 4-way with 32B block (2)
L1 I-Cache 64KB, 4-way with 32B block (2)

L2 Unified Cache 512 KB, 4-way with 64B line-size (12)
I-TLB 512-entries 4-way set-associative
D-TLB 1K-entries 4-way set-associative

TLB Miss-Latency 30 cycles
Memory Latency 200 cycles

Table 1: Simulation parameters. Latencies of ALUs/caches are
given in parenthesis. All ALU operations are pipelined except
division and square-root.

dundancy). Since no instructions will be dispatched at 0% AVF
bound, the IPC of VCT with 2% AVF bound is compared with the
SRT execution. At the other end, VCT with 100% AVF bound does
not throttle any instruction, and is thus equivalent to single-thread
execution.

We see that the simple throttling mechanism is able to provide
a wide-spectrum of operating points in the performance-reliability
space. This range of operation can be better understood by examin-
ing the AVF during each cycle of the execution. Figure 4 plotsthe
Cumulative Density Function (CDF) of the AVF during each cycle
for five representative applications (others are omitted for clarity)
in the single threaded execution. Based on these results, wemake
the following observations:

• This mechanism is effective only at high AVF bounds (typi-
cally above 50%). On the average, there is only a 9.3% drop
in IPC when going to a 50% bound from a 100% bound,
while there is a 83% drop when going down all the way to
2%. At high AVF values, there is no significant impact from
slightly under-utilizing the ROB. This is particularly true in
applications where the ROB is anyway not operating at full
capacity. For instance, in200.sixtrack, where the ROB occu-
pancy in the single-thread execution is 51.6% on the average,
there is very little change in IPC going from 50% to 100%
AVF. The low occupancy of the ROB is also reflected in the
AVF CDF graph for200.sixtrack (where the number of cy-
cles with AVF greater than 50% is quite low), as is the case
for 181.mcf and189.lucas.
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Figure 3: IPC with VCT for various AVF bounds. Also pro-
vided for each benchmark are IPCs for single-thread execution
(rightmost bar) and SRT (leftmost bar).
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• At the other end, going down to a small AVF bound severely
throttles the pipeline making it a much inferior alternative
to a mechanism such as SRT. The throttling penalty is par-
ticularly acute for high IPC applications (e.g.256.bzip2,
177.mesa). On the average, an AVF bound of 20% or higher
needs to be tolerated in order for VCT to become competitive
with SRT performance-wise.

• The steepness of the IPC improvement with increasing AVF
bounds can be explained with the AVF graphs shown in Fig-

ure 4. (i) In applications such as177.mesa, the CDF graph
shows that the AVF of the ROB in each cycle is more or less
evenly distributed between 0-60%, implying that a 40% AVF
bound will throttle half as much as a 20% AVF bound. This
effect can be seen in the steady IPC improvement when go-
ing from 2% to 50% AVF bound. (ii) In applications such
as181.mcf and189.lucas, the AVF CDF graph shows high
convexity, i.e., most cycles have AVF less than 40%. Conse-
quently, the steepest performance losses in VCT is incurred
for AVF bounds smaller than 20%. (iii) At the other end,
171.swim is an example application with a concave CDF graph,
where most cycles have very high AVF values (close to 100%).
The resulting IPC graph shows that there is a significant gap
in performance between 50 and 100% AVF bounds for this
application.
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Figure 5: Additional Statistics for VCT and VCSR Executions.

Another factor which makes VCT a less attractive vulnerabil-
ity control mechanism is the possible overestimation of vulnerable
bits of the ROB in any cycle. We quantify this conservative esti-
mation of vulnerable bits by VCT in Figure 5 (a), by comparingits
average AVF with that of an execution (i) which accounts for mis-



speculated instructions, and (ii) which accounts for output result
bits when they become available as well as mis-speculated instruc-
tions. Across the applications, there is an absolute error of around
10-20% in the AVF estimation by VCT (most of it contributed by
early accounting of writebacks). While intuitively it could seem
that the performance degradation of VCT will be more prominent
in applications with high AVFs, the error in its estimation can cause
VCT to perform poorly even in applications with low AVFs. For
instance, even though253.perlbmk has an average AVF of close
to 10%, we see that a 20% AVF bound VCT execution performs
poorly because the conservatism puts the estimation over 20% on
the average. Applications with lower AVFs are thus hurt moreby
the over-estimation in VCT.

7.2 VCSR Results
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Figure 6: IPC with VCSR for various AVF bounds. Also pro-
vided for each benchmark are IPCs for single-thread execution
(rightmost bar) and SRT (leftmost bar).

Figure 6 shows the VCSR results for different AVF bounds, in
comparison with SRT and single-thread executions. A good VCSR
implementation should perform close to single-threaded execution
for a 100% AVF bound (no instructions are redundantly executed),
and close to SRT for a 0% AVF bound (all instructions are selected
for re-execution). In these two scenarios, our VCSR implementa-
tion suffers a performance degradation of 7% and 3% respectively,
which we consider to be fairly efficient.

As in the earlier set of experiments, lowering the AVF bound re-
duces the IPC of the execution. In VCSR, this is because lowering
AVF bounds leads to more instructions getting picked for redundant

execution as is shown in Figure 5 (b). However, the steepnessof
the decline in IPC for low AVF bounds is lesser compared to VCT.
This can be explained by two main advantages that VCSR has over
VCT. First, since VCSR is reactive it is much less conservative than
VCT which is pro-active and hence takes appropriate actionsonly
when the AVF hasactually exceeded the bound, compared to VCT
which takes pro-active actions based on predicted (over-estimated)
AVF values. Second, stalling based control (VCT) can have more
detrimental impact on pipeline performance (reducing parallelism,
introducing bubbles, extending critical paths, etc.), compared to
higher resource contention between competing threads (VCSR).
The latter artifact is particularly apparent in memory bound appli-
cations such as171.swim and189.lucas, where memory stalls in the
leading thread can cause less contention for datapath resources be-
tween the two threads. Consequently, even when over 95% of the
instructions are redundantly executed, the performance loss com-
pared to single-thread execution is only around 5% in these ap-
plications. This is also the reason why SRT performance in these
applications is not significantly worse than single-threadexecution
either.

Resource contention in VCSR is expected to play a more detri-
mental role in applications with high IPC. For instance, applica-
tions such as256.bzip2, 255.vortex and200.sixtrack, show signif-
icant drop in IPC even when going to AVFs of 20% with VCSR.
In some of these cases, VCSR actually does worse than VCT for
high AVF bounds. For instance,200.sixtrack with a AVF bound of
50% does 27% worse in VCSR compared to VCT. The resource
contention in these high ILP applications is more detrimental, and
throttling to slightly lower the effective ROB size is a moreeffec-
tive option to keep the AVF under control when the bounds are
lenient.

7.3 VCH Results
Summarizing the results from the previous two sets of experi-

ments, we see that (i) pro-active throttling (VCT) hurts when the
AVF bounds are stringent, and (ii) reactive selective replication
(VCSR) causes resource contention for high ILP applications at
high AVF bounds and incurs implementation overheads (i.e.,at
100% AVF bound, the performance is not the same as single-thread).
We illustrate these observations in Figure 7. This graph plots the
performance normalized with respect to single-thread execution for
different AVF bounds. Rather than show this for each application,
the graph has been drawn by taking the geometric mean of the slow-
downs observed by all 26 applications. As we can see, the curve
for VCT depicts worse performance at stringent AVF bounds, but
crosses over the curve for VCSR for AVF bounds greater than 75%.

Of these two, VCSR is a better option because it offers meaning-
ful operating points for a wide range of useful AVF bounds, includ-
ing a 0% AVF bound. However, it is possible to integrate thesetwo
mechanisms to co-exist, as was explained earlier in section5.3. The
line, VCH, in Figure 7 plots the performance of this hybrid mech-
anism. We see that VCH does better than the other two for a wide
spectrum of specified AVF bounds. Even for an AVF bound of 2%
it brings the performance within 18% of single thread IPC on the
average, and it is 10% better than SRT.

7.4 OoO Commit
Our final set of results are intended to show how committing in-

structions OoO to reduce ROB vulnerable bits can help our mecha-
nisms boost performance. In the interest of clarity, we showthis for
only the VCSR mechanism in Figure 9. Note that these results are
with a non-collapsing ROB, where the vacated entries are left un-
utilized until they reach the head of the ROB. Consequently,SRT
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and single-thread performance is not going to be any different from
that shown earlier in Figure 6, and is not repeated in these graphs.

By reducing residency times of instructions in the ROB, the VCSR
control mechanism finds greater vulnerability slack, and needs to
step in less often to mark instructions for redundant execution.
The consequent reduced number of redundant instructions auto-
matically boosts the performance as we can see in these results.
This improvement is particularly noticeable in high IPC applica-
tions where resource contention due to redundant executionwith
a low AVF bound was hurting performance previously. For in-
stance, when we consider200.sixtrack, we now see that the IPCs
with AVF bounds of 20% and 50% matching those for a bound of
100%, while the IPC of the 20% bound was half as much in the
in-order execution. We have also conducted experiments forOoO
commit with VCH, and the resulting performance is summarized
in the line shown as “VCH(OoO)” in Figure 7.

7.5 Impact of VC on other structures
This paper has focused on controlling the vulnerability of the

ROB. However, in order to meet the overall system reliability bud-
get, it is likely that the vulnerability of multiple processor structures
will need to be controlled. This is a multi-dimensional optimization
problem that we intend to explore in future work. This is especially
interesting because of the fact that controlling the vulnerability of
one structure could impact the vulnerability of other structures. In
general, redundant execution benefits all structures in thepipeline.
Therefore, reduction in vulnerability of the ROB will lead to reduc-
tion in vulnerability of other structures such as the Issue Queue and
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Figure 9: IPC with VCSR using Non-collapsing OoO Commit.

Load-Store Queue as well. Consequently, VCSR based approaches
should lower the AVF on the Issue Queue better than VCT. We
provide some preliminary results that show the observed impact of
bounding the ROB’s AVF (shown on the x-axis) on the AVF of the
Issue Queue in Figure 8.

8. CONCLUSION
This paper has presented knobs for controlling the vulnerability

of processor structures that can be modulated to meet targetreliabil-
ity budgets specified by system designers. We have proposed two
distinct mechanisms to control the vulnerability of the ROBof a
processor, aided by a simple online monitoring infrastructure which
provides online upper-bound estimates on the AVF of the ROB at
a cycle-level fidelity. The control mechanisms operate by proac-
tively (throttling) and/or reactively (re-execution) ensuring that the
number of vulnerable bits in the ROB do not exceed a specified
threshold. Using detailed simulations we have evaluated the pros
and cons of our approaches.

Our results show that throttling suffers significant performance
impacts under stringent bounds, but its low overheads help it to
perform better than selective redundancy under relaxed (high) vul-
nerability bounds. It is also simple to implement. Selective redun-
dancy can provide operating points that span the entire performance
spectrum between complete redundancy and single thread execu-
tion while meeting any specified budget. We have also explored
the benefits of integrating these two mechanisms.

Finally, we have proposed a novel adoption of Out-of-Order in-
struction commit for vulnerability reduction. Avoiding the recla-



mation of holes left by committed instructions simplifies our im-
plementation while reaping the benefits of vulnerability reduction.
Further, with selective redundancy, the trailing thread can be used
to maintain precise machine state, removing the need to explicitly
handle this issue for out of order commit. The vulnerabilityre-
duction provided by OoOC provides our control mechanisms with
more AVF headroom to boost performance.

Our future work involves investigating the issue of controlling
vulnerability of multiple structures in a coordinated manner. We
are also exploring relaxed specifications of vulnerabilitybounds,
which need to be adhered to only with a high percentile as opposed
to our current deterministic cycle-granularity bounds.
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