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Abstract. Classicmethodsto overcomesoftware faults include designdiver-
sity that involvescreatingmultiple versionsof an application.However, design
diversetechniquestypically requirea staggeringinvestmentof time and man-
power. Thereis alsono guaranteethatthemultiple versionsarecorrector equiv-
alent.This paperpresentsa novel approachthat addressesthe above problems,
by automaticallyproducingmultiple, semanticallyequivalentcopiesfor a given
array/loop-basedapplication.The copies,when usedwithin the framework of
commondesigndiversetechniques,provideahighdegreeof softwarefault toler-
anceat practicallyno additionalcost.In this paper, we alsoapplyour automated
versiongenerationapproachto detectthe occurrenceof soft errorsduring the
executionof anapplication.

1 Intr oduction

Designdiversity is a techniqueusedfor achieving a certaindegreeof fault tolerance
in software engineering[1–5]. Sinceexact copiesof a given programcannot always
improvefaulttolerance,creatingmultiple,differentcopiesisessential[6]. However, this
is notatrivial taskasindependentlydesigningdifferentversionsof thesameapplication
softwarecantakealot of timeandresources,mostof whichis spentverifying thatthese
versionsare indeedsemanticallyequivalent and they exhibit certaindiversity which
helpsus catchdesignerrorsasmuchaspossible(e.g.,by minimizing the causesfor
identicalerrors).Theproblem becomesmoresevereif a largenumberof versionsare
required.

Automaticallygeneratingdifferentversionsof agivenprogramcanbeusefulin two
aspects,provided that the versionsgeneratedaresuf�ciently diverse for catchingthe
typesof errorstargeted.First, designtime andcostcanbe dramaticallyreducedasa
result of automation.Second,sincethe versionsaregeneratedautomatically, we can
be surethat they aresemanticallyequivalentsave for the errorsof interest.However,
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Dr. ErhardPlöderederwhohelped�nalize thepaper.



asmentionedearlier, theseversionsshouldbe suf�ciently different from eachother,
dependingon thetypesof errorstargeted.

Numericalapplicationswhich make extensive useof arraysandnestedloopsare
goodcandidatesfor automaticversiongenerationasthey areamenableto beanalyzed
andrestructuredby optimizingcompilers.Currentcompilersrestructuresuch applica-
tionsto optimizedatalocality andimproving loop-level parallelismaswell asfor other
reasons[7–10]. Themainstumblingblock to full �edged re-orderingof computations
aredatadependencesin theprogramcode.

The main contribution of this paperis a tool that generatesdifferentversionsof a
numericalapplicationautomatically a priori . The tool generatestheseversionsby re-
structuringthegivenapplicationcodein asystematicfashionusingtheconceptof data
tiles. A datatile is a portion of an array which may be manipulatedby the applica-
tion. Hence,anarraycanbe thoughtof asa seriesof datatiles. Givensucha seriesof
datatiles, of a particularsizeandshape,we cangeneratea new versionof the code
by restructuringthecodein sucha fashionthat theaccessesto eachtile arecompleted
beforemoving to the next tile. As a result, computationsareperformedon a per tile
basis.Therefore,adifferenttile shapeor adifferentorderof tiles (to theextentallowed
by data)givesan entirely differentversionof the application,therebycontributing to
diversity. In thispaper, wealsopresentamethodfor selectingthe tile shapesaswell as
methodto systematicallyreorderthembasedon thenumberof versionsrequired.

We applyour tool to theemergentarchitecturalchallengeof soft errors.Soft errors
are a form of transienterrors that occur when charged neutronsstrike logic devices
which hold chargesto indicatethebit thatthey represent [11–14].A neutronstrike can
changethechargeheldon thedevice eitherby charging or discharging it. This change
in charge can lead to a bit �ip in memoryor logic componentsof the systemwhich
canaffect the endresultsgeneratedby the application.We show how the tool canbe
usedto detecterrorsthat remainundetectedby a stateof theart architecturalrecovery
approach.

The remainderof this paperis organizedasfollows. Section2 presentsthe theory
behindtheproposedapproach.Section3 presentsimplementation detailsof our tool as
well asresultsobtainedusingascienti�c benchmark.Section4 concludesthepaperby
summarizingour major contributions andgiving a brief outline of the plannedfuture
work.

2 Detailed Analysis

This sectionexplainsthe detailsof the approachproposedto automaticallycreatethe
multipleversionsof agivenarray/loopbasedapplication.Ourgoalis to obtaindifferent
(but semanticallyequivalent) versionsof a given codefragmentby restructuringthe
fragmentbasedon a datatile shape.Theinput to our approachis a codefragmentthat
consistsof theseriesof loopnestsandthedataarray(s)thatis accessedin thefragment.
Theloop nestsin thefragmentcontainexpressions,calledarrayreferences,thataccess
locationswithin the array. Figure1(a) shows anexample codefragmentand thearray
beingaccessedin theloopnests.



Fig.1. (a) A codefragment. (b) Data tiles formed fr om a seedtile. (c) Iteration set
that accessesthe data in a data tile. (d) Co-tile identi�cation. (e) Default order of
iteration sets.(f) Neworder of iteration sets,asa result of restructuring.

Our approach�rst createsaseedtile which is a uniquelyshapedsubsectionof the
array(selectionof a seedtile is detailedin Section2.7).Using this seedtile asa tem-
plate,we logically divide thearrayinto multiple sectionscalleddata tiles asshown in
Figure1(b). In the following paragraphswe discusswhat is performedon a particular
datatile.

In thenext stageshown in 1(c),we identify for eachloop nestthearray references
thataccesseslocationswithin thedatatile. Then,for eachloopnest,weuse theserefer-
encesto determinethesetof iterationsthataccessthisparticulardatatile. Theiterations
from aloopnestthatareassociatedwith aparticulardatatile arecalledtheiterationset
of thatdatatile with respectto thatloopnest.

Now, let usconsiderthecasefor aparticular iterationsetassociatedwith adatatile.
It is possiblethat theseiterationsaccessarray locationsoutsidethe datatile aswell.
Theseexternallocationsarecalledtheextra tile, and theoriginal datatile andtheextra
tile arecollectively referredtoastheco-tile. Figure1(d)showstheco-tilecorresponding
to aniterationset.

Our ideais to �rst identify, for eachcombination of datatile andloop nest,theas-
sociatediterationset.Oncewe have the iterationsetcorrespondingto a datatile and
loop nest,we canexecuteall thecomputationsthatshouldtake placeon thatpair. The
original codecanthereforebethoughtof asthedefault orderof iterationsetsshown in
Figure1(e).Next, in orderto createnew codes,wesystematicallyre-ordertheiteration
setsto createmultipledifferentsequencesasshown in Figure1(f). Eachuniqueorderof
iterationsetsleadsto auniqueversionof thecode. Sucha re-orderingis legal provided
thatdatadependencesdonotexist betweeniterationsets.Datadependences,imposean
orderingconstrainton the iterationsetsandprevent full �edged re-ordering.If depen-
dencesdo exist betweentheiterationsets,we exploreotherdatatile shapesto arrive at
adependencefreegroupof iterationsets.

The restof this section detailsour approach.After presentingbasicde�nitions in
Section2.1,Section 2.2 presentsour methodof forming datatiles. Section2.3 shows
how iterationsetsandco-tilesarecalculated.Our algorithm to detectdependences(le-
gality requirements)arepresentedin Section2.4.Section2.5 shows how the iteration
setsaresystematicallyre-ordered.Section2.6presentstheoverallalgorithmusedtocre-



atemultiple versionsof code.Section2.7 discusseshow datatiles of differentshapes
andsizesarecreated,andSection2.8 explainshow we dealwith codethat accesses
multiplearrays.

2.1 BasicDe�nitions

Thissubsectionpresentsimportantde�nitions thatweuseto formalizeourapproach.
� Program : A programsourcecodefragment is representedasP = fN ; Ag, where

N is a listof loopnestsandA is thesetof arraysdeclaredin P thatareaccessedin
N . Figure2 shows thebenchmark sourcecodefragmentemployed.

� Array : An array A a is describedby its dimensions, � , and the extent (size) in
eachdimension,
 , A a = f � ; 
 g. For example,thearrayDW de�ned in thecode
fragmentin Figure2 canbeexpressedasDW = f 3; f 10; 10; 4ggin our framework.

� Loop Nest : A loopnestN i , is representedasf � ; A N ; I ; L ; U; S;  g, where� is
thenumberof loopsin thenestandL , U, andS arevectorsthatgive, respectively,
the valuesof the lower limit, upperlimit, andthe stepof the loop index variables
which aregivenin I . It is assumedthatat compiletime all thevaluesof thesevec-
torsareknown. Thebodyof theloop nest is representedby  . Thearraysaccessed
within N i arerepresentedasA N i whereA N i � A , i.e.,eachloopnesttypically ac-
cessesasubsetof thearraysdeclaredin theprogramcode.For example,thesecond
loopnestin Figure2 canberepresentedas

N 1 =

8
<

:
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2

4
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I
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5 ;

2

4
1
2
2
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1

3

5 ;  

9
=

;
:

� Loop Body : A loopbodyis madeof aseriesof statementswhichusethereferences
to thearraysA declaredin P. Consequently, loop body canbeexpressedasa set
of references.

� Iteration : For a loopnest,Nn , aniterationis aparticularcombinationof legal val-
uesthatits index variablesin I canassume.It is expressedasI � , andit represents
anexecutionof theloopbody.

� Iteration Space : Theiterationspaceof a loopnestN i is thesetof all iterationsin
theloopnest.

� Data Space : Thedataspaceof adatastructure(e.g.,anarray)areall theindividual
memorylocationsthatform thedatastructurein question.

� Reference : It is anelement of  expressedas( r =w
p = fN n ; A A ; L; og). It is an

af�ne relationfrom theiterationspaceof a loopnestNn = f � ; A n ; I ; L ; U; S;  g
to thedataspaceof anarray (A a = f � ; 
 g). Fromcompilertheory[7], it is known
that this relationcanbe describedby L i + o wherei is a vectorthat capturesthe
loopindicesof N , L is amatrixof size� � � , ando is anoffsetdisplacementvector.
As anexample,thereferenceA[i + j � 1][j + 2] is representedby

 r =w
p =

�
1 1
0 1

�
�

�
i
j

�
+

�
� 1

2

�
:

A referencewithin the body of a loop nesthelpsus calculatethe locationsof an
arraythattheloopnestaccesses.Further, a referencecanbeareadreference,which



int DW[10][10][4];

for (N=1;N<=4;N++) {
for (J=2;J<=10;J++)

DW[1][J][N] = 0;
}

for (N=1;N<=4;N++) {
for (J=2;J<=10;J++)

for (I=2;I<=10;I++)
DW[I][J][N] = DW[I][J][N]

-R*(DW[I][J][N]
-DW[I-1][J][N]);

}

for (N=1;N<=4;N++) {
for (J=2;J<=10;J++)

DW[10][J][N] = T1*DW[10][J][N];
}

for (N=1;N<=4;N++) {
for(II=3; II<= 9; II++)

for (J=2;J<=10;J++)
DW[II][J][N] = DW[II][J][N]

-R*(DW[II][J][N]
-DW[II+1][J][N]);

}

Fig.2. A code fragment with four
loop nestsand an array.
.

Fig. 3. (a) Seedtile for the array DW in the
code fragment of Figure 2. (b) The array
DW divided into multiple tiles using the
seedtile.

meansthat an array locationis readfrom, or a write reference,which meansthat
anarraylocationis written to. This is identi�ed by attachinga r =w superscriptto
the reference.Hence,  r

p(Nn ) representsthe setof all array locationsread by the
referencein loopnestNn .

2.2 Data Tile Formation

In this paper, we usetheconceptof dataspacetiling to logically divide thedataspace
of anarrayinto multiplesections.Thissubsectionprovidesthetheoreticalbasisandthe
algorithmusedto performtiling.
• Data Tile : A datatile DA a ;L ;U is a regularsubpart(region) of thearrayAa . The

sizeof thedatatile in eachdimensionis givenby thedifferencebetweenL andU
plus1. It is assumedthat thesizeof a data tile is not zeroin any dimension.Based
on thede�nition of a datatile, data spaceof DA a ;L ;U canbeformally expressedas
follows:

D A a ; L ; U = ff d1 ; d2 ::d� g j L 1 � d1 � U 1

&& L 2 � d2 � U 2 :: : && L � � d� � U � g

• Seed Data Tile : A datatile, DA a ;L ;U , is describedasa seeddatatile if L = 0.
This tile is used(asa template)to partition the arrayAa into further tiles. As an
example,Figure3(a)shows a seedtile for thearrayDW that is de�ned in Figure
2, andFigure3(b) illustrateshow DW is partitioned into multiple tiles usingthis
seedtile. Thispartitioningis outlinedin Algorithm 1.Multiple seedtilescansimply
formedby changingthevaluesof theentriesof U. By supplyingdifferentseedtiles
asinput to Algorithm 1, weareableto split anarrayinto differentlyshapedtiles.



Algorithm 1 DataT il e(DA a ;L ;U )

1: Tile list := ;
2: for i � = 1 to 
 � by U [� ] do
3: L 0[� ] := i �

4: U 0[� ] := min (i � + U [� ] � 1; 
 � )

5: for i � � 1 = 1 to 
 � � 1 by U [� � 1] do
6: L 0[� � 1] := i � � 1

7: U 0[� � 1] := min (i � � 1 + U [� � 1] � 1;
8: 
 � � 1 )

9: .
10: .
11: for i 1 = 1 to 
 1 by U [1] do
12: L 0[1] := i 1

13: U 0[1] := min (i 1 + U [1] � 1; 
 1 )

14: Tile := D A a ; L 0; U 0

15: Tile list := Tile list
S

Tile
16: end for
17: end for
18: end for
19: ReturnTile list

Fig. 4. The iteration set corresponding a
data tile in the array DW (accessed by
the code fragment in Figure 2) and the
second loop nest in the code fragment.

2.3 Iteration Set and Co-tile Formation

An iterationset is associatedwith a loop nestNn , anda datatile DA a ;L ;U . It is the
subsetof theiterationspaceof Nn , in which theelements(iterations)have theproperty
that  r =w

p (I � ) 2 DA a ;L ;U . That is, it is the setof all iterationsin a particularloop
nestthat accessesthe locationsin a given datatile. We cancalculatethe iterationset
I (DA a ;L ;U ; Nn ) of datatile DA a ;L ;U andloopnestNn as

I (D A a ; L ; U ; N n ) =
[

 
r =w
p 2  

[

I � 2N n

f I � j f  r =w
p (I � ) \ D A a ; L ; U g 6= ; g: (1)

Figure 4 shows the iteration set correspondingto the datatile of the array DW
andthesecondloop nestin thecodegiven in Figure2. It is possible that the iteration
set I (DA a ;L ;U ; Nn ) accesseslocationsin the arrayA a that lie outsidethe datatile,
DA a ;L ;U . In otherwords,(

⋃

 p
 p(I (DA a ;L ;U ; Nn ))) � DA a ;L ;U 6= ; maybetrue.

Recallthat our overall goal is to captureall the computationsthat needto be per-
formedby a loop neston a datatile. As a consequence,we needto expressthe extra
locationsthatareaccessedby theiterationset.As mentionedearlier, theextra locations
andtheoriginal datatile togetherarecalledtheco-tile of the iterationsetandis given
by:

CD A a ; L ; U ; N i =
[

8  p 2 N n

 p (I (D A a ; L ; U ; N n )) (2)

Usingtheformulationfor iterationsetin Equation(1), theformulationfor a co-tile
given in Equation(2) and the list of all datatiles generatedby Algorithm 1, we can
now generatea list of all iterationset/co-tilepairs.The default list of pairsdescribes
thedefaultprogrambehavior (i.e.,withoutany restructuring). It is thisbehavior thatwe
wantto changewhile maintaining thesamesemanticsastheoriginal code.



Algorithm 2DependenceDetector(Tile list)

1: Dep Array := 0
2: for all D m 2 T il e l ist do
3: for all N i 2 N do
4: calculateI D m ; N i

5: end for
6: end for
7: for all D m 2 T il e l ist do
8: for all N i 2 N do
9: for all D n 2 T il e l ist do

10: for all N j 2 N do
11: if f (

S

 w
p

 w
p ( I D m ; N i ))

T

(
S

 r
p 0

 r
p 0( I D n ; N j )) g 6= ;j j

f (
S

 r
p

 r
p ( I D m ; N i ))

T

(
S

 w
p 0

 w
p 0( I D n ; N j )) g 6= ;j j

f (
S

 w
p

 w
p ( I D m ; N i ))

T

(
S

 w
p 0

 w
p 0( I D n ; N j )) g 6= ; then

12: Dep Arraym;i;n; j := 1
13: end if
14: end for
15: end for
16: end for
17: end for

18: ReturnDep Array

2.4 Data DependencesAcrossIteration Sets

All iterationsin thegivenprogramfragmentare executedin a default ordercalledthe
programorder. This programordercanbe extendedto the pairsof iterationsetsand
co-tiles.In orderto changethecode,theexecutionof iterationsetsmustbere-ordered.
A fundamentalrestriction on whetherwe canre-orderthe iteration setsare ordering
relationsamongthem,whicharealsoknown asdata dependences.

Theexecutionorderof any two iterationscanbearbitrarywith respectto eachother
aslong asthesetwo iterationsdo not have any datadependencebetweenthem.A data
dependenceexistsbetweentwo iterationswithin aloopnestif oneiterationreadsavalue
of a variablecomputedby anotheriterationor if both iterationscomputethe valueof
thesamevariable[7].

Consequently, in order to re-order any two iterationsets,there shouldnot be any
datadependencetherebetweenthem.Furthermore,if wewantto arbitrarily re-orderall
the iterationsets,there shouldnot be any datadependencebetweenany two iteration
sets.Otherwise,it is possiblethatthewrongdata is readby oneiterationsetor written
by anotheriteration set.The restof this sub-sectionpresentsour algorithmto detect
datadependencesbetween iterationsetandco-tilepairs.Thisanalysisisdifferentfrom
conventionaldatadependenceanalysis as we perform it at an iterationsetandco-tile
granularity.

Formally, two iterationsI � andI 0
� within a nest Nn have a datadependencebe-

tweenthemif andonly if

 r
p ( I � ) =  w

p 0( I 0
� ) jj  w

p ( I � ) =  r
p 0( I 0

� ) jj  w
p ( I � ) =  w

p 0( I 0
� ) (3)



Fig. 5. Arrows indicate the data dependence between iteration sets formed by loop
nests in Figure 2 and data tiles formed using the seed tile in Figure 3(a).

is true, where  r =w
p and  r =w

p0 are two references that appear in Nn .
This formulation can be extended to iteration sets and the co-tiles that are accessed

in them. In the context of our paper, a dependence is said to exist between two iteration
sets if and only if,

f (
[

 w
p

 w
p ( I (D A a ; L ; U ; N n )) )

T

(
[

 r
p 0

 r
p 0( I (D A a ; L 0; U 0 ; N n 0)) )g 6= ;j j

f (
[

 r
p

 r
p ( I (D A a ; L ; U ; N n )) )

T

(
[

 w
p 0

 w
p 0( I (D A a ; L 0; U 0 ; N n 0)) )g 6= ;j j

f (
[

 w
p

 w
p ( I (D A a ; L ; U ; N n )) )

T

(
[

 w
p 0

 w
p 0( I (D A a ; L 0; U 0 ; N n 0)) )g 6= ;

(4)

is true.
Based on Equation (4), Algorithm 2 detects the data dependences between the iter-

ation sets formed from a list of data tiles. As we are not interested in re-ordering the
iterations within an iteration set, dependence detection is performed at the level of loop
nest granularity. The algorithm sets Dep Ar r ay[m; i; n; j ] to 1 if a dependence exists
between the iteration set I D m ;N i and the iteration set I D n ;N j , where Dm and Dn are
data tiles created by Algorithm 1. For two iteration sets associated with the same loop
nest, the dependence flows from the iteration set that contains the earlier iterations to
the other iteration set. Let us now discuss what the matrix Dep Array represents. The
dependence relations between iteration sets can be described by a graph in which the
nodes are the individual iteration sets. A directed edge from the node that represents
iteration set I D m ;N i to the node that represents I D n ;N j means that I D n ;N j is dependent
on I D m ;N i . Consequently a node that represents an iteration set that is independent of
all other iteration sets has a fan-in value of zero in this graph. Given these observa-
tions, we can conclude that the matrix Dep Array is simply the representation of this



Position CodeVersion
1 2 3 4 5 6 7 8

1 1 2 3 4 5 6 7 8
2 2 3 4 5 6 7 8 1
3 3 4 5 6 7 8 1 2
4 4 5 6 7 8 1 2 3
5 5 6 7 8 1 2 3 4
6 6 7 8 1 2 3 4 5
7 7 8 1 2 3 4 5 6
8 8 1 2 3 4 5 6 7

Fig.6. The differ ent orders of it-
eration setsin the differ ent ver-
sionsof the code

Algorithm 3 Ver sionGenerator (Po; V )

1: GenerateSeedTile
2: CreateIterationSetsandPartitions
3: Verify dependences
4: while Dependencesexist do
5: if GenerateNew SeedTile() == failurethen
6: ReturnError
7: end if
8: CreateIterationSetsandPartitions
9: Verify dependences

10: endwhile

11: CreateV Versions

graphin anadjacency matrix form. Thedependencerelationsbetweeniterationsetsis
representedpictorially in Figure5.

At this point, we have generateda list of iterationsetswhich whenexecutedindi-
vidually performall thecomputationsthatshouldbeperformedonaparticulardatatile
by theassociatedloop nest.However, it is possiblethat two iterationsets,I D n ;N j and
I D n ′ ;N j , whichareassociatedwith thesamenest andhaveadependencebetweenthem,
might intersect.Thatis, someiterationsmaybelongto bothI D n ;N j andI D n ′ ;N j . In or-
der to producecodethat is semanticallyidenticalto theoriginal code,the intersecting
iterationsneedto be associatedwith only oneof the iteration sets.Assumingthat the
iterationsetI D n ′ ;N j is dependenton I D n ;N j , theintersectingiterationsareexecutedby
I D n ′ ;N j . Thatis, I D n ;N j is setto I D n ;N j � (I D n ;N j \ I D n ′ ;N j ).

2.5 Re-ordering Iteratio n Sets

Thekey requirementfor full re-orderingof iterationsetsis thatthereshouldbenodata
dependenceatall betweeniterationsets.However, thisbehavior isnotexhibitedbymost
real applications.Therefore,we relax this requirementandallow reorderingwhenthe
only dependencesarebetweeniterationsets correspondingto thesamedatatile. That
is, directededgesof the form, I D n ;N i to I D n ;N j which representsdatadependences
betweeniterationsetsassociatedwith thesamedatatile areallowed.Oncethiscondition
hasbeensatis�ed,we� rstgroupall theiterationsetsassociatedwith eachtile. Then,we
partitionthegroupsof iterationsetsinto V groups,whereV is thenumberof versions
of codethatarerequiredandnumbereachpartitionfrom1 to V . Weusethisnumbering
to createa circular sequenceover all the iterationsetpartitions.That is, to createthe
i th versionof thecodetheorderof iterationsetpartitionsis : i , i + 1 ... V � 1, V , 1,
2....i � 2, i � 1. Figure6 presentstheordersof partitionswhenV is 8.

2.6 GeneratingMultiple Versions

ThissectiondescribesAlgorithm 3 to createthemultiple versionsof aninputprogram.
The input to the algorithm is the original programPo andnumberof versions,V , of



thecodethataredesired.In orderto create a semanticallyequivalentversionof Po, a
new seedelement(thathasnot beenusedpreviously) is formed.Then,usingthis seed
element,thedataspaceof Po is brokenup into furtherdata tiles.

Using thesedatatiles andthe loop nestsin Po, thedependencegraphbetweenthe
iterationsetsthatcorrespondto thesedatatiles is created.If thereareno dependences
betweeniterationsetscorrespondingto differentdatatiles,thenthedifferentversionsof
thecodearecreatedusingorders asexplainedin Section2.5. If however, dependences
do exist, a new seedtile is used.If no satisfactory seedtile can be found, an error
is reported.In order to generatethe actualcode,we rely on the Omega Library [15]
which is a polyhedraltool in which iteration spacescanbedescribedusingPresburger
arithmetic[16]. Giventhedescription andorderof theiterationtiles,thecodegenutility
of the Omega Library is usedto generatethe actual loop nests.Oncethe loopshave
beengenerated,they arecombinedsothatthegeneratedcodeis ascompactaspossible.
However, thecombining is donesuchthat theorderbetweentheiterationsetsremains
the same.In fact, the combining methodsimply generatesloops that iterateover the
partitionsof iterationsets.A portionof thesemanticallyequivalentversionof thecode
correspondingto onedatatile is shown in Figure??.

2.7 Data Tile Selection

Sofar we have ignored
int DW[10][10][4];

for (J=2;J<=5;J++)
DW[1][J][1] = 0;

for (J=2;J<=5;J++)
for (I=2;I<=10;I++)

DW[I][J][1] = DW[I][J][1] -R*(DW[I][J][ 1]
-DW[I-1][J][1]);

for (J=2;J<=5;J++)
DW[10][J][1] = T1*DW[10][J][1];

for(II=3; II<= 9; II++)
for (J=2;J<=5;J++)

DW[II][J][1] = DW[II][J][1] -R*(DW[II][ J][1]
-DW[II+1][J][1]);

Fig.7. The codegeneratedfor onedata tile of the code
given in Figure2.

the problemof generating
the actualseedtiles which
divide thearraydataspace
into its componenttiles.

The potential spaceto
explorein ordertoselectap-
propriateseedtiles is vast.
We �rst trim this spaceby
consideringonly thosetiles
whoseboundariesarepar-
allel to the axesof the ar-
ray that is being tiled. The
rationalebehindthis is that
theoutputcodesgenerated
usingsuchtiles tendto be simpler that thosegeneratedusingarbitrary tiles. That is,
if thearrayis δ-dimensional,theseedis shapedregularly, andthereferencesfrom the
loop nestto thearrayarethroughaf�ne expressions;theniterationsetsthataccessthe
datatilesareregularin shape.

Further, aswe requireV differentversions,we assumethatthesizeof theseed tile
shouldimply that thereareV datatiles. This alsoimplies that the iterationsetsin an
iterationsetpartitionareall associatedwith thesamedatatile.

Let us considera δ-dimensionalarray, A[n1, n2, ..n� ] for which V uniqueseed
tiles arerequired.AsA is δ-dimensional,any seedtile of A, S[s1, s2, ..s� ], is alsoδ-
dimensional.Therefore,theproblemof �nding thevaluesof s1, s2, ..s� which de�nes
theshapeof theseedtile translatesinto theproblemof selectinganappropriatevalueof



si from thefactorsof ni suchthat
P

i si = V . As ni is boundedby thearraysizelarge,
thenumberof combinationsfrom whichS[s1; s2; ::s� ] is selectedis not very large.

2.8 Handling Multiple Arrays

Our formulationsofarhasassumedthatthereferencesin theloopnests(of thecodefor
whichwemeantto generatemultiple versions)accessasinglearray. In orderto extend
our approachto multiple arrays,we �rst needto extendtheconceptof aniterationset.
An iterationset is now associated with a loop nestaswell asdatatiles belongingto
different arrays.As a result, the iteration set is expressedasI f D g;N j , wheref Dg is
the setof datatiles (from differentarrays)which areaccessedin that iteration set.If
the loop nestassociatedwith the iterationsetdoesnot containreferencesthat access
an arrayf Dg will not containa datatile from that array. Consequently, dependences
betweentwo iterationsetscanpotentially occur if they bothaccessa commonlocation
in any arrayusedby theprogram.

Another considerationwith multiple arraysis how the seedtile for eacharray is
created.One approachis to simply have the sameseedtile for eacharray. Another
approachis to createdifferentseedtiles for differentarrays,wheretheshapeof a seed
tile associatedwith onearrayis independentof theseedtile chosenfor anotherarray. In
yet anotherapproach,a seedtile is createdfor a chosenarrayA s with a �x ednumber
of elements.Theratio of theelementsin a seedtile for anarrayA s0 is �x edrelative to
thenumberof elementsin aseedtile usedfor A s, andbasedonthenumberof elements
in this seedtile, the shapeof the tiles is determined.Consequently, by changingthe
numberof elementsin theseedtile usedfor A s theseedtile usedfor A s0 is changed.As
eachapproach potentiallygivesusdifferentversionsof code,theapproachwe choose
dependson thenumberof versionsthatneedto becreated.Thedefault approachused
is theonein whicheachtile in eacharrayis of thesameshape.

3 Implementation and Experiments

While our automatedapproachcanbe usefulin any scenariowheremultiple versions
of the samecodeareneeded,we focuson oneparticular scenarioin this work. This
section�rst describesthetargetedscenariowhereour proposedapproachis applied.It
then illustratesthe architectureof the tool that is createdbasedon the approach.Fi-
nally, it describestheexperimentsconductedusingthetool in thetargetedscenario.As
mentionedearlier, soft errorsarea growing threatto thecorrectexecutionof anappli-
cation[11–13].A soft error is de�ned asanunwantedchangein thestate of a bit in a
computer's componentsuchasthe memorysystem. It can result from particlestrikes
on logic deviceswhichcausethebit representedby thedevice to �ip. Increasedscaling
of technologyhasexacerbatedthis problem[14]. As result,theproblemof soft errors
hasreceivedconsiderableattention with many proposedhardwareaswell assoftware
solutions.In chipmultiprocessor(CMP)architectures,redundant-threading(RT) is one
of thewaysto overcomesoft errors[17]. In anRT framework thesamecodeis simul-
taneouslyexecutedacrossall the processorsandperiodicallytheresultsarecompared
to checkif the computedresultsacrossthe different threadsagree.If they agree,it is



Fig.8. Detailsof the �o w within the tool. Phase1 involvesthe creationof data tiles
(Section2.2) using a unique seedtile (Section 2.7). Phase2 involves the parsing
of the input codefragment, formation of iteration sets(Section2.3), and detection
of data dependencesbetweenthem (Section2.4). Phase3 re-orders iteration sets
(Section2.5).Finally, phase4 generatesthe output codefragment usingthe Omega
Library (Section2.6).

assumedthat no error hasoccurredasonly a singlesoft error is expectedin any sin-
gle threadandin any time frame.Anotherway is to run the codemultiple timesone
after anotherand to checkwhetherthe resultsfrom eachrun agreewith eachother.
Obviously, runningeachversionsimultaneously, if the resourcesareavailable,is the
preferredoptionasit results in a faster�nish time for the thread.Thedisadvantageis
thatin aCMPthatis basedonthesharedmemoryconcept,threadsthatoperatesimulta-
neouslyin theRT framework wouldreadthesamedatafrom memoryin closetemporal
proximity. Therefore,if a datumin memory is corruptedby a soft error, running the
samecodemultiple timesin parallelcould result in thecorruptedvaluebeingreadby
all threads.Sucha readcouldresultin thewrongresultbeingcomputedandthis error
wouldremainundetectedin currenttechniques.Althougherror correctingcodes(ECC)
have beenproposedto overcomeerrors in the caches,ECC is not a viable solution
in all computingsystemsdueto the high costsit involves,especiallyform the power
consumptionangle[18,19]. Furthermore,ECCwould not catchmultiple errors,which
wouldbedetectedby our method.

Weproposeto useourautomaticversioningalgorithm to createmultipleversionsof
the thread.Theseversions,whenrun in parallel,will accessdatain differenttemporal
orders.Thus,theproposedapproachwill achieve temporaldiversitywithout increasing
theoverall executiontime. As a result,a particulardatumwhich is corruptedat some
time during the executionof the threads,could be accessedbeforecorruptionby one
threadandaftercorruptionby another. Therefore,it is possiblethat thechangedvalue
of the datumwill be observable in the resultsof the different threads.Obviously, if
thedatumdoesnot affect theendresult,theproposedapproachwould performexactly
like the RT caseanddeclarethat no soft error hasoccurred.However, if that datum
affectstheendresults,ourapproachis morelikely to detectit. A tool wasimplemented
basedon thedatatile basedcoderestructuringapproach(seeFigure8). This toolsuses



Fig.9. The graph shows thenumber of errors in the array DW for differ ent error
injection ratesusing the default RT schemeand the proposedapproach.

theOmega Library to evaluatethe relationsdescribedin Section 2 andto generatethe
loopscorrespondingto the �nal relationsusingthe Library's codegen utility on each
relationoneby one[20]. Thetool wasusedto automaticallycreateeightversionsof the
tsfbenchmarkshown in Figure2 usingtheseedtile shown in Figure3(a).Eachversion
useda differentorderof iterationtiles shown in Figure6. Therefore,eachiterationset
will executeataparticulartimeslot in at leastoneversion.In anerrorfreescenario,the
differentversionsshouldgeneratethesameresults.However, in caseof asofterror, two
versionsmay differ in the resultsgeneratedfor a particulariterationset.In that case,
the versionthat scheduledthe iterationsetearlier thanthe other is assumedto be the
correctone.That is, the error is assumedto have occurredbetweenthe executionsof
theearliersetandsetexecutedlater.

We ran the original benchmarkin conjunctionwith a fault injection module[21]
to simulateexecutionunderthe soft error scenario. This setupwasusedto recordthe
stageatwhicheacherrorwasinjectedandwherein thememoryspaceit occurred.Then,
eachautomatically generatedversionof thecodewasrunundertheerrorinjectionmode
usingthepreviouslyrecordederroroccurrenceandtheresultswerecomparedwith each
other. A simplearbiteris usedto reasonabouttheresultsthataregenerated.If theresults
of any datatile in theautomaticallygeneratedversionsweredifferent,thearbiterchose
the resultsof the versionin which the iteration tile correspondingto the datatile is
executedearlier. In order to simulateRT, the errors recordedearlier are injectedfor
eachversion,oneatatime.At eachstage,any errorthatis not injectedinto thememory
is assumedto becaught,but any changesto thememoryitself areallowedto propagate.
Figure9 showsthenumberof remainingerrorsin theproposedapproachascomparedto
thestandardRT approach(whichusesthesameversionin eachprocessor)for different
injectionrates.It canbeseenthat theproposedapproach reducesthenumberof errors
thataffect theendresult.

4 Concluding Remarks

Thispaperpresentsa tool thatusescoderestructuringtechniquesto automaticallygen-
eratemultiple semanticallyequivalentversionsof a givennumericalapplicationthat is



organizedasa seriesof loopsthataccessdatain arrays. We createddifferentversions
of the codethat differ in the order in which they accessthe dataandusedthesedif-
ferentversionsof thecodeto detecttheoccurrenceof soft errorsduring theexecution
of thecode.We believe that, this tool providesan inexpensive andautomatedmethod
to enablefault toleranceto critical applications.Our plannedfuturework includesde-
veloping more techniquesto generateseedtiles easily and developing techniquesto
generatemorecompactcode.Wealsoplanto useour tool in otherscenariosthatbene�t
from multipleversions.
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