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Abstract— Data privacy is one of the key challenges faced
by enterprises today. Anonymization techniques address this
problem by sanitizing sensitive data such that individual pri-
vacy is preserved while allowing enterprises to maintain and
share sensitive data. However, existing work on this problem
make inherent assumptions about the data that are impractical

class of techniques guarantee data privacy by adding
noiseto the sensitive data and thus preventing identifica-
tion. Solutions in this category can be further classified
based on whether the setting considered is interactive
or not. Solutions such as [5] [6] add noise to perform

in day-to-day enterprise data management scenarios. Further,
application of existing anonymization schemes on enterprise data
could lead to adversarial attacks in which an intruder could
use information fusion techniques to inflict a privacy breach.
In this paper, we shed light on the shortcomings of current
anonymization schemes in the context of enterprise data. We
define and experimentally demonstrateWeb-based |nformation-
Fusion Attack on anonymized enterprise data. We formulate the
problem of Fusion Resilient Enterprise Data Anonymization and
propose a prototype solution to address this problem.

specific data mining tasks in a non-interactive setting.
More recent solutions such as [10] add randomized noise
in an interactive setting where-in the particular function
to be evaluated on the data is knoapriori.

In this paper, we consider @on-interactivesetting where
the data needs to beeleasedpublished We focus on par-
titioning based schemes as they are readily applicable to
generic databases including data with categorical ateggu
Table | depicts a typical individual-specific data consatkn
partitioning based anonymization literature. Observe tinere
lgg(ists aclassificationof data attributes (as shown in Table 1)
into three different types:

I. INTRODUCTION

Data privacy is one of the key challenges faced by e
terprises today. Sensitive individual-specific inforroatisuch
as customer data, employee data etc are maintained and) ldentifier Attributes: Attributes carrying explicit iden-
used for various purposes. Several instances of data privac  tifiers such alName SSNetc.
breaches [1] in the recent past have resulted in financiaklis w 2) Quasi Identifier Attributes: Attributes that could indi-
as reputation losses for enterprisAaonymizatiortechniques rectly lead to identification of individuals in the database
address this problem bganitizing sensitive data such that such asAge Zipcodeand Genderetc. These are also
individual privacy is preserved while allowing enterpsse sometimes referred to dson-Sensitivattributes.
maintain and share sensitive data. Recently, there has@een3) Sensitive Attributes: Attributes carrying the sensitive
lot of work [2] [3] [4] [5] [6] on data anonymization schemes. information about the individuals such &sease In-
These techniques can be broadly classified into two types: comeetc.

« Partitioning based anonymization schemes The first Based on this classification, existing solutions assume tha
class of technigques guarantee privacy by partitioning tilee Identifier Attributesin the database are strippeatior
data such that an adversary cannot uniquely identify th@ the anonymization process. This was under the implicit
individuals falling in each partition. The basic ideologyassumption that the identifier attributes were necessatiyemne
behind these techniques lidending in the crowdvhich for the release nor for the intended purpose of the release.
guarantees that an individual or entity cannot be distitve believe that this assumption is too restrictive and is
guished from a minimum number of other peoplé- even impossible in some scenarios where the presence of
anonymity [2], I-diversity [4] and other work in this explicit identifiers isnecessaryfor the intended purpose of
line [7] achieve partitioning througlyeneralizationand the anonymized release [11]. Consider the following sdenar
suppressiontechniques. On the other hand, techniques Enterprise Data - Example : Table Il depicts a customer
such as [8], [9] achieve this byglustering the data. database in a typical financial institution. The data corstai
Partitioning based solutions are mainly appliednmn- names of all the customers along with certaion-sensitive
interactive scenarios where the data needs topudb- and sensitiveinformation. The non-sensitive attributes are:
lished/releasedhfter anonymization. Investment Volume Index (Invst Vb indicate the volume

« Perturbation based anonymization schemesThe other of investment (number of shares traded etc.) made by the



Identifiers Quasi Identifiers Sensitive

Name SSN Zipcode | Age | Nationality Condition
Alice 111-111-1111|| 13053 28 Russian AIDS
Bob 222-222-2222| 13068 29 American Flu

Christine | 333-333-3333|| 13068 21 Japanese Cancer
Robert | 444-444-4444] 13053 23 American Meningitis

TABLE |
SENSITIVE DATABASE

customer in the pasthvestment Amount Index (Invst AmtDOne way to internally release this table is to remove the
to indicate the amount of investment (amount involved ioustomer salary information and publish the non-sensitata
previous trades etc.) made by the customer in the @asd; asitis. The problem with this approach is that one can etima
tomer Valuation (Valuationjo indicate the assigned value ofthe sensitive data based on the non-sensitive information
the customer. The onlgensitiveattribute, Customer Personal present in the release. The solution is to anonymize the non-
Income (Income)corresponds to the customer’s personal irsensitive information and remove the sensitive infornratio
come. Databases such as this are an integral part of esesprirable Il shows the anonymized release of this data using par
and are maintained and used for key operations everydaydtitioning based anonymization scheme suchiasnonymity
this paper, we shall refer to them BEsiterprise Databases proposed by Sweeney et al. [2]. We us&anonymization
The internalreleaseof such data along with explicit iden-as a representative of partitioning based solutions foa dat
tifiers (Customer Nam@ss a necessity for several enterpris@nonymization as other solutions in this category produce
operations such as accounting, record keeping etc. Howemilar results.
at the same time, such a release should not compromise the

. L . Name Invst Vol | Invst Amt | Valuation | Income

privacy of sensitive informationQustomer Personal Incoe Alice 510 (5-10] 15 -

Note that trivial solutions such as removal of identifiers or Bob 5-10 15 15 -

use of pseudonyms are not viable in such scenarios. The key|| Christine | [1-5] 1-5 1-5 -

properties here are: Robert | [5-10] [5-10] [5-10] -
TABLE IIl

« The inclusion of identifying information is necessary for
the releaseto serve the intended purpose.

« Sensitive data disclosure should not be compromised even
in the presence of explicit identifiers.

ANONYMIZED ENTERPRISEDATA

Table Ill is now deemedsafe and is released internally
within the enterprise. Now, consider the scenario in which a

Name Invst Vol | Invst Amt | Valuation | Income . . .
Alice 8 Vi v 91.250 adversary employeBobis granted access to this anonymlzed
Bob 5 4 4 74, 340 release. Note that the release does not &ub the sensitive
Ch”ts)“”e 4 S > 75,123 information i.e customer personal income data. However, he
Robert 9 8 9 98,230 has access to non-sensitive information such as the custome
TABLE I valuation, investment volume et®obs goal is to use the
ENTERPRISEDATA anonymized release to estimate the customer personal ecom

values. To achieve this, he uses the customer names prasent i

) _ ] the release to search for additional information about the c
In the enterprise database scenario described abOygners available on the web which will help him estimaterthei

anonymizing data using existing techniques falls short {fbrsonal income. For example, he collects information &bou
providing adequate protection against adversarial atahis e customersEmploymentProperty Holdingsetc. Example
is because existing techniques [2] [3] [4] make an assumptigf sy ch data collected from the web is shown in Table IV. Now,
that Identifier Attributesare strippedprior to the anonymiza- y fysing this information with the anonymized release the
tion process. Consider the possibility in which an adversaggyersary can estimate the sensitive customer persomahinc

(possibly aninsider) is given (or otherwise acquires) accesgormation. In this example, let's say the income range for
to the anonymized release of an enterprise database. Now,

the adversary can use the identifiers present in the release

to collectauxiliary information about the individuals present Name Employment Property Holdings
in the d b f ltitud f h h b Alice CEO, Deutsche BanK 3560
in the database from a multitude of sources such as the we Bob Manager, Verizon 1500
(homepages, blogs etc). The adversary could thee the Christine Assistant, NYU 720
auxiliary information with the anonymized release to estien Robert CEQ, Microsoft 5430
sensitive data. TABLE IV

Web-Based Information-Fusion Attack : Consider the AUXILIARY DATA COLLECTED BY THE ADVERSARY

enterprise data example described earlier as shown in Tlable



all the customers is [$40000 - $100000] and could be dividgaioblem of Fusion Resilient Enterprise Data Anonymization
into three classekow [$40000 - $60000]Medium [$60000 We then present our solution strategy to address the problem
- $80000], ancHigh [$80000 - $100000]. Now, consider thethrough incremental anonymization in Section 5. Section 6
customerRobert With an estimated valuation falling in thepresents experimental results by demonstrating the atiack
highest range [5-10Bob concludes thaRobertfalls into the a real data set and presenting the prototype solution. @ecti
highest income category [$80000 - $100000]. By looking &t provides the conclusion and future work.

his employment and property holdings (and possibly other

auxiliary information),Bob can further improve his estimate

and conclude thaRobertfalls into upper category [$90000

- $100000] of theHigh income class. Based on this, he Il. RELATED WORK

estimates thaRobert'ssalary is the average of range [$90000

- $100000] i.e $95000. This example demonstrates, how, by

. - ) : . Data privacy has received a lot of attention from both
using the auxiliary information obtained from the web an . - .
. . ) computer science and statistical research communities. In
adversary could obtain a close estimate Ridbert’s actual

income. Although in the above example the attacker uses ﬁ}gUstlcal literature, studies on data confidentialit?][{13]

understanding of the data fosethe anonymized release withProPose the use of m‘."lmx masks for anonymizing data. In
web data, in reality, he could use variowdormation Fusion the computer science literature, several recent studiefS]2

techniques for this purpose. Information Fusion is a Welp_ave been done in the context &f-anonymity. Ferrer [9]

. ) ) : . roposed heuristic algorithms for optim&l-anonymization
studied paradigm in which multiple data sources are used’tQ o . .
. : on quantitative data. Several problems witanonymity based
improve knowledge extraction.

In the attack demonstrated above, an adversary with accggrtltlonmg techniques have been studied in [4] [7] aneath

. X o . . ni4], Machanavajjhala et al. pointed to the possibility of
to anonymized enterprise data gleans auxiliary infornmatio . : I
. . . . attacks onk-anonymized data because of lack of diversity in
from the web and uses information fusion techniques to infli . . - :
. . e sensitive values corresponding to each partition.rliate
a privacy breach. In this paper, we refer to such an attack

Web-Based Information-Fusion Attack enterprise data. This ﬁ? L'. ?t al. provided an argumer.lt. thaddiversity is T‘e"her
is illustrated in Figure 1. Note that this attack is an ex&mp? sufficient nor a necessary condition to guard againstiattac

of an attack-model in which &uman-in-the-loopinflicts a on k_—an(_)nymlzed dg’ga. They prop_osgd a scheme_ n which the
privacy breach. distribution of sensitive values with-in each partitionoshd

not be far from the distribution of sensitive values in the

T TR T ——— original data.
C::: EE BT e One of the primary challenges in data anonymization is
B L — to take into consideration thauxiliary information (also
Anonymized Release % . e Auxlialy Data called external knowledgebackground knowledger side
@ information) that an adversary can glean from other channels.
. Recent work on partitioning based techniques [4] [14] [15]
@ has attempted to define adversaty&ckground knowledgend
possible privacy breach based on this. Martin et al [14] jpl®v
@ a first formal treatment of adversarial background knowdedg
[ [ They propose a language for expressing the adversary’slknow
L | e edge based on conjunctive propositions. More recentlynChe
Estimated Sensitive Data et al. [15] have attempted to fill this gap, by proposing an ex-
tension to the same language based framework. Howeveg, thes
Fig. 1. Web-Based Information-Fusion Attack models do not consider auxiliary information obtainesing
identifying information present in the anonymized release
A. Contributions and Organization On the other hand, there has been some work [16] [17] [18]

In this paper, we demonstrate the shortcomings of existh addressing the problem of anonymizing sequential regeas
ing anonymization schemes when applied to enterprise ddtae problem here is to ensure that the current release of
through theWeb-Based Information-Fusion Attadkur main a particular data set does not lead to a disclosure with
contribution is the formulation ofFusion Resilient Enterprise respect to previous releases on the same data set. Orthogona
Data Anonymizatiomproblem. We propose an iterative schem& these works,in  [19] Wong et al prove that adversary’'s
to find an optimal anonymization that offers maximum proknowledge of the anonymization algorithm could lead to a
tection against such attacks for a given dataset. The restpoivacy breach. In [20], Aggarwal et al. pose the problem
the document is organized as follows: Section 2 provides thé adversarial rule mining attack on anonymized data. Our
related work to this problem. Section 3 elaborates on the-Wekork is critically different from these studies as we coesid
Based Information-Fusion Attack and discusses the assurinferential attribute disclosure based émformation Fusion
tions made regarding the attack. In Section 4, we formulete tusing external information sources.



1. WEB-BASED INFORMATION-FUSION ATTACK it is not practical to completely prevent such attacks. Have
A. Information Fusion by estimating the auxiliary information that an adversasyld
collect, we carminimize the extent of privacy breaah case
of such an attack. This forms the primary goal of our problem
gprmulation: For a given sensitive dataset, we need to find an
aaﬁonymization such that the release causes minimum breach
Y case of a fusion attack. On the other hand, one of the
important factors involved in data anonymization is thity
of the release [22] [3]. The utility of an anonymized release

k . . is a measure of usefulness of the release for the intended
provides a mechanism tmap a set ofinputs to a set of o
outputs using a set ofrules We refer the reader to [21] purpose 5.th asa specific task to be performed on the data

! Ex. Classification etc. Several standard measures suct2hs [2

“have been proposed in the literature to compute data utility

involved in creating a fuzzy inference system is to detem”ﬁence the secondary goal of our problem formulation is to

the inputs and outputs In the web-based information-fusion o S 4 :
. . . . maximize data utility. With these goals in hand, we proceed

attack, the inputs include all the data attributes avadlabl .

t(} formulate the overall goal as follows:

?r?e zi\:(ﬁirsl?ryd through: 1. The anonymized release an_d Let P = {p;;}mxn be a sensitive private dataset defined
y data collected through the web. In our running s oite set of attribute§P, P P}

example from Section 1, the attributésvestment Volume Lot O = o be th .1|.’ 2’6' " " thered by tive
Index Investment Amount Indegustomer Valuatiorfrom the et Q@ = {q}rxs be the auxiliary ata gathered by

. ) ) . truder from the web over a set of attributé®1, @2, ..., Qs }.
anonymized release in Table 1l form the first half of input ow, let P be acandidateanonymization ofP
to the information fusion system. The attributesiployment ot F be aninformation fusionsvstem that tékes i and
Property Holdingscollected from the web form the seconol(:2 as inputs and produce. an eystimate o
half of inputs. The output consists of single attribi@astomer Let U bg a measlzre of utiiit o’ '
Personal Incomewhich the adversary intends to estimate. I%oal The goal of Fusic))/n R.esilient Enterprise Data
the second step, the adversary defifuzzy-set definitionor o y )
each of the input and output attributes. He then uses doméﬂonyml.zatm.n.s to computea P’ from P s.uch tha.\t.
knowledge to formulate a set ailesmapping the input fuzzy 1) P’ is resilientto Web-based Information Fusion Attacks
sets to the output fuzzy sets. Figure 2 illustrates the syste 2) ThetUt'“ty U offered by P' meets the release require-

ments.

Inputs Inference Rules Output To formulate the problem based on the above goal, we need
et to quantify theresilience to web-based information-fusion
Level 3-[8-10) attacks. We define this using the following definitions:

PerfRev 1 (PR1) ] Definition 1 Dissimilarity (D; o D) For two datasetsD;

j —E=E=t and D, representing the same set of individuals and the same
Lo o f:l'tm;'.d set of attributesD; o D, is a measure oflissimilarity between
High - [Above 70] them
L"':f“‘;‘o';’“jg';] For two dataset$ D1 }.,xrn and{Ds},,«. representing the
Med - [1000-2500] same set of individuals, we compute the dissimilarity using
High - [2500.6000] mean square distande; and D-:

Citations (C)

In this paper, we ustuzzy inferencingo build an Informa-
tion Fusion system. This section provides a brief intromunct
to fuzzy inferencing and how it can be used by the advers
to fuse the anonymized release with web-based auxili
information.

Fuzzy Inferences a well-studied paradigm based @rezy
logic, fuzzy if-then rulesand fuzzy reasoningBasically, it

[ If Perf-Rev1 is Level 3 then S is High

« If Perf-Rev1 is Level 2 & C is High then

Sis High Low — [$80000 - $95000]

Med - [$95000 -
$120000] ™

High - [$120000 -
$160000]

Employee Salary (S)

oIf Perf-Revl is Level 1 & P is Low then

Sis Low

(more)

[ DE-FUZZIFIER]
[
[<]
i

1
Fig. 2. Fuzzy Inference System DyoDy = m * TT((Dl - DQ)T(Dl - Dz))

wherem is the total number of records in each database and

B. Attacker Capability Tr(A) of a matrix A is the trace of4, i.e the sum of the

We assume that the intruder is arsider who is given or elements of the main diagonal.
otherwise acquires access to the anonymized data. Thus, thAs defined earlier,P is an estimate ofP made by the
intruder has access to individual identifiers that can bel usadversary based on a candidate rele&eand web-based
to index into the web and other data sources. The intrudauxiliary data@ using the information fusion systeif.
is assumed to have the domain knowledge about the data to
perform information fusion. P=F(P,Q)

IV. PROBLEM FORMULATION In order for privacy ofP to be protected, the dissimilarity
In this section we formulate the problem &lusion Re- between” and the estimate made by the advers&yyneeds to
silient Enterprise Data Anonymizaticto address web-basedbelarge. The more the dissimilarity’o P, the better protected
information-fusion attacks. Since it is not possible tomfifg P is. Also, the dissimilarity betwee#® and P quantifiesthe
the amount of auxiliary information the adversary can ajle protectionoffered by the corresponding’ against information



fusion attacks. Based on this, we now defirfeugion Resilient  Let T, be the minimum utility required for the release. Now,
Anonymizatioras: the above generic problem statement can be instantiated as:
Definiton 2 Fusion Resilient Anonymization An Problem Statement:Find P/, such that
anonymizationP’ of a given sensitive dat# is resilient to 1.
fusion attacks if the dissimilarityP o P) betweenP and P ¢
is above a certain threshold valug,.
So, for a candidate anonymizatid?l to be asaferelease,
the correspondingPo P) needs to be above a certain threshold V. SOLUTION

value 7). It is obvious to note that, among all the possible |, this section we propose a simple iterative algorithm to
anonymizations £'s) that satisfy this property, the one thating the fusion resilient anonymizatiofor a given sensitive
has maximum value ofP’ o P°) offers maximum protection. gataset. The strategy is to take any basic anonymization
So, for the anonymizatio®’ to offer maximum resilience t0 gcheme such ds-anonymization anihcrementallyanonymize
web-based information fusion attacks, thissimilarity (PoP)  he data. The level of anonymization is increased in steps
needs to be maximized. o , . (increasek in steps), until the utility of the release falls below
~ Recall that in addition to maximizing the protection againg, hreshold. In each step, the web-based fusion attack is sim
information-fusion attacks, the utility of the releas&){ jated to find whether the resulting candidate anonymimatio
should be maximized. L&y, andV> be the weights assigneders enough protection. If yes, the candidate anonyridizat
by the publisher for privacy protection against informatiojg yetained, otherwise it is discarded. This results in acfet
fusion attacks and data utility respectively. Now, the finaly candidateanonymizations present in tiselution spacewe
objective can be stated asweighted sum of protection andihen search for the optimal anonymization level that oftaes
utility of the form: maximum weighted sum of protection and utility. Figure 3
Wi (PoP)+WysU illustrates our approach.

Algorithm 1 presents this solution in procedural format
as FREDAnonymization (Fusion Resilient Enterprise Data
Anonymization). The algorithm uses the Baginonymization
procedure that takes a sensitive data and level of anonymiza
tion as inputs and produces an anonymization of the inpat dat
to the corresponding anonymization level. For this, anyicbas
anonymization algorithm such as the ones proposed in [9] [3]
can be used to generatekeanonymization. Note that in case
of k-anonymization the minimal level of anonymization is
achieved by using the value = 2. The algorithm uses the
fBasic;Anonymization procedure to anonymize the sensitive
data for increasing values of the anonymization leVebel).

The stopping condition for this loop is achieved when the

'}Iity of anonymized result®’) denoted byU,...; falls below
the thresholdrl’,. In each iteration, the algorithm simulates an
anonymization level. The more the value bfis, the more information fusion attack tp proQuqe the estimate an ‘?‘G’Wrs
the anonymization level. As mentioned in Section 1, in omﬁpu'd obtain Licver)- The_d|.SS|m|Iar|tybetlween the estlmqted
work, we useK-anonymization as the basic anonymizatio alues Pieyer anc_i the_or!glnal valuesP_ is computed using
scheme. For a given dataset let : denote the anonymizationt € procedure D|55|m|lar|ty/|ea_su_re .Wh.'Ch takes two datas_ets
level and P! denote the release obtained by anonymizifg as 'an!t and outpu_ts th_e d|55|m||_ar|Fy_va_Iue_as described
to leveli. We use thaliscernibility metricdefined in [22] to in Section 4. At this point, the dissimilarity is compared

measure the utility of &-anonymized data set. The metric cafdainst a threshold V‘TJ‘MEP to. chep K if thg anonymlzatmn
be mathematically stated as follows. offers enough protection against information fusion &sac

If yes, the weighted sum of dissimilarity and utility is com-

Cpuml(g, k) = Z \E|2+ Z |D| * |E| puted and stored ad#(:). Finally, the algorithm searches
V|E[>k v|E|<k for the anonymization level that offers the maximum value

for the weighted sum of protection and utilité,,,,... The

data set induced by-anonymization ofy using the valuek. a.n'onymlzatlonlli;’m correspondmg (W mq IS the fusion re-
The reader is referred to the original paper for further itieta Siliént anonymization of the original data that offers nmaum
Based on the above definition, let the utility Bf be denoted Weighted protection as well as utility.

by U;. The optimization functiorf can now be defined based VI. EXPERIMENTAL RESULTS

on anonymization level as:

= max H;
ot Vi

where, (P o P;) > T, andU; > T,,.

Now, the problem can be stated as,

Problem : Given a private dataseP, web-based dat&)
and an information-fusion systeif, find the fusion resilient
anonymizationP’ that maximizes = Wy s (PoP)+ WU,
whereP represents the estimate Bfbased o’ and( using
F.

In order to solve the abowveptimization problemwe need
to find the optimal anonymizationP’ in the solution space
containing all possible anonymization?'s that satisfy the
fusion-resilient-anonymization property defined earli®ne
way to look at thissolution spacds to consider the set o
all anonymizations possible by anonymiziig to different
levels Note that the definition cAnonymization Levalepends
on the specific anonymization scheme to be employed.
example, inK-anonymization, the value df represents the

where E refers to theclustersor equivalence classed the

R In this section we present experimental results by demon-
H; =W;x(PoP;)+ Wy xU; strating theweb-based information-fusion attack a real-life
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P < Sensitive Data

Wy < Protection Weight

- Wy « Utility Weight

: level — —1
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. repeat

level « level + 1
Ifl’evel — BasicAnonymization, level)
Pl€U€£ — F(Pl/avel’ ) .
P o Pjeye; — Dissimilarity MeasuréP, Picqc;)
Ujever < Utility( F)l/evel)
if (PoP;)>T, then
H(Z) — Wl * (P o —plevel) + W2 * Ulevel
t—i+1
end if

: until Ulever > Ty

D lmaz <1 — 1

: Hmam — H(O)

for i =110 = iyq, dO

if H(i) > Hpae then
iopt — 1
end if

: end for
:return P/

t

dataset. The goals here are to quantify the informationeghin
by the adversary through information fusion and demorsstrat
the FREDAnonymization algorithm.

A. Setup

The sensitive dataK) is collected from a real-life enterprise
(a public university) and contains salary information and
performance review numbers of the employees (faculty). The
employeeSalary is the sensitiveattribute while the perfor-
mance review numbers are tm®n-sensitive attributesThe
data is anonymizedR’) so as tosuppressall of the salary
information andk-anonymize the non-sensitive attributes using
microaggregatiorbased:-anonymization proposed in [9]. The
external data) is collected from the employee web pages
and external links from there. Based on domain knowledge,
we formulate a simplistic set of knowledge rules to fude
and @ and build a fuzzy inference system to estimate the
employee salary as illustrated in Figure 2. All the rules are
assigned uniform weights.

All the experiments were implemented using Matlab on a
PC with Intel Pentium 4 (1.8GHz) processor and 1GB of RAM
running Microsoft Windows XP.

B. Information Gain

Our first study aims to quantify thiaaformation gainob-
tained by the attacker in estimating the sensitive datdy
introducing web-based auxiliary informatia@p. Consider the
adversary’s knowledge of the original data at two stagdzel.
fore information fusion, and 2After information fusion. Recall
that to start with, the adversary has access to the anongimize
releaseP’. The adversary then collecty and fuses this with
P’ to obtain P. So, before performing information fusion, the
adversary’s (best) knowledge about the original data is the
anonymized version itself, i.&’ (in the absence of)). In



this case, we have the dissimilarity between the original an et
the adversary’s estimaté® o P) == (P o P'). Figure 4 plots
this (P o P’) for increasing values of. It is not surprising to
observe that tha&lissimilarity increases a# increases, since
the level of anonymization increases with After performing
information fusion, the adversary obtaiftsby fusing P’ with
Q using F'. Figure 5 plots thigP o 15) for increasing values
of k. Notice that(P o P) is lesser thar{P o P') for all values
of k. In other words, the estimate made by the attadiey
after information fusion is closer t¢P) than when compared
to the estimate availableeforeinformation fusion(P’). The
difference betweefiPo P’) and(PoP) is precisely the amount T
of information gained by the adversary through information
fusion. Hence, thénformation GainG of the adversary is the
difference between the closeness of the estimates awilabl
before and after information fusion.

Dissimilarity (P~P*)

5 10
Anonymization Level (K)

Fig. 5. After Information Fusior(P o P)

G=(PoP)—(PoP)

Figure 6 plotsG for increasing values df. It is interesting
to observe thatz does not necessarily increase with This
implies that as the level of anonymization increases, the
information gained by the attacker decreases. The reason fo
this is that as the level of anonymization increases, thatinp
(P") to the information fusion system gets worse and thus
forces the system to output incrementally bad estimates.

Fig. 6. Information Gain(G)

k-anonymity) and is equal to the product of the size of the
whole data set and the size of the cluster.

o _[IEP iflBl =k
7 |D|*|E| otherwise

5299

Using this definition, we define the utility of the data $&t=
LD {us1 }mx1 @s a column matrix where each entry is the inverse
of the cost assigned to the corresponding data point.

Fig. 4. Before Information FusiofiP o P’) Ui = 1/0‘
(3 - 1

To show how utility of the release varies with increasingelev
C. Optimal Anonymization of anonymization (increasing values &j, we calculate the
utility of the entire release using the discernibility défom

We now study the fusion resilient enterprise dat 7] as:

anonymization that leads to maximum weighted sum of pro-
tection and utility as formulated in Section 4. We use the

_ 2
discernibility metricdefined in [22] to measure the utility Cou (k) = v;k‘m +v;k|D| * Bl
of a k-anonymized data set. The basic idea here is to assign Bl IEl<
each data sample (or vector)cast based on the number of Up = 1/Cpur (k)

data vectors it is indistinguishable from, or in other worithe

size of the cluster it falls into. If the cluster size it fall#o Figure 7 plotsU; for increasing values ok. It is straight-

is greater thark, then the cost assigned is equal to the siZerward to observe that utility of data decreaseé @#screases.
of the cluster. If the cluster size is less thanthen the cost The goal now is to find the optimat value such that the
is much severe (since it does not adhere to the definition resulting anonymization offers maximum weighted sum of



privacy protection and utility formulated as: We defined theNeb-Based Information-Fusion Attaskere-
1 - . 1 r in an adversary uses information fusion techniques to fuse
H = —xTr((PoP)"Wi(PoP))+ —«Tr(U"W2U)  anonymized data with publicly available information frohet
web to inflict a privacy breach. Our experimental demonstra-
sFion of the attack present the practicality and easinesh wit
yhich such attacks might lead to revelation of sensitivadat

We establish the threshold values for protection and it
T, = 3.075 T, = 0.0018 based on experimental observation

For these threshold values, we obtain the solution space

k — 7 to 14. We assign equal weights to privacy protectioXVe formulate the problem of finding fusion resilient data
and utility i.e W, = Wy = 0.5, W, = 0.5 ie  Based anonymizatiorand propose a simple solution to address this
. - — Uy v — Y-YImxnl: .

on this setup, Figure 8 plot for increasing values of: problem..WhiIe it is not possible 'to. gntirely prevent fusion
within the solution space. By running an optimization foe thPased privacy attacks, one can minimize the extent of breach

maximum value ofH, we obtain the result = 12. This is possible through intelligent data anonymization.
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