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Extra Credit

¥ Watch the following video and count the number of 
times the people in white  shirts pass the ball.

¥ First person to get it right gets +5 points on their 
Introduction assignment. If you get it wrong, you lose 
10 points!

! Pay attention! 

¥  http://viscog.beckman.uiuc.edu/grafs/demos/15.html
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Covert Channels

¥ Information can be exchanged between parties in 
overt and covert manners.

! As weÕve seen, truly interesting information can be 
exchanged without you noticing it.

¥ Covert communications in computing systems 
typically exist as of storage or timing 
channels.

¥ How can we use covert channels against 
encrypted data?
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VoIP and Security
¥ Voice over IP (VoIP) software allows individuals to have 

conversations over the Internet.

¥ All call content is protected (by default) using AES-256.

¥ Anonymizing networks can hide the parties involved.

¥ How does these guarantees differ from traditional 
telephony?

! What are we trading off here?
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The Gist

¥ It is possible to remove the protection provided by 
anonymizing networks by creating a covert channel in 
inter-packet delay (IPD).

! Increase your delay to encode a 1, decrease it for a 0.

¥ Before the packets arrive at the suspected 
destination, see if the embedded watermark is still 
present.

¥ Why is this difÞcult?
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Boiling it Down

¥ Simply, just take a lot of samples.

! The Central Limit Theorem says that
given enough samples, the ÒcorrectÓ
IPDs will become obvious.
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Figure 5: Probabilit y Distribution of Yr ,d With
Di ! eren t r

deÞnition in equation (2), the decreaseof Yk ,d by a can be
achieved by decreasingeach ipd1,k ,d by a and increasing each
ipd2,k ,d by a; the increase of Yk ,d by a can be achieved by
increasing each ipd1,k ,d by a and decreasingeach ipd2,k ,d by
a.

After Yr ,d has been decreasedor increased by a, we can
decode the embedded binary bit by checking whether Yr ,d is
less than or greater than 0. The decoding of the embedded
binary bit is 1 if the value of Yr ,d is greater than 0, or 0 if
the value of Yr ,d is less than or equal to 0. It is easy to see
that probabilit y of correct decoding is always greater than
that of wrong decoding.

However, as shown in Figure 4, there is always a non-
zero probabilit y such that the embedded bit (with adjust-
ment a > 0) will be decoded incorrectly (i.e. Yr ,d > a or
Yr ,d < ! a). WedeÞnethe probabilit y that the embeddedbit
will be decoded correctly as the bit embedding success rate
w.r.t. adjustment a, which can be quantitativ ely expressed
as Pr( Yr ,d < a).

Here the adjustment a is a representation of the water-
mark embedding strength. The larger the a is, the higher
the bit embedding successrate will be. We now show that
even with arbitrarily small a > 0 (or equivalently arbitrarily
weak watermark embedding strength), we can achieve arbi-
trarily closeto a 100%bit embedding successrate by having
a su! ciently large redundancy number r .

Cen tral Limit Theorem If the random variables X 1,
. . ., X n form a random sample of size n from a given distri-
bution X with mean µ and Þnite variance ! 2,then for any
Þxed number x

lim
n→∞

Pr[
"

n(X n ! µ)
!

# x] = " (x) (4)

where " (x) =
! x
−∞

1√
2!

e−
u 2
2 du.

The theorem indicates that whenever a random sample of
sizen is taken from any distribution with mean µ and Þnite
variance ! 2, the sample mean X n will be approximately nor-
mally distributed with mean µ and variance ! 2/n , or equiv-
alently the distribution of random variable

"
n(X n ! µ)/ !

will be approximately a standard normal distribution.
Applying the Central Lim it Theorem to random sample

Y1,d , . . . , Yr ,d , where Var(Yk ,d )= ! 2
Y,d , E(Yk ,d ) = 0, we have

Pr[
"

r (Yr ,d ! E(Yk ,d ))
"

Var(Yr ,d )
< x] = Pr[

"
r Yr ,d

! Y,d
< x] $ " (x) (5)

Therefore

Pr[Yr ,d < a] = Pr[
"

r Yr ,d

! Y,d
<

a
"

r
! Y,d

] $ " (
a
"

r
! Y,d

) (6)

This means that the distribution of the probabilistic wa-
termark bit embedding successrate is approximately nor-
mally distributed with zero mean and variance ! 2/r .

Equation (6) gives us an accurate estimate of the proba-
bilistic watermark bit embedding successrate. It indicates
that no matter what distribution Yk ,d may be, no matter
what variance Yk ,d may have (as long as it exists), no matter
how small the tim ing adjustment a > 0 (or the watermark
embedding strength) might be, we can always make the wa-
termark bit embedding successrate arbitrarily closeto 100%
by increasing the redundancy number r . This result holds
true regardlessof the distribution of the inter-packet tim ing
of the packet ßow.

Figure 5 illustrates how the distribution of Yr ,d can be
ÒsqueezedÓinto range [! a, a] by increasing the redundancy
number r .

Because the routers, intermediate Skype peers and the
anonymizing network along the Skype VoIP call could intro-
duce di#erent delays over VoIP packets, we needto consider
the negative impact of such delay jitters over the watermark
decoding.

Let ! 2
d be the variance of all delays added to all packets,

X k be the random variable that denotes the perturbation
over Yk ,d by the delay jitter, and Y ′k ,d be the random vari-
able that denotesthe resulting value of Yk ,d after it has been
perturb ed by the delay jitter. We have the following quanti-
tativ e tradeo# among the watermark bit detection rate, the
deÞning characteristics of the delay jitter, and the deÞning
characteristics of the original inter-packet tim ing of the VoIP
ßow, whose derivation can be found in the App endix:

Pr[Y ′r ,d < a] $ " (
a
"

r
#

! 2
Y,d + ! 2

d + 2Cor(Yk ,d , X k )! Y,d ! d

)

% " (
a
"

r
! Y,d + ! d

) (7)

Equation (7) gives us an accurate estimate of the water-
mark bit detection rate in the presenceof delay jitters. The
correlation coe! cient Cor(Yk ,d , X k ), whose value range is
[-1, 1], models any correlation between the network delay
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definition in equation (2), the decrease of Yk ,d by a can be
achieved by decreasing each ipd1,k ,d by a and increasing each
ipd2,k ,d by a; the increase of Yk ,d by a can be achieved by
increasing each ipd1,k ,d by a and decreasing each ipd2,k ,d by
a.

After Yr ,d has been decreased or increased by a, we can
decode the embedded binary bit by checking whether Yr ,d is
less than or greater than 0. The decoding of the embedded
binary bit is 1 if the value of Yr ,d is greater than 0, or 0 if
the value of Yr ,d is less than or equal to 0. It is easy to see
that probability of correct decoding is always greater than
that of wrong decoding.

However, as shown in Figure 4, there is always a non-
zero probability such that the embedded bit (with adjust-
ment a > 0) will be decoded incorrectly (i.e. Yr ,d > a or
Yr ,d < ! a). We define the probability that the embedded bit
will be decoded correctly as the bit embedding success rate
w.r.t. adjustment a, which can be quantitatively expressed
as Pr(Yr ,d < a).

Here the adjustment a is a representation of the water-
mark embedding strength. The larger the a is, the higher
the bit embedding success rate will be. We now show that
even with arbitrarily small a > 0 (or equivalently arbitrarily
weak watermark embedding strength), we can achieve arbi-
trarily close to a 100% bit embedding success rate by having
a su! ciently large redundancy number r .

Cen tral Limit Theorem If the random variables X 1,
. . ., X n form a random sample of size n from a given distri-
bution X with mean µ and Þnite variance ! 2,then for any
Þxed number x

lim
n !"

Pr[

"
n(X n ! µ)

!
# x] = " (x) (4)

where " (x) =
! x

#"
1$
2!

e# u 2
2 du.

The theorem indicates that whenever a random sample of
size n is taken from any distribution with mean µ and finite
variance ! 2 , the sample mean X n will be approximately nor-
mally distributed with mean µ and variance ! 2 /n , or equiv-
alently the distribution of random variable

"
n(X n ! µ)/ !

will be approximately a standard normal distribution.
Applying the Central Limit Theorem to random sample

Y1,d , . . . , Yr ,d , where Var(Yk ,d )= ! 2
Y,d , E(Yk ,d ) = 0, we have

Pr[

"
r (Yr ,d ! E(Yk ,d ))

"
Var(Yr ,d )

< x] = Pr[

"
r Yr ,d

! Y,d
< x] $ " (x) (5)

Therefore

Pr[Yr ,d < a] = Pr[

"
r Yr ,d

! Y,d
<

a
"

r
! Y,d

] $ " (
a
"

r
! Y,d

) (6)

This means that the distribution of the probabilistic wa-
termark bit embedding success rate is approximately nor-
mally distributed with zero mean and variance ! 2 /r .

Equation (6) gives us an accurate estimate of the proba-
bilistic watermark bit embedding success rate. It indicates
that no matter what distribution Yk ,d may be, no matter
what variance Yk ,d may have (as long as it exists), no matter
how small the timing adjustment a > 0 (or the watermark
embedding strength) might be, we can always make the wa-
termark bit embedding success rate arbitrarily close to 100%
by increasing the redundancy number r . This result holds
true regardless of the distribution of the inter-packet timing
of the packet flow.

Figure 5 illustrates how the distribution of Yr ,d can be
“squeezed” into range [! a, a] by increasing the redundancy
number r .

Because the routers, intermediate Skype peers and the
anonymizing network along the Skype VoIP call could intro-
duce di#erent delays over VoIP packets, we need to consider
the negative impact of such delay jitters over the watermark
decoding.

Let ! 2
d be the variance of all delays added to all packets,

X k be the random variable that denotes the perturbation
over Yk ,d by the delay jitter, and Y %

k ,d be the random vari-
able that denotes the resulting value of Yk ,d after it has been
perturbed by the delay jitter. We have the following quanti-
tative tradeo# among the watermark bit detection rate, the
defining characteristics of the delay jitter, and the defining
characteristics of the original inter-packet timing of the VoIP
flow, whose derivation can be found in the Appendix:

Pr[Y %
r ,d < a] $ " (

a
"

r
#

! 2
Y,d + ! 2

d + 2Cor(Yk ,d , X k )! Y ,d ! d

)

% " (
a
"

r
! Y,d + ! d

) (7)

Equation (7) gives us an accurate estimate of the water-
mark bit detection rate in the presence of delay jitters. The
correlation coe! cient Cor(Yk ,d , X k ), whose value range is
[-1, 1], models any correlation between the network delay
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deÞnition in equation (2), the decreaseof Yk ,d by a can be
achieved by decreasingeach ipd1,k ,d by a and increasing each
ipd2,k ,d by a; the increase of Yk ,d by a can be achieved by
increasing each ipd1,k ,d by a and decreasingeach ipd2,k ,d by
a.

After Yr ,d has been decreasedor increased by a, we can
decode the embedded binary bit by checking whether Yr ,d is
less than or greater than 0. The decoding of the embedded
binary bit is 1 if the value of Yr ,d is greater than 0, or 0 if
the value of Yr ,d is less than or equal to 0. It is easy to see
that probabilit y of correct decoding is always greater than
that of wrong decoding.

However, as shown in Figure 4, there is always a non-
zero probabilit y such that the embedded bit (with adjust-
ment a > 0) will be decoded incorrectly (i.e. Yr ,d > a or
Yr ,d < ! a). WedeÞnethe probabilit y that the embeddedbit
will be decoded correctly as the bit embedding success rate
w.r.t. adjustment a, which can be quantitativ ely expressed
as Pr( Yr ,d < a).

Here the adjustment a is a representation of the water-
mark embedding strength. The larger the a is, the higher
the bit embedding successrate will be. We now show that
even with arbitrarily small a > 0 (or equivalently arbitrarily
weak watermark embedding strength), we can achieve arbi-
trarily closeto a 100%bit embedding successrate by having
a su! ciently large redundancy number r .

Cen tral Limit Theorem If the random variables X 1,
. . ., X n form a random sample of size n from a given distri-
bution X with mean µ and Þnite variance ! 2,then for any
Þxed number x

lim
n !"

Pr[
"

n(X n ! µ)
!

# x] = " (x) (4)

where " (x) =
! x

#"
1$
2!

e# u 2
2 du.

The theorem indicates that whenever a random sample of
sizen is taken from any distribution with mean µ and Þnite
variance ! 2, the sample mean X n will be approximately nor-
mally distributed with mean µ and variance ! 2/n , or equiv-
alently the distribution of random variable

"
n(X n ! µ)/ !

will be approximately a standard normal distribution.
Applying the Central Lim it Theorem to random sample

Y1,d , . . . , Yr ,d , where Var(Yk ,d )= ! 2
Y,d , E(Yk ,d ) = 0, we have

Pr[
"

r (Yr ,d ! E(Yk ,d ))
"

Var(Yr ,d )
< x] = Pr[

"
r Yr ,d

! Y,d
< x] $ " (x) (5)

Therefore

Pr[Yr ,d < a] = Pr[
"

r Yr ,d

! Y,d
<
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"

r
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] $ " (
a
"

r
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) (6)

This means that the distribution of the probabilistic wa-
termark bit embedding successrate is approximately nor-
mally distributed with zero mean and variance ! 2/r .

Equation (6) gives us an accurate estimate of the proba-
bilistic watermark bit embedding successrate. It indicates
that no matter what distribution Yk ,d may be, no matter
what variance Yk ,d may have (as long as it exists), no matter
how small the tim ing adjustment a > 0 (or the watermark
embedding strength) might be, we can always make the wa-
termark bit embedding successrate arbitrarily closeto 100%
by increasing the redundancy number r . This result holds
true regardlessof the distribution of the inter-packet tim ing
of the packet ßow.

Figure 5 illustrates how the distribution of Yr ,d can be
ÒsqueezedÓinto range [! a, a] by increasing the redundancy
number r .

Because the routers, intermediate Skype peers and the
anonymizing network along the Skype VoIP call could intro-
duce di#erent delays over VoIP packets, we needto consider
the negative impact of such delay jitters over the watermark
decoding.

Let ! 2
d be the variance of all delays added to all packets,

X k be the random variable that denotes the perturbation
over Yk ,d by the delay jitter, and Y %

k ,d be the random vari-
able that denotesthe resulting value of Yk ,d after it has been
perturb ed by the delay jitter. We have the following quanti-
tativ e tradeo# among the watermark bit detection rate, the
deÞning characteristics of the delay jitter, and the deÞning
characteristics of the original inter-packet tim ing of the VoIP
ßow, whose derivation can be found in the App endix:

Pr[Y %
r ,d < a] $ " (
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Equation (7) gives us an accurate estimate of the water-
mark bit detection rate in the presenceof delay jitters. The
correlation coe! cient Cor(Yk ,d , X k ), whose value range is
[-1, 1], models any correlation between the network delay
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deÞnition in equation (2), the decreaseof Yk ,d by a can be
achieved by decreasingeach ipd1,k ,d by a and increasing each
ipd2,k ,d by a; the increase of Yk ,d by a can be achieved by
increasing each ipd1,k ,d by a and decreasingeach ipd2,k ,d by
a.

After Yr ,d has been decreasedor increased by a, we can
decode the embedded binary bit by checking whether Yr ,d is
less than or greater than 0. The decoding of the embedded
binary bit is 1 if the value of Yr ,d is greater than 0, or 0 if
the value of Yr ,d is less than or equal to 0. It is easy to see
that probabilit y of correct decoding is always greater than
that of wrong decoding.

However, as shown in Figure 4, there is always a non-
zero probabilit y such that the embedded bit (with adjust-
ment a > 0) will be decoded incorrectly (i.e. Yr ,d > a or
Yr ,d < −a). WedeÞnethe probabilit y that the embeddedbit
will be decoded correctly as the bit embedding success rate
w.r.t. adjustment a, which can be quantitativ ely expressed
as Pr( Yr ,d < a).

Here the adjustment a is a representation of the water-
mark embedding strength. The larger the a is, the higher
the bit embedding successrate will be. We now show that
even with arbitrarily small a > 0 (or equivalently arbitrarily
weak watermark embedding strength), we can achieve arbi-
trarily closeto a 100%bit embedding successrate by having
a su! ciently large redundancy number r .

Cen tral Limit Theorem If the random variables X 1,
. . ., X n form a random sample of size n from a given distri-
bution X with mean µ and Þnite variance ! 2,then for any
Þxed number x

lim
n !"

Pr[
√

n(X n − µ)
!

≤ x] = " (x) (4)

where " (x) =
! x

#"
1$
2!

e# u 2
2 du.

The theorem indicates that whenever a random sample of
sizen is taken from any distribution with mean µ and Þnite
variance ! 2, the sample mean X n will be approximately nor-
mally distributed with mean µ and variance ! 2/n , or equiv-
alently the distribution of random variable

√
n(X n − µ)/ !

will be approximately a standard normal distribution.
Applying the Central Lim it Theorem to random sample

Y1,d , . . . , Yr ,d , where Var(Yk ,d )= ! 2
Y,d , E(Yk ,d ) = 0, we have

Pr[
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Therefore
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This means that the distribution of the probabilistic wa-
termark bit embedding successrate is approximately nor-
mally distributed with zero mean and variance ! 2/r .

Equation (6) gives us an accurate estimate of the proba-
bilistic watermark bit embedding successrate. It indicates
that no matter what distribution Yk ,d may be, no matter
what variance Yk ,d may have (as long as it exists), no matter
how small the tim ing adjustment a > 0 (or the watermark
embedding strength) might be, we can always make the wa-
termark bit embedding successrate arbitrarily closeto 100%
by increasing the redundancy number r . This result holds
true regardlessof the distribution of the inter-packet tim ing
of the packet ßow.

Figure 5 illustrates how the distribution of Yr ,d can be
ÒsqueezedÓinto range [−a, a] by increasing the redundancy
number r .

Because the routers, intermediate Skype peers and the
anonymizing network along the Skype VoIP call could intro-
duce di#erent delays over VoIP packets, we needto consider
the negative impact of such delay jitters over the watermark
decoding.

Let ! 2
d be the variance of all delays added to all packets,

X k be the random variable that denotes the perturbation
over Yk ,d by the delay jitter, and Y %

k ,d be the random vari-
able that denotesthe resulting value of Yk ,d after it has been
perturb ed by the delay jitter. We have the following quanti-
tativ e tradeo# among the watermark bit detection rate, the
deÞning characteristics of the delay jitter, and the deÞning
characteristics of the original inter-packet tim ing of the VoIP
ßow, whose derivation can be found in the App endix:

Pr[Y %
r ,d < a] ≈ " (

a
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r
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d + 2Cor(Yk ,d , X k )! Y,d ! d

)
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a
√

r
! Y,d + ! d

) (7)

Equation (7) gives us an accurate estimate of the water-
mark bit detection rate in the presenceof delay jitters. The
correlation coe! cient Cor(Yk ,d , X k ), whose value range is
[-1, 1], models any correlation between the network delay

Natural jitter in the network changes the timing of 
packets.
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Results
¥ A 24-bit random value was encoded in IPD.

¥ Voice samples occurred every 30ms.

¥ After approximately 1200 packets (90 seconds), an 
observer can perfectly verify about 59% of all calls.

! Allowing error bits increases this value towards 100% 
fairly quickly.

! How well would 6 out of 24 error bits stand up in a 
courtroom?
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Limitations
¥ 90 seconds is a long time, given that the phone 

companies assume the average call lasts 2 minutes.

! How many calls would be untraceable given standard 
behavior?

¥ What time of day were the experiments conducted?

! If I wanted to hide the fact that I made a call, IÕd do it at 
high-trafÞc times. How does this effect jitter? Sampling (r)?

¥ What about sending other trafÞc through 
the same Þrst hop?

! ChafÞng the channel.
8
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Improvements?

¥ This is a nice use of timing channels, but is there an 
easier way to get the same result?

¥ Why not just replicate a packet?

! If you have this kind of control, you could Þlter out 
duplicates on the other end. The client may even do it for 
you.

¥ Can we do better if we shift the mean?

! It may be hard to get packets out ÒfasterÓ than they would 
normally ßow. 
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Comments

¥ The idea here is good and fairly simple.

! Be careful of math in papers!  ThereÕs nothing here you 
donÕt already understand.

¥ Understand how to take a simple idea and make it 
into a research agenda.
! DaTA - Data-Transparent Authentication Without Communication Overhead 

(SecureCommÕ06)

! Tracing TrafÞc through Intermediate Hosts that Repacketize Flows (INFOCOMÕ07)

! Network Flow Watermarking Attack on Low-Latency Anonymous Communication Systems 
(OAKLANDÕ07)
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Questions

Patrick Traynor

traynor@cse.psu.edu

http://www.cse.psu.edu/~traynor
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