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Extra Credit -

¥ Watch the bllowing video and count theumber of
times the people invhite shirts pass the ball.

¥ First person to get it right gets +5 points on their
Introduction assignmernif. you get it wrong,you lose
10 points!

| Pa attention!

¥ http://viscog.beckman.uiuc.edu/grafs/demos/15.html
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Covert Channels

¥ Information can be exchanged beten paties in
overt and covert manners.

I As welke seentruly interesting infrmation can be
exchanged withoutgu noticing it.

¥ Covert communications in computing systems
typicalyy exist as of storage or timing
channels.

¥ How can we use ceert channels againsg
encrypted data?

RN Six

COVERT 0P
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VoIP and Security

¥ Woice over IP (\OIP) softwae allovs individuals to ha
conversations @er the Internet.

¥ All call content is potected (by default) usingES-256
¥ Anonymizing netwrks can hide the pdies inolved.
¥ How does these guarantees diffrom traditional

telephory?

Il What are we trading off hee?
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The Gist PN

¥ It Is possible to emove the piotection provided ly
anorymizing netwrks by creating a ceert channel ir
Inter-paclet dely (IPD).

I Increase pur delay to encode a 1decrease itéor a 0.

¥ Bebre the packts arive at the suspected
destinationsee If the embeded watermark is still
present.

¥ Why is this difbcult? (-
\?\\‘-\ % .
Kt
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Boiling it Down =

 Natural jitter in the network changes the timing of
paclets.

L I RPN
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¥ Simpy, just tale a lot of samples. """

(7)

! The Central LimiTheorem sgs that
given enough samplasie OcorectO
IPDs will become obvious.
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Results !

¥ A 24-bit random value was encoded in IPD
¥ Woice samples occued every 30ms.

¥ After approximately 1200 pac&ts (90 secondsan
obsermer can peréctly verify about 59% of all calls.

I Allowing eror bits increases this value ¥eards 100%
fairly quicky.

I How well would 6 out of 24 eror bits stand up in a
courtroom?
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Limitations

¥ 90 seconds is a long timgven that the phone
companies assume theesage call lasts 2 nmures.

I How mary calls vauld be untraceable gw standaa
behaior?

¥ What time of dg were the experiments conducted’

| If | wanted to hide the fact that | made a ckdl do it at
nigh-trafbc timesdow does this etct jitter? Sampling (r)

¥ What about sending other trafpc taugh
the same Prst hop?

I ChafPng the channel.
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Improvements? =

¥ This Is a nice use of timing channblg, Is there an
easier wg to get the sameesult?

¥ Why not just replicate a paait?

I If you have this kind of contol, you could Plter out
duplicates on the other endihe client mg even do it or
youl.

¥ Can we do better if we shift the mean?

| 1t may be had to get packts outOfasterO than thewould
normally [3ow.
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Comments B

¥ The idea hee is @pod and faily simple

! Be caeful of math in ppers! There®nothing hee you
don@already understand.

¥ Understand hwv to take a simple idea and nakt
INto a reseach agenda.

! DaTA - Data-fanspaentAuthentication/Vithout Communication Oerhead
(SecueCommO06)

| TracingTrafpc though Intermediate Hosts that Repatize Flavs INFOCOMOO07)

I Network Flow WatermarkingAttack on Lav-LatencyAnorymous Comnanication Systems
(OAKLANDOQ?7)
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Questions =

PatrickTraynor

traynor@csepsu.edu

http://www.csepsu.edu/~trgnor
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