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Critical Software Systems

• Software is ubiquitous
– E-commerce

– E-voting

– Airplane control software
• “Fly by wire”

– …

• However, the media is full of reports of the 
catastrophic impact of software failures
– Misbehaving software

– Vulnerable software being attacked 
• Viruses, internet worms, botnets, rootkits, 

• Web site defacement, DDoS

• Hacked accounts 
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What Allowed These Failures and Attacks?

• Design flaws

– E.g., misuse of crypto

• Programming bugs

– Missing input validation

– In C/C++, missing array bound checking

– …
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Example: Knight Capital's $440 million loss

• Knight capital: algorithmic trading

• Stock price
– Bid price: what buyers are willing to pay

– Ask price: what sellers are willing to accept

– Ask price >= the bid price
• Difference called a spread

• Knight capital’s misbehaving software
– Bought at ask price and sold at bid price

• Buy high and sell low

– Did this over and over again

– Lost $440 million before they realized it

– Knight capital on the brink of bankruptcy; 
bought by a different company
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Example: NASA Mars Climate Orbiter

• In 1999, NASA’s $125-million Mars Climate 

Orbiter crashed into Mars

• Two pieces of the orbiter software used 

different units for calculation

– One piece calculated results in pound-seconds, 

interpreted by a second piece as newton-seconds

– As a result, the orbiter was sent too low and too 

fast into the Martial atmosphere
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Example: Microsoft Zune Crash

• Last day of 2008

– Thousands of Microsoft Zune music players began 
freezing about midnight

year = ORIGINYEAR; /* = 1980 */ 

while (days > 365) {

if (IsLeapYear(year)) {

if (days > 366) { days -= 366; year += 1; }

} else { days -= 365; year += 1; } 

}

– The bug surfaces on the last day of a leap year
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Why Can’t We Get Rid of All Errors from Software?

• Writing programs is not easy

– Tons of issues to consider

– Reliability and security are hard for programmers 
to reason about

– There is a lack of tools other than testing

• Statistics: 30-85 errors are made per 1000 
lines of source code

• Testing helps

– However, even extensively tested software 
contains 0.5-3 errors per KLOC
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How Big are Software Systems Today?

Year Operating System SLOC (Million)

1993 Windows NT 3.1 4-5

1994 Windows NT 3.5 7-8

1996 Windows NT 4.0 11-12

2000 Windows 2000 More than 29

2001 Windows XP 40

2006 Windows Vista ~50

Windows 7 ???

Windows 8 ???
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This Course

• Theme: techniques that can construct correct 

software in a rigorous way

• Static analysis

– Algorithms for building abstractions of programs

– These abstractions allow the identification of 

programming errors

• Theorem proving

– Software comes with a proof about its 

correctness
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How Can We Possibly Get a Correctness Proof?

• General template

– Build a model of a program in mathematics

– Develop proofs based on this model

• Examples

– Show code doesn’t go into infinite loops

– Show code doesn’t have security vulnerabilities such 
as buffer overflows

• Formal method research

– Abstract interpretation

– Model checking

– Theorem proving
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Retroactive or proactive proofs?

• Proofs can be developed retroactively or 

together with program development

– Method 1: take a piece of existing code without 

proofs, and develop proofs retroactively

– Method 2: develop code and proofs at the same 

time

• Correctness by construction

• Often easier, as we can write code in a way that makes 

proofs easier to develop

– E.g., we can restrict what programming languages and what 

programming features to use
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Informal or mechanized proofs?

• In math

– Proofs are often informal, written on paper

– Other people can read and check them manually

– However, informal proofs can have errors

• Mechanized proofs

– Encode proofs rigorously in some logic

– Have proofs automatically checked by some 
algorithm

– If the checking passes, then proofs cannot have 
errors

• As long as the checking algorithm is correct
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Interactive Theorem Proving

• Proactive, mechanized proofs

• We will do this in a programming language 
called Coq

– It allows programs and proofs developed at the 
same time (proactive proofs)

– We can write down theorems about programs and 
develop proofs in Coq

– Proofs are rigorously checked by Coq

– Interactive: Coq tries to search for proofs 
automatically, but when it fails, we provide hints 
to tell it how to proceed
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More about Coq

• The programs we write are functional 

programs (without side effects)

– It turns about it’s much easier to develop proofs 

about functional programs than imperative 

programs

• Next let’s do a quick comparison between 

imperative programming and functional 

programming
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Imperative Programming

• Oldest and most well-developed paradigm
– Mirrors computer architecture (von-neumann model)

• Stateful computation
– A program’s state: code, data; both in memory

– Memory: a map from addresses to values

– Computation as a sequence of commands that change 
a program state
• Assignment statement: modifies the state

• x = x + 1;

• Example Languages
– Fortran, Pascal

– C, Ada 83
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Pure Functional Programming

• Program defined as a set of functions
– Functions are defined in terms of the composition of other 

functions

• Stateless computation
– Immutable values; no assignment statements

– You just construct new values from old values
• Examples in Scheme

– (define x 8); (define x (+ x 1))

– (append l1 l2) constructs a new list out of old ones

• GC: to get rid of old values

– No constructs can change the state

• Control flow: No sequences of statements; use 
recursion

• Examples: pure Scheme, Core ML, Haskell, Coq



Imperative vs. declarative constructs

• Imperative constructs

– int x = 1;

– x = x +1; // increment x by one

• Declarative constructs (for declaring new entities)

– (define x 1)

– (define x (+ x 1))

– (define (f x) (+ x 1))

• The distinction is between whether

– changing an existing value (change the state, the 
command has a side effect)

– or declaring a new value (purity)



COURSE SUMMARY



Topics

• Functional programming

• Language formal semantics

• Simple type systems

• Interactive theorem proving

• Static analysis

– Dataflow analysis; interprocedural analysis

• Abstract interpretation
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Taught in 

Coq; mixed 

together



Coq Software Setup

• Coq 8.5

– You should download CoqIDE

– It can also be run in emacs

• Software foundation book

– Open source

– Contains coq code and html book chapters

– I put a version on our course website

• The book you can find online is an old version; don’t 

use that one

20



Administrivia

• Canvas (http://canvas.psu.edu/)

– Homework submission

– Q&A Forum

• A course public website

– Schedule and homework announcements

– Slides

• Homework assignments

– Should be submitted through Canvas

• No exams!

• Research-oriented final project



Paper Presentation (10% of your grade)

• Purpose

– Read some literature

– Understand how papers are organized

– Practice presentation skills 

– Practice the ability of understanding other 

peoples’ talks and asking provocative questions

• I will later post a list of papers and the time for 

each paper
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Proof, we shall go for 

proof, not evidence.  

Yeesssssss.


