
CSE 497: Advanced Programming Languages

Prof. G. Tan
Fall 2011

Homework 9: Type inference for detecting format-string vulnerabilities
Total: 25 points. Due on the midnight of Dec 10th

Submission format. Put your answers into one electronic file and submit it through CourseSite. Please
ensure that you file has a comment that includes your name, Lehigh network user id. Please add comments
that clearly mark your solutions for each problem.

Project description (25 points). In this homework, we are going to use type inference to detect
format-string vulnerabilities in C code. For a general introduction to format-string vulnerabilities, please
read the document “Exploiting Format String Vulnerabilities” at
http://www.cse.lehigh.edu/∼gtan/teaching/cse497f11/hw/formatstrings.pdf.

No need to read the whole document; reading the first two chapter should be sufficient for a general
understanding of format-string vulnerabilities. Reading the third chapter should give you an idea of how
to exploit format-string vulnerabilities (the understanding of exploits is unnecessary for this project, but
curious students might want to have a read).

We use the following C code as a running example, which contains a format-string vulnerability.

#include <stdio.h>
#include <stdlib.h>

void f (char *b) {
printf(b);

}

int main (int argc, char * argv[]) {
char * buf = (char *) malloc(1024);
printf("Input:");
fgets(buf, 1024, stdin);
f(buf);

}

To find format-string vulnerabilities, we use the idea of performing type inference of type qualifiers. The
basic idea of this approach goes as follows. Type qualifiers augment C’s basis type system. An example of
a built-in type qualifier in C is const, which is used to indicate an immutable type. (For general discussion
about C’s built-in type qualifiers, see http://www.bezem.de/pdf/tqinc.pdf.) For this project, we use
custom type qualifiers: tainted and untainted. Any program inputs that can be controlled by the
adversary are considered tainted. Any data in the program that can be affected by tainted input are
also considered tainted; otherwise, they are untainted. For the example program, data in buf is tainted
since fgets takes user input. To prevent format-string vulnerabilities, a function such as printf should
take only untainted data for its format-string parameter. By this criterion, the example function has a
format-string vulnerability since the printf in f takes tainted data at the format-string position.
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In this project, you are asked to implement this idea in CIL by (1) performing type inference of
tainted and untainted qualifiers; and (2) identifying vulnerabilities based on the type-inference result.
Specifically,

(a) Associate a qualifier variable with every type in the program. Note a nested type such as a pointer
type may need several qualifier variables. For the example program, after inserting qualifier variables,
the program conceptually becomes the following one:

#include <stdio.h>
#include <stdlib.h>

void f (char q1 * q2 b) {
printf(b);

}

int main (int argc, char * argv[]) {
char q3 * q4 buf = (char *) malloc(1024);
printf("Input:");
fgets(buf, 1024, stdin);
f(buf);

}

Notes: (1) for brevity, I added qualifier variables only for the types of buf and parameter b of f; but in
the implementation, a qualifier variable should be added for every type. (2) For the type char *, we
need two qualifier variables: char q1 * q2. It means that q1 modifies the type char and q2 modifies
the pointer type char *.

(b) Generate qualifier equations based on the C program. Essentially, if a piece of data can be affected by
a different piece of data, then qualifier equations should be generated accordingly based on the types
of the two pieces of data. For the example problem, since local variable buf is passed as an argument
to function f, we need to generate two equations: q1 = q3; q2 = q4.

We also need to manually annotate functions such as printf and fgets. For this, we use CIL’s feature
for adding attributes. Read Chapter 6.4 of CIL’s manual to see how this is done in general. I have
provided a file named stdio taint.h in the project’ associated package to show how this is done for
printf and fgets. Essentially, the added annotation says that fgets generates tainted data and
printf should take untainted data. Because of these, two more constraints should be generated: q3
= tainted; q1 = untainted.

In the end, for the example program, the following constraints are generated:

q1=q3
q2=q4
q3=tainted
q1=untainted
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(c) All the constraints we generate are of the following two forms: (1) q = q’, where both q and q’ are
qualifier variables; (2) q=c or c=q, where q is a qualifier variable and c is a constant that is either
tainted or untainted.

A set of these constraints can be solved easily: eliminate any constraint of the form q=c or c=q by
replacing q with c in the rest of the constraints. If we keep doing it and encounter a constraint that
says tainted = untainted (or the other way around), then it means the set of constraints is unsolvable,
which actually may imply a format-string vulnerability.

The set of constraints generated from the example program is unsolvable, which implies it has a
format-string vulnerability.

Your implementation should associate a program location with each constraint generated; the program
location is the line number from which the constraint is generated. When encountering an unsolvable
constraint set, your implementation should also report the line number associated with the contradic-
tory constraint. For the example program, it means that the line number for the printf should be
reported as the place where tainted data can flow to locations where untainted data are expected.

Bonus project (15 points). The previous part uses equality constraints. The resulting system is highly
imprecise and reports many false positives. Read the paper “Detecting Format String Vulnerabilities with
Type Qualifiers” and implement the proposed system using subtyping constraints. Just implement the
basic system and there is no need to implement cases described in Section 4.
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