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Abstract

IP networksfundamentallyrely on the AddressResolu-
tion Protocol (ARP) for proper operation. Unfortunately,
vulnerabilitiesin theARPprotocolenablea raft of IP-based
impersonation,man-in-the-middle, or DoS attacks. Pro-
posedcountermeasuresto thesevulnerabilities haveyet to
simultaneouslyaddressbackward compatibilityandcostre-
quirements.ThispaperintroducestheTicket-based Address
ResolutionProtocol (TARP). TARPimplementssecurityby
distributing centrally issuedsecure MAC/IP addressmap-
ping attestationsthroughexisting ARPmessages. We de-
tail the TARP protocol and its implementationwithin the
Linux operating system.Our experimentalanalysisshows
that TARP improvesthe costsof implementingARPsecu-
rity by as much as two orders of magnitudeover existing
protocols.Weconcludebyexploringa rangeof operational
issuesassociatedwith deployingandadministering ARPse-
curity.

1 Intr oduction

TheAddressResolutionProtocol(ARP) [32] is theglue
that holds together the network and link layersof the IP
protocolstack. Theprimary functionof ARP is to mapIP
addressesontohostshardwareaddresseswithin a localarea
network. As such,its correctnessis essentialto properfunc-
tioningof thenetwork. However, likeotherprotocolswithin
IP, ARP is subjectto a rangeof seriousandcontinuingse-
curity vulnerabilities [8, 9]. Adversariescanexploit ARP
to impersonatehosts,perform man-in-the-middleattacks,
or simply DoS victims. Moreover, suchattacksaretrivial
to perform,andfew countermeasureshave beenwidely de-
ployed.

Currentnetwork environments presenttwo centralde-
signchallengesfor ARP security. Firstly, thesolutionmust
not requireARP be discarded.The deployed baseof IP is
largeanddiverseenoughthat replacingany major compo-

nent of the IP protocol stack is technicallyand cost pro-
hibitive. Secondly, the costsof implementingARP secu-
rity mustbeminimal. Resourceconstraineddevicesandal-
readycomputationally loadedhostscannotafford to budget
largeamountsof resourcesfor ARP security. Any solution
thatwoulddemonstrablychangetheperformanceproÞleof
ARPwill notbeadopted.Theprimaryreasonthatproposed
solutions[19, 10, 16, 21] have not beenwidely deployed
is that they have yet to simultaneouslyaddressthesetwo
requirements.

In thispaper, weintroducetheTicket-basedAddressRes-
olution Protocol (TARP) protocol. TARP implementsse-
curity by distributing centrallygeneratedMAC/IP address
mappingattestations[36, 5]. Theseattestations,calledtick-
ets, are given to clients as they join the network and are
subsequentlydistributed throughexisting ARP messages.
Unlike other popular ARP-basedsolutions,the costsper
resolutionarereducedto onepublic key validationper re-
quest/replypair in theworstcase.As such,TARP is a fea-
sible approachfor the diverseassortmentof existing net-
work capabledevices. We provide a detaileddescription
of the protocol designand its implementationwithin the
Linux operating system.Our experimentalanalysisshows
thatTARP retainscompatibilitywhile reducing therequest
costsby as much as two ordersof magnitude over exist-
ing protocols.We explorea rangeof crucialoperationalis-
suesincludingrevocationandincrementaldeploymentand
show how TARP canbedeployedwith limited administra-
tiveoversight.

Note that TARP embodiesa central design trade-off.
Ticket generationcostsgrow at the linear inverseof the
ticketÕs lifetime. The ticket lifetime dictatesthe vulnera-
bility to replay attacks.1 Hence,administratorscandirectly
controlcostandsecuritythroughtheselectionof ticket life-
time. Theability to balancebetweenthesecompetingfac-
tors is a centralbeneÞtto TARPÕs design. We explore the
managementof this tradeoff throughoutandreßecton the

1We consideran alternatedesignin Section4.3 in which we address
replayvulnerabilitiesthroughtheintroductionof a revocationservice.



necessityof suchcompromisesin thepractical useof secu-
rity technologies.

Securityin resolutionservicesremainsanopenproblem.
Whetherresolvingdomainor hostnames[15, 6, 7], claims
of addressownership[36,5], or othernetwork artifacts,one
needsto authenticatethecontentsandfreshnessof received
data.This work representsa new point in thedesignspace
of theseservices. As such,it canbe usedto inform of the
speciÞccostsandadvantagesof resolutionservices.In par-
ticular, ourpracticalanalysisindicatesthatfor certainkinds
of resolution,greatperformancegainscanbe achieved by
slightly relaxingsecurityrequirements.

We begin in the next sectionby providing background
on ARP and consideringthe vulnerabilitiesinherentto its
currentdesign.Section3 considerspastefforts at securing
ARP andotherrelatedworks. Section4 detailsthe TARP
architectureand its operationwithin local networks. Sec-
tion 5 outlinestheintegrationof theTARPclientwithin the
Linux kerneland identiÞes.Section6 explorestheperfor-
manceof TARPexperimentally. Section7 considersseveral
operationalissuesassociatedwith the useof TARP. Sec-
tion 8 concludes.

2 Background

TheAddressResolutionProtocol (ARP) [32] is usedby
hosts to map IP addressesonto Medium AccessControl
(MAC) link layeraddresses.Theresultingaddressassocia-
tionsareusedto directpacket delivery within thephysical
localnetwork.

Everypacket in anIP network mustbedeliveredto some
interfacein the local network. ThosewhosedestinationIP
addressesareexternal to the local network (asdetermined
by the subnetmask)are deliveredto the subnetgateway.
Thosepackets destinedfor internal network are delivered
directly. Whetherthe destinationaddressis local or gate-
way, the IP addressmustbemappedontoa MAC address.
ARP resolutionperformsa distributed lookup via a sim-
ple broadcastrequestfollowed by a unicastresponse.The
queryinghostsendsthe requestto the local broadcastad-
dress. According to the protocol,only a hostassignedto
the requestedaddressshouldreply with its local hardware
address.This reply, containingboth the requestedIP ad-
dressandassociatedMAC address,is sentvia unicastto the
queryinghost. The hostcachesthe association,which ex-
pires and is evicted at a later time per somelocal policy.
Onceevicted,thehostrepeatstherequest,cache,andeven-
tual ejection. While the cachehold time for a responseis
undeÞnedin the protocolspeciÞcation,many implementa-
tions set the expiration to approximately20 minutes,with
theoptionof resettingtheexpiry timeraftereachuse[10].

Hosts implicitly trust the addressassociationsresiding
in theARPcache.If anadversarycaninßuencetheseval-
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Figure 1. Example of a Man-in-t he-Mid dle at-
tack in progress. Both host A and B belie ve
they are talking directl y to each other .

ues, the host can be manipulatedinto sendingpackets to
the wrong hardware address. The lack of authentication
of addressassociationdata leaves hostssusceptibleto re-
ply spooÞngandcacheentrypoisoning,commonlyreferred
to ascachepoisoning. In fact,freely availabletoolsarede-
signedto exploit thesevulnerabilities[37].

Most IP protocol stacksare designedto ignore unso-
licited ARP replies. However, this doeslittle to prevent
cachepoisoning. An adversary cancoercea host into re-
questinga speciÞcaddressby spooÞngan ICMP ping
message.ThespoofedmessagecontainsthetargetedIP ad-
dress,requiringthehostto resolve theMAC address to re-
ply. By carefully poisoning thecacheandspooÞngreplies,
anadversarycanperformbothDenialof Service(DoS)and
Man in theMiddle (MITM) attacks[14]. Suchattackswere
known evenin 1989[8], andthey still exist today[9].

Cachepoisoningcanbeusedto mountvarioustypesof
DoSattacks.In themostsimplecase,theadversaryreplaces
the MAC addressof a particularhost with anothervalue.
Whenthevictim attemptsto communicatewith thatremote
host,all trafÞc is sentto thewrongMAC address.This ef-
fectively denies serviceto the remotehost. If this remote
hosthappensto be the gateway, the hostwill be unableto
communicatewith hostsoutsideof the subnet. Finally, if
theadversaryknows theIP addressof all nodeson thesub-
net, cacheentriescanbe craftedso that the victim cannot
communicatewith any remotehosts.

While DoSis a seriousconcern, cachepoisoningresult-
ing in a MITM attackis more dangerous.This attack,as
shown in Figure1 not only allows the adversary to insert
messagesinto thecommunicationchannel,but moreimpor-
tantly, it often goesundetected.Furthermore,cachepoi-
soningusedin this mannerallows eavesdroppingeven on
a layer-2 switch. In orderto launchthis attack,the adver-
sarymusteffectively manipulatethecachesat bothendsof
a conversation.Oncebothendsbelieve theadversaryis the
correctremotedestination,manipulatingpacket streamsis
trivial.



3 RelatedWork

Severalattemptshavebeenmadetoaddresstheabovese-
curity issuesthroughmethodsexternalto theARPprotocol.
For example, it hasbeenproposedthathostscanstatically
conÞgureARP tables[1]. Of course,this would incur a
hugeadministrative overheadandis largely intractablefor
dynamicenvironments. Conversely, the port security[11]
featuresavailablein recentswitchesrestricttheuseof phys-
ical portsto conÞguredMAC addresses.Thisapproachonly
preventscertainkindsof MAC hijacking,but doesnothing
to preventMITM attacks.Hence,it is only a partial(andin
many wayslimited) solution.

Other solutions attempt to detect misbehavior, rather
than prevent it. ARPWatch [21], a network-level detec-
tion device, detectsmalicious ARP packets by monitor-
ing MAC/IP addresspairingsoccurring on a subnet.Con-
versely, host-level detectionservicesdiffer in thateachhost
onthenetwork attemptsto detectmaliciousmessagesarriv-
ing at thelocal interface[38]. This is achievedby detecting
duplicateand/orunsolicitedARP packets. Detectiontech-
niquesarepunitive by deÞnition,andhenceareof limited
utility in many environments.

A numberof cryptographicprotocolshave targetedis-
suesin theARP security. In theSecureLink Layer (SLL),
all link layer trafÞc is authenticatedandencrypted.While
thispreventsauthorizedhostsfrom injectingmaliciousmes-
sages,it doesnot prevent authorized,yet untrustworthy
hosts,from injectingmaliciousmessages.In yetanotherap-
proach,GoudaandHuang[16] proposetheSecureAddress
ResolutionProtocol.A secureserver in thisprotocolshares
secretkeys with eachhost on a subnet. The server main-
tains a databaseof IP-address-to-hardware-addressmap-
pings that is updatedperiodically through communication
with eachhost.All ARPrequestsandrepliesoccurbetween
ahostandtheserver, andrepliesareauthenticatedusingthe
sharedpair keys. Note that theserver representsa singular
pointof failureandcongestion,whichmake it apoormatch
for mostnetworks. Kempfexploits Identity-Basedcrypto-
graphictechniquesin theAddressBasedKeys (ABK) [19]
protocol. IP addressesare usedas public keys in ABK.
However, contemporaryidentity-basedsystemsrequireone
or more heavyweight cryptographicoperationsper signa-
tureor validation.Hence,their costis prohibitive for many
resourcepoordevices.

The mostpopularARP security protocol,S-ARP [10],
alsousesasymmetriccryptography. However, unlikeABK,
hostsuseself-createdpublic/private key pair certiÞedby
a local trustedparty. Each host registers its public key
with the Authoritative Key Distributor (AKD) server. The
serverÕs public key andMAC addressarealsosecurelydis-
tributedto all hostsduringabootstrappingprocess.

S-ARPrequestsproceedasnormalARP requests.How-

ever, S-ARPrepliesaresignedby thesenderÕs privatekey.
Upon receiving a reply, the signatureis veriÞedusing the
senderÕs public key. If the receiver does not have the
senderÕs public key, or if the signaturecannotbe veriÞed
by the keys currently in its key ring, the public key of the
senderis requestedfrom theAKD. TheAKD sendsit to the
requestinghostin a signedmessage.If thenew public key
veriÞesthe signature,the reply is acceptedandthe public
key is cached;otherwise,it is rejected.To avoid replayat-
tacks,messagesaretime-stampedandsynchronizationmes-
sagesareexchangedwith theAKD. S-ARPrequires,atmin-
imum,asinglesignaturegenerationandveriÞcationperad-
dressresolution.As illustratedin Section6, thiscostcanbe
signiÞcant.

Noneof thesesolutionssimultaneouslyaddressboththe
compatibilityandperformancerequirementsof currentnet-
works.Aswewill show in thefollowingsection,TARPsuc-
cessfullyachievesresilienceto cachepoisoningandcom-
patibility with ARP, at virtually nocost.

4 A Ticket-BasedApproach

The major ßaw in ARP is the lack of messageauthen-
tication. For the remainderof this paper, we classifyARP
vulnerabilitiesasfalling into oneof thetwo following cate-
gories:

¥ reply spooÞng:forging anARP reply to inject a new
addressassociationinto thevictimÕscache

¥ entry poisoning: forging anARP reply to replacean
addressassociationin thevictimÕscache

We addressthesevulnerabilitiesthroughthe Ticket-based
AddressResolutionProtocol (TARP). TARP implements
securityby distributingcentrallygenerated attestations[36,
5]. Theseattestations,calledtickets, authenticatetheasso-
ciationbetweenMAC andIP addresses throughstatements
signedby the local Local Ticket Agent (LTA). Eachticket
encodesa validity periodasanexpiration time. Of course,
theuseof expirationtimesassumesomeform of looseclock
synchronizationbetweenthe issuerLTA andthevalidating
clients.Suchsynchronizationis a commonrequirementfor
many protocols,and devices for its enforcementare well
known [27]. We deferdiscussionof issuesrelatingto syn-
chronizationto futurework.

To securelyperform addressresolution using TARP, a
host broadcastsa ARP request. The host with the re-
questedIP addresssendsa reply, attachingpreviously ob-
tainedticket. The signatureon the ticket proves that the
LTA issuedit, i.e., theMAC to IP addressmappingis valid
(or at leastwasat thetime of issuanceÑseerevocationbe-
low). The requestinghostreceivesthe ticket, validatingit
with theLTAÕs public key. If thesignaturesis valid, the ad-
dressassociationis accepted;otherwise,it is ignored.With
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the introductionof TARP tickets,anadversarycannotsuc-
cessfullyforgea TARP reply and,therefore,cannot exploit
ARPpoisoningattacks.

4.1 The TARP Protocol

The means by which a ticket is createdanddistributed
is dependenton whetherthe IP addressassignmentsare
staticor dynamic.Illustratedin Figure2, wheneverahostis
addedto a staticassignmentnetwork, it is conÞgured with
thenetwork publickey, anIP address,andaticket. Because
theassociationsareunlikely to changefrequently, it maybe
acceptableto set long ticket lifetimes. However, thereare
security, performance,andadministrativeconsiderationsre-
latedto theselection of ticket lifetimes. We considerthese
issuesin depthin Section4.3 below.

In dynamicIP networks,hostsareassignedIP addresses
andconÞgurationparametersby a conÞguration server us-
ing the Dynamic Host ConÞguration Protocol (DHCP).
Eachhostreceives a leaseon anIP addressandsendsa re-
newal requestuponexpirationasshown in Figure3. At this
time,theDHCPservermayor maynotreassignthehostthe
sameIP address.

In a TARP-enableddynamic IP network, the DHCP
server also performsthe functionality of an LTA. In re-
sponseto aDHCPrequest,theserverpackagesaticketwith
the conÞgurationinformation. Accordingly, the ticket ex-
piresalongwith the IP lease.Note that ticketsareby def-
inition public, thereforea securecommunicationchannel

is unnecessary. Having the DHCP server play the role of
LTA eliminates the needfor additional ticket distribution
messages,hence maintainingsimplicity of protocoldesign.
Additionally, usingthismethodof distribution is logical,as
DHCPwasdesignedto distributeconÞgurationparameters.

A host requires the LTAÕs public key in order to verify
tickets. Key distribution is most secureif performed out
of band. While lesssecure,this distribution could alsobe
performedthroughassertionanduseracceptance,similar to
thatin theSecureShell(SSH)protocol[39]. Unfortunately,
this allows an adversarynew methodsof attack. For this
paper, we only considermanualdistribution of the LTAÕs
public key.

The operationof ticket resolution proceedsidentical in
both the static and dynamic casesoncetickets have been
distributedto eachhost. TARP messageßow is similar to
the ARP, with the exceptionthat the ticket is appended to
eachrepliesasdeÞnedin theprecedingsection.

4.2 Ticket Format

Maintainingbackwardscompatibility with ARP is cru-
cial for the adoptionof any enhancedaddressresolution
protocol.Compatibilityis achievedby integratingtheticket
into the ARP reply; no changesneedtake placeto the re-
quest. As shown in Figure 4, the ticket is appendedas a
variablelengthpayload,with theticketheadermodiÞedac-
cordingly.

The Magic Þeld in the ticket header is usedto distin-
guish the new reply from an ARP reply. If it is a TARP
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Figure 4. TARP Reply Packet Format - the
TARP signature covers all Þelds from the
Magic thr ough the expiration tim e.

reply the magicÞeldis setto 0x789a0102 2. SinceTARP
hasonly one messagetype, the Type Þeld actually desig-
natesthe cryptographicalgorithm.3 The SigLenindicates
thesignaturelength.TheremainingÞeldscontaininforma-
tion requiredto ensureproperoperation. The MAC Addr
andIP Addr createtheaddressassociation.TheExpiration
Time indicateshow long the ticket is valid. IssueTimes-
tamp indicateswhen the ticket wasgeneratedand is used
for ticket revocationasdiscussedbelow.

4.3 Revocation

A reality of current networksthatIP/MAC addressasso-
ciationscan change;dynamic bindings(e.g.,DHCP [12])
or changesin network conÞgurationcanoccurbeforethe
a ticket expires. To be secure,onemustprovide a revoca-
tion mechanismthat securelynotiÞesclientswhich tickets
areno longervalid. Historical studiesof revocationhave
soughtto limit thecostof notiÞcation,e.g.,CRLsandother
datastructures[18, 26,4, 30,20], limit notiÞcationlatency,
e.g.,OCSP[29], or provide frameworks for tradingoff se-
curity guaranteesandsemantics[24, 4, 17].

Revocationspeaksto the centraltradeoff of TARP. Be-
causerevoked ticket may be replayedat any time prior to
its expiration, administratorsmay be temptedto keepthe
lifetimesshort. However, ticket issuancecostsgrow at the
linear inverseof theticket lifetime. Theability to calibrate
the balancebetweenthesecompetingfactorsthroughthe
selectionof ticket lifetimesis acentralbeneÞtto its design.

The simplestmethodof handlingrevocationis to issue
certiÞcatesthatareonly valid for a shorttime. This similar
to the short lived certiÞcatessuggestedby Ellison et al. in

2The magic Þeld originally appearedin S-ARP, and we useit for a
similar purpose.

3As discussedin Section5, our implementationcurrentlyuses1024-bit
RSA, but otherkey sizesandalgorithmmay be usedasappropriateand
desirable.

the SPKI/SDSIsystem[34]. Becausethe ticketsareonly
valid for a shorttime, thevulnerability to replayis limited
andnonotiÞcationis necessary. Notethatawindow of vul-
nerability to replayalso exists in S-ARP. Thewindow that
is equal to thecachehold time of theARP reply. Usersof
TARPcanprovidesimilarwindow by setting thelifetime of
theticket to theARPcachehold time. However, theburden
of thecreatingthe tickets is on theLTA, ratherthanon the
hoststhemselves. We experimentallyexplore the costsof
theticket creationandvalidationin section6.

ARP associationsare long lived in networks whereIP
addressesare assignedmanually. For this reasonit maybe
advantageousto createtickets whoselifetimes are essen-
tially inÞnite for thesestatic associations.4 In thoserare
caseswheremappingschange,onecanrevoke throughre-
issuance;all clientswouldonly usetheticketwith thelatest
expiry timestamp.ThisÒlatestticketwinsÓapproach would
be vulnerableto active attacksin which the adversarycan
block delivery of the new ticket. Such attacksrepresenta
powerful adversarywithin thelocal areanetwork, andmay
signal larger and more seriousproblems. Hencethe risk
maybeacceptablefor many environments.

Themostsecuresolutionis to implement a separatere-
vocationservice.Suchsolutionsrangefrom thedistribution
of simplesignedcertiÞcate revocationlists [18] to instanta-
neousonline veriÞcationof ticket validity [29]. Note that
thesimplesolutionslike CRLsarelikely mostappropriate,
asthecostsof thecomplex oneswould eclipsethecostsof
securingARP. Hence,weexpectthatsimple,low costsolu-
tionswill beusedin all networksbut thosewith thehighest
securityrequirements. We defer further discussionof the
designtradeoffs of revocationservicesto therelevant liter-
ature[28, 25].

An importantquestionis how to recover in thepresence
of compromiseof theLTA. This issueis similar to CA re-
covery in PKI systems.Unlike many PKI deployments,all
TARP clients servicedby a LTA are likely to be under a
singleadministrativedomain.Hence,it is reasonableto ex-
pectthateachclientcan bemanuallyconÞguredwith anew
certiÞcateas needed. Larger domainsmay employ tech-
niquesto reducethe impactof LTA compromise,e.g.,key-
splitting [23], issueandrevokeLTA keys throughlocal cer-
tiÞcatemanagementservices,andmayuseautomatedman-
agementtoolsfor thedistributionof LTA signingkeys.

4.4 Attacks againstTARP

Networks implementingTARP are vulnerableto two
types of attacksÐ active host impersonation,and DoS
throughticketßooding.Theseattacksresultfrom problems
outof thescopeof thispaper.

4Theexpirationtime Þeldis a 32-bit value. Whensetto its maximum
value,theticketwill expire in 2038.



An active adversary that can block all communication
beentwo hostscan impersonateits victim by spooÞngits
MAC addressandreplayinga capturedticket. While this
attackis presentin theARP, with TARP, theadversarycan
only impersonatethe victim as long as the ticket is valid.
Furthermore,a variant of this attackis presentin any solu-
tion thatusescaching.Fortunately, this attackcanbemiti-
gatedby usinga layer-2 switch with port security, thereby
preventingMAC spooÞng.

An adversarycanalsotake advantageof thecostimbal-
ancebetweengeneratinga TARP reply andprocessingit.
Exploiting this, a DoS attackcanbe launchedby ßooding
the victim with bogusTARP replies. Thesebogusreplies
aretrivial to generate,henceallowing theadversaryto eas-
ily sendthousandsof TARP repliesat a cost magnitudes
lower thanthe resultingvalidationattempt. By ßoodinga
victim with bogus ICMP requestsandcorrespondingTARP
replies,theadversarysuccessfullycircumventsevenastate-
ful ARP implementationand consumesthe victimÕs CPU
resources.As this attackresultsfrom ICMP behavior, miti-
gationrequiresadaptationof thatprotocolandis outsidethe
scopeof this paper.

5 Implementation

Wehave implementedTARPonLinux, version2.6. The
sourcecodeis available for download at URL: [22]. Our
implementationhastwo primarygoals:to demonstratethat
TARPindeedworksandis compatiblewith ARP;andmore
importantly, to measuretheoverheadof TARPandcompare
it to theoverheadof bothARPandS-ARP.

Our implementationmakesuseof a numberof libraries
including libpcap [3] for packet capture, libnet [35] for
packet injection andopenSSL [2] for cryptographicoper-
ations.Similar to S-ARP, our implementationhastwo main
componentsÐ a loadablekernel moduleand a userspace
daemon.The kernelmoduleprovidesthe properhooksto
disablekernelprocessingof incomingARP packets. This
allows the userspacedaemon,tarpd , to captureand re-
spondto incoming ARP packets. By implementingmost
of the functionality in userspace,we gain betterportability
andavoid implementingcomplex cryptography in theLinux
kernel.

Whenloaded, theuserspacedaemoninstructsthekernel
module(throughthe/procÞlesystem)to disablekernelpro-
cessingof incomingARP packetsandwaits for ARP pack-
ets.WhenanARP packet arrives,it is processedaccording
to its type. If it is a requesta TARP reply is sent. Other-
wise,it is a reply, andthesourceIP addressis comparedto
white-list entries.If not found,it is treatedasaTARPreply
andthe attachedticket is veriÞed. If the ticket is valid the
ARP cacheis updatedusinga netlink socket,andtheticket
is cached(in ahashtable)to speeduplaterveriÞcations.

The current implementationof TARP usesRSA with
1024-bitkeys. WechooseRSAamonganumber of alterna-
tivesignatureschemesbecauseof its fastsignatureveriÞca-
tion andtheavailability of highly efÞcient opensourceim-
plementations(OpenSSL).We alsochoosea 1024-bitkey
sizeas this key size is Þt-to-purpose,striking a goodbal-
ancebetweensecurityandperformance.

Our currentversionof TARP doesnot includea DHCP
server andclient, insteadit includesan administrative tool
to generatetheLTAÕskey pairandgeneratetickets.A TARP
awareimplantationof aDHCPis left for futurework. Such
an implementationis not necessaryfor the evaluation of
TARPÕs performanceas the cost of ticket generationand
distribution is amortizedacrossthelifetime of a ticket.

6 PerformanceEvaluation

In order to understandthe cost incurred by TARP,
we performed two types of measurements:the macro-
benchmarkindicatesthe cost seenby an application,the
micro-benchmarkevaluates thedelayof theprimaryopera-
tions.For themacro-benchmarks,wecompareourprotocol
to bothARPandS-ARP.

Our testenvironmentconsistsof two desktopPCsand
includeda laptopastheAKD in theS-ARPmeasurements.
The desktopswereequippedwith 2.8GHzPentium 4 pro-
cessorsand 1GB of RAM, while the laptop contained a
1.0GHzPentium3 processorand 1GB of RAM. All ma-
chinesran version 2.6 of the Linux Kernelandwerecon-
nectedvia a Gigabit Ethernet switch. Finally, becauseS-
ARP[31] waswrittenfor anearlierversionof Linux, small
updateswererequiredto compileandrun it in our environ-
ment.

6.1 Macro-benchmark

The macro-benchmark observes the round trip time of
the threetestedprotocols:ARP, S-ARP, andTARP. While
direct measurementin the kernel is possible,we chosean
indirectroute,measuringdelayat theapplicationlevel. For
this method,ARP is usedasa baseline. The overheadis
calculatedby taking thedifferencebetweenARP andboth
S-ARPandTARP. Sincetheoverheadis thedesiredresult,
the indirect methodproducesthe sameresultsas a direct
measurement.Additionally, measuringdelaysfrom theap-
plication level not only reßectsreal costs,it provides con-
sistentmeasurementbetweenthetestedprotocols.

To observe roundtrip delay from the applicationlevel,
we useda customping programthatßushedthesystemÕs
ARP cacheafter eachICMP echorequest/replypair. This
ensuredeach measurementincluded the overheadof ad-
dressresolution.WeperformedÞveexperiments,eachcon-
sisting of 1000 ICMP echorequests. Theseexperiments



Protocol x (µs) ! (µs) Median(µs) x Overhead(µs)
ARP 1178.59 259.98 1108 N/A

S-ARP 6579.57 415.99 6535 5401.02
TARP 1276.54 262.47 1206 97.95

Table 1. Round-trip delay for ICMP echo requests with caching (1000 requests).

Protocol x (µs) ! (µs) Median(µs) x Overhead(µs)
ARP 1178.59 259.98 1108 N/A

S-ARP 12479.71 571.47 12176 11319.12
TARP 1364.21 253.93 1297 185.62

Table 2. Round-trip delay for ICMP echo requests without caching (1000 requests).

measuredtheroundtrip delayfor ARP, S-ARP, andTARP
with andwithout caching.

Table 1 summarizes the mean,standarddeviation, and
medianof therecordedmeasurementsfor theprotocolsop-
eratingwith cachingturnedon (bestcasescenario). The
overheadwascalculatedfrom themean.As shown, we ob-
served small standarddeviationsfor eachproton. This re-
sultedfrom thelargelycontrolled testenvironment.

With cachingturnedon,S-ARPobservesanoverheadof
approximately5.4ms. This is 55 timesgreaterthanTARP,
which observesonly a 98 µs overhead.Thedelayincurred
by TARP is essentiallyunnoticeable,meeting our perfor-
mancesensitivity designrequirement.

Table 2 summarizesthe worst caseperformancemea-
surements.Again, themeanwasusedto calculatetheover-
head. Whencachingis disabled,the delay introducedby
S-ARPdoubles,resulting in anoverheadof 11 ms. On the
otherhand,TARP is two ordersof magnitudefaster, incur-
ring only 186µs of overhead. Hence,whensignatureveri-
Þcationis required,thedelayincurredby TARP is virtually
insigniÞcant.

In summary, our resultsshow that TARP out-performs
S-ARPby at leastanorderof magnitudein all experiments,
andby asmuchastwo ordersof magnitudein somecases.
More importantly, the resultsindicateTARP incursa vir-
tually insigniÞcantoverhead.As discussed in our solution
criteria,this is vital to theadoptionof a securereplacement
for ARP.

6.2 Micr o-benchmarks

Operationallybreakingdown TARPÕsoverheadprovides
insightinto how theprotocolwill performondifferenttypes
of devices. TARP messageßow begins by requestingan
addressassociation.Since the requestis identical to that
of ARP, no overheadis introduced.Whenthe remotehost
replies,a ticket is simply appendedto a reply. While this
requiresadditionalsystemI/O andnetwork trafÞc,theover-
headis negligible. Upon receiving a TARP reply, a host

must verify the ticket signature. This stage requiresan
asymmetriccryptographicoperationand should therefore
beinvestigated.As TARP operatesin userspace,cacheup-
datesresult in additional context switches,slowing down
operation. Determiningthis cost foretells the gain result-
ing from a kernel basedimplementation. Finally, TARP
gainssigniÞcantperformanceimprovementsby amortizing
thecostof ticketgeneration.

Table3 summarizesthemicro-benchmarks.The exper-
imentalenvironmentwasmorecontrolledthan that of the
macro-benchmarks,therefore,even with 100 runs,a small
standarddeviation wasachieved. The ticket signaturever-
iÞcationconsistsmainly of a 1024-bitRSA signaturever-
iÞcation. This operationis only requiredwhena received
ticket doesnot exist in thecache.Theaveragetime of 119
µs correspondsdirectly to the differencebetweenthe two
TARP variationsmeasuredin the macro-benchmark. The
cacheupdatealsoreßectsthevaluesmeasuredin themacro-
benchmark.If TARP wasimplemented in kernelspace,74
µs would be virtually eliminated,removing essentially all
overheadwhenticketsarecached.Finally, ticketgeneration
requires4.5 ms. As the ratio of requeststo ticket genera-
tions approachesone,TARP performssimilarly to S-ARP.
This is wheretherealpowerof TARP is introduced.

7 Discussion

As previously indicated,TARPdoesnot includekey and
ticket distribution messages.Insteadof creatinga new dis-
tribution protocol,DHCPis used.Clientsreceiving tickets
alongsideDHCPrepliescanreadilyauthenticatetheDHCP
reply by verifying the signatureon the ticket. However,
this only providesone-way authentication. In somecases,
authenticatingclientsbeforedistributing DHCPleasesand
ticketsmay be requiredin orderto restrictnetwork access
or avoid attackssuchasIP addresspoolexhaustion.

Methods for securingDHCP exist. Suggestions in-
clude Authenticationfor DHCP [13], where the protocol



Operation Average(µs) !
TicketSignatureVeriÞcation 119.12 2.00

Updateof ARPcache 74.07 7.15
TicketGeneration 4535.36 68.33

Table 3. Execution times in micr oseconds for
TARP operations (Average of 100 measure-
ments).

hasbeenextendedwith additionalsecurityparameters.Of
course,suchsystemsneeda way to tie authenticationinto
a centralsystem.Many network installationsalreadyhave
suchdevicesdeployed. ApplicablebackendsincludeRA-
DIUS [33], a commonauthenticationdatabase.How and
whensuchauthenticationis the subjectof network policy
andavailableinfrastructure,andhenceshouldbedealtwith
asoperationalneedsdictate.

While TARP successfullyandefÞcientlypreventscache
poisoning,it is uselesswithout a plan for incremental de-
ployment.Mixednetworksresultin two scenariosof inter-
estto incrementaldeployment: 1) anARP host(Hc) sends
anARP requestto TARP-enabledhost(Ht ), or 2) a TARP
host(Ht ) sendsa requestto ARPhost (Hc).

In scenario1, whenHt receivestheARPrequest,it does
not know Hc runs the original protocol, becauseboth re-
questpacket forms are identical. Ht proceedsto returna
TARP reply. Hc receivesthis reply andparsesit correctly.
This occurs,becauseto anARP host,the ticket simply ap-
pearsasnetwork garbage.Hence,Hc cansuccessfullyre-
solveHt Õs MAC addressandthereforetransmitdata.

Scenario2 occurswhenHt repliesto Hc. Hc receives
the TARP request,which again is identical to an ARP re-
quest,andrepliestoHt . AsHt cannotverify theaddressas-
sociation,it ignoresthereply. After timeelapses,thehigher
layer protocolstimesout. If Ht could be madeto accept
this reply, thelookupwouldcompletesuccessfully.

Theonly barrierkeepingthemixednetwork from func-
tioningis theveriÞcationof anARPreply. A TARPenabled
hostcannotsimply acceptall ARP replies; this invalidates
any securitygainedfrom thenew protocol.In orderto allow
the above scenarios,TARP supports whitelists. Whitelist
entriesareoneof two typesÐwhitelistedIP rangesor static
ARPmappings.

TARP supportswhitelisted IP ranges. This allows a
DHCPserver5 to distributeIP addressesfrom two different
poolsÐARP hosts,andTARP hosts.Sucha conÞguration
maybenecessaryfor a transitionto TARPasit is neededto
specifypreciselywhichhostsareparticipatingin theproto-
col.

Theselists canalsocontainhardcodedMAC andIP ad-
dressmappings.While currentlynot implemented,this type

5TheDHCPserversignsthewhitelist with thenetwork privatekey

of whitelist canbe distributedby the network administra-
tor or DHCPserver. This allows dynamicconÞgurationof
static ARP entriesfor known devices that do not support
TARP. Exampledevices include embeddedhostssuchas
routersthatrequirevendorsupportfor protocolupdates.

AlthoughTARP is designedto interoperatewith ARPto
facilitate incrementaldeployment, hostsrunning ARP are
not in any way protectedby TARP. Moreover, TARP hostsÕ
cacheentriesrefrencingwhitelistedhostsarealsosubjectto
poisoning.In orderto achievethemostfrom TARPall hosts
on thelocalareanetwork should bemigratedto TARP.

8 Conclusions

ARP is essentialto theproperoperationof IP networks.
However, thelackof authenticationin ARPleadsto arange
of serious security vulnerabilities. Previous solutionsto
ARP have failedto simultaneously addressthecompatibil-
ity andcostrequirementsof currentnetworks. We have in-
troducedTARP: a Ticket-basedAddressResolutionProto-
col anddetailedits implementation. Built asan extension
to ARP, TARP achievesresilienceto cachepoisoning.We
have shown experimentallythat TARP reducescostby as
muchastwo ordersof magnitudeoverexistingprotocols.

ARP vulnerabilitieswill remain a seriousnetwork secu-
rity problemuntil a viablealternative is accepted.We have
shown TARP to be viable, but muchwork remainsbefore
our implementationcan be broadly used. Extensionsin-
cludingsupportfor dynamicenvironmentsarerequisite.Fi-
nally, we seekfurtheroperationalexperience;a deeperun-
derstandingof thecostsandlimitationsof ourapproachcan
only begleanedfrom Þeldtesting.Wearecurrentlyactively
performingsuchaÞeldtestwithin ourparentinstitution.
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