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Abstract

IP networksfundamentallyrely on the AddressResolu-
tion Protocol (ARP)for proper opemtion. Unfortunately
vulnembilitiesin the ARPprotocolenablea raft of IP-based
impersonation, man-in-the-middle or DoS attadks. Pro-
posedcountermeassto thesevulnembilities haveyetto
simultaneousladdresshadkward compatibilityandcostre-
guirementsThispaperintroducegheTicket-base Address
ResolutionProtocol (TARP. TARPimplementsecurityby
distributing centrally issuedsecue MAC/IP addressmap-
ping attestationghrough existing ARP messges. We de-
tail the TARP protocol and its implementatiorwithin the
Linux operfating system.Our experimentalanalysisshows
that TARP improvesthe costsof implementingARP secu-
rity by as mud as two orders of magnitudeover existing
protocols.We concludeby exploring a range of operational
issuesassociatedvith deployingandadministemg ARPse-
curity.

1 Intr oduction

The AddressResolutionProtocol(ARP) [32] is theglue
that holds together the network and link layersof the IP
protocolstack. The primary function of ARP is to mapIP
addressesntohostshardwareaddressewithin alocal area
network. As such,its correctnesss essentiato properfunc-
tioning of thenetwork. However, lik e otherprotocolswithin
IP, ARP is subjectto a rangeof serbusandcontinuingse-
curity vulneralilities [8, 9]. Adversariescanexploit ARP
to impersonatenhosts, perform man-in-the-middleattacks,
or simply DoS victims. Moreover, suchattacksaretrivial
to perform,andfew countermeasurdsave beenwidely de-
ployed.

Currentnetwork ervironments presenttwo central de-
signchallengegor ARP security Firstly, the solutionmust
not requireARP be discarded. The deployed baseof IP is
large and diverseenoughthat replacingary major compo-

nentof the IP protocol stackis technicallyand cog pro-

hibitive. Secondly the costsof implementingARP secu-
rity mustbe minimal. Resourceonstrainedievicesandal-

readycomputationly loadedhostscannotafford to budget
large amountsof reurcesfor ARP security Any solution
thatwould demonstrablghangethe performancerobleof

ARPwill notbeadopted.Theprimaryreasorthatproposed
solutions[19, 10, 16, 21] have not beenwidely deplo/ed

is that they have yet to simultaneouslyaddresghesetwo

requirements.

In this paperweintroducetheTicket-based\ddressRes-
olution Protocol (TARP) protocol. TARP implementsse-
curity by distributing centrally generatedAC/IP address
mappingattestation$36, 5]. Theseettestationscalledtick-
ets are given to clients as they join the network and are
subsequenthdistributed through existing ARP messages.
Unlike other popular ARP-basedsolutions, the costsper
resolutionarereducedo one public key validation perre-
guest/replypairin theworstcase.As such, TARP is a fea-
sible approachfor the diverseassortmenbf existing net-
work capabledevices. We provide a detaileddescription
of the protocol designard its implementationwithin the
Linux operathg system.Our experimentalanalysisshavs
that TARP retainscompatibility while reducng therequest
costshy as much astwo ordersof magntude over exist-
ing protocols.We explore arangeof crucial operationals-
suesincluding revocationandincrementadeploymentand
shav how TARP canbe deplgyed with limited administra-
tive oversight.

Note that TARP embodiesa cental designtrade-of.
Ticket generationcostsgrow at the linear inverseof the
ticket® lifetime. The ticket lifetime dictatesthe vulnera-
bility to repay attackst Hence administratorsandirectly
controlcostandsecuritythroughthe selectiorof ticket life-
time. The ability to baancebetweenthesecompetingfac-
torsis a centralbenebtto TARP® design. We explore the
managementf this tradeof throughoutandrefR3ecton the

1We consideran alternatedesignin Section4.3 in which we address
replayvulnerabilitiesthroughtheintroductionof arevocationservice.



necessityof suchcompromisesn the pradical useof secu-
rity technologies.

Securityin resolutionservicesemainsanopenproblem.
Whetherresolvingdomainor hostname$15, 6, 7], claims
of addres ownership[36, 5], or othernetwork artifacts,one
needdo authenticateahe contentsandfreshnessf received
data. This work represents new pointin the designspace
of theseservies. As such,it canbe usedto inform of the
specibaostsandadwantajesof resolutionservicesIn par
ticular, our practicalanalysisndicateghatfor certainkinds
of resolution,greatperformancegains canbe achieved by
slightly relaxingsecurityrequirements.

We begin in the next sectionby providing background
on ARP and consideringthe vulnerabilitiesinherentto its
currentdesign. Section3 considergastefforts at securing
ARP andotherrelatedworks. Section4 detailsthe TARP
architectureand its operationwithin local networks. Sec-
tion 5 outlinestheintegrationof the TARP clientwithin the
Linux kernelard identibes.Section6 exploresthe perfor
manceof TARP experimentally Section7 considerseveral
operationalissuesassociatedvith the use of TARP. Sec-
tion 8 concludes.

2 Background

The AddressResolutiorProtoml (ARP) [32] is usedby
hoststo map IP addresse®nto Medium AccessContol
(MAC) link layeraddressesTheresultingaddressassocia-
tions areusedto directpaclet delivery within the physical
local network.

Every pacletin anlP nework mustbedeliveredto some
interfacein the local network. ThosewhosedestinationP
addresseare externalto the local network (asdetermined
by the subnetmask) are deliveredto the subnetgatevay.
Thosepaclets destinedfor internal network are delivered
directly. Whetherthe destinationaddresss local or gate-

way, the IP addressnustbe mappedontoa MAC address.

ARP resolutionperformsa distributed lookup via a sim-
ple broadcastequestfollowed by a unicastresponse.The
qgueryinghostsendsthe requestto the local broadcastd-
dress. Accordingto the protocol, only a hostassignedo
the requestechddresshouldreply with its local hardware
address. This reply, containingboth the requestedP ad-
dressandassociatedlA C addressis sentvia unicastto the
queryinghost. The hostcacheghe associationwhich ex-
piresandis evicted at a later time per somelocal policy.
Onceevicted,the hostrepeatgherequestcache andeven-
tual ejection. While the cachehold time for a responses
undebnedn the protocolspecibcationmary implementa-
tions setthe expiration to approximately20 minutes,with
theoptionof resettingthe expiry timer aftereachuse[10].
Hostsimplicitly trust the addressassociationsesiding
in the ARP cache.If anadwersarycaninBuencetheseval-
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Figure 1. Example of a Man-in-t he-Middle at-
tack in progress. Both host A and B believe
they are talking directl y to each other.

ues, the host can be manipulatedinto sendingpacletsto
the wrong hardware address. The lack of authentication
of addressassociatiordaa leaves hostssusceptibleo re-
ply spoobPngndcacheentrypoisonng,commonlyreferred
to ascache poisonng. In fact,freely availabletoolsarede-
signedto exploit thesevulnerabilities[37].

Most IP protocol stacksare designedto ignore unso-
licited ARP replies. However, this doeslittle to prevent
cachepoisoning. An adwersay can coercea hostinto re-
guestinga specibcaddressby spoobngan ICMP ping
messageT he spoofedmessageontainghetametedIP ad-
dressrequiringthe hostto resohe the MAC addres to re-
ply. By caretilly poisming the cacheandspoobngeplies,
anadwersarycanperformbothDenial of Service(DoS)and
Manin theMiddle (MITM) attackq14]. Suchattackswere
known evenin 1989[8], andthey still exist today[9].

Cachepoisoningcanbe usedto mountvarioustypesof
DoSattacks. In themostsimple casetheadwersaryreplaces
the MAC addressof a particularhostwith anothervalue.
Whenthevictim attemptgo communcatewith thatremote
host,all trafbcis sentto thewrong MAC addess. This ef-
fectively deries serviceto the remotehost. If this remote
hosthappendo be the gatevay, the hostwill be unableto
communicatewith hostsoutsideof the subnet. Finally, if
theadwersaryknows the IP addressof all nodeson the sub-
net, cacheentriescan be craftedso that the victim cannot
communicatevith ary remot hosts.

While DoSis a seriousconcern cachepoisoningresult-
ing in a MITM attackis more dangerous.This attack,as
shavn in Figure 1 not only allows the adwersaryto insert
messagemto thecommuricationchannelput moreimpor-
tantly, it often goesundetected. Furthermore cachepoi-
soningusedin this mannerallows eazesdroppingeven on
alayer2 switch. In orderto launchthis attack,the adwer-
sarymusteffectively manipulatehe cachesat both endsof
acorversation.Oncebothendsbelieve the adwersaryis the
correctremotedestinationmanipulatingpaclet streamss
trivial.



3 RelatedWork

Severalattemptdave beenmadeto addrestheabove se-
curity issueghroughmethodsxternalto the ARP protocol.
For example it hasbeenproposedhat hostscanstatically
conbgureARP tables[1]. Of course,this would incur a
hugeadmiristrative overheadandis largely intractablefor
dynamicervironments. Corversely the port security[11]
featuresavailablein recentswitchegestricttheuseof phys-
ical portsto conbguredAC addressesThisapproactonly
preventscertainkinds of MAC hijacking, but doesnothing
to preventMITM attacks.Hence,it is only a partial (andin
mary wayslimited) solution

Other solutions attemptto detect misbelavior, rather
than prevent it. ARPWatch [21], a network-level detec-
tion device, detectsmalicious ARP paclets by monitor
ing MAC/IP addressairingsocaurring on a subnet.Con-
versely host-level detectionservicediffer in thateachhost
onthenetwork attemptdo detectmaliciousmessagearriv-
ing atthelocalinterface[38]. Thisis achiasedby detecting
duplicateand/orunsolicitedARP paclets. Detectiontech-
niquesare punitive by debnition,and henceare of limited
utility in mary environments

A numberof cryptographicprotocolshave targetedis-
suesin the ARP security In the SecureLink Layer (SLL),
all link layertrafbcis authenticatecndencrypted.While
thispreventsauthorizechostsfrom injectingmaliciousmes-
sages,it doesnot prevent authorized,yet untrustworthy
hosts frominjectingmaliciousmessags. In yetanotherap-
proach,GoudaandHuang[16] proposehe SecureAddress
ResolutionProtocol. A securesenerin this protocolshares
secretkeys with eachhaost on a subnet. The sener main-
tains a databaseof IP-address-to-hardave-addressmap-
pingsthat is updatedperiodically through communication
with eachhost.All ARPrequestandrepliesoccurbetween
ahostandthesener, andrepliesareauthenticatedsingthe
sharedpair keys. Note thatthe sener represents singular
pointof failureandcongestionwhich make it apoormatch
for mostnetworks. Kempfexploits Identity-Basedcrypto-
graphictechniquesn the AddressBasedKeys (ABK) [19]
protocol. IP addressesire usedas public keys in ABK.
However, contemporarydentity-basedystemgequireone
or more hearyweight cryptographicoperationsper signa-
ture or validation. Hence their costis prohibitive for mary
resourcepoor devices.

The mostpopular ARP security protocol, S-ARP [10],
alsousesasymmetriccryptograply. However, unlike ABK,
hostsuse self-createdpublic/private key pair certibedby
a local trustedparty Each host registes its public key
with the Authoritative Key Distributor (AKD) sener. The
sener@®public key andMAC addressrealsosecurelydis-
tributedto all hostsduringa bootstrappingrocess.

S-ARPrequestproceedasnormalARP requestsHow-

ever, S-ARPrepliesare signedby the senderprivate key.
Uponreceving a reply, the signatureis veribedusingthe
sendeOpulic key. If the receiver doesnot have the
sendepublic key, or if the signaturecannotbe veribed
by the keys currentlyin its key ring, the public key of the
sendeis requestedrom the AKD. The AKD sendst to the
requestinghostin a signed messagelf the new public key
veribesthe signature the reply is acceptedandthe public
key is cachedptherwisejt is rejected.To avoid replayat-
tacks,messagearetime-stampeendsynchronizatiommes-
sagesreexchangedvith theAKD. S-ARPrequiresatmin-
imum, asinglesignaturegeneratiorandveribcatiorperad-
dresgesolution.As illustratedin Section6, this costcanbe
signibcant.

Noneof thesesolutionssimultaneoushaddresdoththe
compatibilityandperformanceequirement®f currentnet-
works. Aswewill shaw in thefollowing section,TARPsuc-
cessfullyachievesresilienceto cachepoisoningand com-
patibility with ARP, atvirtually no cost.

4 A Ticket-BasedApproach

The major Baw in ARP is the lack of messageauthen-
tication. For the remainderof this pgper, we classify ARP
vulnerabilitiesasfalling into oneof thetwo following cate-
gories:

¥ reply spoobng:forging an ARP reply to inject a new
addressissociationnto thevictim@ cache

¥ entry poisoning: forging an ARP reply to redacean
addressassociationn thevictim@ cache

We addresghesevulnerabilitiesthroughthe Ticket-based
AddressResolutionProtocol (TARP). TARP implements
securityby distributing centrallygeneratd attestation$36,
5]. Theseattestationsc¢alledtickets authenticatehe asso-
ciationbetweenMAC andIP addressethroughstatements
signedby the local Local Ticket Agent (LTA). Eachticket
encodes validity periodasan expirationtime. Of course,
theuseof expirationtimesassumaomeform of looseclock
synchronizatiorbetweertheissuerLTA andthe validating
clients. Suchsynchronizations a commonrequiremenfor
mary protocols,and devices for its enforcementre well
known [27]. We deferdiscussiorof issuesrelatingto syn-
chronizationto future work.

To securelyperform addressesolution using TARP, a
host broadcastsa ARP request. The host with the re-
guestedP addresssendsa reply, attachingpreviously ob-
tainedticket. The sigmatureon the ticket provesthat the
LTA issuedit, i.e.,the MAC to IP addressnappingis valid
(or atleastwasat the time of issuanceNseeevocationbe-
low). Therequestinghostrecavesthe ticket, validating it
with the LTAG public key. If thesignaturess valid, the ad-
dressassociations acceped; otherwisejt is ignored.With
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Figure 2. Static IP Address Assign ment -
hosts receive TARP tickets during initial
setup, and include them with each ARP re-

ply.

theintroductionof TARP tickets,anadversarycannotsuc-
cessfullyforgea TARP reply and,therefore canna exploit
ARP poisoningattacks.

4.1 The TARP Protocol

The mears by which a ticket is createdand distributed
is dependenbn whetherthe IP addressassignmentsre
staticor dynamic.lllustratedin Figure 2, wheneerahostis
addedto a staticassignmenhework, it is conbgurd with
thenetwork publickey, anlP address,andaticket. Because
theassociationareunlikely to changdrequently it maybe
acceptabldo setlong ticket lifetimes. However, thereare
security performanceandadministraive considerationse-
latedto the selectian of ticket lifetimes. We considerthese
issuedn depthin Section4.3 below.

In dynamiclP networks, hostsareassignedP addresses
andconbguratiorparameter®y a conbguratn sener us-
ing the Dynamic Host Conbguation Protocol (DHCP).
Eachhostreceves aleaseon an|P addressandsendsare-
newal requesuponexpirationasshovn in Figure3. At this
time,the DHCP sener may or maynotreassigrthe hostthe
samelP address.

In a TARP-enableddynamic IP network, the DHCP
sener also performsthe functionality of an LTA. In re-
sponsdo a DHCPrequestthesener packagesticketwith
the conbguratiorinformation. Accordingly the ticket ex-
piresalongwith the IP lease.Note thatticketsareby def-
inition public, thereforea securecommunicationchannel

Figure 3. Dynamic IP Address Assignment -
hosts receive TARP tickets during the initial
DHCP exchang e, and include them with each
ARP reply.

is unnecessaryHaving the DHCP sener play the role of
LTA eliminaes the needfor additional ticket distribution
messagediene maintainingsimplicity of protocoldesign.
Additionally, usingthis methodof distributionis logical, as
DHCPwasdesignedo distribute conbguratiorparameters.

A hostrequires the LTA® public key in orderto verify
tickets. Key distribution is most secureif performed out
of band. While lesssecure this distribution could alsobe
performedhroughassertioranduseracceptancesimilarto
thatin the SecureShell (SSH)protocol[39]. Unfortunately
this allows an adwersarynen methodsof attack. For this
paper we only considermanualdistribution of the LTA®
public key.

The operationof ticket resoluton proceedddenticalin
both the static and dynamic casesoncetickets have been
distributedto eachhost. TARP messagddow is similar to
the ARP, with the exceptionthat the ticket is appenéd to
eachrepliesasdebnedn theprecedingsection.

4.2 Ticket Format

Maintaining backwardscomnpatibility with ARP is cru-
cial for the adoptionof ary enhancedaddressresolution
protocol. Compatibilityis achiezedby integratingtheticket
into the ARP reply; no changeseedtake placeto the re-
guest. As shawvn in Figure 4, the ticket is appendedas a
variablelengthpayload with theticketheademodibedac-
cordingly.

The Magic Peldin the ticket heade is usedto distin-
guishthe new reply from an ARP reply. If it is a TARP
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Figure 4. TARP Reply Packet Format - the
TARP signature covers all belds from the
Magic through the expiration time.

reply the magic Peldis setto 0x789a002 2. SinceTARP

hasonly one messagdype, the Type beld actually desig-
natesthe cryptographicalgorithm? The SigLenindicates
the signaturdength. Theremainingbeldscontaininforma-

tion requiredto ensureproper operation. The MAC Addr

andIP Addr createthe addressssociationThe Expiration

Time indicateshow long the ticket is valid. IssueTimes-
tampindicateswhen the ticket was generatedandis used
for ticket revocationasdiscussedelow.

4.3 Revocation

A realty of currert networksthatIP/MAC addressisso-
ciationscan change;dynanic bindings(e.g., DHCP [12])
or changesn network conbguratiorcan occur beforethe
aticket expires. To be secureonemustprovide a revoca-
tion mechanismthat securelynotibpesclientswhich tickets
areno longervalid. Historical studies of revocationhave
soughtto limit the costof notibcationge.g.,CRLsandother
datastructureg18, 26,4, 30, 20], limit notipcationateng,
e.g.,0CSP[29], or provide framenorks for tradingoff se-
curity guaranteeandsematics[24, 4, 17].

Revocationspeaksto the centraltradeof of TARP. Be-
causerevoked ticket may be replayedat ary time prior to
its expiration, administratoramay be temptedto keepthe
lifetimes short. However, ticket issuancecostsgrow at the
linearinverseof theticket lifetime. The ability to calibrate
the balancebetweenthesecompetingfactorsthroughthe
selectionof ticket lifetimesis a centralbenebto its design.

The simplestmethodof handlingrevocationis to issue
certibcateshatareonly valid for a shorttime. This similar
to the shortlived certibcatesuggestedby Ellison et al. in

2The magic beld originally appearedn S-ARP andwe useit for a
similar purpose.

3As discussedh Sections, ourimplementatiorcurrentlyusesl 024-bit
RSA, but otherkey sizesand algorithmmay be usedas appropriateand
desirable.

the SPKI/SDSIsystem[34]. Becausehe ticketsare only
valid for a shorttime, the vulnerability to replayis limited
andno notibcationis necessaryNotethatawindow of vul-
nerability to replayalso existsin S-ARP. The window that
is equd to the cachehold time of the ARP reply. Usersof
TARP canprovide similarwindow by seting thelifetime of
theticketto the ARP cacheholdtime. However, theburden
of the creatingthe tickets is onthe LTA, ratherthanonthe
hoststhemseles. We experimentallyexplore the costsof
theticket creationandvalidationin section6.

ARP associationgre long lived in networks whereIP
addresseare assignednanually For this reasont maybe
adwantageoudo createtickets whoselifetimes are essen-
tially inbnite for thesestatic association$. In thoserare
casesvheremappingschange onecanrevoke throughre-
issuanceall clientswould only usetheticketwith thelatest
expiry timestamp This OlatesticketwinsGapproat would
be vulnerableto active attacksin which the adwersarycan
block delivery of the new ticket. Such attacksrepresenta
powerful adwersarywithin thelocal areanetwork, andmay
signal larger and more seriousproblems. Hencethe risk
may be acceptabldéor mary ervironments.

The mostsecuresolutionis to implemer a separatee-
vocationservice.Suchsolutionsrangefrom thedistribution
of simplesignedcertibcae revocationlists [18] to instanta-
neousonline veribcationof ticket validity [29]. Note that
thesimplesolutionslike CRLsarelikely mostappropriate,
asthe costsof the complex oneswould eclipsethe costsof
securingARP. Hence we expectthatsimple,low costsolu-
tionswill beusedin all networksbut thosewith the highest
securityrequiremets. We defer further discussionof the
designtradeofs of revocationservicego therelevantliter-
ature[28, 25].

An importantquestionis how to recoverin the presence
of compromiseof the LTA. This issueis similar to CA re-
covery in PKI systems.Unlike mary PKI deployments,all
TARP clients servicedby a LTA arelikely to be under a
singleadministratve domain.Hence,it is reasonabléo ex-
pectthateachclientcan be manuallyconbguredvith anew
certibcateas needed. Larger domainsmay employ tech-
niquesto reducethe impactof LTA compranise,e.g.,key-
splitting [23], issueandrevoke LTA keysthroughlocal cer
tibcatemanagemergervicesandmay use automatedanan-
agementoolsfor thedistribution of LTA signingkeys.

4.4 Attacks againstTARP

Networks implementing TARP are vulnerableto two
types of attacksb active host impersonation,and DoS
throughticket Rooding. Theseattacksresultfrom problems
outof the scopeof this paper

4The expirationtime Peldis a 32-bit value. Whensetto its maximum
value,theticketwill expirein 2038.



An active adwersay that can block all communication
beentwo hostscanimpersonateéts victim by spoobngts
MAC address andreplayinga capturedticket. While this
attackis presenin the ARP, with TARP, the adversarycan
only impersonatehe victim aslong asthe ticket is valid.
Furthermorea varant of this attackis presenin ary solu-
tion thatusescaching.Fortunately this attackcanbe miti-
gatedby usinga layer2 switchwith port security thereby
preventingMAC spoobng.

An adwersarycanalsotake advantageof the costimbal-
ancebetweengeneratinga TARP reply and processingit.
Exploiting this, a DoS attackcanbe launchedby Rooding
the victim with bogusTARP replies. Thesebogusreplies
aretrivial to generatehenceallowing the adwersaryto eas-
ily sendthousandf TARP repliesat a cost magnitudes
lower thanthe resultingvalidation attempt. By Roodinga
victim with bogus ICMP request@andcorrespondinGARP
replies theadwersary successfullycircumwentsevenastate-
ful ARP implementationand consumeshe victim@ CPU
resourcesAs this attackresultsfrom ICMP behaior, miti-
gationrequiresadaptatiorof thatprotocolandis outsidethe
scopeof this paper

5 Implementation

We have implementedTARP on Linux, version2.6. The
sourcecodeis availablefor download at URL: [22]. Our
implementatiorhastwo primarygoals:to demonstratéhat
TARP indeedworksandis compatiblewith ARP; andmore
importantly to measuréheoverheadf TARP andcompare
it to the overheadf bothARP andS-ARR

Our implementatiommakesuseof a numberof libraries
including libpcap [3] for paclet capture,libnet [35] for
paclet injection and operSSL [2] for cryptographicoper
ations.Similar to S-ARR ourimplementatiorhastwo main
componentd a loadablekernel module and a userspace
daemon.The kernelmodule providesthe properhooksto
disablekernelprocessingf incoming ARP paclets. This
allows the userspacelaemon,tarpd , to captureandre-
spondto incoming ARP paclets. By implementingmost
of thefunctionality in userspacewe gain betterportability
andavoid implementingcomplex cryptograply in theLinux
kernel.

Whenloaded the userspaceaemorninstructsthe kernel
module(throughthe/procblesystemjo disablekernelpro-
cessingof incoming ARP pacletsandwaits for ARP pack-
ets.Whenan ARP paclet arrives,it is processe@ccording
to its type. If it is arequesta TARP reply is sent. Other
wise, it is areply, andthe sourcelP addresss comparedo
white-listentries.If notfound,it is treatedasa TARPreply
andthe attachedicket is veriped. If theticket is valid the
ARP cacheis updatedusinga netlink soclet, andtheticket
is cachedin ahashtable)to speedupaterveribcations.

The currentimplementationof TARP usesRSA with
1024-bitkeys. We chooseRSA amonga numbe of alterna-
tive signaturescheme$ecauseof its fastsignatureveripca-
tion andthe availability of highly efbcient opensourceim-
plementation§OpenSSL) We alsochoosea 1024-bitkey
size asthis key sizeis btto-purpose striking a good bal-
ancebetweersecurityandperformance.

Our currentversionof TARP doesnotincludea DHCP
sener andclient, insteadit includesan administative tool
to generatéhe LTAGkey pairandgeneatetickets. A TARP
awareimplantationof a DHCPis left for futurework. Such
an implementationis not necessaryfor the evaluation of
TARP® performanceas the cost of ticket generationand
distribution is amortizedacossthelifetime of aticket.

6 PerformanceEvaluation

In order to understandthe cost incurred by TARP,
we performa two types of measurements:the macro-
benchmarkindicatesthe cost seenby an application,the
micro-benchmarlevaluates the delayof the primary opera-
tions. For the macro-benchnris, we compareour protocol
to bothARP andS-ARP

Our testernvironmentconsistsof two desktopPCsand
includedalaptopasthe AKD in the S-ARPmeasurements.
The desktopswere equippedwith 2.8GHz Pentum 4 pro-
cessorsand 1GB of RAM, while the laptop cortained a
1.0GHz Pentium3 processorand 1GB of RAM. All ma-
chinesran verdon 2.6 of the Linux Kernelandwere con-
nectedvia a Gigabit Ethenet switch. Finally, becauses-
ARP [31] waswrittenfor anearlierversionof Linux, small
updatesvererequiredto compileandrunit in our environ-
ment.

6.1 Macro-benchmark

The macro-benchnt& obseresthe roundtrip time of
the threetestedprotocols: ARP, S-ARR and TARP. While
direct measwementin the kernelis possible,we chosean
indirectroute,measuringlelayat the applicationlevel. For
this method,ARP is usedas a baseline. The overheadis
calculatedby taking the differencebetweenARP andboth
S-ARPandTARP. Sincethe overheads the desiredresult,
the indirect methodproducesthe sameresultsas a direct
measurementAdditionally, measuringlelaysfrom the ap-
plication level not only rel3ectsreal costs,it provides con-
sistentmeasuremertietweenthetestedprotocols.

To obsenre roundtrip delay from the applicationlevel,
we useda customping programthat Rushedhe system®
ARP cacheafter eachICMP echorequest/replypair. This
ensuredeach measuremenincluded the overheadof ad-
dresgesolution.We performedpve experiments,eachcon-
sisting of 1000 ICMP echorequests. Theseexperiments



Protocol| Z (us) | ! (us) [ Median(us) [ = Overheads) |

ARP 1178.59| 259.98 1108 N/A
S-ARP | 6579.57| 415.99 6535 5401.02
TARP | 1276.54| 262.47 1206 97.95

Table 1. Round-trip delay for ICMP echo requests with caching (1000 requests).

| Protocol| Z(us) [ ! (us) [ Median(us) | = Overheadys) |
ARP 1178.59| 259.98 1108 N/A
S-ARP | 12479.71| 571.47 12176 11319.12
TARP 1364.21| 253.93 1297 185.62

Table 2. Round-trip delay for ICMP echo requests without caching (1000 requests).

measuredheroundtrip delayfor ARP, S-ARR and TARP
with andwithout caching.

Table 1 summaizes the mean,standarddeviation, and
medianof theremrdedmeasurement®r the protocolsop-
eratingwith cachingturnedon (bestcasescenario). The
overheadwvascalculatedrom the mean.As shawvn, we ob-
sened small standarddeviationsfor eachproton. This re-
sultedfrom thelargely contolled testervironment.

With cachingturnedon, S-ARPobsenesanoverheadf
approximatelys.4 ms. Thisis 55 timesgreatethan TARP,
which obseresonly a 98 us overhead.The delayincurred
by TARP is essentiallyunnoiceable, meeting our perfor
mancesensitvity designrequirement.

Table 2 summarizeghe worst caseperformancemea-
surementsAgain, the meanwasusedto calculatethe over-
head. When cachingis disabled,the delay introducedby
S-ARPdoublesresuting in anoverheadof 11 ms. Onthe
otherhand, TARP is two ordersof magnitudefasterincur-
ring only 186 us of overhead. Hence whensignatureveri-
pcationis requiredthedelayincurredby TARP is virtually
insignibcant.

In summary our resultsshav that TARP out-performs
S-ARPby atleastanorderof magnituddn all experiments,
andby asmuchastwo ordersof magnitudein somecases.
More importartly, the resultsindicate TARP incursa vir-
tually insignibcantoverhead.As discusged in our solution
criteria, thisis vital to theadoptionof a securereplacement
for ARP.

6.2 Micr o-benchmarks

Operationallybreakingdovn TARP®overheadrovides
insightinto how theprotocolwill performondifferenttypes
of devices. TARP messagdiow begins by requestingan
addressassociation. Since the requestis identical to that
of ARP, no overheads introduced.Whenthe remotehost
replies,aticket is simply appendedo a reply. While this
requiresadditionalsystem/O andnetwork trafbc,theover
headis negligible. Upon receving a TARP reply, a host

must verify the ticket signature. This stage requiresan
asymmetriccryptographicoperationand should therefore
beinvesticated. As TARP operatesn userspace;acheup-
datesresultin additional context switches,slowing down
operation. Determiningthis costforetells the gain result-
ing from a kernel basedimplementabn. Finally, TARP
gainssignibcanperformancemprovementsy amortizing
thecostof ticket generation

Table 3 summarizeshe micro-benchmarksThe exper
imental environmentwas more controlledthanthat of the
macro-benchmarksherefore evenwith 100 runs,a small
standarddeviation wasachieved. Theticket signaturever-
ibcationconsistsmainly of a 1024-bitRSA signaturever-
ibcation. This operationis only requiredwhena receved
ticket doesnot exist in the cache.The averagetime of 119
us correspondslirectly to the differencebetweenthe two
TARP variationsmeauredin the macro-benchmark. The
cacheupdatealsoreRectghevaluesmeasuredh themacro-
benchmark.If TARP wasimplemertedin kernelspace74
1S would be virtually eliminated,removing essentily all
overheadvhenticketsarecached Finally, ticketgeneration
requires4.5 ms. As the ratio of requestdo ticket genera-
tions approachene, TARP performssimilarly to S-ARP
Thisis wherethereal power of TARP is introduced.

7 Discussion

As previously indicated, TARP doesnotincludekey and
ticket distribution messagesinsteadof creatinga new dis-
tribution protocol, DHCP is used. Clientsreceving tickets
alongsideDHCPrepliescanreadilyauthenticatthe DHCP
reply by verifying the signatureon the ticket. However,
this only providesone-way authentiction. In somecases,
authenticatinglientsbeforedistributing DHCP leasesand
ticketsmay be requiredin orderto restrictnetwork access
or avoid attackssuchas|P addresspool exhaustion.

Methods for securingDHCP exist. Suggesbns in-
clude Authenticationfor DHCP [13], wherethe protocol



] Operation | Average(us) | ! |
Ticket Signatureveripcation 119.12| 2.00
Updateof ARP cache 74.07| 7.15
Ticket Generation 4535.36| 68.33

Table 3. Execution times in micr oseconds for
TARP operations (Average of 100 measure-
ments).

hasbeenextendedwith additionalsecurityparametersOf
course,suchsysemsneeda way to tie auhenticationinto
a centralsystem.Marny network installationsalreadyhave
suchdevicesdeployed. Applicable baclendsinclude RA-
DIUS [33], a commonauthenticatiordaabase.How and
when suchauthenticatioris the subjectof network policy
andavailableinfrastructureandhenceshouldbe dealtwith
asoperationaheeddictate

While TARP successfullyandefbcientlypreventscache
poisoning,it is uselesswithout a plan for incrementade-
ployment. Mixed networks resultin two scenario®f inter-
estto incrementadeployment: 1) an ARP host(H.) sends
an ARP requesto TARP-enablechost(H;), or 2) a TARP
host(H;) sendsarequesto ARP hog (H).

In scenaridl, when H; receivesthe ARP requestijt does
not know H. runsthe original protocol, becausebcth re-
guestpaclet forms areidentical H; proceeddgo returna
TARP reply. H. recevesthis redy andparsest correctly
This occurs,becauseao an ARP host,theticket simply ap-
pearsasnetwork garbage.Hence,H. cansuccessfullyre-
solve H; @ MAC addresandthereforetransmitdata.

Scenario2 occurswhen H; repliesto H.. H. receves
the TARP requestwhich again is identicalto an ARP re-
questandrepliesto H;. As H; cannotverify theaddresss-
sociationjt ignoresthereply. After time elapsesthehigher
layer protocolstimesout. If H; could be madeto accept
this reply, thelookupwould completesuccessfully

The only barrierkeepingthe mixed network from func-
tioningis theveribcatiorof anARP reply. A TARP enabled
hostcannotsimply acceptall ARP replies this invalidates
ary securitygainedfrom thenew protocol.In orderto allow
the above scenarios,TARP supports whitelists. Whitelist
entriesareoneof two typesbwhitelistedIP rangesor static
ARP mappings.

TARP supportswhitelisted IP ranges. This allows a
DHCPsener to distribute IP addresseffom two different
poolsb ARP hosts,and TARP hosts. Sucha conbguration
may benecessaryor atransitionto TARP asit is neededo
specifypreciselywhich hostsareparticipatingin the proto-
col.

Theseélists canalsocontainhardcodedMAC andIP ad-
dressmappingsWhile currentlynotimplementedthis type

5The DHCP sener signsthewhitelistwith the network privatekey

of whitelist can be distributed by the network administra-
tor or DHCP sener. This allows dynamicconpbguratiorof
static ARP entriesfor known devicesthat do not support
TARP. Exampledevices include embeddecdhostssuchas
routersthatrequirevendorsypportfor protocolupdates.
Although TARP is designedo interoperatavith ARPto
facilitate incrementaldeployment, hostsrunning ARP are
notin ary way protectecby TARP. Moreover, TARP hostsO
cacheentriesrefrencingwhitelistedhostsare alsosubjectto
poisoning.In orderto achievze themostfrom TARP all hosts
onthelocal areanetwork shauld be migratedto TARP,

8 Conclusions

ARP is essentiato the properoperationof IP networks.
However, thelack of authenticatiorin ARPleadsto arange
of seious security vulnerabilities. Previous solutionsto
ARP have failedto simultaneasly addresghe compatibil-
ity andcostrequirement®f currentnetworks. We have in-
troducedTARP: a Ticket-basedAddressResolutionProto-
col anddetailedits implementatio. Built asan extension
to ARP, TARP achieresresilienceto cachepoisoning. We
have shavn experimentallythat TARP reducescostby as
muchastwo ordersof magnitideover existing protocols.

ARP vulnembilitieswill reman a seriousnetwork secu-
rity problemuntil aviable alternatve is acceptedWe have
shavn TARP to be viable, but muchwork remainsbefore
our implementationcan be broadly used. Extensionsin-
cludingsupportfor dynamicervironmentsarerequisite.Fi-
nally, we seekfurther operationakxperiencea deepemun-
derstandingf the costsandlimitationsof ourapproacttan
only begleanedrom beldtesting.We arecurrentlyactively
performingsucha peldtestwithin our parentinstitution.
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