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Abstract

Security-typed languages can be used to build programs
that are information-flow secure, meaning that they do not
allow secret data to leak. Declassification allows programs
to leak secret information in carefully prescribed ways.
Manually placing declassifiers to authorize certain flows
of information can be dangerous because an incorrectly
placed declassifier can leak far more secure data than in-
tended. Additionally, the sheer number of runtime flows
that can cause an error means that determining where to
place declassifiers can be difficult. We present a new ap-
proach for constructing information-flow secure programs
where declassifiers are placed such that no unintended leak-
age occurs. Leakage restrictions are specified using hard
constraints and potential declassifier locations are ranked
using soft constraints. Finally, the placement problem is
submitted to a pseudo-Boolean optimizing SAT solver that
selects a minimal set of declassifiers that prevent unautho-
rized data leakage. These declassifiers can be reviewed by
the programmer to ensure that they correspond with accept-
able declassification points: if not, new hard constraints
can be added and the optimization framework can be re-
invoked. Our experimental results indicate that our analysis
suggests declassifiers that will cause no more leakage than
those placed by programmers in a fraction of the time it
would take to perform a manual analysis. This work pro-
vides a foundation for less expert programmers to build
information-flow secure programs and to convert existing
programs to be information-flow secure.

1 Introduction

Programs are increasingly being trusted to enforce com-
plicated security policies on user data. However, it is not
always clear whether or not a program maintains the secu-
rity of its data. Incorrectly designed programs can leak their
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secret information to the outside world. Security-typed lan-
guages and their compilers can be used to build secure sys-
tems [5, 11], with successful compilation meaning that a
program is information-flow secure and will not leak infor-
mation to unauthorized users [7, 19].

However, information-flow security is an extremely re-
strictive property: even a simple password check routine
leaks a single bit of information about whether the guess is
the same as the stored password. Consequently, most sys-
tems release secret information through declassifiers, which
are specially designated program points authorized to mod-
ify the security label on data [24].

The addition of declassifiers is currently a manual task
that must be used with caution, as careless placement of a
declassifier can release far more information than was in-
tended. For example, a careless programmer may inadver-
tently release a password, rather than the hash of the pass-
word. Even the release of small amounts of information
may accumulate, such that an attacker can deduce a secret.
This danger is similar to the inference control problem in
multilevel databases [13], where incorrectly classifying the
security level of certain database queries allows malicious
users to infer secret information from their supposedly-
public requests.

Our goal is to develop an approach for placing declassi-
fiers automatically and quickly at locations similar to those
an expert programmer would select. We cast the problem
of choosing a good set of declassifiers as a constraint opti-
mization problem. First, a set of leakage restrictions elimi-
nate illegal declassification choices. These hard constraints
must be satisfied by any placement solution, so they remove
solutions that are clearly unacceptable from a security view-
point. Second, we use soft constraints to define an eval-
uation function that specifies a relative preference to each
candidate location. Finally, we submit the placement prob-
lem to a pseudo-Boolean optimizing SAT solver that finds
a minimal set of declassifiers that comply with the required
leakage restrictions. The programmer can then either accept



or reject these declassifiers: if the placement is unsuitable,
then the programmer can add more hard constraints to nar-
row the search. These proposed declassifers may also reveal
a bug in the original source code, requiring the programmer
to revise the program before re-running the analysis.

We make the following novel contributions in this paper:

e The first constraint-based optimization approach for
automatically placing declassifiers to resolve illegal
information-flows in an application.

o The definition and combined use of both hard and soft
constraints to precisely limit and rank the locations
where declassifiers can be placed.

e A provably optimal encoding of information-flow con-
straints with potential declassifications into SAT con-
straints that are mostly Horn-SAT, the latter being a
linear-time solvable subclass of SAT.

We present experimental results on Java programs demon-
strating that our approach synthesizes declassifiers automat-
ically, quickly, and in locations that will cause no more leak-
age than those placed by programmers in a fraction of the
time it would take to perform a manual analysis.

The remainder of this paper is organized as follows: in
Section 2, we outline the main challenges addressed by
our problem. In Section 3, we present theoretical back-
ground on security-typed languages and information-flow
constraints. In Section 4, we outline the placement con-
straints that we used for our analysis. We give details for
augmenting the information-flow constraints generated by
a program with potential fixes and converting them into
psuedo-Boolean SAT constraints in Section 5. We discuss
the results of our experiments in Section 6, review related
work in Section 7, and conclude in Section 8.

2 Problem

In this section we examine in detail some issues with
placing declassifiers in code. We present code for MAS-
TERMIND, a game played between two players, Alice (the
code-breaker) and Bob (the code-maker). Before the game
begins, Bob sets the code, a sequence of colors. During the
game, Alice repeatedly guesses a sequence of colors; to
each guess, Bob responds with how close the guess is to
the code. For example, if the code is Red, Blue, Green, Red
and the codebreaker guesses Blue, Blue, Yellow, Green, then
codebreaker gives the feedback: “one color is in the right
position, and one color is correct but in the wrong position”.
Figure 1 shows Java code that implements MASTERMIND,
with certain data tagged by security labels, as belonging to
the codebreaker or the codemaker.

From the description of the game, it is clear that when
run, MASTERMIND will leak information from Bob to Al-
ice. In order to allow these information leaks, we must add

1 int[]{Bob} code; / Bob’s secret code
2 final int CORRECT_COLOR, CORRECT_COLOR_AND_POS;

4 public int[]{Alice} guess(int[]{Alice} guess) {

5 int[] returnArray =null;

6 if (quess.length == code.length) {

7 returnArray = new int[guess.length];

8 int[] used = new int[guess.length];

9 int k =0;

10 for(int § =0; j < code.length; ++3) {

11 int guessResult = —1;

12 if (quess[j] == code[]]) {

13 used[j]=1;

14 guessResult = CORRECT_COLOR_AND_POS;
15 }

16 else for(int 1 =0; i < code.length;++1i)
17 if (quess[j] == code[i] &&

18 used[i] !=1) {

19 used[i] =1;
20 guessResult = CORRECT_COLOR;
21 break;
2 }
23 if (guessResult !=—1)
24 returnArraylk++] = guessResult;
25 }
26 }
27 return returnArray;
28 }

Figure 1. Mastermind Code Example

declassifiers to the code. Careful placement of declassifiers
is essential: incorrectly placed declassifiers may leak more
information than intended. Through careful analysis of the
code and use of existing tools to explain information-flow
errors, the programmer can see that information flows from
Bob to Alice in several ways:

e Flow 1: Whether the returned array is null or notis de-
pendent on the guess being the same length as the code.
(code.length flows to returnArray)

e Flow 2: returnArray is modified a number of times
equal to the length of the code. (code.length flows to
j and then flows to returnArray)

e Flows 3 and 4: The contents of the returned array cor-
respond with information based on the code. (code[7]
flows to guessResult at both lines 14 and 20 and then
flows to returnArray)

e Flow 5: The number of non-zero entries in the
returned array depends on information from the
code. (code.length flows to j and then flows to
returnArray)

A programmer can manually add declassification state-
ments around points that cause the above information flows:
the comparisons in lines 6, 10, and the guessResult vari-
able on lines 23 and 24. However, this requires a large
amount of effort in understanding the code, understanding



the information flows involved, and understanding the best
locations for declassifiers.

Our main observation is that inserting declassifiers into
code can be framed as an optimization problem. with two
parts. First, determining which locations in the code should
be considered for declassification, and second, determining
a minimal set of those locations that correct the information-
flow errors in the program.

Not every location in the code is suitable for declassifi-
cation. For example, we should not declassify code[]], as
it is a member of an array that has been explicitly tagged as
secret. We can view these requirements as leakage restric-
tions: secure data should not be leaked in certain ways. In
our system, these become hard constraints that restrict po-
tential declassifier locations. Once the candidate declassi-
fiers have been chosen, we rank the remaining locations us-
ing soft constraints: these involve factors where we would
prefer to declassify at one location instead of another. For
example, we may prefer to declassify guessResult at line
24 rather than the conditional at line 17, because leaking the
variable quessResult will reveal less information about
the protected code array. Declassifying at line 17 would
leak information about which element of the code is equal
to the current element of the guess, while declassifying at
line 24 only leaks information that there is a match some-
where.

In order to determine a minimal set of declassifier loca-
tions that fix the illegal information flows in the code, we
encode the information flow problem as a SAT optimiza-
tion problem. After we have applied both the hard and
soft constraints, we modify the set of information-flow con-
straints generated by the application to include these poten-
tial declassifications. These are then converted into pseudo-
Boolean SAT constraints and solved by MiniSat+ [9].

Figure 2 summarizes the key elements in our approach:

e Our analysis engine, a modification of the Jif com-
piler [20], generates information-flow constraints for a
security-annotated program.

e We define hard and soft constraints to limit and rank the
candidate declassification locations (Section 4).

e We convert the information-flow constraints and candi-
date declassifications to pseudo-Boolean SAT constraints
using a specialized constraint encoder (Section 5). These
are solved by the MiniSat+ pseudo-Boolean solver.

e The results from the SAT solver are translated back into
information-flow constraints and the selected declassifi-
cations are reported to the user (summarized in Section
6).

o If these declassifiers are not suitable, the programmer can
add new hard constraints to the system in order to refine
the generated candidate declassifiers. In the event that a
declassifier reveals a programming error in the program,
the programmer can revise the code as necessary, using
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information-flow error reporting tools to assist as neces-
sary [14].

3 Background

Most  security-typed language compilers check
information-flow security by constraint solving. We
present some background on this topic below. Though
there are a number of security-typed languages, the imple-
mentation of existing compilers rely on the basic principles
presented here.

3.1 Information-Flow Security

Information-flow security ensures that a program will
not leak secret information when executed. However, full
information-flow security is very restrictive, as real systems
can leak data through timing channels, power attacks, and
runtime exceptions [23]. In this paper we only focus on
explicit and implicit flows of information between program
variables.

An explicit flow of information from one variables to
another occurs when information dependent on one vari-
able is written into another. For example, i := 3, i :=3/2,
i:=(3+k) %5 are each explicit flows of information from
j to i. An implicit flow of information is a flow where
an observer can gain information about one variable by ob-
serving an assignment to another. For example, in the as-



signment if (1 == 0) then m := 3, an observer watching m can
deduce that if m is changed to 3, then i must be 0.

3.2 Information-Flow Constraints

Consider a lattice £ over the set of security labels. Let L
denote a security label and « be a variable from a countably
infinite set of variables V. Information-flow constraints c
involve comparisons between label expressions 7, and have
the following grammar:

Ti=al|L|n U ci=711 <7y

If 7 is either a variable « or a label L, we say that 7 is
an atom. Let X be a set of information-flow constraints.
Define Vars(c) to be the variables « that occur in ¢, and
Vars(X) be the variables that occur in X. We say a con-
straint without variables ¢ = 7, < 79 is safisfied if L |
71 < T9; 1.€., the < relation holds between 7 and 75 when
they are interpreted over lattice £. We say that X is satisfi-
able if there exists a mapping ¢ : V +— L such that for each
ce X, L E¢().

Almost all of the label constraints generated by security-
typed language compilers such as Jif are definite, meaning
that they have either the form 7 < o or 7 < L. Constraints
of this form can be solved in polynomial time by a standard
worklist algorithm [22]. Jif also generates a small number
of generalized label constraints, meaning that the right-hand
side contains a join of two or more atoms.

3.3 Security-Typed Languages

Security-typed languages provide compilers that can ver-
ify whether or not code is information-flow secure. At
present, there are two mature security-typed language com-
pilers; Jif [20], a variant of Java, and Flow Caml [21], a
variant of Caml Light. To check the information-flow se-
curity of a piece of code, security-typed languages generate
information-flow constraints, and then verify that these are
satisfiable. For example, the assignment j :=k generates
the label constraint {k} <={3j} (read as: k is less secure
than ), where {k} and {7} are label variables representing
the security level of the program variables k and j. If k
has been assigned Public security and j is given Secret
security, then this label constraint is satisfied.

Implicit flows are forbidden by keeping track of data that
affects the program counter. Returning to the above con-
ditional, if (i == 0) then m := 0, when the program evaluates
the conditional, the program counter is raised to {i}, as ex-
ecuting the statement m := 0 is dependent on the value of the
variable i. This assignment then generates the label con-
straint {i} <= {m} (1 is less secure than m).

The analysis we use in this paper expands the label anal-
ysis provided by the Jif compiler to be context-sensitive.

This addition allows us to run our analysis on existing Java
code without individually labeling the security behavior of
each method.

4 Generating Candidate Locations for
Declassifiers

In this section we describe the methods we used to place
declassifiers in the code. We first narrow down potential
declassifier locations using hard constraints: these are ab-
solute restrictions on what places in the code cannot contain
declassifiers. Next, we rank the remaining locations using
soft constraints. We begin with some details about the de-
classification expressions that we place in code.

4.1 Declassifiers

We adopt the declassification system used in the
security-typed language Jif. A declassifier consists of
an expression and a target label; if e is an expression,
declassify(e,L) declassifies the security on the value of
e to L after evaluating e. However, as e must be evaluated,
the security of its value after declassification is still affected
by the program counter; this will be important later when
we are introducing declassifications to the information-flow
constraint set. Though Jif provides a mechanism to declas-
sify the program counter, our experience has shown that
these are rarely used and declassifying an expression is al-
most always preferred. Though our framework is general
enough to handle these types of fixes, we restrict our atten-
tion to placement of expression declassifiers.

4.2 Sources and Sinks

The hard and soft constraints we present to determine
declassification are motivated by the concepts of security-
relevant sources and sinks and how they interact. A source
is an expression where security-relevant data enters the pro-
gram from the outside of the system; this could be from an
API call, data stored in a library, or a variable that has been
explicitly tagged by the programmer. A sink is an expres-
sion where data is passed to an explicitly-labeled program
location.

From a broad perspective, secure data enters the system
through specific security sources, is operated on by the in-
structions in the program, and is then passed back into a
sink. An information-flow violation occurs when data with
security label L is written into a sink with security label
L' and L £ L’. To resolve this illegal information flow,
we must either rewrite the code to remove this information
flow (which might cause the program to no longer function
as necessary) or place a declassifier somewhere along the
path from source to sink. We focus on the second option.



We use the information-flow constraints generated by
our system to determine if the value of one expression flows
to another. Let X be the set of definite information-flow
constraints for a program. For each expression e, there is a
variable o, and an information-flow constraintc, = 7 < a,
in X. To determine whether or not the program permits an
illegal flow of information through e, we build a value-flow
graph G x from the information-flow constraint set X .

Definition 4.1. Let Gx be the directed graph with vertices
Vars(X) U £ and edges E, where:

e (a,3) € E if there exists 7 < § € X such that o €
Vars(7).

e (L;,a) € Eifthereexists o UL; < a € X.

e (a,L;) € E if there exists 79 < L; such that a €
Vars(7).

Intuitively there is an edge between two vertices in the
value flow-graph if the security value of one might affect the
other. Let vy ~ v1 in Gx if Gx contains a path from vertex
vo to v1. We write e ~ f (e flows to f) if there is a path
from a. to ay in Gx. If this is the case, then modifying
the value of the variable o, may modify the value of the
variable oy, and thus the security level of the value of f.
We write e ~ L if the graph contains a path from a, to the
security label L.

Sources and sinks are represented by the vertices labels
L;. We say that e is a source for L if (L,c.) € E, and e
is a sink for L if (c, L) € E). A label is a source if it has
edges leaving it, while it is a sink if it has edges arriving
at it. A program contains an illegal flow of information if
there exist 4, j such that L; ~ L; and L; £ Lj;.

4.3 Example: Value Flow in Mastermind

Returning to the MASTERMIND example from Figure 1,
guess is a source for Alice, code is a source for Bob,
and both returnArray and the method return statement
are sinks for Alice. Initially, every expression in the code
can be declassified to every possible label. Our security
lattice contains labels for Alice, Bob, and Public, and
the file contains 87 separate expressions in only 23 lines of
code. We therefore begin with 261 potential declassifica-
tions. We first remove declassifiers for expressions that are
always constant, leaving us with 232 candidate declassifica-
tions. To further narrow the declassification space, we con-
sider other types of expressions and argue that they should
never be declassified.

Consider each occurrence of the array code, belonging
to Bob. As it has been explicitly labeled, we should not de-
classify it or its contents: we want to leak as little informa-
tion as possible. The arrays guess and returnArray are
also labeled, and so we should not declassify them either.

Observe that there are no sinks of label Bob or Public
in the application; all of the sinks are of type Alice. As no
expression can flow to Bob and Public in the value-flow
graph, we can remove candidate declassifications to these
target labels.

Finally, observe that there are many expressions con-
tained inside larger expressions; for example, on line
10, code.length occurs inside of the larger conditional
j < code.length. In this case, code.length only flows
to j < code.length, and so declassifying this larger ex-
pression would have the same effect as declassifying
code.length and j separately as both flow to a sink. This
corresponds to the intuition that information leaked by an
expression e is at most equal to the information leaked by
the subexpressions of e.

After applying each of these hard constraints, the number
of candidate declassifiers is reduced from 232 to 23. We
remove 42 declassifiers by not declassifying sources, 52 by
preventing declassification to labels that are not sinks for
those expressions, and 117 by not declassifying expressions
that only affect a larger expression.

4.4 Hard Constraints

We now present the hard constraints that we use for de-
classifier placement. These eliminate candidate expressions
that should not be declassified from a system security per-
spective as well as assist the SAT solver by removing de-
classifiers that will never be part of an acceptable solution.
These are only some of the possible hard constraints to re-
strict declassifier placement: we could design other ones
adapted from other suggested patterns of declassification
from the literature [3, 5, 11].

No declassification of sources: Do not declassify an ex-
pression e if e is a source for label L.

This requirement ensures that we will not modify the
security of fields and variables that have already been ex-
plicitly labeled with a different security policy. This may
cause certain applications to be unfixable; e.g., if a variable
is explicitly labeled as secret and sent to a Public sink.
However, this type of situation can be detected with exist-
ing information-flow error detection tools [14]; if a error
trace contains no constraints that are fixable, the system can
warn the programmer or assign a high penalty to declassi-
fying that expression (see the next section).

Only declassify an expression to labels that it flows to:
Only declassify an expression e to L if there exists a sink of
label L such that e ~ L.

This hard constraint prevents considering of declassifi-
cations to L when e does not flow to a sink of label L.

Do not declassify dominated expressions: Suppose
e ~ f and for all other = such that e ~ z, f ~ = (e is
dominated in the flowgraph by f). If f can be declassified



(i.e. none of the other hard constraints apply), then e should
not be declassified.

This hard constraint prevents declassifying subexpres-
sions: for example, we would not consider declassifying
if j was contained inside the expression j < code.length.

These hard constraints are a few simple rules for restrict-
ing declassifier locations. In practice we have found that
these eliminate most spurious declassification sites. Pro-
grammers can also add hard constraints to our system based
on feedback from previous outputs of the program; for ex-
ample, a hard constraint can eliminate considering declas-
sification inside a method that should not contain declassi-
fiers.

4.5 Soft Constraints

Once we have applied the hard constraints to eliminate
potential declassifiers, we may still have a large number of
candidate declassification locations. For example, the situ-
ation occuring in Figure 3 is a common one: e affects both
z and y, and their values eventually flow to a sink of label
L. To resolve this program, we need to either declassify
e, or both x and y, but our hard constraints do not elimi-
nate either possibility. We use soft constraints to rank the
remaining declassifications.

We would ideally rank expressions based on the number
of bits that declassifying an expression would leak. How-
ever, accurately determining this amount is a topic of on-
going research; the main difficulty is determining the in-
fluence of loops [16, 17]. While promising, these analyses
have not yet been applied to fullscale Java code. The opti-
mization framework presented in this work is independent
of our particular choice of soft constraint, and so as quan-
titative information-flow analyses improve, they can be in-
corporated as soft constraints. We could also add soft con-
straints to quantify other desireable properties, such as code
maintainability.

For this experiment, we use a simple heuristic assign-
ing the cost of declassifying an expression e based on the
percentage of other expressions that e would flow to. Our
results suggest that this simple heuristic generally performs
well, but it could certainly be improved; for example, as-
signing a large penalty to expressions inside a loop.

Prefer declassifications that affect less of the code: To
give a weight to an expression e, we assign e a weight corre-
lated with the percentage of other expressions that e might
affect. Let RS () be the subgraph of G x reachable from
. We assign the weight of expression e as follows:

we = |V (RS(ae))|/[V(Gx)|

A declassification with a lower weight is preferred. We then
multiply w. by an integer constant C' and round to receive
an integer weight for the declassification (currently C' =

2N

N~ 5
N~ =

Figure 3. A situation that requires soft con-
straints to choose between candidate de-
classification locations. To resolve the
information-flow errors, we need to assign a
preference between declassifying e, =, and y.

100). The constant C' must be large enough to distinguish
between expressions, but small enough so that the pseudo-
Boolean optimization is still efficient.

As an example from the MASTERMIND code, the con-
ditional guess.length == code.length on line 6 affects
94.8% of the code, while the comparison used[i] != —1 on
line 18 only affects 20.5% of the code. Therefore, declas-
sifying the length conditional has a weight of 95, while de-
classifying the array comparison only has a weight of 21.

Returning to Figure 3, if declassifying e has a weight
of 50, while declassifying each of = and y has a weight of
30, we will prefer to place one declassifier at e (total cost:
50) rather than two at x and y (total cost: 60), even though
the value of e may not explicitly flow to a sink. Soft con-
straints therefore permit declassification of more informa-
tion than the application actually releases. While this is un-
fortunate, our experience is that many source-to-sink errors
can be resolved by placing one declassifier. For example, in
the Purse application in Section 6, six declassifiers resolved
over sixty illegal flows. If certain expressions should not
be declassified (for example, instances of a PrivateKey
class), we can prevent this by adding new hard constraints
to our system.

S Constraint Optimization for
Declassifier Placement

We now detail the translation from the generated
information-flow constraints into Boolean constraints. The
key steps in our technique are (1) encoding declassifica-
tion choices with Boolean variables (2) constraint simpli-
fication, and (3) Boolean encoding. We first introduce the
effect of potential declassifications into the constraint set
(Section 5.1). We show that our encoding is asymptotically
optimal (Corollary 5.5) and that the constraints generated
by this procedure are mostly Horn-SAT and 2-SAT (Section
5.4). After describing the conversion to SAT constraints, we



show how to use weights assigned by soft constraints to for-
mulate minimal placement of declassifications as a pseudo-
Boolean optimization problem.

For clarity of presentation, we first describe our tech-
nique for definite constraints which are of the form 7 < a,
where 7 is join of security labels and . is some secu-
rity label. These are the most common form of constraints
as mentioned in Section 3. In Section 5.6, we show how
our technique can be used to encode generalized constraints
which are of the form 7 < 75, where 71, 75 are a join of
security labels.

5.1 Introducing Declassifications

Once we have narrowed down and ranked candidate de-
classification locations using hard and soft constraints, we
must modify the constraint set to model the effect of these
potential fixes. We model the choice of whether or not to in-
troduce the ith declassifier by a Boolean variable d;. If c is
an information-flow constraint, declassification constraints
dc have the form:

dei=d = ¢ | ~dyAN---N—d, = ¢
The first form of declassification constraint can be read as

“if d is true, than c holds,” while the second can be read as
“if none of dy, ..., d, holds, then ¢ holds.”

An expression e is associated with a variable o, and a
definite constraint ¢, of the form 7 < a.. Here, 7 is a join
of the security labels that affect the value of e; one of these
labels will be pc., the program counter at e. As expression
declassifiers do not remove explicit flows, declassifying the
value of e to label L will replace the constraint 7 < a, with
the constraint L U pc. < a.

If we can potentially declassify e to labels [Ly, ..., L,],
then we generate Boolean declassification variables
de,1,...,de and replace the label constraint ¢, in the con-
straint set with the following declassification constraints:

de,l = pccUL; <

de,n =  pc.ULy < ae
ﬁde)l A\ ﬁde72 VANREIRWAN ﬁde,n = T7<
For example, if d.; is 1, meaning that e is declassified to
Ly, then pe, U Ly < a, must hold. If each of the d. ; are
0, then 7 < «, must hold. Note that as long as each declas-
sification variable has a non-negative weight, no minimal
solution will choose d. ; = 1 and d. ; = 1 for i # j, as this
would unnecessarily raise the level of . to L; LI L; LI pee.

5.2 Encoding Information-Flow
Constraints as SAT Constraints

After the addition of Boolean declassification variables,
we have a constraint problem that involves both Boolean
and security label-valued variables. We show in this section
how we can efficiently encode the problem entirely into the
Boolean domain.

There are two steps in our solution - simplification and
Boolean translation. The simplification reduces the con-
straints to those involving only two labels. For example, if
aconstraint «lLIL <~ € X, then there will be an edge from
both « to 7y and from L to +y in the value-flow graph. After
simplification, each constraint corresponds to a unique edge
in G X-

After the constraints have been simplified, we adapt
the Rehof-Mogensen (RM) technique [22] to construct a
Boolean encoding of the constraints. The RM technique
considers definite inequality constraints (the right-hand-
side is either a variable or a constant) involving monotone
functions over a finite lattice and shows that they can be re-
duced to Horn-SAT, which is solvable in polynomial time.
However, the constraints generated by introducing poten-
tial declassifications are not definite due to the presence
of Boolean declassification variables and the correspond-
ing constraints. Thus, the RM technique can not be directly
applied here. Instead, we give an efficient Boolean trans-
lation which reduces information flow constraints to mostly
Horn-SAT constraints.

5.2.1 Constraint Simplification

The following is the key theorem allowing the simplifica-
tion of the constraints to comparisons between two labels.
The proof is straightforward and follows from the defini-
tions and properties of precedence (<) and the LUB (L))
operator.

Theorem 5.1. A; Ll--- U A, < Agifandonlyif A; < Ag
forall i such that 1 < i <.

From the above theorem, it follows that any constraint
d = A;U---UA,. < Agis equivalent to the set of r
constraints

If the above simplification is used for all constraints, we
have reduced the problem of encoding the information flow
constraints with potential declassifications to encoding con-
straints of the formd =— A < B, where A and B are
atoms. In case there was no declassification in the orig-
inal constraint, d can be assumed to be true. In the fol-
lowing section, we show how to encode constraints of form
d =— A < B into a Boolean form.



5.2.2 Translation to SAT

The key idea in the translation to SAT is to build a Galois
connection between the security lattice £ and the lattice 2™
similar to the RM technique [22]. This will translate these
inequalities over £ = {Ly, ..., L,} to a set of inequalities
over 2". The set of inequalities over 2" is then a Boolean
satisfiability (SAT) problem.

We define the Galois connection [6] using the same two
adjoint functions as in RM technique [22]. The basic idea is
to encode an element z of the lattice £ as a Boolean vector
containing the relationship betwen x and each element of
L.

Definition 5.2 (Translation Function). The translation func-
tion ¢ : L — 2" is defined as:

é(x) = (1,b1,...,b,) where b; = 1lifandonly if L; < x
o(L)=1(0,0,...,0)

Definition 5.3 (Inverse of Translation Function). The in-
verse translation function ¢ : 2" — L is defined as:

G((bo, b, - b)) = | | {Lilbi = 1}

Both adjoint functions defined above are monotone and
inverses: x = ¢¥(¢p(x)) and v < ¢(¢(v)). Let ¢;(x) = 1 iff
L; < z (i-th component of ¢(z)).

This encoding of lattice into the Boolean domain re-
quires O(n?) bits, as each element of an n-sized lattice is
translated into a Boolean vector of length n + 1. We show
that this encoding is asymptotically optimal. Theorem 5.4
shows that the number of lattices with n security labels is at
least 2(/2)°

Theorem 5.4. T}ée number of distinct lattices with n ele-
ments is Q(2"/2)7),

Proof. (by induction on number of elements)

Base Case: The number of distinct lattices constructed with
2 elements is 2 = 2(2/2)°.

Induction Hypothesis: Let the number of lattices with & el-
ements be at least 2(+/2)°,

Let us take an arbitrary lattice with k elements. We count
the number of ways it can be extended to a distinct lattice
with £+ 1 elements by adding a new (k+ 1)th element. We
perform the extension by selecting a subset S from the set
of k elements and making the (k 4 1)th element less than
the elements in .S. Clearly, each such extension will create
a distinct lattice as all the k + 1 elements are distinct.

Further let the order relation in the lattice with & el-
ements be the set of tuples O = {({;,};)|l; < I;}.
The new additions to order relation O would be the set
{(lg+1,1)|lk+1 < l; and [; is in S}. Clearly, since there
is no member of order relation O of the form (/, [;,+1), tran-
sitivity and anti-symmetric nature is still preserved.

Hence, a lattice with k + 1 elements can be constructed
from a lattice of k elements by adding a new element in at
least as many ways as the number of subsets of k elements,
that is, 2*. Thus, the number of lattices with k + 1 elements
for k > 1 will be at least

9(k/2)? gk _ o(5)2+k _ o(E4tE)  o(EfL)?

The result thus follows by induction. O

Corollary 5.5. Any Boolean encoding of a lattice with n
elements requires Q((n/2)?) bits.

Our encoding technique uses n? bits, which is just four
times more than the proven lower bound.

5.2.3 Translating Simplified Constraints

We now show how to use the definitions of Galois con-

nection defined above to translate the simplified constraints

described in Section 5.2.1. Given a simplified constraint

system X on lattice £ of size n over the set of variables

V ={a1,as,...,an}, we take the following steps:

1. Extension of ¢: We extend ¢ to be defined over vari-
ables: let ¢(o;) = (@0, i1, A4z, - - ., iip,). Intuitively,
a;; = 1 means that L; < «;.

2. Consistency Constraints on Variables: For each vari-

able ay;, we create a set of consistency constraints on the
value «; can take on. For each pair of elements of £ such
that L; < Ly, we add the SAT constraint cv;; < .

3. Information-Flow Constraints: For each constraint of

the form A < B and each 7 from 0 to n, we add the
constraint ¢;(A) < ¢;(B).

4. Declassification Constraints: To translate a declassifi-

cation constraint of the form d — A < B, for

each ¢ from 0 to n, we generate the SAT constraint

d = ¢i(A) < ¢i(B).
In the above, a;; < oy is equivalent to —ov; V gy, After
having mapped to the 2" space, the above definite inequal-
ities obtained from constraints without declassification are
Horn clauses. These are also 2-SAT clauses involving only
two literals. In case of declassification, d = ¢;(A) <
¢;(B) is equivalent to ~dV —¢;(A) V ¢;(B). Here, the gen-
erated constraint is a Horn clause if and only if d is a pos-
itive literal. Therefore, for each possible declassification,
this procedure generates one Horn clause and one non-Horn
clause.

5.3 Example: Mastermind Proposal and
Encoding

After applying the hard and soft constraints, our system
proposes declassifying the expression j < code.length to
Alice on line 10 in Figure 1. The constraint associated



with this expression is NV5; U NVig < NVag, and the
program counter at this point is pc;g. We introduce a new
declassification variable d; and propose the declassification
constraints:

d; — AliceUpcig < NVao
_‘d7 — NV21 L NV18 < NV22

We next apply simplification, giving us the constraint set:

d7 = AliCGSN‘/QQ
~d7; = NV < NV

d7 = pc1g < NVa
—dy = NVig < NV

Our lattice contains 4 elements: Public, Alice, Bob, and
Secret. Therefore, applying the encoding function ¢, re-
sults in the constraint set that contains foreach7 =0, ..., 3:

_‘d7 V _‘QZSZ' (Ahce) V Qsz(N‘/QQ)
—d7 V —i(peig) V ¢i(N Vaz)
d7 V =¢i(NVa1) V ¢ (N Vaz)
d7 V =i (NVig) V ¢i(NVaz)

We therefore we have 8 Horn clauses and 8 non-Horn
clauses corresponding to the declassification variable d.

5.4 Properties of Generated
SAT Constraints

In this section, we analyze the nature of satisfiability
problem obtained after the above reduction and show that
it is very amenable to analysis; the constraints that we gen-
erate through our encoding will be very efficient to solve.

Consider first the case for information-flow constraints
X without any declassification constraints. We will gener-
ate at most r| X | simplified constraints where r is the maxi-
mum number of atoms in a single constraint in X . For each
simplified constraint, we then generate |£| SAT constraints,
one for each lattice element. Thus, we will create r|L||X|
SAT constraints in translating X into a SAT problem. As,
the lattice can have at most |£]?/2 order relation between
the lattice elements, the number of consistency constraints
during step 2 is at most |£|?|V|. Therefore, the total num-
ber of generated constraints is at most 7|L||X| + |£[*|V].
In the absence of any declassification, all these constraints
will be Horn-SAT and 2-SAT.

Now, we extend the analysis to constraints with declassi-
fications. If we have d declassification constraints, then:

e We will have 7|L||X| + rd|L| + |£|?*|V| SAT clauses.
This is two SAT constraints for each declassification con-
straint.

e Of these constraints, r|L|| X | — rd|L] + |£|?|V| will be
2-SAT.

e Finally, 7|£|| X |+ |£|?|V| will be Horn-SAT, while only
rd|L| will not be Horn-SAT.

It has been observed in literature on test generation for
circuits [15] that SAT solvers can be efficiently used to gen-
erate test cases, as two-thirds of the SAT clauses generated
from circuits are 2-SAT. Our experimental results indicate
that, in general, our hard constraints reduce the set of candi-
date declassifiers enough so that our constraints are almost
always more than two-thirds 2-SAT. We revisit this in Sec-
tion 6.

5.5 Minimizing Declassifications as a
Pseudo-Boolean Optimization

Now, we extend the solution of checking the satisfiabil-
ity of the constraints and generating one such set of declas-
sifications which will make the constraints satisfiable to the
solution of finding the set of declassifications with minimal
total cost. Since the solution of the decision problem in-
volves using a satisfiability solver, the minimization prob-
lem can be solved using pseudo-Boolean constraint opti-
mization [2].

The goal of minimizing the total cost of declassifica-
tions can be expressed as a pseudo-Boolean optimization
problem in the following way. If w; is the cost of a de-
classification d; in X, we wish to find a satisfiable assign-
ment A to the declassification variables such that Cost =
Zj:o w;A(d;) is minimized, subject to the generated SAT
constraints.

Thus, the information flow constraint solver simplifies
the constraints and then reduces them to an input to a
pseudo-Boolean optimization solver which is given Cost as
the objective to be minimized. The resulting assignments to
declassification variables d; ensure that the allowed declas-
sifications will have minimum total cost.

The problem of finding a set of declassifications with
minimum total cost is NP-complete. It follows from the NP-
completeness of the problem of finding a minimum set of
constraints that lead to an information leak [14]. The latter
problem can be formulated as a special case of the former in
which there is one candidate declassifier per constraint and
a unit weight associated with each candidate declassifier.
Thus, the above formulation as a pseudo-Boolean optimiza-
tion problem is a natural one, and it also leverages the ad-
vances in SAT solving made in recent years. We have used
MiniSat+ [9] as the pseudo-Boolean optimization solver in
our experiments.

5.6 Encoding Generalized Constraints

We now describe how our approach can be extended to
encode generalized constraints. As mentioned before, the
Jif compiler generates a very limited number of constraints
of the more general form 73 < 79, where 75 is the join of
more than one label; these are generally created by termina-



tion restrictions on a procedure call. Such a constraint can
be decomposed into the conjunction of a definite constraint
and an equality, as shown below:

TT<Tg <= N <aNa=1

The definite constraint 731 < « can be encoded using the
technique described in Section 5.2.

We use the definition of join to encode av = 73 as pseudo-
Boolean constraint. By the definition of joins,

T <aAVB (e <pf = a<p)

Recall from the definition of the encoding function ¢ that if
d(L) = (1,b1,...,b,) and &(L') = (1,¥},...,b)), then

LL<L < Vib=1 =V, =1

The following theorem summarizes our encoding tech-
nique.

Theorem 5.6. Let ¢p(a) = (1,a1,...,ap). Then, a = 7o
if and only if 7o < o for o such that ), o; is minimized.

The minimization is over Boolean variables «; (intro-
duced during item 1 of Section 5.2.3) and hence is a pseudo-
Boolean linear cost function.

Therefore, each generalized constraint can be encoded as
two satisfiability constraints and one linear cost function to
be minimized. The cost function is over the new variable
« introduced to denote the join 75; therefore, the sets of
variables mentioned in the newly introduced cost functions
and the original pseudo-Boolean cost function Z?:o w;d;
are disjoint. Summing the original cost function with the
newly introduced cost functions, we arrive at a single linear
cost function that can be minimized to solve the declassifier
placement problem with generalized constraints.

6 Evaluation

In this section we describe the results of running our
analysis on several existing programs. We find that the SAT
constraints generated by our encoding can be solved effi-
ciently, and investigate the declassifiers chosen as optimal
by the pseudo-Boolean solver. In general, the chosen de-
classifiers are placed in reasonable locations. We conclude
by revisiting the analysis regarding the nature of generated
SAT constraints from Section 5.4 and find that our exper-
imental results agree with our statement that most of the
generated SAT constraints are either Horn-SAT or 2-SAT.
Our results are shown in Table 1. We ran our analysis with
an Intel Pentium D with a 3 GHz CPU and 2 gigabytes of
memory to generate these results.

Our main experimental results are:
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e For Jif programs, our analysis selected declassifiers in
the same locations as those manually placed by expert
programmers, except in one case where it placed declas-
sifiers in an alternative location that leaked an equivalent
amount of information.

e For Java programs, our analysis selected a small number
of declassifiers relative to the overall size of the code. In
instances where programs already contained an authenti-
cation or authorization mechanism, our system selected
these as optimal declassification locations.

o The generated SAT problems contained over 95% Horn-
SAT clauses and generally a percentage of 2-SAT clauses
over 75%. These percentages were inversely correlated
with the ratio of candidate declassifiers to information-
flow constraints.

6.1 Mastermind

Using a version of Jif expanded with error tracing [14],
we found three initial errors in MASTERMIND, correspond-
ing to the three sinks introduced in Figure 1. A limitation
of this information-flow reporting mechanism is its inability
to display more than one error message per sink. In order
to resolve this problem, at least three declassifiers must be
placed; one to resolve each error. However, MiniSat+ se-
lected four declassifiers required for the application to be
information-flow secure, corresponding to each of the flows
in the program as introduced in Section 2.

e (Resolve Flows 1/2) declassify guess.length==
this.code.length (line 6)

e (Resolve Flows 3/4) declassify guessResult !=—1
(line 23)

e (Resolve Flows 3/4) declassify guessResult (line 24)

e (Resolve Flow 5) declassify j < this.code.length (line
10)

This is a minimal set of declassifiers that we can place
in Figure 1 for information-flow security without refactor-
ing the code by introducing new variables; e.g., creating
a variable codeLength to store the declassified value of
code.length.

6.2 Jif Programs

We ran our analysis on parts of two Jif programs. In
general, we found that our system placed declassifications
in the same or equivalent places to those placed by expert
programmers.

Mental Poker: Mental poker is a cryptographic proto-
col allowing two or more parties to play a fair game of poker
without a trusted third party and without revealing any in-
formation about their cards [3]. Each party uses a crypto-
graphic matrix to encrypt the deck and verify that the other



Application SLOC Info-Flow Candidate Selected SAT SAT SAT
Constraints Declassifiers Declassifiers Constraints Variables Time (s)
Mastermind 38 172 23 4 1716 170 0.05
Wallet 127 796 79 3 4895 686 0.17
JPMail (MIME) | < 1189 1957 399 2 16434 1432 6.86
Mental Poker 1 < 1500 2357 571 2 20520 3059 39.18
Mental Poker 2 | < 1500 3498 932 4 31173 4693 407.54
Purse 5781 34576 5536 6 298008 35829 10.31

Table 1. The results from our experiments. The first and second column contains the application
name and the source-lines-of-code (SLOC) in the application; i.e. code not including whitespace
and braces. The third column contains the humber of information-flow constraints. The fourth and
fifth column contains the number of candidate declassification sites and the number of declassifiers
that were selected by our tool. The sixth and seven columns contain statistics about the generated
SAT problem. The eighth column contains the time it took MiniSat+ to find an optimal solution.

parties are not cheating. In the implementation, the player
owns secret data that is eventually encrypted, signed, and
sent to a public distributed notarization chain.

We ran our analysis on two of the API functions in the
Mental Poker program. Our system selected two types of
declassifiers: (1) declassifiers involved in a secure compu-
tation, (2) declassifiers involved with the communication
system. Declassifiers of type (1) were placed at program
points where privately-labeled secret data was moved into
a publicly-labeled encrypted data structure, while declas-
sifiers of type (2) occurred where data that was labeled as
secret was sent to the communication system. However, de-
classification in the Jif version of Mental Poker was handled
by a helper data structure that would declassify an entire
data structure, along with its contents, making our results
not directly comparable. While our declassifiers leak the
same information, the Jif implementation of Mental Poker
places its declassifiers closer to the API layer. For the first
API function, our system selected 2 declassifiers out of 571
candidate declassifiers. For the second API function, our
system selected 4 out of 932 candidate declassifiers.

JPMail: JPMail is a prototype mail client written in
Jif [11]. It ensures that the body of emails will only be re-
vealed to the sender and receiver as it passes through the im-
plemented mail subsystem. JPMail stores secure messages
in a class containing secret data; when these messages are
written out to MIME format, they are converted to having
the security level of the channel that the message is being
sent out at. If this security level not above the level of the
message in the security lattice, the message is encrypted.
Initially, our system suggested declassifying the body of
the email before any encryption was done. This occurred
because our labeling did not distinguish whether or not the
destination of the message was above or below the current
security of the message. We could expand our analysis to
handle this case by adding runtime labels to our encoding
of the lattice. When we changed the JPMail code to always
encrypt a message, our system suggested placing declassi-

11

fiers around the 2 calls to encryption functions (DES and
AES) out of 399 candidate declassification locations. These
correspond exactly to the declassifiers that were originally
placed in JPMail. We could also use soft constraints that
preferred declassifiers around calls to cryptographic primi-
tive [27].

6.3 Java Programs

We ran our analysis on two Java Card programs and gen-
erally found that our analysis placed declassifiers near ex-
isting code mechanisms designed to enforce some variant
of information-flow safety.

Wallet: Wallet is a small application used to teach
beginners how to use the Java Card API !. It maintains a PIN
number that protects the card from unauthorized tampering.
We labeled the PIN number as Secret and the output as
Public. Our system selected 3 declassifiers out of a total of
79 candidate declassifiers: one declassification of checking
the PIN against a guess (during validation), and two later
checks as to whether or not the PIN had been validated yet.

Purse: Purse is an application designed for use by the
PACAP information-flow secure Java Card system [4]. It
implements an electronic purse with a balance of money
that can be credited, debited, and exchanged into different
currencies. We labeled Purse corresponding to an integrity
lattice?, protecting data structures stored by the Purse as
Trusted and the labeling the input as Untrusted. The
application suggested 6 integrity endorsers out of 5536 can-
didate endorsers: 5 of these corresponded to a call to an ac-
cess control table, and 1 of them corresponded to checking
an entered PIN.

IAvailable at http://developers.sun.com/mobility/
javacard/articles/intro/

2Integrity is dual to confidentiality. In an integrity lattice, Trusted
is the lowest element and Unt rusted is the highest. Declassifying in
an integrity lattice is referred to as endorsing, as it increases the trust on a
piece of data. Similarly an integrity declassifier is an endorser.



6.4 Discussion

In general, we found that our analysis performed well
on a number of varied codebases. In instances where Min-
iSat+ took a large amount of time, it quickly found a solu-
tion that was within 10% of the optimal solution and then
spent the remainder of the time trying to marginally im-
prove that solution. For better performance, many pseudo-
Boolean solvers, including MiniSat+, can be run in an any-
time mode, thus permitting the user to trade optimality of
the solution for a faster SAT running time.

Each of our examples was checked with a small security
lattice (3 elements for most, 4 elements for MASTERMIND).
Increasing the size of the lattice will increase the number
of constraints and variables in the generated SAT problem.
However, increasing the lattice should not affect the number
of candidate declassifications, as our first hard constraint
from Section 4.4 ensures that these will scale only with the
number of sinks of different labels.

These analyses were run with more permissive label
checking than Jif: specifically, we disabled implicit flows
occuring from Java-specific runtime exceptions such as null
pointer exceptions or array out of bounds exceptions. While
our analysis supports these implicit flows, these flows either
cannot be solved using declassifiers or would require de-
classifying far too much data. Future work will expand our
system to support fixes other than declassification as part of
a generalized automatic refactoring process.

Our experimental results agree with the calculations in
Section 5.4. Table 2 provides some statistics about the SAT
constraints that we generate with our encoding. We find,
as expected, that applications with a lower percentage of
declassifiers generate a more efficient SAT problem. In par-
ticular, while the Purse application is the largest application
that we ran our tool on, the SAT encoding of information-
flow constraints contained a very high percentage of Horn-
SAT and 2-SAT constraints, and so it performed faster than
smaller examples. The hard constraints are the major factor
affecting the total percentage of the information-flow con-
straints that can be declassified. In particular, not declassi-
fying completely dominated expressions reduces the set of
candidate declassifications by a factor of at least three.

7 Related Work

Modern SAT solvers have recently been applied to a
wide range of program analysis and synthesis problems,
including bug detection [8, 28], lock allocation [10], and
program synthesis based on user provided sketches [26].
Of this work, our approach is most closely related to the
work on lock allocation by Emmi et al. [10], who also use
a pseudo-Boolean SAT-based optimizer to allocate locks to
shared variables in order to preserve atomic sections and
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Application Horn-SAT % | 2-SAT %
Mastermind 98.70 79.12
Wallet 98.61 87.69
JPMail 98.70 62.35
Mental Poker 1 98.55 78.13
Mental Poker 2 98.44 76.67
Purse 99.05 85.11

Table 2. The percentage of generated con-
straints that are Horn-SAT or 2-SAT con-
straints. The higher the percentage of a SAT
problem that is Horn-SAT or 2-SAT, the more
efficiently it can be solved.

minimize the number of locks used. The only similarity be-
tween this work and ours is the use of a pseudo-Boolean
solver. The constraint problem formulation and the mostly
Horn-SAT structure of our problems are novel and specific
to our problem setting.

A number of patterns for declassifying data in code have
been proposed by the literature. Some suggestions have
been: building “helper” classes to declassify large data
structures at once [3], using special Closure objects that
require proofs of authority to declassify data [11, 5], only
declassifying on method return [25], and placing declassi-
fiers in special functions that are visible and controllable by
the policy [12]. Each of these patterns can be captured by
a particular type of hard constraint that can be applied dur-
ing the generation of candidate declassifications. For future
work, we will build a generalized framework that allows for
the user to introduce new hard and soft constraints during
the declassification proposal phase.

Existing work on automatically resolving errors in
information-flow secure languages has focused on remov-
ing potential timing leak from code [1, 18]. We aim to elim-
inate a larger class of security errors, though we have not
address automatic removal of illegal information flows. We
have restricted our attention to placing declassifiers in pro-
grams as a way to summarize the illegal information-flows
that an application enables. These declassifiers can be re-
viewed to give the programmer a better idea of how the ap-
plication handles its secret data, but any legitimate security
errors must still be removed manually.

8 Conclusion

In this paper we have presented a method for automat-
ically placing declassifiers to allow the leakage of certain
data in information-flow secure systems. Our experience
has found that this approach is tractable and roughly pro-
portional to the number of candidate declassifiers proposed
by our system (column 4 of Table 1). In each case our tool
selects a small fraction (less than 1%) of the number of po-
tential declassification sites that would otherwise have to be



inspected manually, greatly reducing programmer burden.
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