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Abstract

The multimediaresearchcommunity has, for long, attemptedto recognizegenericimages,make
themsearchablédy content,annotatethem, and associatehemwith linguistic indexes. In the courseof
theseattemptsthe limitations of state-of-the-arélgorithmsin mimicking humanvision hasbecomewell-
known. In this paper we explore the exploitation of this limitation for solving a securityproblem.While
undistortedhaturalimageshave beenshavn to be algorithmicallyrecognizableandsearchabldy content
to moderatelevels, controlled distortions of speci ¢ type and strengthcan potentially make machine
recognition harderwithout affecting humanrecognition. This differencein recognizabilitymakesit a
promisingcandidatefor automatedruring testscalled CAPTCHAswhich can differentiatehumansand
machinesWe empirically study the applicationof controlleddistortionsof varying natureand strength,
andtheir effect on humanand machinerecognizability While humanrecognizabilityis measuredn the
basisof an extensive userstudy machinerecognizabilityis basedon threememory-basedontent-based
imageretrieval (CBIR) andmatchingalgorithms We give a detaileddescriptionof our experimentaimage
CAPTCHA system,IMA GINATION, that usessystematicdistortionsat its core. A signi cant research
topic within the multimediacommunity CBIR is actually conceved hereasa tool for an adwersary so

asto help us designsecureimage CAPTCHAs by understandingdheir limitations.

Index Terms

Imagerecognition,CBIR applications CAPTCHAS, distortions.

. INTRODUCTION

Rolust image understandingemainsan open problem. The gap betweenhumanand computational
ability to recognizingvisual contenthasbeentermedby Smeulderset al. [23] asthe semanticgap. A
key areaof researchthat would greatly bene t from the narraving of this gapis content-basednage
retrieval (CBIR). Over morethana decadeattemptshave beenmadeto build tools and systemghat can
retrieve images(from repositories}that are semanticallysimilar to query images,which have enjoyed
moderatesuccesd6], [23]. While the inability to bridge the semanticgap highlights the limitations of
the state-of-the-arin image contentanalysis,we seein it an opportunityfor systemsecurity This, and
ary taskthat humansare betterat performingthan the bestcomputationaimeans,can be treatedas an
“automatedTuring test' [1], [25] that tells humansand computersapart. Typically referredto as HIP
(HumanInteractve Proof) or CAPTCHA (CompletelyAutomatedPublic Turing testto tell Computers
and HumansApart) [3], they help reducee-mail spam,stop automatedblog and forum responsessave

resourcesand and prevent denial-of-serviceattackson Web seners[18], amongothers.
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Fig. 1. SampleCAPTCHASs proposedor in real-world use. (a)-(b) Text-basedCAPTCHAs in public use.(c) Image-based
CAPTCHA proposedby CMU's CaptchaProject.Useris asled to choosean appropriatelabel from a list. (d) Asirra presents
picturesof catsand dogsand asksusersto selectall the cats.

Therehasbeensizableresearcloutputin makingaswell asbreakingCAPTCHAs.In boththeseefforts,
computingresearchstandsto bene t. A betterCAPTCHA designmeansgreatersecurityfor computing
systemsandthe breakingof an existing CAPTCHA means(by de nition) the advancemenbf arti cial
intelligence While text-basedCAPTCHAshave beentraditionally usedin real-world applicationgYahoo!
Mail Sign up, PayPal Sign up, Ticketmastersearch Blogger Commentposting,etc.), their vulnerability
hasbeenrepeatedlyshavn by computervision researchergl 9], [24], [4], [20], citing over 90% success
rate, thus advancing OCR technology Among the earliestcommercialones,the Yahoo! CAPTCHA has
also beenreportedly compromisedwith a succesgate of 35% [27], allowing e-mail accountsto be
openedautomatically and encouraginge-mail spam.

In principle, there exist mary hard Al problemsthat can replacetext-basedCAPTCHASs, but in
orderto have generalappealand accessibility recognitionof image contenthasbeenan oft-suggested
alternatve [1], [5], [7], [8], [22]. While automaticimagerecognitionis usually consideredo be a much
harderproblemthan text recognition(which is a reasonfor it to be suggesteds an alternatve to text
CAPTCHAS),it hasalsoenjoyed moderatesuccessispartof computervision researchThisimpliesthata
straightforvard replacementf text with imagesmay subjectit to similar risks of being broken' by image

recognitiontechniques.Techniquessuch as nearduplicateimage matching[11], content-basedmage
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retrieval [23], andreal-timeautomaticimageannotation[14] are all potentialattacktools. One approach
that can potentially make it harderfor automatedattackwhile maintainingrecognizabilityby humansis
systematidistortion A brief mentionof the useof distortionsin the context of imageCAPTCHAshas
beenmadein the literature[5], but this hasnot beenfollowed up by a formal study Furthermorewhile
there has beenample studieson the algorithmic ability to handle noisy signals (occlusion,low light,
clutter, noise),mostoftento testrobustnesof recognitionmethodstheir behaior understrongarti cial
distortionshashbeenrarely studiedsystematically

In this work, we explorethe useof systematidmagedistortionin designingCAPTCHAs, for inclusion
in our experimentalsystemcalled IMA GINATION. We comparehumanand machinerecognizabilityof
imagesunderdistortion basedon extensive userstudiesandimagematchingalgorithmsrespectiely. To
re-iterate the criteria for a distortionto be eligible for image CAPTCHA designare that when applied,
they

1) make it dif cult for algorithmicrecognition,and

2) have minor effect on recognizabilityby humans.

Formally, let H denotea representatie set of humans,and let M denoteone particular algorithm of
demonstratedmage recognition capability We introducea recaynizability function x (1) to indicate
whetherimage | hasbeencorrectly recognizedoy X or not. Thus, (1) and y (I) are humanand
machinerecognizabilitiesrespectiely, andwe referto j y (1) m (1)j asthe recaynizability gap with
respectto image | . This image can be visually distortedto varying degrees.We de ne a distortion
function (') thatcanbe appliedto a naturalimage,the degreeof distortionbeingabstractlyrepresented
by parametery. This study focuseson analyzing(a) recognizability and (b) recognizability gap, of
distortedimages y(l), over a large numberof naturalimages.The following considerationsare of
interest:
Currentstate-of-the-artn imagerecognitiontypically testand reportresultson undistortednatural
images, and on minor distortions. The “breaking' of an image CAPTCHA, in the absenceof
distortion, is thereforeroughly aslikely asthe performanceof theseimagerecognitiontechniques.
On applicationof a distortion, the image recognition performanceis expectedto degrade.There
hasbeenno comprehensie study on the effect of varioustypes/strengthsf arti cial distortionson
imagerecognizability
Distortionalsoaffectshumanrecognizabilityof images|t is safeto assumethough,thathumansare

relatively moreresilientto distortion; they can seethrough' clutterand Il up the missingpieces,
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owing to their power of imagination.

For the purposeof designingCAPTCHAS,the goalis to evaderecognitionby machinesvhile being
easily recognizableby humans.It is thereforeimportantto be able to gure out the types and
strengthsof distortionon imagesthat keephumanrecognizabilityhigh while signi cantly affecting

machinerecognizability

Besideghedesignof securitymechanismghis studycanalsobeviewedashighlightingthe shortcomings
of image matchingalgorithms,especiallythe use of low-level cuesfor such high-level tasks,and the
limits of the humanvision systemto recognizeentitiesunderstrong,random,arti cial distortions.

The restof this paperis arrangedas follows. In Sec.ll, we discussthe metricsfor measuremenof
recognizabilityunderdistortion for both humansand machinesand potential candidatedistortionsthat
can recognizability In Sec.lll, we describeour experimentalsystemIMAGINATION. In Sec.lV, we
presentextensive experimentalresultson the effect of distortionson humanand machinerecognizability

We concludein Sec.V.

Il. IMAGE RECOGNIZABILITY UNDER DISTORTION

For the purposeof understandinghe effect of distortionsandfor the designingof imageCAPTCHAS,
let us assumethat we have a collection of naturalimageswith a single dominantsubject, such that
givena limited setof options(say 15), choosinga labelis unambiguousFirst, we concretelyde ne how
machineandhumanrecognizabilityare measuredThenwe discusdistortionsthat canpotentially satisfy
the CAPTCHA requirements.

A. Algorithmic Recanizability

Algorithmsthatattemptto performimagerecognitionunderdistortioncanbe viewedfrom two different
angleshere.First, they can be thoughof as methodsthat potentialadvessariesmay employ in orderto
breakimage CAPTCHASs. Second,they can be consideredas intelligent vision systems.Becausethe
imagesin questioncan be widely varying andbe part of a large imagerepository content-based@nage
retrieval (CBIR) systemdq23] seemapt. Essentiallya memory-baseanethodof attack,the assumptions
thatthe adwersaryhasaccesgo the original (undistortedmages(which happendo be a requiremen{3]
of CAPTCHASs)for matchingwith the distortedimagepresentedWhile our experimentsfocuson image
matching algorithms, other types of algorithms also seemplausible attack stratgies. Nearduplicate
detection[11], which focuson nding maginally modi ed/distortedcopyrightedimages,also seemsto

be agoodchoicehere.Thisis partof our future work. Automaticimage annotationandscenerecanition
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techniqued6] also have potential,but given the currentstate-of-the-artthesemethodsare very unlikely
to do betterthan directimage-to-imageanatching.

Recognitionof a distortedimage (1) is thus achiesed as follows: Let the adversaryhave at hand
the entire database&X of possibleimages,i.e.,| 2 X 8l . We canthink of the imageretrieval algorithm
as a function that takes in a pair of imagesand producesa distancemeasureg(l 1;12) (that hopefully

correlateswell with their semanticdistance).De ne a rank function
rankg(ly;12; X) = Rankof 11 w.r.t. I, in X usingg(; ) (N

We relax the criteriafor machinerecognizability treatingimagel 1 asrecognizablef rankg(l1;12;X) is
within thetop K ranks.This is donesincethe adwersary beinga machine caniterateover a small setk

of imagesquickly to producea successfuattack.Thus,we de ne average madinerecanizability under
a givendistortion (), wheremachineis equivalentto animageretrieval systemmodeledasg( ; ), is

givenas
X

ol y) = jx—jlzx I rankg(l; y(1);X) K (2)

wherel () is the indicator function. For our experimentswe considera very simple image similarity
metric, andtwo well-known andwidely usedimageretrieval systemsthat usedifferentlow-level image
representatioand computepairwiseimagedistancen differentways.First, we usethe simplestpossible
image similarity metric; the averageof the norm of the pixel-wise difference(PWD) betweenthe two
images.Giventwo images,the largerimageis rst scaledto the smalleroneto matchits dimensiongIn
our experimentsall testimagesare of the samedimensions)If the two imagesare! and| % then
1 X X 5
pwd(1;19 = — le(6y)  Ix:y) (3)

Ny wrro:
Y c2f R;GBg

wherejl j heredenotesthe total numberof pixelsin the image. This measureclearly lacks robustness,
and is expect to be sensitve even to very small distortions. Second,we employ the Earth Mover's
Distance(EMD) [21] (which is essentiallythe earlier proposedvallow's Distance[16]) basedon global
color featuresand a robust, true distancemetric. First, we employ the morerecentlRM distancewhich
forms the backboneof the SIMPLIcity system[26]. This distanceperformsregion segmentationand
takes into considerationcolor, texture, and shapeof regions, going on to computea robust distance
betweena variable number of region descriptorsacrossa pair of images.In thesetwo cases,color

similarity is computedn the CIE-LAB andCIE-LUV spacesespectiely, thusaddingto their robustness
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to chromaticdistortions.Bothmethods,while being fairly distinct, have beenindependentlyshovn to
yield good retrieval performanceunder distortion. The genericdistancefunction g( ; ) is speci cally
denotedhereas pwd( ; ), emd( ; ), andir m(; ) respectrely. Thus, underdistortion (), we denote

their averagerecognizabilityby —pwd( y), “ema( y), and 5rm( y) respectiely.

B. HumanRecanizability

We measurehumanrecognizabilityunder distortion using a controlled user surwey. An imagel is
sampledrom X, subjectedo distortion (), andthenpresentedo anuser alongwith a setof 15 word
choices,one of which is unambiguoushan appropriatdabel. The userchoice,madefrom the word list,
is recordedalongsidethe particularimage category and distortion type. Sinceit is dif cult to getuser
responsegor eachdistortiontype over the entireimageset X , we measurehe averagerecognizability
for a given distortion using the following. If U( y) is the setof all imagespresentedo usersthat were

subjected y( ), then

I | is correctlyrecognized (4)

wherel is theindicatorfunction. Theimplicit assumptiongnadehere,underwhich theterm —5( y) can

be fairly comparedo ~ema( y) or Trm( y), arethat(a) all usersareindependenandidenticalinstances
of the “human’ prototype,and (b) with sufcient, but not necessarilydenticalnumberof userresponses,

the averagerecognizabilitymeasuregorverge to their true value.

C. CandidateDistortions

We look at image distortion candidateghat are relevant in designingimage CAPTCHAs. With the
exceptionof the requirementhatthe distortionshouldobfuscatenachinevision morethanhumanvision,
the spaceof possibledistortions () is unlimited. Any choiceof distortiongetsfurther supportif simple
Itering or otherpre-processingtepsareineffective in undoingthe distortion. If that wasthe case then
machinerecognitionwould be ableto proceednormally with the insertionof sucha pre-processingtep,
which is not desirable Furthermorewe avoid non-lineartransformationson the imagesso asto retain
basicshapenformation,which canseverely affect humanrecognizability For the samereasorwe do not
useotherimagesor templatedo distortanimage.Pseudo-randomlgeneratedlistortionsare particularly
useful here,aswith text CAPTCHAs.

For the purposeof makingit harderfor machinerecognitionto undothe effect of distortion,we need

to alsoconsiderthe approachesakenin computervision for this task.In the literature,the fundamental
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TABLE |
SOME FEATURES AND DISTORTIONS THAT AFFECT THEIR EXTRACTION

| Feature | Affected by | Not Affected by |

Local Color Quantization, Dithering, | Cut/rescale
Luminance,Noise

Color Histogram Luminance, Noise, | Quantization Dithering
Cut/rescale

Texture Quantization, Dithering, | Luminance,Cut/rescale
Noise

Edges Noise, Dithering Quantization,

Luminance,Cut/rescale
Sgmentation& Shape || Dithering, Noise,Quanti- | Luminance,Cut/rescale
zation
InterestPoints Noise,Dithering, Quanti- | Luminance,Cut/rescale
zation

stepin genericrecognitiontasks has beenlow-level featuie extraction from the images[23], [6]. In
fact, this is the only part of the recognitionprocessthat we have the power to affect. The subsequent
stepstypically involve deriving mid to high level featuresrepresentationfrom them, performing pair
wise image feature matching,matchingthem to learnedmodels, etc. Becauseof their dependencen
low-level features,we expect them to wealen or fail when feature extraction is negatively affected.
Someof the fundamentafeaturesandthe correspondinglistortions(describebelow) thattypically affect
their extraction, are presentedn Tablel. For eachfeature,we consideronly well-establishedxtraction
methodologiege.g., SIFT [15] for interestpoint detection)whendecidingwhich distortionsaffect them.
We formalize the notion of image distortions as follows. Supposewe have a set of fundamental
or "atomic' distortion types (denoted ), e.g., adjustmentof image luminance,quantizationof colors,
dithering,or additionof noise.Thesedistortionsareparameterize@arametedenotedy), soaparticularly
distortionis completelyspeci ed by (type, parameter}uples,denoted . The setof possibledistortions
, Which is countablyin nite if parameter is discrete,is formalizedas follows:
Atomic distortionsf Quantiz ey( ); Dithery(); g2
If y()and J()2 ,then y(J()) and J( y()) 2
Putin plain words,any combinationof anatomicdistortion(appliedin a speci ¢ order)is anew distortion

by de nition. Here, we list the atomic distortions(andtheir parametrizationjhat we consideredor the

purposeof this study

Luminance: Being one of the fundamentalglobal propertiesof images,we seekto adjustit.
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Increasingand decreasingambientlight within an image is expectedto affect recognizability A
scalefactor parametercontrolsthis in the following way. The RGB componentf eachpixel are
scaledby scalefactor suchthat the averageluminanceover the entireimageis also scaledby this
scalefactor Too muchor too lessbrightnessare both expectedto affectedrecognizability
Color Quantization: Insteadof allowing the full color range,we quantizethe color spacefor
image representationFor eachimage, we transformpixels from RGB to CIE-LUV color space.
The resultantcolor points, representedh R? space are subjectto k-meansclusteringwith k-center
initialization [10]. A parametercontrols the numberof color clustersgeneratedby the k-means
algorithm. All colors are then mappedto this reducedset of colors. A lower number of color
clusterstranslatego loss of information and hencelower recognizability
Dithering: Similar to half-toningof the printing industry color ditheringis a digital equivalentthat
usesa few colorsto producethe illusion of color depth. This is a particularly attractive distortion
methodhere sinceit affectslow-level featureextraction(on which machinerecognitionis dependent)
while having, by design,minimal effect on humanvision. Straightforvard applicationof dithering
is, however, ineffective for this purposesincea simple mean Iter canrestoremuchof the original
image.Instead,we randomlypartition the imagein the following two ways:

— Multiple randomorthogonalpartitions.

— Image sgments,generatedising k-meansclusteringwith k-centerinitialization on color, fol-

lowed by connecteccomponentabeling.

In either case,for eachsuch partition, we randomly selecty colors (being the parameteffor this
distortion) and use them for dithering that region. This leaves a block or segment-wisedithering
effect on theimage,which is dif cult to undoby lItering. We expectautomaticimagesegmentation
to be particularly affected.Distortion tendsto have a more severeeffect on recognizabilityat lower
valuesof y.

Cutting and Re-scaling:For machinerecognitionmethodghatrely on pixel-to-pixel correspondence
basedmatching,scalingandtranslationhelpsmakingthemineffective. We simpletake a portion of
oneof thefour side of theimage,cut out betweenl0 20% from the edge(chosenat random),and
re-scalethe remainderto bring it backto the original imagedimensionsThis is rarely disruptive to
humanrecognition,sinceitems of interestoccupy the centralregion in our imageset. On the other
hand,it breaksthe pixel correspondenca&lVhich sideto cut is also selectedat random.

Line and Curve Noise: Addition of pixel-wide noiseto imagesis typically reversibleby median
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Itering, unlessvery large quantitiesare added,in which casehumanrecognizabilityalso drops.

Instead,we add strongernoise elementson to the image, at random. In particular thick lines,

sinusoidsandhigherordercurvesareadded.The densityof noisylinesandcurvesarecontrolledby

parametey. Linesandsinusoidsaregeneraterthogonalo eachaxis, spacedy densityparameter

y. For higherordercurves,y speci esthe numberof themto beaddedasnoise,eachaddedatrandom

positionsand orientations.

Thesedistortions are by no meansexhaustve, as mentionedbefore. However, they are hand-picled

to be representatie of distortionsthat are potentially good candidatesWe experimentedwith eachof

them individually, and their simultaneousapplicationon imagesto producecompositedistortions It is

worthwhile to mention here though that none of the atomic distortionsby themseles yielded results

promisingenoughto satisfy the requirementsHencecompositedistortionswere the only way out. We

give speci ¢ detailsof the compositedistortionsthat proved effective for CAPTCHA design,in theresults

section(Sec.lV).
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experimentalsystemIMA GINATION! (IMAge Generationfor INternet AuthenticaTION).The nomen-
clatureis inspiredby the fact that the systems$ successnherentlydependson the imaginationpower of
humans,to help them “seethrough'’ distortionand Il up the “gaps'introducedby distortion, aided by
pastexperienceand exposure.

The overall systemarchitectureof our systemis shavn in Fig. 2. Assumethe availability of animage
repositoryR , eachlabeledwith anappropriatevord, andan orthogonal partition geneiator thatrandomly
breaksup a rectangleof a given dimensioninto 8 orthogonalpartitions. The systemgenerates tiled
image,dithersit to make automaticboundarydetectionhard,andasksthe userto selectnearthe centerof
oneof theimages.This is the click step.On successanimageis sampledfrom the repository distorted
by oneof four methodsand appropriatgparameterizationédiscussedn detailin Sec.lV), andpresented
alongwith a list of word choicesto the userof selection.This is the annotation step.Thesetwo steps
are detailedbelow:

Click: A singleimageis createdon-the- y by sampling8 imagesfrom R andtiling themaccording
to an orthogonalpartition generatedThis imageis thensimilarly partitionedtwice over. Eachtime,
andfor eachpartition, 18 colorsare chosenat randomfrom the RGB spaceand are usedto dither
that partition using the two-stageFloyd-Steinbeg errordiffusion algorithm [9]. The two roundsof
ditheringareemployedto ensurethatthereis increasedambiguityin imageborders(morecandidate
“edges'),andto make it much more dif cult to revert back to the original layout. An example of
suchan imageis shown in Fig. 3. What the userneedsto do is selectnearthe physicalcenterof
ary oneof the 8 images.On successfullyclicking within a toleranceradiusr of oneof the 8 image
centersthe useris allowed to proceed.Otherwise,authenticatioris consideredailed.

Annotate: Here,animageis sampledrom R, a distortiontype andstrengthis chosen(from among
thosethat satisfythe requirements we nd this out experimentallyasdescribedn Sec.lV), applied
to the imageand presentedo the useralongwith an unambiguoushoice of 15 words (generated
automatically).A samplescreenshots presentedn Fig. 4. If the userfails in imagerecognition,

authenticatioris immediatelyconsideredailed andre-startfrom stepl is necessary

Thesetwo click-annotatestepsarerepeatedbncemorefor addedsecurity Alternationbetweenthesetwo
stepsis part of our design,but having two successie click or annotatestepsis likely to be as effective.

Either way, the corvenienceof this interfacelies in the fact that no typing is necessaryAuthentication

IA working version of the IMAGINATION system, primarily meant as an experimental testbed, can be found at
http://riemann.ist.psu.edu/imagination/ .
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is completedusing essentiallyfour mouseclicks. The word choicescan be translatedautomaticallyto
otherlanguagesf needed.

Word Choice Generator: The word choice generatorcreatesan unambiguouslist of 15 words,
inclusive of the correctlabel, in a very simple manner For this, we make useof a WordNet-based17]
word similarity measurgroposedy LeacockandChodorav [13]. The 14 incorrectchoicesaregenerated
by samplingfrom the word pool, avoiding ary one that is too similar semantically(determinedby a
thresholdon similarity) to the correctlabel. A moreelaboratestratey wasproposedn [7], but we found
that for limited pools of words, this simpler stratgyy was equally effective. Furthermore the WordNet-
basedsimilarity measuresre only trustablelocally.

Orthogonal Partition Generator: Optimal rectanglepacking (within a larger rectangle) with mini-
mum possiblewasteof space,s an NP-completeproblem. Approximatesolutionsto this problemhave
beenattemptedefore,suchasin recentwork of R.E. Korf [12] However, wasteof spaceis not anissue
for us, nor are rectanglesto packrigid, i.e., linear stretchingis allowed, with somelimitations on the
size and aspectratio. We take a simple approachWe recursvely partition the rectangularegion (with
constraints)andresizethe chosenimagesto t themin.

Analysis: The size of thetiled imagein the click stageis x edat800 600 andthetoleranceradius
r is peggedat 25 pixels, which correspondsoughly to one-tenththe width of eachcontainedimage.
Assumingthat we are able to producedithering and distortionsthat make it no easierto attack than
by randomguess.the succesgate is (%%)2, or 0:00048% or aboutl in 210,312.which canbe
consideredjuite costly for openingone e-mail account for example.The tiled image,the word choices,
and the nal distortedimagetogethertake about1l secondto generatewith the bottleneckbeing the
latter step. For fasterprocessinga large setof distortedimagesover varied parametersettingscan be

pre-generatednd stored.

IV. EXPERIMENTAL RESULTS

Experimentsconsistedof distortingimagesand measuringhumanand machinerecognizability over
a set of 1050 Corel imagescovering 35 easily identi able categories. Machine recognizabilitieswas
basedon the similarity measure®WD, EMD, andIRM (detailedin Sec.Il). Humanrecognizabilitywas
measuredasedon a userstudy consistingof over 250 individuals, receving over 4700responsesThe
user study consistedof presentingdistortedimagesand a list of 15 words to eachuser (SeeFig. 4),
allowing themto selectan appropriatdabel, or choose’l cannotrecognise'.Recognitionis considered

failedif thelatteris chosenpr if anincorrectlabelis chosenThe following summarizesecognizabilities
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Fig. 3. A sampletiled imagepresentedn the Click stepof authenticationThetiled imageis randomlypartitionedorthogonally
andditheredusing different color sets.The usermustclick nearthe centerof one of the images.

Youlabelled 0 pictures, 15 more to go
Which one of the following best describes the shown image?
Openguin O parade Ceat Ccamera Ozebra

Oflower Cbus Clion Crewelry CWwoman

C it Cdezert Obeach Cehureh Cdinosaur

O] cannot recognise

Fig. 4. Screenshobf the Annotate step,wherea distortedimageis presentedand the usermust selectan appropriatelabel
from a list of choices.

of humansand machinesandtheir recagnizability gap.

A. Atomic Distortions

We rst analyzedesultsobtainedrom the applicationof atomicdistortionsonimagesin particular the
effect of luminanceadjustmentnoiseaddition, color quantization anddithering, eachin isolation, were
studied.For the latter two distortions,cut/rescalevas also appliedfor comparisonTheseresultsThese
resultsare presentedn Figuresb, 6, 7, and 8 respectiely. Dithering hereis basedon orthogonalblock

partitioning. In eachcase,the rangeof valuesfor which humanrecognizabilityexceeds0:9 are shovn
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within Magentacolored dashedines. They help understanchow humanand machinerecognizabilities
contrast.

When pixel correspondencis unafected,the pixel-wise distance(PWD) performedquite well. How-
ever, with the cut/rescaleaddition, this correspondences broken and we seesigni cant degradationof
PWD's performancgFig. 7 and8). In generallRM shows well-balancedperformancemakingit a good
general-purposattacktool. Note alsothat in all theseatomic distortion casesthe rangewherehuman
recognizabilityis high, at leastone of the machine-basednethodsshav high recognizabilityas well.
Fromthis obsenation,we concludethatany oneatomicdistortion,doesnot provide the requisitesecurity
from attackswhile still beingableto maintainhumanrecognizability This leadsusto searchinghe space
of compositedistortions.Nonethelessthe resultsof atomicdistortiongive a clearinsightsandhelp build

intuitions abouthow to combinethem effectively.

Variation of Luminance: Pixel-wise Distance (PWD)

/

pwd

0 L L
05 1. 1.5 2 2.5 3
Variation of Luminance: Earth Mover's Distance (EMD)

emd

0 0.5 o1 15 2 25 3
Variation of Luminance: IRM Distance (IRM)

1k 4

L
0 0.5 1 1.5 2 25 3
Luminance Scaling Factor y

y=05 y=15 y=25

Fig. 5. Variation of averagemachinerecognizabilitywith changein luminancescalingfactor Humanrecognizabilityis high
within the Magentalines.
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Variation of Noise Line Density: Pixel-wise Distance (PWD)
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Fig. 6. Variationof averagemachinerecognizabilitywith changen densityof noisylinesaddedrepresenteih pixels specifying
the gap betweenconsecutie lines. Humanrecognizabilityis high within the Magentalines.

B. CompositeDistortions

An exhaustie searchfor compositedistortionsis prohibitively expensve. Onemay be ableto think of
algorithmic meansto arrive at a compositedistortion that satis es the image CAPTCHA requirements.
For example, if atomic distortions are consideredanalogousto featuresin a learning problem, then
forward-backvardselection2] seemdo beanappropriateehoice,addingandremoving atomicdistortions
(ordered) testingrecognizability and stoppingon satistctory performanceThe bottleneckgo systematic

searchfor acceptableeompositedistortionsare:

Search spaceis large: Not only are there mary possibleatomic distortions,they are also pa-
rameterized Each add/remwe step needalso iterate over the possibleparametenalues.For each
distortion-parametepair, machinerecognizabilityneedsto be measureover multiple testimages.

Humans in the loop: The searchspacebeingso large, whatis even more problematicis measuring
humanrecognizabilityat eachstep. This stepwould require feedbackfrom multiple usersover a

multitude of images.
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Variation of Quantization level: Pixel-wise Distance (PWD)
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Fig. 7. Variation of averagemachinerecognizabilitywith changein quantizationlevel, speci ed in termsof the numberof
color clustersgeneratecand (centroids)usedfor mapping.Humanrecognizabilityis high within the Magentalines.

Lack of Analytical Solution: Given its nature,it is dif cult to formulateit theoreticallyas an

optimizationproblem,without which analyticalsolutionsare not possible.

Instead,we heuristically selectedpermutationsof the atomic distortionsand experimentedwith them.
Basedon preliminary investigation,four compositedistortions seemedparticularly attractve, and we
conductedarge-scalesxperimentatioron them.

Detaileddescriptionof eachof the four chosencompositedistortionsare presentedn Tablell, along
with the correspondingexperimentalresults.Eachof them are controlledby parameter®©ITHERPAR,
which controlsthe extent of dithering, and DENSERAR, which controlsthe density of noise elements
added.To bettervisualize the recognizabilitygap as well as make the problemharder the threetypes
of machinerecognitionare combinedtogetherin the following way. If ary one of PWD, EMD, or
IRM recognizesanimage,it is consideredhs successfumachinerecognition.We nd thatfor a limited
rangeof parametewaluesin eachof them, humanrecognizabilityis high (exceeds0.9) while machine
recognizabilityis low (belov 0.1). Thesedistortion type and parametevalue/rangecombinationsare

appropriatefor inclusioninto our experimentalsystemIMA GINATION. The few caseswhere machine
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TABLE 1l

17

FOUR DISTORTIONS THAT ARE PART OF THE IMAGINATION SYSTEM

Distortion Steps

Sample Images

Human Recognizability
(User Study)

Machine Recognizability
(PWD + EMD + IRM)

1. Perform k-centerk-meang
basedsegmentation(k=15).

2. Use cluster centroids to
guantizeimage.

3. Createblock partitioning of
theimageusingthe Orthogona
Partition Generatar

4. Dither eachblodk with anin-
dependentlydravn randomset
of DITHERPAR colors.

5. Draw DENSERR lines par
allel to each axis, randomly|
spaced

6. Perform 10 20%
cut/rescale on a randomly|
chosenside.

10|
20
20
40
50
60
70
80
90
100

DENSEPAR (lower value -> clearer)

10 20 20 40 50 60 70 80 90 100 -
DITHERPAR (higher value -> clearer)

0.95

0.9

0.85

0.8

0.75

0.7

0.65

DENSEPAR (lower value > clearer)
(2]
o

10 20 20 40 50 60 70 80 90100
DITHERPAR (higher value > clearer)

0.4

0.35

0.3

0.25

0.2

0.15

0.1

1. Perform k-centerk-meang
basedsegmentation(k=15).

2. Use cluster centroids to
guantizeimage.

3. Createblock partitioning of
theimageusingthe Orthogona
Partition Generatar

4. Dither eachblod with anin-
dependentlydravn randomset
of DITHERPAR colors.

5. Draw DENSERR lines par
allel to each axis, equally
spaced

6. Perform 10
cut/rescale on a
chosenside.

20%
randomly|

10|
20
20
40
50
60
70
80
90
100

DENSEPAR (lower value > clearer)

10 20 20 40 50 60 70 80 90 100
DITHERPAR (higher value > clearer)

0.9

0.85

0.8

0.75

0.7

0.65

DENSEPAR (lower value > clearer)
(o2}
o

10 20 20 40 50 60 70 80 90100
DITHERPAR (higher value > clearer)

0.35

0.3

0.25

0.2

0.15

0.1

1. Perform k-centerk-meang
basedsegmentation(k=15).

2. Use cluster centroids to
guantizeimage.

3. Createblock partitioning of
theimageusingthe Orthogona
Partition Generatar

4. Dither eachblodk with anin-
dependentlydravn randomset
of DITHERPAR colors.

5. Drav DENSERR third-
order curves 1-3 pixels thick,
randomlypositioned

6. Perform 10 20%
cut/rescale on a randomly|
chosenside.

10|
20
20
40
50|
60
70
80
90
100

DENSEPAR (lower value > clearer)

10 20 20 40 50 60 70 80 90100
DITHERPAR (higher value > clearer)

0.9

0.8

0.7

0.6

0.5

DENSEPAR (lower value > clearer)
(=2}
o

10 20 20 40 50 60 70 80 90100
DITHERPAR (higher value > clearer)

0.7

0.6

0.5

0.4

0.3

0.2

1. Perform k-centerk-meang
basedsegmentation(k=15).

2. Use cluster centroids to
guantizeimage.

3. Perform connectedcompo-|
nentlabelingto getimagesey-
ments.

4. Dither each sgment with
random set of DITHERPAR
colors.

5. Draw DENSERR sinusoids
with axesparallelto eachaxis,
randomlyspaced

6. Perform 10 20%
cut/rescale on a randomly|

chosenside.

10
20
20
40
50
60
70
80
90
100

DENSEPAR (lower value > clearer)

10 20 20 40 50 60 70 80 90 100
DITHERPAR (higher value > clearer)

0.9

0.8

0.7

0.6

0.5

DENSEPAR (lower value > clearer)
(2]
o

10 20 20 40 50 60 70 80 90100
DITHERPAR (higher value > clearer)

0.3

0.25

0.2

0.15

0.1

April 25,2008

DRAFT




PENN STATE UNIVERSITY TECHNICAL REPOR CSE08-011,APRIL 2008 18

Variation of Dither level: Pixel wise Distance (PWD)
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Fig. 8. \Variationof averagemachinerecognizabilitywith changein ditheringlevel, speci ed in termsof the numberof colors
available for dithering eachpartition. Humanrecognizabilityis high within the Magentalines.

recognizabilityexceedshumanrecognizabilityarealsointerestingandworth exploring, but thatis beyond

the scopeof this paper

Human Recognizability (Averaged over all 4 distortions)
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Fig. 9. Overall variation of human recognizability with dithering parameterDITHERPAR and noise density parameter
DENSERR, taken acrossall four compositedistortion methods.
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Fig. 10. Overall variationof humanrecognizabilitywith the imageconcepttaken acrossall four compositedistortion methods
andtheir parameterizationsThe fteen mostfrequentlysampledconceptsare shavn here.

To further the investigationand help designthe IMAGINATION systembetter we studiedthe trends
of humanrecognizabilityfrom the userresponsedgrigure9 presentedhe variationof recognizabilitywith
parameteraluesacrossall four distortiontypes,revealingthe generatrendassociatedvith DITHERPAR
and DENSERR regardlessof the distortion type. More speci cally, a greaternumber of dithering
colors tend to help humansrecognizeimage content better while greaterquantitiesof noise hinder
their recognition.Figure 10 revealsyet anotheraspectof the recognitionprocessnamelythe average
humanrecognizabilityper concepttaken over varying distortiontype andstrength As canbe seen some
conceptge.g., parade vegetable)are inherentlyharderto identify than others,regardlessof distortion.

The resultswe presentechere are over-optimistic from the point of view of attacks.This is because
humanrecognizabilityonly involvesidentifying the entity andnot “matching'any speci c pair of images.
If we increasethe numberof imagesin the repositoryR, machinerecognizabilityis boundto suffer,
while humanrecognizabilityshouldremainsat aboutthe samelevel asreportedhere.A real-world system
implementatiorwill have mary morethan1050in its repository andwill thusbe moresecureAlso note
thatwith a 15 word choicelist, the distortionsnever needto reducemachinerecognizabilityto lessthan

1=15, sincerandomlyselectinga word without even consideringthe imagewould yield a 1=15 chance.

V. CONCLUSIONS

We have presenteda novel way to distinguishhumansfrom machinesby an imagerecognitiontest,
one that has farreachingimplications in computerand information security The key point is that
image recognition,especiallyunder missing or pseudoinformation, is still largely unsohed, and this
fact can be exploited for the purposeof building better CAPTCHA systemsthan the vulnerabletext-

basedCAPTCHAs that are in use today We have explored the spaceof systematicdistortionsas a
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meansof makingautomatedmagematchingandrecognitiona very hard Al problem.Without on-the- y
distortion, and with the original imagespublicly available, image recognitionby matchingis a trivial
task. We have learnedthat atomic distortionsare largely ineffective in reducingmachine-basedttacks,
but when multiple atomic distortionscombine,their effect signi cantly reducemachinerecognizability
Our study while in no way encompassinghe entire spaceof distortions (or algorithmsthat can
recognizeunderdistortion),presentoneway to understandhe effectsof distortionon therecognizability
of imagesin general,and more speci cally to help designimage CAPTCHA systems.Furthermorejt
attemptsto exposethe weaknessesf low-level featureextraction to very simple arti cial distortions.
An understandingf the differencein recognizabilityof algorithmsand humansundersimilar conditions

provides an opportunityfor betterfeatureextractiondesign.
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