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Abstract—Accurate electrical masking modeling represents aoverestimate the SER by 138%. Many models for the electrical
significant challenge in soft error rate analysis for combinational masking effect have been proposed [17] [11] [3] [2] [20]

logic circuits. In this paper, we use table lookup MOSFET models ;
to accurately capture the nonlinear properties of submicron MOS[22] [23] [24] [4] [13]. however, these models introduce

transistors. Based on these models, we propose and validate t@ge errors for the estimation of transient pulse propagation,

transient pulse generation model and propagation model for soffesulting in inaccurate soft error analysis for combinational
error rate analysis. The pulse generated by our pulse generatiofogic. Inaccuracy in transient pulse width estimation can lead

model matches well with that of HSPICE simulation, and theto large error in the soft error rate analysis [3]. For example,
pulse propagation model provides nearly one order of magnitude,gqming the transient pulse estimation error is 15%, for the

improvement in accuracy over the previous models. Using these LT . . . .
twg models, we proposeyan accuratg and efficient bIock-ba%ed soime circuit mentioned afore, 52% error in the SER estimation

error rate analysis method for combinational logic circuits. can be introduced.
In this paper, we propose and validab@nsient pulse
generationand transient pulse propagatiomodels for accu-
Single Event Upset (SEU) is a voltage transient caused kate electrical masking analysis. Based on these models, we
neutron or alpha particles from cosmic ray or package matepkopose an accurate and fast block-based SER analysis method
als [25]. The voltage transients may flip bits in memory cell®r the combinational logic circuits.
or latches, causing soft errors. Soft errors in memory can beThe rest of the paper is organized as follows: Section I
corrected by ECC (Error Correcting Code) circuitry, and marngviews related work; Section 11l provides the background on
radiation harden techniques for memory cells or latches hay® soft error rate calculation and discusses the models of
been proposed [25] [10]. However, voltage transients causgéinsient pulse generation and pulse propagation; Section IV
by particle strikes can happen on any node in combinationstesents our soft error rate estimation methods, Section V

logic. This transient pulse can propagate through logic gaisisows experimental results on the test circuits. Finally, the
and finally be latched by a sequential element, resulting incanclusions are provided in Section VI.

soft error [20]. Cheap solutions to reduce soft errors caused
by transients generated in combinational logic are not well Il. RELATED WORK
understood yet. Fast and accurate analysis of soft error rate
for combinational logic circuits is the first step towards the Early work in estimating SER in the combinational logic
effort of finding efficient solutions [12]. circuits was based on the time-consuming Monte-Carlo Sim-
There are three masking effects that can prevent a transigiations [9] [15]. Recently many attempts have been made
pulse in combinational logic from propagating and beintp estimate the SER of logic circuits quickly and accurately
latched by a memory elemenlogical masking, electrical [20] [22] [23] [24] [4] [19]. Fault simulation methods [14] or
masking, and latch window maskifg0]. Logical masking BDD based techniques [22] can be used to estimate the logic
happens when one of the other inputs of a gate is in controllingsking effect. Latch window masking effect is also modeled
state (e.g., 0 for a NAND gate), so that the transient is blockdey/ Shivakumar et al. [20].
Latch window masking means that the arrival transient pulseVarious techniques [2] [17] [3] [2] [23] [24] [4] [20] [11]
is outside of the latching window for the sequential elemen{8] have been proposed to capture the electrical masking effect
These two masking effects have been well studied [10] [20] SEU simulation. These techniques at the circuit level and
[22] [23] [7] [14]. Electrical masking happens when thehe logic level can be categorized into three major types. 1)
voltage transient resulting from a particle strike is attenuat&imple trapezoidal or triangle waveform approximation based
by subsequent logic gates because of the electrical propertyapproaches [4] [22] [17] [20]. In these approaches, the SEU-
logic gates [10]. induced transients are captured by the simple parameters: the
Electrical masking plays an important role in soft erroslope, the magnitude, and the width. 2) Equivalent inverter
rate estimation for combinational logic. For example, ouvased approaches [11] [2] [23]. In these approaches, the
experimental result shows that, for a small circuit with logitransistor-level models of logic gates are reduced to equivalent
depth of 5 stages, ignoring electrical masking effect canverters. 3) Simple RC model based approaches. Based upon

I. INTRODUCTION



linear RC models of logic gates, the transient response can be .

computed using close-formed equations [3] [13]. Iinject(t) = Ipear X (e7a —e7b ) @
However, these approaches are not sufficiently accurate to o ) ,

capture the electrical masking effect on the radiation inducedWhe"€lpear = ==, in which Q is the charge collected as

transients. Approaches belonging to category 1) are very S"';h[esult of particle striker, is the collection time-constant, and

ple and fast, but these approaches can not cover the possiplé the ion-track establishment time-constantandr, are

radiation induced transient waveforms that can be generaf3 constants which depend only on process-related factors.
due to particle strikes and can not capture the non-lineRP€ CUreNtlijec(t) charges/discharges the capacitance at
gate transfer characteristics for SEU-induced transients [18]€ OUtPut node, generating a transient voltage plipet)
Approaches of category 2) provide a good estimation of prop® Shown in Fig. 1. The transient pulse may propagate to the
agation delay for full swing signals, but the predicted transieRgduential elements at the end of logic chain, and upset the
responses do not match well with SPICE simulations due to thi@red values.
errors in the current estimation [16]. In addition, current based

simulation approaches is relatively slow [16]. Approaches of

type 3) are simple, but they fail to account for the non-linear

gate transfer characteristics for SEU-induced transients [13].

I(t) I(t)

Thus, accurately modeling the electrical masking effect for V(1)

combinational logic circuits remains a challenge. / E T Cload
Traditionally, the soft error rate analysis is performed using .

path based approach [20] [23] [24] [4] [2] [3] [19]. In this

work, we use block based approach, which has been widely Fig. 1. Transient pulse generation simple modeling.

used in the statistical timing analysis, to achieve fast soft rate
analysis. In the path based approach, all possible paths fronh\s mentioned in Section |, there are three masking ef-
the nodes in the netlist to the primary outputs are enumerat@ssts that can prevent a transient pulse in combinational
and the number of the path is an exponential function @gic from propagating and being latched by a memory el-
the number of gates. Block based approach has two keent: logical masking, electrical masking, and latch win-
advantages over the path based approach: avoiding the déw masking[20]. To model the logic masking effect for
computation by reusing the pulse estimation result of the gatfe path between node and primary output (POYPOn;,
for all its fan out nodes and low computation complexity. Psensitized(n, POn;, input_pattern) is defined as the prob-
Our contributions in this paper distinguish itself in thexpility at which the transient error occurs at nodeis
following aspects: (i) we propose a more accurate electrigahctionally sensitized to primary ou?On; with a particular
masking model that takes into account the non-linear propefput_pattern. Fault simulation methods [14] or BDD based
ties of MOS transistors and covers all the possible transiagthniques [22] can be used to estimate that probability. The
waveforms that can be generated due to particle strikes and|éitch window masking effect can be modeled as the function of
we propose a fast block-based soft error analysis method fpe characteristics of the transient pulse at the latch input, the
combinational logic that utilize the accurate electrical maskingtch window, and the clock period. The characteristics of the
model. pulse at the latch input is determined by the collected charge
generated by the particle strike and the path, through which
the pulse propagate. The probability of a pulse is propagated
to the primary outpu?On; and finally captured by the latch,
Our electrical masking model consists of thelse gener- can be donated aBerror(n, POn;, q).
ation and thepulse propagatiormodel. In this section, we  According to Hazucha’s model 18],
first review the soft error analysis methods considering thregs R(n, POn;, input_pattern) can be defined as:
masking effects. We then present the MOS transistor modeling
and the waveform approximation method for the transiewaX AreaS
pulse. Based on this approximation method, we present ac- AreaC —
curate models to estimate the transient pulse generation and @)
attenuation using the table based transistor models. where K is a constant;F' is the neutron flux;AreaS is
the drain area striked by neutron fludreaC is the total
A. Background area of the circuits. The node is the particle striked node
When a high-energy particle strikes a MOSFET devicand POn; is the primary output. The range of the collected
electron/hole pairs are generated [25] [10]. The electrons attibrge is defined as from 0 ©@max where theQmazx can
holes move towards opposite directions if there is electie set to4Qs as in SERA tools [23].Qs is the charge
field between the source and drain terminals. This movemetlection efficiency of a device, which depends strongly on
generates a transient current pulse, which can be modeledlaging and Vdd. We divide the charge value into equal-
a double exponential pulse [5]: size intervals [20]. For each interval, we inject a current pulse

IIl. ELECTRICAL MASKING MODELING FOR
COMBINATIONAL Loaic CIRCUITS

Qmax

( (f(g) x 8q x Perror(n, POn;, input_pattern, q))



associated with a specific chargeto obtain thePerror. The current caused by the particle strike is modeled as a current

f(q) is the probability density function of the collected chargsource I, ...(t). We first determine the gates that strongly

q (1/Qs x exp(—q/Qs)) obtained from Hazucha’s empiricalaffects the accuracy of the modeling to reduce the computation

model [8]. For a node in the circuit, the SER valus ER(n), costs. We adopt the notiostrong coupled nodesvhich are

can be calculated as [23]: defined as the nodes whose transistors are channel connected
k [21]. Our experiments show that the nodes thatrentestrongly

ZSER(n, POn;, input_pattern) x Psensitized(n, POn;, input_pattern) cOUpled to the current injected node have little impact on the
— © accuracy of the modeling.

Assume gaten is sensitive to a set of the primary outputs, ant’

_this set of the primary outputs are definedfa®n;, wherei Id,,
is from 1 to k. Ao_——=1 Cy
According to Shivakumar et al. [20], the soft error rate o
’ C
a combinational logic is the sum of each individual node’ g”% :C..Id:
susceptibility: 12 12 19
B —L 1
Cgml I

N
SERupip = Z SER(n) )
n=0 4‘ > }—’i‘ :

where N is the total number of nodes in the circuit.

; ; Fig. 2. The Pulse Generation Model Considering the Effects of Coupling
B. Device MOde“ng Capacitances. Gat®¥ represents the current injected gate; gate3, C' and

We use two lookup table based device modetain current D are the strongly coupled gates.
modeland capacitance modeM/e extend the existing current
model [6] toseries connected transistoré/e also model the ~Two types of nodes have the strong coupling with the
parasitic capacitance using lookup tables. These models effedtrent injected node: one is the loads of the gate and the
tively capture the nonlinear properties of the MOS transisto@ther is its fan-ins. As shown in Fig. 2, gaté is the current
With lookup table based device models, arbitrary precision ijected gate, and gaté, B, C'and D are the strongly coupled
modeling the nonlinear devices can be achieved by simphpdes. According Kirchhoff's Current Law (KCL), we have
adding more entries to the table. In addition to the nonlineite following equations at the gafé’s output noder” and its
properties of the MOS transistor, both the stacking effects & in nodes.
series connected MOS transistors and the input patterns [22f0r each fan-in node, we have:
have significant impact on the accuracy of the transient error Tdi, 4 Iy = BVinti X Coti ®)
analysis. Both factors have been taken into account in our totep
transistor modeling. whereld;; is the drain current of the fan-in gafg, is the

o current flowing through the floating capacitor between the fan-

C. MOS Waveform Approximation in nodes and nod®, V;,,,; is the fan-in gate’s output voltage,

In transient analysis, a simple ramp approximation of th€,,; is the ground capacitance at the fan-in nogde,, is the
waveforms is widely used in static timing analysis. Théme step.
common approach of the ramp approximation in soft error At the current injected nod®, according to KCL, we have:
analysis [20] [22] [4] is using trapezoidal or triangular. This M K
single parameter model fails to accurately capture the large Z Ioi + 11 = Idy + Linject + Z Is; 6)
range of waveform shapes in transient analysis. Recent re- —o im0

search [19] proposes a parametric waveform model basedvW]‘ereIdg is the drain current at the node, M and K are
the Weibull function, but the model fail to handle the swing§ne total number of the fan in nodes and the fan out noBles

above Vdd or below ground because it only matches the Va“f@%he current flowing through the floating capacitor between
of the pulse between ground and Vdd. In our research, we Y8& tan-out nodes and node
discrete values of the waveform to approximate the transient,;Or each capacitor, according to charge conservation law, for

pulse. We define a time step and at each time step the voltaQ@y, fioating capacitor between the fain node and the fode
value is sampled. The time step can be adaptively changgd 1,4,e

according to the voltage change to trade off accuracy and Iy, = (AVP = AVinii) X Ci %
speed. batep
where Cy; is the floating capacitor between the fan-in nodes

D. Pulse Generation Modeling Considering the Coupling Qfnq nodeP. V5 is the voltage at the node, where the current
the Floating Capacitors is injected.

Considering the circuit in Fig. 2, the current pulse is injected Similarly, for each floating capacitor between the fan-out
at the output of gatév. As shown in Equation 1, the transienthode and the node P, we have




Owershoot/undershoot at the Output of Inverter
T

2 T T T
fas
(AVout1; — AVp) x Cs; ®) -‘;:\{:4—{Overshoot —

tstep

Igj = —

/

i ~ - outt
1.5¢ ( n e \ //
\ \

where Cj; is the floating capacitor between the fan-out node
and nodeP, and AV,,;; the output voltage of the fan-out Al
node.

Finally we have the following equation at the nogte os|

Voltage(v)

\ / !
/\ //
_ AVp x Ca / —

h= totep ©) 0ﬁeé_{Undershoot

where (s is the ground capacitance at the naée
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We approximate the\V,,;;; as Time(y o
Ids; x Lt (10) (@)
Cgsj
. . _ o | 1O
whereCg3; is the effective ground capacitance at the fan-out
node. By solving the equations from 5 to 10, we obtain a o_( Vout
closed form result for the voltage change at the node P: )
Vin Cmiller r(t)
Ids + Iinject + Z:zgj Iduicuilégu + ijé{ 7AVZ:2;CSJ Cl
AVp = i=M C1;C414 =K Xtstep
Ca + Zi:o C1itCg14 250 Csj
) L
Thus we have the (b)

Fig. 3. Overshoot/undershoot in the transient pulse propagation, in is input
of the transient pulse, outl is output of first stage and out2 is the output of 2nd
stage. (a) Overshoot/Undershoot Example (b) simple model for the overshoot.

Vp (T + tstep) = VP(T) + AVp (12)

The initial value of the output voltagel/»(0), can be
obtained as the function of the input pattern and the type of

the logic gates. IV. BLOCK-BASED SOFT ERRORANALYSIS METHOD

\% = ! 13 . . .
#(0) = flinputpattern) @) |n this section, we first present block based soft error

E. MOS Pulse Propagation Modeling Using Simple Ove@nalysis algorithms based on our transient error modeling and
shoot/undershoot Model then we show two heuristics to improve the speed of the

. . ) transient analysis.
In this section, we present the pulse propagation model,

which use a simple overshoot/undershoot model to deal w‘*hEU Py
the coupling effects of the floating capacitors. Overshopt ror each random input vectdr

(undershoot), as shown in Fig. 3(a), is defined as the transight Find the nodes sensitive to the primary outputs; , _
value of the voltage that exceeds (IS lower than) the flné UpdatePsensitized((n, POn;,input_pattern)) for the sensitive nodes;
value [18]. As shown in Section V, overshoot/undershoot hps Emask fietlist); _

. . . . | 6, Calculate the total SER value for the netlist;
great impact on the accuracy of estimation of the transignt
pulse propagation. Thus the overshoot and undershoot haveto
be taken into account in the transient error modelings .

In this study, we use a simple model to estimate the

overshoot and undershoot. As shown in Fig. 3(b),(tig.ic.)

b=

Fig. 4. The Pseduo code of the SER estimation algorithm.

Fig. 4 shows the pseudo code of our SER estimation
capacitance is the effective parasitic capacitance betwedfCrithm. Our algorithm takes thectlist as input; it com-
putes the soft error rate for the entire circuit considering

the input and output, andC;) is the sum of the diffusion i & A for | ; h q
capacitance$Cj,.q4) and input capacitance of the load gateg]ree masking effects. _for loop lterates over t € random
Input vectors. In each iteration, the fault free circuit is

(Cin)- The drain currentl,,..,) contributes the change of the imulated 4 th - in th oy
output voltage as well as the change of the voltage across Hﬁ%‘ simu at.e » an ,t € Se“S'_“Ye gates in t.e gat ZSt_
e determined using the critical path tracing techniques

input and output. Thus, the pulse waveform estimation, whi Line 3). With th o d ed
includes the overshoot/undershoot effect, can be performed é:] (Line ,)j ith the se’nsmve gates determined, we up-
ate Psensitized(n, POn;, input_pattern) for these nodes.

Cmitter X 0Vi — lirain X tstep a4 Next, we take into account the electrical masking effects
G and the latch window effects. At Line 5, we estimate the

where §V; = (Vi(T + tsep) — Vi(T)) is the input voltage SER(n,POn,;,input_pattern), for each gate: in thenetlist

change, andy,qin = Idspuiiup + Idspuiidown by calling the functionEmask(netlist). Finally, at Line 6,

Vo(T + tstep) = Vo(T) +




the soft error rate of the entire circuit is calculated as the
summation of each gate’s susceptibility.

Emask qetlist){
For each node: in the netlist {
Extract the subcircuits af. to all the possiblePOs;
Levelize the subcircuits;
For each possible input pattern of gate{
Generate the pulse at the gate
Calculate the pulses at the next level until they reachFides
Calculate and Sav8 ER(n, POn;, input_pattern);

i3

ONoOGOAWNE

Fig. 5. Pseudo code for function Emaske(list), which is called by SEU il
(netlist) in Fig. 4.

Voltage (V)

Fig. 5 gives the pseudo code of the function o
Emask(netlist). This function takes the gate net list
as its input and calculates thfeF R(n, i, input_pattern) for
each gaten in the netlist. The main body of the function ‘ ‘ ‘
is a for loop, which iterates over all the gate nodes of the ' e e
circuit. In each iteration, we extract the subcircuit from (b)
the gate noden to the primary outputs and calculate thesg. 6. The results of our transient pulse generation analysis method
SER (n,i,input_pattern) for the set of POs whichn compared to that of the HSPICE simulation for a relatively complex logic

can reach. From Line 4 to Line 7, the for loop enumeraté'gcuit. a) Test circuit(only the strong coupled nodes are shown) b) Waveform
) ! comparison between the transient pulse generation model and the HSPICE

all the possible input patterns since the input pattern h@swulation with different input combination applied to gate 1.

large impact on the SEU immunity [22]. The computation

complexity of our algorithm can be estimated axn?),

where n is the number of the gates in the circuits, whilehe two-input NAND chain for 180 nm technology. Table |
the computation complexity of the path based approach shows the computation error of the pulse width for transient

HSPICE

~ . Model

exponential function of the number of the gates. pulse propagation against the HSPICE simulation. After six
In our transient error analysis algorithm, two heuristics astages, the error is less than 3% for the inverter chain for
introduced to improve the performance: pulse width and 3.22% for the amplitude.The error introduced

1) Earlier termination: The transient pulse propagationn our model is less than 6% in pulse width and 2.84% in
computation can be terminated earlier for a particul@mplitude after three stages of the propagation for the nand2
node if the pulse amplitude of transient voltage at arghain. After three stages of propagation, the pulse height is
internal nodes is already less thatld /2. less thanVdd/2 and the computation is terminated. Fig. 7

2) Adaptive time step: The choice of the time step usedshows the comparison between the waveforms computed by
in the simulation is important to the performance of theur pulse propagation model and those obtained in HSPICE
SER simulation. The large range of the slope of th&imulation. The computation error for pulse width can be as
transient pulse makes it necessary to use non-unifoléfge as 30% if we d&IOT include the overshoot (undershoot)

time step. model.

V. ANALYSIS RESULTS TABLE |

. . . . PULSE PROPAGATION COMPUTATION ERRORS AGAINSTHSPICE
We implement our soft error analysis algorithm with the

. . . . . SIMULATION
electrical masking model in C++. In this section, we present
our analysis results to show the accuracy and the runtime[ofsonm # of stages T 2 3 a 5 6
the soft error analysis for combinational logics. Iy | _Pulse Width ErrorG6) | 18 | O | 0 | O | O | 28

. ; X A Pulse Height Error(%)| 0.10 | 0.85 | 0.04 | 1.48 | 0.98 | 3.22
We first validate our pulse generation model on a combi=_ | Pulse Width Error(%) | 21 | 32 | 54 . . .

national logic circuit, with multiple loads and multiple fanin Pulse Height Error(%)[ 1.29 | 0.45 [ 2.84

gates, as shown in Fig. 6(a). Fig. 6(b) shows a comparison

between our results and those obtained with HSPICE simu-We then show the accuracy of our soft error analysis on

lation using Berkeley Prediction Model [1]. In this analysisthree small circuits. We compare our estimation results with

three different input patterns are applied to the current injectdte soft error estimation using HSPICE. Table 1l shows the

gate (gate 1). The waveforms generated by our model aesults of soft error rate estimation obtained by our analysis

perfectly matched with those of HSPICE simulation, as shownethod. The analysis error over HSPICE is within 3%.

in Fig. 6(b). Finally, we perform the soft error analysis on large ISCAS
Next, we perform the transient pulse propagation analysienchmark circuits, such as c¢7552. The runtime of the soft

on two simple logic gate networks: the inverter chain anerror analysis for large ISCAS benchmark circuits is in the
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