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Abstract

Recent advances in software and architectural support foresevirtualization have created in-
terest in using this technology in the design of consolidatasting platforms. Since virtualization
enables easier and faster application migration as well @sigco-location of antagonistic appli-
cations, higher degrees of server consolidation are likelgsult in suclvirtualization-based host-
ing platforms (VHPs)We identify two shortcomings in existing virtual machinenitaos (VMMSs)
that prove to be obstacles in operating hosting platformshsas Internet data centers, under
conditions of such high consolidation: (i) CPU schedule s lre agnostic to the communication
behavior of modern, multi-tier applications and (ii) inagleate or inaccurate mechanisms for ac-
counting the CPU overheads of 1/O virtualization. We develaygw communication-aware CPU
scheduling algorithm and a CPU usage accounting mechanisenimiplement our algorithms in
the Xen VMM and build a prototype VHP on a cluster of 36 serv@rg experimental evaluation
with realistic Internet server applications and benchmat&monstrates the performance/cost ben-
e ts and the wide applicability of our algorithms. For exarapthe TPC-W benchmark exhibited
improvements in average response times between 20%-35%vérety of consolidation scenar-
ios. A streaming media server hosted on our prototype VHP Westa satisfactorily service up
to 3:5times as many clients as one running on the default Xen.

1 Introduction and Motivation

The recently resurgent research in server virtualizatemfbelled interest in using this technology
to design consolidated hosting platforms. In this emerdiagting model, each physical server
in the cluster runs a software layer called the Virtual MaehMonitor (VMM) that virtualizes
the resources of the server and supports the execution dprewirtual Machines (VMs). Each
VM runs a separate operating system within it and the VMM ptes safety and isolation to the
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Figure 1: Performance degradation of a communication-intensiydiegtion placed on a consoli-
dated server despite allocating suf cient resources.

overlying operating systems. The development of highlycieint VMMs [56, 6, 53] as well as
the evolution of architectural support for them [24] is hietpreduce the overheads associated
with virtualization. As a result, these overheads may betaweighed by the bene ts offered by
VMMs such as the ease of application migration and secuteaaiion of untrusting services [42,
32,17, 41].

Cluster-based hosting platforms have received extensigatain in several research commu-
nities such as those dealing with operating systems [5, 2,334, 43], parallel/distributed com-
puting [4, 46, 36, 47, 60], and scheduling theory [1]. Witle thurgeoning of various kinds of
Internet server applications that cater to domains suchasremerce, education, and entertain-
ment, recent research efforts have focused on the designterihkt data centers that host and
manage them in return for revenue. These applications preatfy communication and disk-I1/O
intensive, adhere to highly modular software architectwéh multiple communicatingiers 2,
and require resource guarantees from the hosting platforpnavide satisfactory performance to
clients who access them over the Internet. The use of vizatadn for cost reduction and easier
management is being actively explored in such Internetcatéers as well as in those used inter-
nally by organizations to consolidate the IT infrastruetaf their various departments. The design
of such Virtualization-based Hosting Platforms (VHPSs) tsthmodern applications raises some

novel design considerations. This paper presents therdasjevaluation of systems mechanisms
to address two such issues.

The need for communication-aware CPU scheduling: Server virtualization opens up the possibil-
ity of achievinghigher server consolidatioand more agile dynamic resource provisionitigan

is possible in traditional platforms. Server virtualizatienables untrusting applications (as well
as applications written for heterogeneous operating Bystéo be securely co-located. Further-
more, it facilitates faster migration of application compats across physical servers and enables
rapid addition or removal of servers to/from the pool assjto a hosted application [51, 32, 42].
Ensuring that the applications experience satisfactorijppeance even under such consolidation

INote that the terntier is generally used to collectively denote multiple functity identical components of an
application. For example, the Web tier in an e-commerceiegmin may consist of multiple replicated Web servers.

We do not make such a distinction in this work and our techesgapply equally well to applications with multi-
component tiers.



requires the hosting platform to perform @source requirement estimatidor the hosted appli-
cations, done either by application pro ling [44, 2, 52] aing analytical models [40, 18, 8, 49]
and (ii) application placemenhat involves ensuring that the requirements of co-locaggalica-
tion tiers do not exceed the capacity of the server used tbthem, usually based on a simple
aggregation of resource requirements (deterministicatissical) [13, 14, 52, 43, 50]. While these
approaches have been shown to work satisfactorily undeotawoderate server utilization, they
may not suf ce in conditions of high resource utilizatiorattwill accompany the high degrees of
consolidation likely in VHPs. Speci cally, over and beyoedsuring that we provide each appli-
cation tier with its CPU needs, an equally important consitien is “when” this CPU capacity is
provided to it.

To illustrate this, we depict the performance experiencg@d FPC-W benchmark consisting
of two tiers - a JBoss tier that implements the applicationd@gd interacts with the clients and
a Mysgl-based database tier that stores information alveusi for sale and client information -
under conditions of high consolidation. Figure 1(a) préséme CPU usage of the two tiers when
the application was run with each tier on a separate dedigatgsical server running the Xen
VMM [6]. We then ran this application with all its tiers coriglated on a single server running
Xen along with5 CPU-intensive applications, while ensuring that the twostreceived the same
resource allocations. We used a reservation-based semndduXen to achieve the same CPU
allocation as in Figure 1(a) - Figure 1(c) con rms this. Samemory was ensured by statically
providing each tier of TPC-W the same virtual RAM size. Finglhe network and disk bandwidths
received were the same in both cases, sincé tieav applications did not perform any 1/O activity.
Figure 1(b) compares the performance experienced by thatsliof this application under the
two scenarios. We nd a signi cant degradation in the resgotime of TPC-WWhy did the
performance degrade despite providing the same resoutoeations?The reason for this is that
for applications with communicating components, providenough CPU alone is not enough -
an equally important consideration is to provide CPU atright time Due to the presence of
the5 CPU-intensive applications on the consolidated servefTB@-W tiers spend large amounts
of time waiting for a chance to communicate, resulting inrdegd response times. Since these
delays depend on the order in which the CPU scheduler choosgseting co-located application
tiers, we call such delays asheduling-induced delays

Problem 1:Can a server in a VHP schedule hosted VMs in a communicatiomeamanner
to enable satisfactory application performance even umrdaditions of high consolidation, while
still adhering to the high-level resource provisioning ¢ge a fair manner?

The need for accurate accounting of the overheads of virtual ization:  The introduction of the VMM
layer substantially changes the problems of resource usaglekeeping and accounting, particu-
larly for the CPU. In a VHP, the fundamental unit of resourdecation and accounting changes
from an application or a process to a VM. Additionally, the WMs responsible for virtualizing
I/O devices, which manifests itself in the form of CPU overdigealn hosting platforms where
applications are paying for the resources, it is importarddcurately assign these overheads of
virtualization to the VMs they originate from. This paymenay be explicit, as in Internet data
centers, or implicit, as in an enterprise data center hgstpplications serving multiple “equally
important” departments internal to an organization. Im¢data centers, for example, host disk-
intensive database servers or network-intensive streps@nvers. Hosting such applications can



result in high CPU overheads for 1/O virtualization. In thesahce of accurate mechanisms for
accounting these CPU overheads to the applications theinatggfrom, unfair CPU allocations
are likely to result, an undesirable situation in the hagptatforms that we are interested in.

Problem 2:Can a server in a VHP account for the overheads of virtual@aand incorporate
them into its CPU scheduling to provide fair resource allocas?

1.1 Research contributions

Our research contribution is threefold. First, we devel@PaJ scheduling algorithm for a VMM
that incorporates the 1/0 behavior of the overlying VMs iittodecision-making. The key idea
behind our algorithm is to introduce short-term unfairnes€PU allocations by preferentially
scheduling communication-oriented applications oveir 8B U-intensive counterparts. Our algo-
rithm works solely based on communication events local éosérver. Furthermore, it maintains
an administrator-speci ed upper bound on the time-gramylaver which deviations from fair
CPU allocations are allowed.

Second, we develop an algorithm that accurately and efttyesiccounts the CPU overheads
resulting from server virtualization and attributes theséhe VMs they originate from. We then
incorporate these measurements into our CPU schedulingtalge enabling it to provide more
meaningful CPU guarantees to hosted applications. Our atiogutechnique also relieves the
administrators of a VHP of having to anticipate and exgliqirovision CPU capacity for the 1/0
virtualization to be performed by the VMM. This is an improvent because it eliminates the non-
determinism in CPU allocations that results from the ad-hagsain which this “knob” is set in
existing systems.

Finally, we identify ef cient ways of implementing thesegakithms in the state-of-the-art Xen
VMM. We use the Xen VMM, enhanced with our algorithms, to duel prototype VHP of 36
physical servers. We explore the pros and cons of our impiéatien by experimenting with re-
alistic and representative Internet sever applicati@rsthmarks. Our evaluation demonstrates the
bene ts of our approach in improving the management of higldnsolidated hosting platforms.
For example, the TPC-W benchmark exhibited improvements/énage response times in the
range 20%-35% for a variety of consolidation scenarios.réashing media server hosted on our
prototype VHP was able to satisfactorily service u@fwtimes as many clients as one running on
the default Xen.

1.2 Outline

The rest of this paper is organized as follows. We preserkdgvaand material on virtualization-
based hosting platforms in Section 2. We discuss the desjimglementation of our communication-
aware CPU scheduling and accurate accounting of the CPU usagtually hosted applications

in Sections 3 and 4, respectively. We describe our expetmheatup and evaluation in Section 5.
We present related work in Section 6. Finally, we presentlumiing remarks in Section 7.

2 Background and System Overview

In this section, we provide an overview of our virtualizedstiog model.



2.1 The Xen VMM

Virtualization refers to the creation of a virtual (rathéah actual) version of a resource/entity,
such as an operating system, a server, a storage devicenmrkeésources, etc. In our research,
we use this term to denote thvirtualization of a server at the operating system levéhis is
achieved by a software layer called the Virtual Machine Mam{VMM) that runs directly on

a server. A VMM virtualizes the resources of a physical searmd supports the execution of
multiple virtual machines (VMs) [20, 6, 45, 56]. Each VM rumseparate operating system within
it and the VMM provides safety and isolation to the overlyiogerating systems. The VMM
manages the sharing of CPU, memory, and I/O devices amonghtse ¥ach VM is provided

a set of virtual I/O devices for which its operating systenpliements drivers. VMMs have been
a topic of extensive research for over four decades due torthenerous uses including secure
co-location of operating systems or applications, faaility migration, enabling the existence of
legacy applications on newer platforms, etc [20, 21, 42576417, 32, 38]. These bene ts come
at a price, however. Any virtualization technique has aséed CPU overheads such as those due
to 1/O virtualization.

We use the Xen VMM in our research [6] and conduct the remgidiscussion in its context.
Figure 2 shows two VMMs supporting three VMs (calledmainsin Xen) each. One of the VMs
is “privileged”, similar to that present in the Xen VMM. Theiyleged VM (calledDomainQ
implements the real device drivers and does the translagbmneen virtual and real 1/0 activity.
The CPU activity involved in this translation forms part of thverhead presented by virtualization.

/0 virtualization in Xen: ~ Our description is speci ¢ to network virtualization in Xemisk 1/0
virtualization is realized in a similar manner. Each gueshdin implements a driver for its virtual
NIC that is called itsnetfrontdriver. DomainOimplements anetbackdriver which acts as an
intermediary between netfront drivers and the device dfiethe physical NIC. The device driver,
also part oflDomainQ can access the physical NIC but interrupts from the NIC as¢ handled
by the hypervisor which in turn sends virtual interrupts gignt-channelto DomainQ Event-
channels are an asynchronous noti cation mechanism usezbfomunication between domains.
While these event-channels are strictly for noti cation,nXgses a shared-page mechanism called
network-1/0O-ringgone each for reception and transmission per domain) fer-thbmain message
passing. To enable fast I/O, Xen employs a zero-copy, pggang mechanism to exchange pages
of data between the guests' netfront drivers Brmnain0s netback driver.

Now we describe the key steps in network transmission angptemn in the context of Xen.
When a network packet arrives at the physical NIC for any daman interrupt is delivered to
the hypervisor which in turn noti e®omainOof packet arrival as described above. Subsequently,
whenDomainOis scheduled, netback checks the destination of the pattiathave arrivedDo-
mainOnoti es the recipient guest domains and updates the remetD-rings to copy the packets
into their address spaces. When the target guest domainadideld next, it sees packets that have
arrived for it and processes them as any standard OS woulSiadlarly, when packets are sent by
a guest domain, it noti e®omain0of the packets to be transmitted, again via its event-cHanne
Upon its next schedulindyomainOdelivers the packets to the NIC. Figure 3 presents these steps
in detail.
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Figure 3 : Network I/O virtualization in Xen.

2.2 Avirtualized hosting platform

Our hosting model assumes a large cluster of high-end se(say with dual processors and a
few GB of memory) interconnected by a high bandwidth networlcommunication. In addition,
many of these servers are also connected to a consolidagadcapacity storage device/utility
through a Storage Area Network which facilitates data sigaaind migration of applications be-
tween servers without explicit movement of data. Theseessrare connected via some gateway
to the Internet to service end-user requests from clientiseopplication service providers.

Each server in our VHP runs a Xen hypervisor on top of the adtawdware. Each application
tier and its associated OS run within a Xen guest domain. @oarced hypervisor implements:
(i) a modi ed CPU scheduler to achieve communication-awateeduling of domains, and (ii)
mechanisms that measure and maintain relevant resourge stsaistics pertaining to the overlying
domains, that are used by our scheduler. Figure 2 providélsimative example.



3 Communication-aware Scheduling in a VHP

We assume that the VMM provides a CPU scheduler that allowigcagipns to specify guarantees
on the CPU allocations that they desire for their tiers frompglatform. Several such schedulers
exist, most notably proportional-share schedulers aretvason-based schedulers [19, 55, 12, 26,
30, 37]. The problem of determining the CPU allocations appate for the performance needs of
an application is orthogonal to this research. We point #agler to extensive existing work in this
area [52, 43]. The Xen hypervisor implements an algorithiied&imple Earliest-Deadline-First
(SEDF) that allows domains to specify lower bounds on the C&#gmations that they desite
Speci cally, each domain speci es a paislice, period asking forslice units of the CPU every
periodtime units. The hypervisor ensures that the speci ed redem can be provided to a newly
created domain (or a domain that desires to change its CPtatieda). We assume that a domain
is not admitted if its reservation cannot be satis ed. Thadeal CPU capacity is shared among
the contending domains (includim@mainQ in a round-robin fashion.

We now develop a CPU scheduling algorithm that incorpordtesdmmunication activities of
the hosted domains into its decision-making. We build ogoathmon top ofSEDF in the sense of
retaining SEDF's basic feature of guaranteeing the spealeceto a domain over evergeriod
Our algorithm attempts to preferentially schedule comrmation-sensitive domains over others
while ensuring that the resulting unfairness in CPU allacegiis bounded; the latter is ensured by
exploiting the guarantees offered by SEDF.

We begin our discussion by de ning the goal of our scheduhet identifying ways in which it
might achieve it. Following this, we describe various comguats of our scheduler in detail along
with the considerations that arise for their implementatiothe Xen hypervisor.

3.1 Classifying scheduling-induced delays

In a consolidated server, a domain can experience schegedualiluced delays (as was discussed
in Section 1) in its communication activities due to the CPUteation with other co-located do-
mains, includingdomainQ The goal of our CPU scheduler istaduce the aggregate scheduling-
induced delay for the hosted domains while still providingrguntees on CPU allocations.

With the background presented in Section 2.1 and Figure &jeveify three sources of scheduling-
induced delays.

1. Delay at the recipient: This is the duration between when a network packet arrives fo
a domain and when it copies this packet from the receptiOrriig in DomainQinto its
own address space upon getting scheduled next. This defdyeceeduced by scheduling a
domain soon after the reception of a packet for it.

2. Delay at the sender:This is the extra delay, before a domain sends a network pémkés
virtual NIC), induced by the hypervisor scheduling other @ams in between, compared to
running this domain in isolation. Notice that unlike regept sending a packet is an event
that can only be anticipated. This delay can be reduced ligigating when a domain would
be ready to send a packet and scheduling it close to that time.

2\We use the terndomainto denote a guest domain as well as tiee hosted within it henceforth; we will use the
term tier only when a distinction is necessary.
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Figure 4 : Sources of scheduling-induced delays.

3. Delay associated with the scheduling ddomainQ This is either (i) the duration between
a packet reception at the physical network interface andhwidwmainOcopies it into the
address space of the domain the packet was addressed tptbe @iuration between when
a domain copies a packet into the transmit-1/0 ringd@main0Oand whenDomainOgets
scheduled next to actually send it over the network interfakhese delays can be reduced
by (i) schedulingbomainOsoon after a packet reception for a domain occurs and (i) soo
after a domain does a send operation over its virtual netinbekface, respectively.

With these intuitions, we now consider ways to reduce eatheasfe three kinds of delays in detail.
Figure 4 presents examples of these delays for a two-tieP€I application with a Java tier and
a database tier hosted on a separate physical machine.deégsd3 andd6 are of typel, while
delaysdl; d2; d4, andd5 are of types.

3.2 Preferential scheduling of recipient

Scheduling a domain close to the reception of a packet far éaisy to achieve in theory, since
this is a purely reactive act. However, we would like to de\asgeneral approach that can choose
between multiple recipient domaind/hich domain should be chosen out of multiple recipieAts?
naturally appealing heuristic is one that picks the donfaa is likely to experience the most over-
all reduction in scheduling-induced delay, that is, the donthat has received the most number of
packets.

It should be pointed out that our approach does not cause aidawceiving high-intensity
traf c to starve other domains. Since we ensure that ourritlym continues to provide the reser-
vations guaranteed by the default SEDF, such a domain will loe preferentially chosen so long
as it has received less thansigcefor the ongoingperiod The expected outcome of this approach
is to delay the scheduling of non-recipient domains in fasothe recipients. The resulting un-
fairness in CPU allocations is limited to durations smalert aperiod We leave thiperiodas a
tunable parameter for the platform administrator to choose



Implementation considerations: In Xen, each domain is given a page that it shares with the hy-
pervisor. We use these pages to maintain various 1/O retasidtics needed by our scheduler and
call thesebook-keeping paged-or keeping track of the number of packets received andmnait
within DomainQ we introducenetwork-reception-intensityariables, one for each domain, stored
in the book-keeping page @fomainQ These variables are initialized to zero upon domain sgart u
by the hypervisor. Subsequently, these variables are egdet follows. WhenevddomainOruns
(we will describe when this happens momentarily), the neklehiver gures out which domains
have received packets since the last tibwmainOwas de-scheduled and uses the page- ip mech-
anism to copy pages containing them to the appropriate d@nHithen uses the number of pages
ipped with each domain as an indicator of the number of pésReeceived by that domain and
increments theetwork-reception-intensityariable of the corresponding recipient domain in the
book-keeping page ddbomainQ Whenever a recipient domain runs next, its netfront driver p
cesses some (or all) of the packets received by it (as descmbSection 2), maintaining a count
of the number of packets processed in its own book-keepige.p&inally, when this domain is
de-scheduled, the hypervisor reads this count and dectsitiemetwork-reception-intensityari-
able for the domain to re ect its pending value (this is in book-keeping page domainQ. See
Figure 5 for a concise illustration of this.

3.3 Anticipatory scheduling of sender

As noted earlier, reducing the delay at a sender domainnesjus taanticipatewhen this domain
would have data to send next. Consequently, the ef cacy sfapproach is intimately dependent
on how well the scheduler can predict such an event for a doridhile it is certainly tempting to
try sophisticated prediction techniques, we take a singledverhead approach in this paper. We
use a simpldast-value-likeprediction in which we use the number of packets sent by a doma
during its last transmission as a predictor of the numberragkpts that it would transmit the next
time it is ready to send. We use the duratiog between the last two transmission operations
(note that any such event may involve the transmission otipiellpackets) by a domain (call
these time instant§, andTy i respectivelyix is the number of transmission events since some
milestone, such as a domain start up) as a predictor of traidnrover which the domain is likely
to indulge in a transmission again (i.€Tyf; Tix + ]). Similar to our approach for reducing
the scheduling-induced delay at a sender, when multipleaittsrare anticipated to transmit, we
could choose to schedule the one that is expected to trattsenibost packets. Also, the fairness
embedded in our algorithm will limit the negative impact ofyashort-term unfairness caused by
anticipatory scheduling of sender domains to duratiorstlegn geriod

Implementation considerations: We introduce an additional variable callectual-network-transmit-
intensityin the book-keeping page of each guest domain. These vesiabé initialized to zero
at domain start up and updated as follows. When a guest donaaisnits a network packet, the
netfront driver of the domain copies it to its transmit-Ifi@g, which it shares witlbbomainQ and
increments thactual-network-transmit-intensitiy its book-keeping page by one. Additionally,
we introduce anticipated-network-transmit-intensiariable for each guest domain in the book-

3This works accurately for default Xen where each packeteditst frame) gets an entire page [6] regardless of its
size. This becomes an estimate in some optimized versioXsrof33].



keeping page dbomainQ also initialized to zero at domain start up. Whenever a gi@stain is
de-scheduled, the hypervisor adds the value afdtsal-network-transmit-intensiwariable to the
correspondin@nticipated-network-transmit-intensitariable inDomain0s book-keeping page.

3.4 Scheduling of Domain0O

As depicted in Figures 3(a) and (lpomainOhas a crucial role in ensuring the timely delivery
of received packets to domains as well as transmitting tickgia sent by them (over their virtual
network interfaces) on the physical interface. By defabk, Xen scheduler employs a high reser-
vation of (15msec,20msec) forDomainOto ensure its prompt scheduling. Additionally, we would
like to preferentially schedulBomainOat times when it is likely to be on the critical path as far
as our goal of minimizing scheduling-induced delays is eoned. We extend our basic approach
of scheduling the domain likely to reduce the delays for npaskets to includ®omainOas well.
To achieve this, we identify two kinds of packets that woutdgyrocessed wheDomainOgets
scheduled: (i) packets written by guest domains to theiu&rNICs and (ii) packets received for
delivery to domains and waiting in their reception-I/Ogwithin DomainQ

We are now ready to answer the general question that our glememiust address, namely,
which domain among possibly multiple runnable domains - Dofjaecipient domains, and (an-
ticipated) sender domains - should be schedul®#? propose a “greedy” approach which picks
the domairD that satis es the following two conditions.

Respect ReservationSchedulingD would not violate the CPU reservations of any of the
domains.

Minimize Delays:Schedulingd will help reduce the scheduling-induced delay for thest
packets. This is the greedy aspect of our algorithm that wergtioned above.

Implementation considerations: When a packet arrives at the NIC card for any domain, an in-
terrupt is delivered to the hypervisor which incrementsrtbvork-reception-intensityariable of
DomainOby 1 in the book-keeping page @omainQ Notice the difference in how theetwork-
reception-intensityfor DomainOis incremented compared to those for the guest domains. Ad-
ditionally, whenever a guest domain is de-scheduled, thEeiwsor increments thaetwork-
transmission-intensitior DomainOby that of this domain (we already described how this quantit
is updated). It should be clear by now that this update occutise book-keeping page @o-
mainQ As with other variablesnetwork-reception-intensitgnd network-transmission-intensity
for DomainOare initialized to zero when it starts.

Having explained these book-keeping activities, we noveidies how the scheduler uses them
in its decision-making. Whenever the scheduler is invokesimply examines the book-keeping
page ofDomainQ Notice how all the 1/O statistics needed by our schedulaintained in vari-
ous book-keeping pages, eventually get propagated to digis due to the mechanisms described
above. Our scheduler picks the domain with the highesivork intensitywhich is the sum of:

(i) network-reception-intensitgnd anticipated-network-transmission-intensity guest domains
and (ii) network-reception-intensitgndanticipated-network-transmission-intensity DomainQ
Figure 5 presents an example to help understand the ovenalkmentation of the scheduler.
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Figure 5: Implementation of our scheduler.

3.5 Salient features and alternatives

We now present some salient features of our algorithm armisisssome alternate design choices.

Fairmessissues:  There are two facets of fair CPU allocation in a consolidatgdes in our VHP.
First, we require our scheduler to guarantee that each doraeeives at least its speci eslice
during everyperiod It is easy to see that our algorithm meets this requirem&he condition
Respect Reservatiomescribed earlier ensures that our algorithm changes belys¢heduling
order of domains within @eriod the CPU allocations provided to each domain withipesiod
remain the same as in the default SEDF algorithm.

The second aspect of fairness is concerned with accountitige CPU costs that are incurred
in a VHP for virtualizing the 1/O activities of hosted domainNe motivate and address this issue
in Section 4.

Co-ordinated scheduling and other bene ts: The goal of our algorithm is reminiscent of that of
the gang scheduling and co-scheduling algorithms develwopiae parallel/distributed systems lit-
erature. In particular, like implicit co-scheduling algbms, it is expected to achieve co-ordinated
scheduling of various communicating tiers of a multi-tipphcation. We compare our work with
this body of research in more detail in Section 6. Being cotepledistributed imparts our al-
gorithm the usual merits associated with such a designydimg the lack of high-overhead and
complex global synchronization mechanisms, the abseneestrigle point of failures, and the
potential to be highly scalable.

A side-effect of our design is the preferential schedulihgf©@-intensive domains near the be-
ginning of aperiod This is likely to have the bene cial effect of reducing thember of domain
context-switches in a consolidated server with the cooedmg improvement in ef ciency due to
fewer address space changes (and associated cache pdiutid LB ushes). We experimentally
demonstrate a scenario where such bene ts are evident iio8éc
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Figure 6 : Accounting of I/O virtualization overheads.

Alternative design choices A possible pitfall of our approach arises from the fact thadats
based solely oimmediatereception/transmission intensity. For instance, it pesidally sched-
ules a domain receiving high-intensity traf c even if anetidomain had received packets earlier.
Such behavior can result in deviations from the goal of tgerdhm which is to minimize the sum
of scheduling-induced delays. Alternative approacheisitisarporate the time that the packets in-
tended for a domain have been waiting in the reception-inQ-of a domain also into scheduling
decisions are certainly possible. We treat these as oulis&dscope of our current investigation
and intend to evaluate them in our future work. A key issueppreciate here is that the CPU
reservation guarantees offered by SEDF that our algorithmtircues to provide ensure that a do-
main receiving high-intensity traf ¢ would not induce anhounded delay in the scheduling of
other domains since it can be preferentially scheduled asilpng as it has used less tharslise
within the ongoingoeriod

4 Accounting of I/O-Virtualization Overheads

When I/O-intensive tiers are consolidated onto a sefYemainQis likely to become highly CPU-
intensive. This is analogous to increasing time spent irkérael mode by a computer when the
overlying applications perform high-intensity 1/0. In a \W/such as Xen, most of the function-
ality related to 1/O virtualization resides DomainQ Consequently, a majority of the associated
CPU overhead can be attributed@omainQ We assume that the CPU activity performed by the
hypervisor is small enough that it does not interfere with @PU activities or needs of the guest
domains in any discernible way. This has been observed l@r otisearchers [6, 16] and our ex-
perimental evaluation in Section 5 also con rms this. Exrigtresearch on operating systems has
identi ed the necessity to correctly account the aforenwr@d CPU usage on the part of the ker-
nel to its original sources, namely the applications whdé®edktivities are responsible for it [5].
Are similar accounting mechanisms needed in the VMMs in ¢ilP¥We believe the answer is
yes.

To motivate this, let us consider two general kinds of CPU duheg algorithms that a VHP
may use to provide CPU guarantees to guest domains: propaksbare (PS) [55, 19, 39] and
reservation-based (such as the SEDF algorithm employeddny ¥chedulers [37, 26]. Gener-
ally speaking, as guest domains perform more I/O, the fyactif CPU available to them de-
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creases, since an increasing fraction of it is consumeBdiyainQ Consequently, employing a
PS scheduler would clearly result in a shrinkage of the CPladfpavailable to an individual
guest domain. An I/O-intensive domain could adverselycaffiee performance of other domains,
an example of th€oS cross-talkhat some operating systems research has addressed [28].
For reservation-based schedulers like SEDF, that proaimmlutelower bounds on the CPU
allocations for domains, the problem is of a different natiBinceDomainOis a schedulable entity
similar to other guest domains, these schedulers requiystara administrator to assign a lower
bound on its CPU reservation. This automatically reduceddwgee of consolidation that can
be achieved. For example, it is recommended that with theFS&ibedulerDomainObe given
a reservation of {5 msec,20 msec), implying that the aggregate CPU reservation for thestgu
domains can not exceefl insec,20 msec)*. As a consequence, a domain with high 1/0O intensity
can receive a largaffectiveshare of the CPU in the form of the activity performed on itsdieiy
DomainQ In case there is residual CPU capacity (due to one or moreidsmat using its entire
reservation), it is distributed to the backlogged domaire iound-robin fashion, an unsatisfactory
solution in a VHP where hosted applications desire moreretacesource guarantees. In the rest
of this section, we identify the cause of this problem ancettgva solution for it.

4.1 Our accounting mechanism

The central problem is that domains that avail of the sesvaféddomainOfor their 1/O activities
are notchargedfor these services. Ideally, we would like for each guestaioro specify its CPU
reservationincluding the virtualization costs of its I/O needslext, we would like to be able to
keep an accurate account of the time spenDbynainOon behalf of each of the guest domains.
As mentioned in Section 3, the rst of these requirementsrieagonal to our research. In this
paper, we focus on realizing the second requirement of axttmu Having these two mechanisms
would solve the various problems outlined earlier. Firstyould relieve the administrator from
having to separately provision CPU fBromainQ which as argued already, is done in an ad-hoc
fashion. Second, (as a result of the previous point) it wallow better consolidation by not
statically tying up a xed fraction of the CPU capacity fdomainQ Finally, it would help x the
non-determinism in the scheduler behavior alluded toeaaind achieve more fair and predictable
CPU allocations.

Our approach involves a simple enhancement to our CPU salredidter then! execution
of DomainO(starting the count at, say, system start up), we partit@ntime it ran during this
executiondg, into timesdg,;  ;dg,,, spent on behalf of each of thne existing guest domains;
dy = [Z"dj; These times are then added to the execution times of theatéspguest domains
maintained by the scheduler. The rest of the scheduler remeaimodi ed. Figure 6(a) illustrates
this. Notice thatDomainOdoes not have an explicitly speci ed CPU reservation now. @lur
gorithm, developed in Section 3, ensures thamainOcontinues to get preferentially scheduled
whenever it is on the critical path for crucial activitieshuas interrupt processing. By charging
each guest domain in the fashion described above, our sieneslable to provide guarantees on
the CPU usage of guest domain and what Domain0O does forather than only for the guest
domain and avoid leaving the sharing of CPU at the mercy of pleegibly dynamically chang-

“For the actual implementation of SEDF in Xen, we found thisb@strictly true - the aggregate reservation of
guest domains is allowed to exceédx] 20) while the reservation fobomainQis (15; 20). We implement a check in
SEDF to ensure lower bounds are indeed provided.

13



ing) relative I/O-intensities of the hosted guest domailis.next describe speci ¢c implementation
details to achieve this accounting in Xen.

4.2 Implementation considerations

A major proportion of the CPU usage DbmainOoriginates from the virtualization of network and
disk 1/0. We classify I/O into four kinds: network recept&transmissions and disk reads/writes.
We conduct four separate pro ling experiments, one forreating the CPU overhead of virtual-
izing of each of these four kinds of 1/O. In each of these eixpents, we record the time spent by
Domain0to perform several instances of the corresponding I/O ii¢tivrom this, we estimate the
average time spent iyomainOfor virtualizing each activity: net rx; net t; disk r» @and gisk w-
The quantitieslj; are now easily determined by recording the number of pagsfor each type
of 1/0O for every domain and multiplying these by the appraf@i values. We introduce variables
in the data structures used by the hypervisor to maintaisetlveunts and change the scheduler
code to update the execution times of the domains as dedadréier. Figure 6(b) presents the
gist of our implementation.

5 Experimental Evaluation

5.1 Experimental setup

Our experimental testbed consists of a rack of 36 serversh &arver has dual Xeon 3.4Ghz CPUs
with 2MB of L1 cache, 800MHz Front Side Bus, and 2GB RAM. The miaek are connected via
a gigabit Ethernet. Our experimental machines host bet@eerd 12 domains with each domain
being assigned between 120 to 300MB of RAM depending on itsiregpent.Domain Ois given
320MB of RAM. The domains and the physical hosts have uniqaeatl domains communicate
via bridge networking. All machines are setup to boot eitfeatora Core FC4 (SMP) or Xen 3.0.2.

Server applications:  In order to measure improvements in performance and seovesotidation
we use two applications: (i) TPC-W-NYU [48], a three-tierqzpbcation based on the TPC-W
benchmark for an online bookstore, and (ii) a streaming medrver. These simulate the kind of
real world applications that are likely to be hosted in VHRslditionally, we use some domains
running CPU-intensive applications for illustrative pusps in some of our experiments.

TPC-W-NYU is a fully J2EE compliant application, designedhgsthe “Session Facade” pat-
tern. Session handling is provided by the Apache Tomcaleterentainer. We classify the re-
guests served by this application into three classes basttko service times and denote these as
r1;r2, andr3, respectively. We setup the application using JBoss 3.2 8%5] as the middle tier
platform and MySql 4.1 [35] for the database tier. We usedabekload generator provided with
TPC-W-NYU to simulate multiple concurrent browser clientsessing the application.

We implement a simple, multi-threaded streaming mediaeseamd accompanying client in
Java. Our streaming media server spawns a thread to streato@ch client. The client program
implements a buffer and starts consuming data only whenufiertas lled. If, during a run, the
buffer becomes empty (buffer under-run), the client walit tlls before continuing consumption.
Each buffer under-run event is seen as a playback discatytemd performance can be measured
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Figure 7 : Performance improvement for TPC-W.

as a function of how many of these the client experiencesewbkiding streaming data from the
server. By default, each client was assumed to use a buffezeo8IMB.

5.2 Performance improvements

To measure the performance bene ts due to our scheduleruwsaveral experiments with TPC-
W-NYU under various degrees of consolidation and compaelient response times with those
on default Xen. Recall that in Figure 1, we showed how conathd the tiers of a TPC-W appli-
cation along with several CPU-intensive guest domains onpbigsical host causes the response
times to deteriorate signi cantly. We present the resuftsepeating this experiment with our
scheduler in Figure 7. We nd that our scheduler is able tominate the communication events
between the tiers of the TPCW application, helping reduceatlegage and maximum response
times of requests. In particular, for the requests of tyfehere is a 25% improvement in average
response time and almost 50% improvement in the worst-eagp®nse time. We also present the
response times offered by a heuristic called low-latenspatich implemented in Xen to work with
BVT, a PS scheduler, for preferentially scheduling commaitimg domains. The response time
improvements due to our scheduler are found to be betterttign

We next turn to investigating the bene ts of communicatemare scheduling for our streaming
media server. We discuss a representative set of expesmeéntthis discussion, the domain
hosting the media server competes with 7 CPU-intensive dwnéata is streamed to 45 clients
at a constant rate of 3.0 Mbps each over a period of 20 minWesneasure the number of buffer
under-runs and the cumulative data received at each ckeatplot these in Figures 8(a) and (c),
respectively, for default Xen and with our modi ed scheduds noted at a representative client.
Whereas with default Xen, a client experiences 11 buffer ungles on average, our scheduler
reduces this number to 1 on average. Figure 8(c) shows thelative data received by the selected
client and depicts the number of times the client experidiigcontinuities. Clearly, our scheduler
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Figure 8 : Performance and scalability improvement for streamingimserver.

provides much better end-user experience when comparduk tdeffault scheduler. Figure 8(b)
plots the CDFs for the transmission times of data units urfdetwo scheduling policies, allowing
us to appreciate the reduction in scheduling-induced detaysed by our scheduler. This graph
shows that the enhanced scheduler enables the server t85¥naf its data units und&5 msec,
while the default scheduler is able to send 95% of its datis wmder abou®300msec, a signi cant
difference in data delivery performance.

Finally, we vary the number of clients and measure theirqgrarnce to determine any impact
our scheduler might have on the scalability of the strears@rger. The client buffer size was kept
at 6 MB for this set of experiments. Figure 8(d) compares tim@lver of clients for which the
streaming server could support an SLO of at most one playbaclontinuity during the delivery
of a movie. As shown, the communication-aware schedulingaved the effective capacity of the
streaming server from 18 clients (when hosted on Xen) to iedtd (when hosted on the modi ed
hypervisor).

Next, we conducted experiments to ascertain the relatinéribotions of the various compo-
nents of our overall scheduling algorithm. Table 1 presentsobservations for the streaming
media server serving 45 clients. We repeated the experitmece, each time with a different com-
bination of our optimizations enabled: (i) oBomainOrelated, (ii) only anticipatory scheduling,
and (iii) both of the above. Note that for the streaming seivés easy to see that the third opti-
mization (recipient related) is not worth pursuing, sinttéhee communication is one-way (that is,
server to clients). We use the average time for a client btdfender-run as the metric and nd that
preferential scheduling dbomainOQis crucial to reduce scheduling-induced delays. Anti@pat
scheduling, while useful, is ineffective unlddsmain0is scheduled to complement it.
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Feature enabled Time to experience a discontinuity (miry)
Only DomainGs reception 145

Only anticipation 4
Combination of above twqg 17

Table 1: Examination of performance with different combinatiofi®or optimizations enabled.
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Figure 9 : Improved consolidation for TPC-W.

5.3 Improved consolidation

We use the same workload for TPC-W as in the last section. VWWetkamumber of CPU-intensive
domains consolidated with the tiers of TPC-W from 0 onwarde piék an SLO of the average
response time being 1 sec. Figure 9 shows the results of periexents.

We nd that while with default Xen, we were able to consolieldCPU-intensive domains, with
our modi ed hypervisor, we were able to add an extra CPU-isitendomain, an improvement of
25% in the resulting consolidation. We have observed simmi@rovements in consolidation for
different workloads as well as for the streaming media serve

5.4 Evaluation of fairness guarantees

Next, we present another facet of the experiment conductegkection 5.2 with the streaming
media server handling 45 clientDid the performance improvement for the streaming media
server upon using our scheduling come at the cost of reducedl @&iBcations for the competing
CPU-intensive domainsPhe results presented in Figure 10 address this fairness.iss

As seen in Figure 10(a), the CPU-intensive domains contiouedeive CPU allocations close
to their consumptions on default Xen. There is a decreaséwinltheir allocations and our
algorithm ensures that they continue to receive CPU moretti@nreservations. The accumulated
5-7% CPU stolen from these domains is utilized by the stregmiadia server andbomainOto
achieve the substantial improvement in performance andlstty that we described earlier (see
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Figure 10(b)).

Similar experiments were conducted for evaluating then&ss of CPU allocations with the
TPC-W application. We present these results in Table 2. The-WPwas consolidated with 5
CPU-intensive domains and subjected to the standard TPC-Wlaaakas in Section 5.2. We see
that our scheduler is able to match the fairness guaranteeglpd by default SEDF while im-
proving the performance seen by the clients of TPC-W as destrearlier. This is an effective
demonstration of the bene t of communication-aware schiadu our scheduler is providing es-
sentially the same CPU allocation to TPC-W, but by changingtter in which CPU is assigned,
signi cant performance and consolidation gains are beeadized.

Metric Domain0 | Jboss| DB CPU-intensive
Default (mean) 0.65 196 | 4.43 17.58
Default (variance) 0.13 11.57 | 40.07 3.30
Default (max) 241 16.01 | 15.87 19.08
Modi ed (mean) 0.65 1.68 4.53 17.89
Modi ed (variance) 0.17 10.35 | 48.31 3.38
Modi ed (max) 2.74 18.18 | 25.20 19.58

Table 2: Average CPU utilization (%) for different domains with thefdult and the modi ed
schedulers.

5.5 Evaluation of accounting

There are two main problems with the existing mechanism inwkich can cause unfairness and
inconveniences. First, non-reconciling the time tBamainOspends on behalf of each hosted
domain can cause a domain without signi cant 1/0O activityuttfairly suffer. This is because the
domain with higher I/O intensity can take a higher CPU frac(loy exercisingpbomain(Q. Second,

the existing mechanism requires the administrator to eiylispecify the required reservation for
DomainQ which needs to be at least as much as the sum of the I/O vratiah needs of the
hosted domains. Our proposed accounting mechanism peosaletions to both these problems.
We account for the time thddomainOspends on behalf of each guest domain and accordingly
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subtract the required CPU reservation speci ed by the adstratior for these domains. Due to
our charging the time spent [jomainOto domains in proportion to their I/O, a less I/O-intensive
domain is not penalized. Further, one could choose to gpaciérbitrarily low value for the initial
reservation oDomainOand our accounting mechanism would automatically adapttié exact
I/O needs of the different domains.

To illustrate these features, we run an experiment unddr @igU load conditions (i.e., sum
of CPU reservations is close to 100%) with both TPC-W tiers stheaming media server, and a
CPU-intensive domain. The reservation f@omainOis also kept quite low (1.5, 20), relative to
the 1/0 needs. Table 3 compares the two executions, with attbwt accounting. Between the
two I/O demanding loads, the media server is much more conuation-intensive than TPC-W.
As we can see from the table, the response time for TPC-W isasexd three-fold because of this
interference from the media server compared to reducingtihzation of the media server based
on the fraction of timeDomainOspends on its behalf. As we can see from 88 percentile of
CPU utilization, the CPU received by the media server redugefi% upon using accounting.
This newly created CPU slack is being distributedDimmain0(whose95" percentile increased
by over 15%) and other domains. This helps to consideralybyone the response time of TPC-W
clients while not affecting the media server performanceteNhat the cumulative data received
by a representative client of the media server shows nolilndegradation with our accounting.

Accounting? TPC-W Media VMM
(1,20) (4,20) (1.5,20)
Resp-time (ms)| 95% CPU | Cum. data| 95% CPU
No 647 27.70 227MB 14
Yes 213 21.0 226MB 30.68

Table 3: Demonstration of the working of our accounting mechanism.

5.6 Reduced context switching

In Section 3.5, we have hypothesized that our scheduler raag the bene cial side-effect of
reducing the overall domain context switches by coalestiregscheduling of communication-
intensive domains towards the beginning gfexiod We conduct measurements to validate this
using XenMon [23]. For a server hosting our streaming sendr 7 CPU-intensive domains, we
found that the number of domain context switches were ratibgealmost 33% when using our
modi ed hypervisor compared to default Xen. We postulatat thith more communicating tiers
consolidated on this server, we might see a further reduatithe number of context switches.

6 Related Work

Earlier in this paper, we pointed out several aspects ofiagisesearch on non-virtualized hosting
platforms that are relevant to the design of a VHP. In thigisecwe discuss additional existing

research on virtualization, scheduling, and accountiagithclosely related to this paper.

Ef cient virtualization techniques: As mentioned earlier, virtualization is being actively re-
searched and employed for designing consolidated hostirigppements [17, 58, 9]. Consequently,
there have been several prior studies proposing and ewvajuadvel enhancements to virtualiza-
tion platforms such as Xen and VMware [54, 33, 31]. Howevearsthof this prior work is largely
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restricted to a single VMM hosting multiple applicationsur@ocus in this work is more on opti-
mizing a pool of these VMMSs running on different machineg tiast multi-tier applications.
Scheduling in parallel systems:The need for co-ordinated scheduling of communicatingiesti
has been extensively looked at in the context of paralleliegpns running on tightly coupled
multi-processors (whether it be message-passing or simaeeabry systems [11]) as well as clus-
ters. While earlier work attempted this by explicitly perfong periodic synchronization [29, 59],
subsequent relaxations explored the possibility of locakduling at each node based on com-
munication events to achieve similar goals [3, 46, 36, 47, §0hile the goals of our work are
similar, to the best of our knowledge, this is the rst studyexplore these ideas in the domain
of virtualized hosting platforms for multi-tier applicatis. These applications have unique char-
acteristics including being more loosely coupled than thesopreviously studied and tiers with
heterogeneous resource needs. Additionally, VHPs arly likesupport substantially higher lev-
els of consolidation/multi-programming at each node thenglatforms studied in earlier work.
Finally, over and beyond metrics such as throughout andativesmpletion time that the tradi-
tional parallel systems try to optimize, VHPs are expecteprovide responsiveness and fairness
guarantees as well. Our scheduling and accounting mecharigempt to address these multiple
goals.

Accounting in operating systems and VMMs: Existing research has proposed new OS abstrac-
tions and accounting techniques to replace a process aswcegrincipal [5, 27]. Although our
accounting has similar goals, there are some key diffeeen@er granularity for accounting is a
domain, and hence much coarser than a resource contaihel\service. As a result, we need
not de ne a new systems abstraction or present a new API tpithgrammer as is done by re-
source containers. Finally, our accounting techniquesedin simple page- ip counts due to all
I/O virtualization in Xen relying on a common way of using th&ge- ip mechanism.

In the context of the Xen VMM, two pieces of research are dlosdated to our work. The rst
consists of an empirical study of the CPU usag®omainOinduced by varying intensities of I/O
activities performed by guest domains [15] and a recentighpédescribes a technique to account
this CPU activity to individual domains [22]. The latter papeeasures work done kyriver
domains privileged domains that implement device drivers rati@ntDomainOimplementing
them, on behalf of guest domains and feeds this informati@rhodi ed SEDF scheduler which
maintains a “debt” for guest domains and spreads out theynegiat of this debt across several
time-periods. It also implements a control mechanism foredrdomains to limit network traf ¢
and hence enforce CPU allocation for a guest domain.

The second set of ideas that we would like to point out comsiEsuggestions that we found
in an online discussion by lan Pratt, one of the developedsenf[57]. This discussion proposes
to maintain counters in the Xen hypervisor to re ect 1/O saityi done for guest domains, similar
to our approach, and using this information to augment the G€héduler for preventing 1/0-
intensive domains from degrading the CPU received by otherailus.

Integrated resource management:Our scheduling algorithm is an example of a resource man-
ager that integrates the management of CPU capacity withdhgeupattern of another resource,
namely, network bandwidth. Resource managers that emptdy &toperation with their coun-
terparts for other resources have been developed in othésxdo Prior work on gang scheduling
and co-scheduling are examples of integrated managem@rdfand network bandwidth. Sim-
ilarly, research has been conducted on designing memorageas that co-operate with the CPU
scheduler (for example, to help it achieve fair CPU allocsieven under memory pressure) both
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in the context of traditional operating systems [10] and V§I[44].

7 Conclusions

Recent advances in software and architectural support feeiseirtualization have created inter-
est in using this technology to design cluster-based hpgtiatforms. In particular, there is a lot
of interest among providers of Internet data centers as ageldministrators of large-scale en-
terprise applications to exploit features of VMMs such adeagigration and secure co-location
of applications for cost-cutting via improved consolidati We identi ed two shortcomings in
existing VMMs that prove to be obstacles in the ef cient agteon of such highly consolidated
virtualization-based hosting platforms (VHPS): (i) CPU edtlers that are agnostic of the com-
munication behavior of modern, multi-tier applicationslgi) inadequate or inaccurate account-
ing of the CPU overheads of I/O virtualization. We developetta& communication-aware CPU
scheduling algorithm and a CPU usage accounting mechaniadditess these problems. We im-
plemented our algorithms in the Xen VMM and built a prototytéP on a cluster of 36 servers.
Using experiments with realistic Internet server appilaa and benchmarks, we demonstrated the
performance/cost bene ts and the wide applicability of algorithms. For example, the TPC-W
benchmark exhibited improvements in average response imibe range 20%-35% for a variety
of consolidation scenarios. A streaming media server dosteour prototype VHP was able to
satisfactorily service up t8:5times as many clients as one running on the default Xen. Tineso
code for our implementation is publicly available.
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