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Abstract — raphy are onlycomputationally securethey are decipherable

Modern storage systems are often faced with complex tradea cryptanalysis given sufficient computing power/time.
offs between the confidentiality, availability, and perfance  Secret sharing is a data encoding technique that offers the
they offer their users. Secret sharing is a data encodinlg- tepromise of overcoming these shortcomings of an encryption-
nique that provides information-theoretically provableagan- based archival storage. Secret sharing with paraméiers:)
tees on confidentiality unlike conventional encryption.dikd breaks a data block inte fragments (each of the same size
tionally, secret sharing provides quantifiable guaranteeshe as the original data block) in such a manner that at least
availability of the encoded data. We argue that these ptigger fragments must be obtained to re-construct the originatilo
make secret sharing-based encoding of data particulaitgtde These fragments are storedsindifferent storage nodes and an
for the design of increasingly popular and important distted adversary has to obtain access to atleastagments to decipher
archival data stores. These guarantees, however, comee atttie original data. Any set of fewer than fragments provides
cost of increased resource consumption during readsAwvriteo information about the original block. This property piders
Consequently, it is desirable that such a storage systenbgmpa quantitative notion of data confidentiality. Additionalthe
techniques that could dynamically transform data repiegiem original data item is resilient to the loss of fragments ie th
to operate the store within required confidentiality, aailk following manner: it can be re-constructed even wiien- m)
ity, and performance regimes (dudget} despite changes to fragments are lost. This provides a quantitative measutéef
the operating environment. Since state-of-the-art tansh- availability properties of encoded data.
tion techniques suffer from prohibitive data transfer dnads, In this paper, we address the important problem of dynami-
we developed a dynamic data transformation techniquectalleally re-configuring the secret sharing parametersn) used
Multi-share Split that imposes significantly lower overtiea to encode data in a distributed archival store. The need-to re
Using this, we propose the design and operation of a smnfigure could arise as a result of one or more of the follgwin
cure, available, and tunable distributed archival stordled scenarios. First, a subset of the storage nodes compribig t
FlexArchive spanning a wide-area network. Using a combarchival store might become unavailable or unreliable due t
nation of analysis and empirical evaluation, we demorsstragome form of security compromise or component failure. The
the feasibility of FlexArchive. In particular, we demorate data fragments at affected nodes must be considered loshand
that FlexArchive can achieve dynamic data re-configuratioarchival system must be reverted back to its original sgitin
in significantly lower times (factor of 50 or more) withoutSecond, there could be infrastructural changes to the g#ora
any sacrifice in confidentiality and with a negligible loss imetwork (e.g., addition of new nodes) which are likely to
availability (less than 1%). happen quite frequently relative to the lifetime of the &rah
data. Finally, the secrecy, availability, or performanceeds
of an archival store might change with time (e.g., due to

The last decade has witnessed a deluge of digital data tbhanges in regulations or societal changes resulting in the
need to be safely archived for future generations [27]. Rapi stored data becoming more sensitive). Existing archivsiesys
crease in sensitive online data such as health-care, castmd that have incorporated secret sharing to achieve the gdals o
financial records has contributed to this unprecedentedtfro secure long-term preservation of data have either (i) mbgde
The challenges facing such archival data stem from the neaéis problem of re-configuration (e.g., Potshards [44]),(idr
to ensure their long-term confidentiality and availabilisfany proposed inefficient techniques (e.g., PASIS [46]). Whereas
factors mandate these requirements, ranging from pretsemya some key aspects of the problem of dynamically re-configurin
retrieval, and security properties demanded by legishatito secret sharing parameters have been studied [20], [23], [13
long lifetimes expected for cultural and family heritagaeadao [15], the approaches emerging out of this body of work have
address data confidentiality, modern storage systemsatiypic severe drawbacks when used to build a practical archivedgo
employ encryption-based techniques (see survey pape}. [48)stem. In particular, they suffer from the following two ima
The use of data encryption for archival lifetimes, howevedrawbacks:
introduces problems that have been well-documented [43], |
The primary drawback is that data secured using keyed ogypto

I. INTRODUCTION



e High data access overheadExisting re-configuration tech- A. Basics of Secret Sharing

niques require access ta fragments for every data object ap (m,n) secret sharing scheme, whete < n,m > 0,
stored using am,n) configuration. Many archival storagecreates, fragments from a data item with the following proper-
systems store data across wide-area networks (often Wifs. Given anyn fragments, one can re-construct the data item;
components that need to be accessed via congested or infg{gever, fewer tham: fragments provide no information about
ently slow links) and use cheap storage media technologigg original data item. Such classes of secret sharing igces
wherein reads to the original data can be quite slow. As e “perfectly secure” in the sense that they exhibit infation-

will observe later in this paper, for archival storage, it isheoretic security. The size of each fragment for secretisya
desirable for the value af: to be close to. Thus, the data schemes is provably the same as that of the original data item
traffic resulting from a re-configuration can become a sevefnce, the storage needs ardimes the size of the original
limiting factor. data.

e High computational overhead. Existing re-configuration A number of secret sharing techniques have been pro-
techniques suffer from high computational overheads. &hegosed that differ very slightly in their computational caemp
overheads could be prohibitive in the context of archivgly we use a secret sharing scheme due to Shamir (often
systems that deal with very large volumes of data. Itis @elsirc5|jed “Shamir's threshold scheme” [41]). The key idea behi
that a re-configuration technique complete fast enough&o hamir's threshold scheme is that it takespoints to define a
archival system spends a small amount of time in an U”StaB'&ynomial of degreém — 1) (e.g., two points for a line, three

(and hence, potentially vulnerable) configuration. points for a hyperbola, four points for a third-degree polgnial,
and so forth). Shamir's threshold scheme, for represendéing
A. Research Contributions data itemS with secret sharing parametefs:,n), chooses
uniformly random(m — 1) coefficientsay, - - -, a,,—1, and lets
Our contribution is twofold. aog = S. It then builds the polynomiaf (z) = ag+ayz+azz?+

e We propose a re-configuration technique called Multi-shafe®” + -+ + an—12™'. Finally, it computes the values taken
Split that is both lightweight in terms of (i) the computatad by this polynomial forn distinct values ofx comprising the
and 1/O overheads it imposes on the archival storage systéff{z1. -+, zn}. The n shares of the secref are now given
as well as (i) tunable in terms of the trade-offs it offer®y the pairs(z;, f(x;)). Given anym of these pairs, one can
between confidentiality, availability, and performancee Wind the coefficients of the polynomig(.) by interpolation, and
expect that Multi-share Split would enable administratofs then evaluate the secrét = ao. Geometrically, on aX — Y
archival stores to make appropriate choices to best satisfy Plane, one can think of the secrgtas being the’-intercept of
requirements (e.g, completion time targets, network ressou the curve defined by the polynomid(.); the shares are thE-
consumption constraints) of their systems. values atry, - - -, z,. Note that since we are dealing with finite

e We propose the design of a distributed archival storagesystvalues (the secret and the shares are data values and reptese
called FlexArchive that builds upon our re-configuratio®y S&y.¢ bits), theX —Y plane is a finite field with the range
technique. We analyze the security and availability progsr of values0 to 2¢ — 1. Since the participants holding the shares
offered by FlexArchive and conduct an empirical evaluatiofould implicitly define then indices for which the shares are

of the feasibility and efficacy of FlexArchive using a protocomputed (e.g., based on their unique names/identitiesh e
type networked storage system. share is simply the valug(x;) and hence can be represented

using ¢ bits, same as those needed for the se6ret

B. Roadmap B. State-of-the-art in Archival Storage

A prevalent form of archival storage is regular backup of

The rest of this Paper 1S organized as fc_:llows. We d_'scua%ta to magnetic storage media. Recently, requirements suc
t.)aS'C background and existing work on arch'|val storage.m Seas continuous data protection (CDP) have contributed to an
tion 1. We introduce the proposed FlexArchive system 'n'Seﬁwcrease in the volume of archival data [19]. CDP is a paradig
tion Ill and describe the re-configuration algorithm emgldyy ;| backup and recovery, where the history of writes to sterag
FlexArchive in Section IV. We develop analytical techniqueiS continuously capturec'j thereby allowing the storageesta
for characterizing the availability offered by FlexArckivin be potentially reverted t’o any previous point in time. It has
Section V. We conduct an empirical evaluation of the effica een gaining momentum in the storage industry and various

of FIexAr_chive i_n Section VI. Finally, we present concludin products [3], [4], [8], [6] are now available with CDP suppor
remarks in Section VII. At coarser time and data granularities, versioning file eyt
such as Venti [36], Ext3Cow [35], Elephant [39], and LFS [38]
Il. BACKGROUND AND RELATED WORK provide for storage of multiple versions of files.
Storage outsourcing is emerging as a popular approach [26]
In this section, we provide basic background on secret shéw-address some of the challenges associated with largenesiu
ing, its application to archival storage requirements aisdubs of data storage. By entrusting storage management to agsetora
key related work. Service Provider (SSP), where economies of scale can naaimi



hardware and administrative costs, the customers seek cagstems. Additionally, the management of keys becomes dif-
effective professional system management in the face df bdicult because data might experience many key rotations and
conventional media failures and catastrophic events. AR S8ryptosystem migrations over the course of several decades
is supposed to safeguard the data entrusted to it by follpwifihis must all be done without user intervention because the
best practices such as: (i) monitoring hardware health(j§], user who stored the data may be unavailable.
periodically scanning and correcting latent errors [40id &iii) Moving away from encryption to secret sharing enables an
spreading coded data across drives and controllers [18}e e archival storage system to rely on the more flexible and secur
across geographically distributed data centers. Some gheam authentication realm. Unlike encryption, authenticati@ed not
of commercial SSPs are Amazon-S3 [1], Apple Backup [2he done by a computer and authentication schemes can be
and Netmass Systems [7]. Storage may be better managed @aslly changed in response to new vulnerabilities. Sebgeirsg
cost-effective when handled as an outsourced service,hwhimproves the security guarantees by forcing an adversary to
has contractual properties, instead of capital-intensdgally breachmultiple archival sites to obtain meaningful information
managed storage [34] about the data. Several recently proposed archival sysseicts
Complete reliance on an SSP, however, is not a satisfactey POTSHARDS [44], PASIS [47], [24], and GridSharing [45]
solution for sensitive archival data. Even brand-name onemploy secret sharing schemes for this reason.
can lose data [11], [10] due to reasons ranging from media o
failures to catastrophic disasters. Also, one of the resgon D- Data Availability
the early failure of the SSP model is the lack of trust. WhereasRecovering from disk failures to large-scale site disashars
clients may trust an SSP to provide services such as refigbillong been a concern for storage systems. Keeton et al. [30]
availability, fault-tolerance, and performance, they htigiot highlighted the importance of efficient storage system gfesi
be willing to trust if an SSP is going to use informatiorfor disaster recovery by providing automated tools that loiore
for other purposes. Storage systems such as Safestore [3tutions such as tape backup, remote mirroring, site vailo
Myriad [17], and Oceanstore [37] propose ways to store datéc. These tools strive to select designs that meet the fadanc
redundantly across multiple SSPs to prevent permanent datel recovery objectives under specified disaster scendiote-
loss. They use two-level hierarchical erasure codingdingmd recall [12], Glacier [25], Oceanstore [37] and others [12].],
inter-SSP) to reduce network bandwidth and storage cost, d48] are examples of distributed storage systems where high
improve availability. Although these efforts focus on autsced availability is an explicit requirement. These systemsRA¢D-
SSPs, their proposals could also be employed internally biyle algorithms or more general erasure coded redundancy
large enterprises that maintain multiple isolated datatezen techniques along with data distribution to guard againsteno
We now discuss the two key requirements of long-term daf@ilures. Erasure coded techniques could be thought of as
confidentiality and availability in archival storage. similar to secret sharing minus the “secrecy” gauranteefhe
] o following sense. Similar to secret sharing, &m,n) erasure
C. Data Confidentiality coding divides a data block inte fragments such that at least
Two fundamental classes of mechanisms for enforcing data fragments are needed to re-construct the original block.
secrecy are those based on encryption and secret sharldgwever, unlike secret sharing, access to less thardata
respectively. Many systems such as OceanStore [37], FARRagments might reveal partial information about the datek
SITE [22], SNAD [32], Plutus [29], and e-Vault [28] address
file secrecy, but rely on the explicit use of keyed encryption
Keyed encryption may work reasonably well for short-term
secrecy needs but it is less than ideal for the long-termriggcu  We assume a distributed archival system cali¢ekArchive
problem that the current work addresses. Keyed cryptograptonsisting of multiple storage nodes that are spread across
is only computationally secure, so compromise of an archivarious sites. Each site in FlexArchive could be profesalign
of encrypted data is a potential problem regardless of theanaged with internal redundancy mechanisms to proteet dat
encryption algorithm used. An adversary who compromises against component failures. In Figure 1 an “archival site”
encrypted archive need only wait for cryptanalysis techagto refers to an SSP-managed or an internal-to-enterprisegstor
catch up with the encryption used at the time of the compremisite. A representative example of the system we assume is
If an insider at a given archive gains access to all of its dat@afestore [31], which consists of multiple sites, each ahimg
he can decrypt any desired information even if the data asdifferent SSP. Each SSP provides storage services imriur
subsequently re-encrypted by the archive, since the ingide fees based on some agreed-upon contract. The contract might
have access to the new key by virtue of his internal accessso include penalties for losing data. We assume thesdtgsna
Encrypted data can be deciphered by anyone, given sufficiemtbe such that it is in the best interests of the SSPs to peovid
CPU cycles and advances in cryptanalysis. Furthermorareutinternal redundancy mechanisms. However, large-scale- com
advances in quantum computing have the potential to makenent failures like disasters and correlated site faslR9],
many modern cryptographic algorithms obsolete. For lonf33] are harder to protect against. Considering the in@eas
lasting applications, encryption also introduces the |aois of probability of such events during the lifetime of archivaltd,
lost keys, compromised keys, and even compromised crypthe secret distribution algorithm employed by FlexArchimast

IIl. FLEXARCHIVE: A RE-CONFIGURABLE SECRET
SHARING-BASED ARCHIVAL STORE
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Fig. 2. Baseline re-configuration technique: from startocapfiguration of

| Fragment Distributor | (m,n) to (m’,n")
} Rt frRgmierts system, and (i) the “fragment distributor” is responsilite
| determining the placement of fragments encoded by the tsecre

[ Secret Sharing Module sharing unit on FlexArchive sites (and decoding fragments

} read from FlexArchive) and relies on certain informatioroab
Data items

the current state of FlexArchive for its decision-makindeT

@
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® placement strategy employed by the fragment distributioit u
u_!’ could vary depending on the actual storage structure. For
example, in WAN-based distributed storage, it is often tagec
Fig. 1. FlexArchive system model. We show an illustrativetsgswith v = 4 that the storage nodes across sites (or certain subsetgmi th
storage sites and data being encoded using a configuratiditroimg to (m < gre independent of each other in terms of security breaches
3,n=3) and failures. Therefore, a desirable way of assigning fiegs

representing a data object to sites is to store each fragameat
node within a different site. This would render data fragtsen

provide for inter-site redundancy as well. FlexArchive doys independent with respect to failures/compromises andzetil
a secret distribution scheme where each fragment encodingvell the properties of secret sharing. Typically, the vabien
data unit goes to a different storage node. Assuming secigkd for secret sharing is in the range is 5 to 20—significantly
sharing parameter@n,n) for a data item under discussion, thesmaller compared to the number of participating storagessit
value (n — m) captures the archival system’s resilience againgt, that could be in the hundreds or even a few thousands
node failures. Even though SSPs can be employed to safgfread across a wide-area network. We assume that the fragme
store and retrieve data, they cannot be trusted to preseee diistribution unit would use some form of load balancing when
privacy—e.g., multiple sites can collude to obtain the oai distributing the fragments across these sites.
data. The parameten captures the difficulty of accessing data
in FlexArchive. For digital data that must last for decade®. Re-configuration in FlexArchive: Key Concerns

or even Centuries, the Original writer of a data item must be The usage scenario of FlexArchive is Write-once, read-mayb
assumed to be unavailable when it is read. We assume thsit %@d thus stresses throughput over low-latency performance
comprising FlexArchive implement access control polictes within each FlexArchive site, writes are assumed to be per-
identify and Verify the permissions of the reader/writenother formed as part of a background process in a way that the
important security property is data integrity, which reféo the accompanying latencies do not affect the foreground system
ability of the system to identify modifications to the datailh performance. The key factors affecting archival 1/0 perfor
at rest or in transit. In short-lived storage systems, datiegrity mance are (i) CPU computation at the secret sharing and the
is ensured by storing secure hashes along with the data usi@ment distribution units, (ii) network latency betweére
one-way hash functions such as MD5, SHAL. We assume #lRnt and FlexArchive nodes, and (jii) storage accessateat
problems of user authorization/authentication and datgiity FlexArchive nodes. The choice of secret sharing parameters
beyond the scope of our current work and focus only on dagadr, is dictated by the confidentiality and availability guaran-
confidentiality. tees desired by the client. For example, if it is well undzosit

We assume that FlexArchive provides an interface to itkat the simultaneous occurrence of{t) or more nodes being
clients to create data in the form of archival “objects.” Artompromised and (ii) more thannodes becoming unavailable
object could be a file in a server file system or it could bsimultaneously are extremely unlikely scenarios, a godd-ru
a smaller granularity unit like a disk block or an extent obf-thumb would be to employ am,m + k) secret sharing
blocks. As shown in Figure 1, we assume that a client consistsheme. Selecting the number of shares required to reroohst
of two units: (i) the “secret sharing module” is responsifdle a secret-shared value involves a trade-off between avwitjab
encoding/decoding data and is completely local to the tlieand confidentiality—the higher the number of sites that mast b



compromised to steal the secret, the higher the numbereas sibnly on re-configuration techniques that perform up-scalin
that must remain operational to provide it legitimatelye@ly, (increasingm or n or both). A “naive” (m,n) to (m’,n’) re-

no single data distribution scheme is right for all systefitee configuration technique is as follows: (i) reconstruct tieerst
right choice of these parameters depends on several facttmg accessing and combining amy fragments, (ii) split the
including expected workload, system component charatiesi secret inton’ fragments using arim’,n’) configuration, and
and the desired levels of availability and security. PASA3][ (iii) delete the originaln fragments and replace them with the
[24], [46] proposes analytic techniques to ascertain tightri »’ fragments constructed in the last step. The obvious problem
secret sharing parameters for a given system. FlexArchiild$® with this approach is the reconstruction of the originalreec
upon the insights provided by this body of work for determ@i during the reconfiguration process. The node performing the
appropriate values for these parameters. re-configuration becomes a central point of attack as it can

We use the termsecurity budgetto denote the minimum expose the secret. The fact that a secret was originallgdtor
number of fragments that need to be compromised to corestit@s a (m,n) configuration indicates that an adversary must
an attack. For ar{m,n) configuration, the security budget iscompromise at least: different entities to obtain a secret. This
equal tom. Similarly, we use the termavailability budget Security property needs to be preserved at all times, evenglu
to denote the maximum number of sites that can fail whil@e re-configuration process.
still allowing the rgcons.tructlo'n of a stored data item. c&in g Re-configuration in FlexArchive: A Baseline Technique
a preserved data item is available under the loss of at mosRN briefly d ibe a techni by Jaiodia et al. [201 t
(n—m) fragments, this number represents its availability budget € now briefly escn/eé echnique by Jajodia € al. [20] to
After the archival objects have been initially written onto perform an(m, n) to (m',n’) re-configuration that preserves

FlexArchive sites, intermediate changes to the configomadire the .above 'property.. We will use this sgheme apaseline
necessitated by one or a combination of the following. against which we will compare our techniques. To the best of
our knowledge, this is the only significant body of work that

e Scenario 1: Node Compromiself one of the storage nodesre-configures secret sharing-encoded data without exgdhim
suffers a security breach resulting in the potential exposii  original secret during the process. A threshold subseriginal
all the data it stores, all affected objects would expereac shareholders perform (@n’, n’) secret splitting on each of their
decrease in their security budgets by one. To revert thesystshares to obtaim’ sub-shares each. Following this, each of the
to its original security settings, the system administrat,’ sub-shares from an original shareholder is sent to a target
would need to initiate a re-configuration of the remaininghareholder. Then sub-shares at each target shareholder are
fragments of the affected objects to restore their securiggmbined via the associated secret construction algorithm
budgets, i.e., a transformation of a set of fragments b&hang obtain a resultant share. The resultaitshares at the target
to an(m — 1,n — 1) configuration to(m,n —1). In general, shareholders are of &n’,n’) configuration for the original
a compromise ofc nodes would require a re-configurationsecret. The baseline technique is illustrated in Figure & T

of an affected object from a renderddn — a,n — a) 10 main drawbacks of the baseline technique lie in its highues®
(m,n—a), wherel < a < k. The parametet is the number consumption.

of fragments belonging to the affected object that wereestor
at thek nodes.

e Scenario 2: Data LossPermanent loss of data at a storage
node reduces the configuration of all affected objects to
(m,n — 1). To recuperate, the administrator might wish to
deploy a spare storage node or alternate storage space
the affected node. In either case, a re-configuration from
(m,n — 1) to (m,n) for all affected objects is required. In
general, permanent data loss will require reconfiguratioins
the form (m,n — a) to (m,n).

e Scenario 3: Infrastructure Changes.Due to the lengthy
periods of time for which the archival data are stored, they
will witness plenty of changes to the underlying storage
infrastructure. As a result, the objects may need to be
moved to a different configuration to accommodate the new
infrastructure. This might mean changesrtoor »n or both.

e Storage I/O NeedsThis reconfiguration technique consumes
excessive storage resources. Accessingriginal shares to
perform the reconfiguration for each object is a significant
system bottleneck. Since the archival storage nodes are de-
signed for write once and read rare type of workloads (typi-
%tally tapes or log structured storage on disks [36], [39{g t
random read access to stored data is quite tedious. Under suc
conditions, reads to existing data for background taské suc
as reconfiguration might bottleneck the actual foregrowtd j
of archiving. This is further compounded by the fact that re-
configurations are typically done as batch jobs for millions
of objects at a time. This is because they are triggered
by node compromise/failure events causing all objects in
the affected nodes to be re-configured. Another important
factor is that, at the time of re-configuration, a subset of
nodes containing the shares may not be available. In most
Since storage systems retire data slowly compared to thedistributed systems spread over wide geographic sitessshod
rate of their expansion due to the rapidly decreasing colts o experience temporary failures because of various reasons
storage and increasing storage densities over time, doeBar (link failure, remote maintenance etc). There is usually a
would often require increasing: or n or both. Scenario 1  default churning of nodes, i.e nodes go down temporarily
would always require increasing the value, whereas sce- and join the network again at a later time. It is desirabld tha
nario 2 would require increasing the value of We focus  the re-configuration protocol proceeds with the alive stibfe



nodes (possibly, with subset of sharesn) instead of waiting for 2 = 1, the (1 + ¢,y) Shamir encoding satisfies the above
an indefinite amount of time fam nodes to be available. property. We refer to this special case of Multi-transfors a
e Network Access. In addition to the storage access, théUni-transform.” Multi-transform is a general techniqubat
baseline technigue involves approximately x n’ network works for any values of, y andc.
messages amongst storage nodes. This can bottleneck a typi- . i i i
cal archival storage system where all the storage nodegeresi V€ first show the working of Multi-transform(y, c) using a
in geographically distant locations. The high latency amel | COUPIE Of examples. In the first example,det 2,y = 3,¢ = 1,
bandwidth properties of network links connecting the nodé$- We would like to transform two primary fragments,
slows down the completion time of the re-configuratiorP? INtO three secondary fragments, sz, s3 in such a manner
There is a high possibility that many of the links towardghat the followlng holds: (,') at least two §econdary fragtsen
the storage servers would be congested as a result, ther@lﬂf’t be acquired to obtain any of the primary frggments, aqd
affecting the foreground archiving jobs. (in~all three secondary fragments must be acquired to abtai

« Computational Needs.The computational requirements of?°th the primary fragments. Figure 3(a) illustrates how the
the baseline technique are high: it requires different secondary fragments can be generated. The primary fragment

instances of(m’,n’) secret splitting andn’ instances of P1:P2 are now secrets themselves and represent tigercepts

(m,m) secret reconstructions. As we shall observe in thcg a finite field. First,. MuIti—'_trqnsfprm ra_ndomly generatgs
evaluation section, the Shamir secret sharing operatioas aecondary_fraglm((ajnatfl_ n thelz_ finite flheldf_at_ m?'e)l(dl. The pou:t_s
computationally intensive. These operations are perfdrime (P1;51) uniquely define a line in the finite field. Next, Multi-
a distributed manner at the various archival sites. Dewditransform evaluates th¥-intercept of this line at index 2 to
on the computing resources available at the various storagg

sites to perform these operations, the CPU cycles requir
could become a heavy bottleneck during re-configuration.

ain the secondary fragmesd. Finally, the line defined by
points(ps, s2) is used to generate the secondary fragment
s3 at index 3. Clearly, the three secondary fragments satisfy
the desired increment property and hence can be used to
V. RE-CONFIGURATION IN FLEXARCHIVE replace the two primary fragments. Figure 3(b) shows amothe

We categorize re-configurations of secret shares as beigng?xample forz = 3,y = 6,c = 2. Ins_tead. of Iine.sz we
to one of the following three types: (a) Improving only thd oW have three second—degree polynomlals in the finite field.
availability budget (b) Improving only the security budgetd In the general transformation of primary fragnzhents toy
(c) Improving both budgets simultaneously. In the remaindéecqndary fragments,_there a¢epo|yn0mlaI§ ofc _degree.
of this section, we describe our proposed approach for ty%lltl-transform(r,y,c) is described formally in Algorithm 1.

(b) reconfiguration - to increase tisecurity budgeof a set of  The operation of Multi-transform( y, ¢) comprises several
secret shares. It is desired that the security budget of @ dghases. In the first phase, using the first primary fragment,
item represented using @, n) Shamir encoding be increased. 1) secondary fragments are created by constructing a
by & with access to minimal number (denoted byof original  random polynomial oft" degree. This, in fact, amounts to a
shares. The resultant configuration requires an adversary(t 1 c1) Shamir splitting of the first primary fragment. Note
compromisek more nodes to obtain additional fragments thaghat this ensures theincrement property for the first primary
with the original configuration. It can be seen that any rgragment. In the second phase, using the second primary frag
configuration technique requires at leést—m + 1) fragments ment and a portion of the+ 1 secondary fragments generated
to be modified. In other words, if. or more original fragments sq far, additional secondary fragments are created. Sigila
are left unmodified, the security budget remains unchangqgk the third primary fragment and so on till the” primary
Therefore,L = n —m + 1. fragment. After the first phase, since at each additionabgha
A. Multi-share Split: FlexArchive Re-configuration Tedajun at Iea_st one new second_ary fragment_|s cre_aged_> (x + ), .

_ ) ~ the c-increment property is preserved in an inductive fashion.
_ At the heart of our technique, called “Multi-share Split"tne aigorithm strives to balance the dependence of primary
lies a;ubroutme called_“_Mult|-transform” that leveradggisamir fragments on the secondary fragments by doing a couple of
encoding to create additional (or “secondary”) fragmenista  iyings. The number of new secondary s at each additionakphas

subset of the original (or “primary”) fragments. In the foMing ) i ) Y~ (c+1)
discussion, we first describe how Multi-transform works. wafter the first phase is determined ——1 ) Also,

then describe the working of the Multi-share Split techeiqu the subset of already generated secondary fragments clabsen

How Multi-transform OperatesMulti-transform operates each phase (for constructing the random polynomial) is thee o
on a set ofx primary fragments to produce secondary with those secondary fragments that have been least wtilize
fragments ¢ > z, 1 < ¢ < (y—a)) with the following property: so far in the generation of random polynomials. These two
to retrieve a subset of size, of the x primary fragments, at heuristics are crucial to ensuring that theecondary fragments
least (z1 + ¢) of they secondary fragments must be acquiredare equally loaded in the sense that the number of primary
We call this thec-increment property, which has the followingfragments affected by a loss of a set of secondary fragments
implication: access tany (xz; + ¢) secondary fragments maydepends solely on the cardinality of the set and not on theahct
not result in an exposure of thg primary fragments. Trivially, members within the set.



1 2 3 1 2 3 4 5 6
(a) Multi-transform(2,3,1) (b) Multi-transform(3,6,2)

Fig. 3. Graphical illustration of the Multi-transform(xgy, technique for small values af, y, andc.

Before P8 P PO We denote the configuration resulting from Multi-share Spyi

(m+k,n)M-k2) Thus, Multi-share Split can results in fewer
MT(3,4,1) . . .
ﬁ/i instances of permanent loss of primary fragments by cdimigpl
the number of secondary fragments generated per pariiogpat
primary fragment. The value of to be used in a Multi-share

After [st] [s2] [ss] [s4] Split re-configuration method would be chosen based on the

Fig. 4. Increasing the security budget of a data item re using a availability properties desired from the resultant confagions.

(8,11) Shamir encoding from 8 to 9 using Multi-share Split. We use tMul W€ investigate this issue in the following sections.
transform(3,4,1).

V. FLEXARCHIVE AVAILABILITY CHARACTERIZATION
In a regular (m,n) secret sharing configuration (e.g.,
How Multi-share Split Employs Multi-transformtet us Shamir's), all then fragments are equivalent in the following
now turn our attention back to the re-configuration probleim @ense: the configuration can tolerate the loss of aptan—m)
improving the security budget of @n,n) Shamir encoding by fragments to recover the secret. We refer to this adrdgment-
k with access tal. original shares. Multi-share Split groups aequivalenceoroperty. As seen at the end of last section, Multi-
set of L primary fragments inta sets ofz primary fragments share Split yields configurations that violate this propefthis
and applies Multi-transformy, y, c¢) on each of these sets. We is because the resultant configurations hewveixture of primary
set the input parameters for the Multi-transform as follofsr and secondary shareé. loss of a set of secondary shares could
the security budget to be increased bywe setc = k. To render some other set of secondary shares useless for tet sec
reduce the ratio of secondary fragments as compared to Uobnstruction. On the other hand, the loss of a primary share
share Split, the values must satisfy > a andy = = + ¢. does not affect the reconstruction potency of any of therothe
Therefore, there are different ways of employing the Multishares. We attempt to analytically characterize the avititla
share Split for a given input, each differing in the choice gfroperties of configurations offered by Multi-share Split.
z. It can be seen that the encoding offered by Multi-sharet Spli The heterogeneity in fragments introduced by Multi-share
improves the security budget By The proof is easily derived Split renders the estimation of the availability more coexpl
from the aforementioned increment property of Multi-treomen.  than for configurations with fragment-equivalence. We difian
We formally describe Multi-share Split in Algorithm 2. Thethe availability for a Multi-share Split configuration ugira
secondary fragments obtained from thapplications of Multi- function CFT(R) defined as the (conditional) probability that
transform are used to replace theprimary fragments. the data item can be recovered given tliatout of the total
Figure 4 shows an example invocation of Multi-share Split. bf N FlexArchive nodes have failed. In the current analysis,
is instructive to compare this with the special case cooedp we assume that the failures of all nodes are governed by
ing to x = 1 that we call “Uni-share Split.” With Uni-share independent and identical stochastic processes. Consque
Split, two primary fragments would be permanently erasedl aany combination of? failed nodes among the total shares is
two of them would be used for the generation of secondaegually likely. It is easy to enhance this to incorporatdedént
fragments. On the other hand, the Multi-share Split showailure behaviors but we omit such analysis here. Furthegmo
in Figure 4 involves three primary fragments in generatingge assume that each fragment is equally likely to be placed
secondary fragments and permanently erases only one of them any of the N nodes. This is likely to correspond closely



Input: = primary fragments al’-interceptspy, - - -, p.
Output: y secondary fragments;, - - -, s,

Let Rank(s) represent a data value stored for each
secondary fragmerd. Initialize all Rank(s;) to zero.

Let S, qereq e an ordered set (ascending in rank) of al
secondary fragments generated so far.

Let S* be the firstk fragments fromS,, qered-

ordered

foreach i =1 to ¢ do

| Randomly generate a secondary fragmenat index:
end

Points{p1, s1, ..s.} define ac’" degree polynomial,
evaluate the polynomial at index+ 1 to obtains.;
Insert each fragment from séb1,..sc+1} IN Sordered-
IncrementRank(.) of each fragment from seftsy, ..s.11}
by one and updat&,, jc;cq

py = y=(etl).
1 ‘,];_1 H
ro = (y — (¢+ 1)) mod (x — 1);
j =c+2;
1=1;

if ro > 0 then
foreach i =2tor, +1 do
foreach £ =1 to r; do
Randomly generate a secondary fragmenat

index!
j=J+1
=141,
end
POintS{pi,Sj,m,ijrﬁ,l...sj',g,sj',l} @] Ss;dilred

define ac’” degree polynomial, Evaluate the
polynomial at index to obtains;

Insert each fragment from sé&;_,. ,..s;} in
Sordered-

IncrementRank(.) of each fragment from set
{sj—ri,..5;} U S5 1., by one and update

ordered

So’rdered

j=J+1

l=1+4+1;
end

end
foreach i = r; +2 to xz do
foreach k=1tor; —1do
Randomly generate a secondary fragmenat

index

j=j+1

l=1+1;
end

. c—r1+1
POIHtS{pi, Sj—r1—1ySj—ry---Sj—2, ijl} U Sordered

define ac’” degree polynomial, Evaluate the
polynomial at index to obtains;

Insert each fragment from sét,_,., _1,..s;} in
Sordered-

IncrementRank(.) of each fragment from set
{8j-r 1,5} U SS 1t by one and updat,, ered

ordered

Jj=Jj+1
l=1+1;
end

Algorithm 1: The Multi-transform(x,y,c) Algorithm.

Input: (m,n) Shamir encodingl, k, z : z > a
Output: (m + k,n)ME:ke)

y=x+k;
v=1L
Yy

if L mody == 0 then
foreach group ofz primary fragments out of some
groupsdo
Apply Multi-transform(x,y,k) to generatg
secondary fragments
end
end
else
ry = (L mody) /v ;
ro = (L mody) modwv ;
foreach group of z primary fragments out of some
groupsdo
Apply Multi-transformg, y + r1 + 1, k) to generate
secondary fragments
end
foreach group ofz primary fragments out of some
v — ro groupsdo
Apply Multi-transform, y + r1, k) to generate
secondary fragments
end
end
Replace thel, primary fragments with the secondary
fragments
Algorithm 2: The Multi-share Split Algorithm.

to a well load-balanced FlexArchive system. For @n,n)
fragment-equivalent configuration of an archival objearet
on a system ofV nodes,CFT(.) is given by

‘ ‘1 f R<n—m
CFTR)=1{ v (vir)x("7)

S

where (]) is the combinatorial function. For a set of fragments
obtained by Multi-share Split, a closed expression@arT(.)

is less straightforward. For the sake of simplicity, we fecu
on the special case of Uni-Share Split (which offers a lower
bound on the availability for Multi-share Split in genetal)
Furthermore, we assume that the number of system nddes

n. Let us denote bym, n)V(X*) (same agm,n)M(L-F:1) the
configuration obtained from afin — k, n) Shamir configuration
via Uni-share split by increasing the security budget oyt
consists ofv sets of secondary fragments obtained (3yt)
splitting. Without loss of generality, we assumiemod t = 0
and therefore, we ignore the cases where some sets of the
secondary fragments are obtained iyt + r) splitting. The
secondary fragments can be used to reconstruct any of the
original primary fragments belonging to the originah — &, n)
Shamir configuration. Note th&f — v) primary fragments are
permanently deleted, i.e., they can never be reconstricted
the secondary fragments. We refer to the deleted (albeit onl
temporarily)v fragments asmaginary primary fragmentsThe

otherwise



number of primary fragments that were retained, denoted as® 5 = L P ¥

retained primary fragmentss w = n— L. Clearly, if the number g 00 ht X2 e o 1 g2 e Wi
of lost fragments is greater thgm — m), the data can not be £ os x F
recovered—the resultant configurations from Multi-sharéitSp ; 04 g
can not tolerate more fragment failures than the maximunt limg , £
allowed by the corresponding Shamir configuration. g 0 2

We enumerate the possible failure scenariogmfn)V (L), ¢ o °
when the number of lost fragments< (n — m). Suppose the R
loss ofi fragments in the resultant configuration has effectively % 0 50 100 150 20 250 30 350 400 450 500 " 0 50 100 150 200 250 300 50 400 50500
rendered a loss of fragments amongst the combined set of re- Number of Objects Reconfigured Number of Objects Reconfigured
tained and imaginary primary fragments. Onlyif> (n—m-+k) (a) (6,10) to (7,10)* (b) (6,10) to (8,10)*
does it contribute to the loss of the data. For each such value 2 Ui » 160 61010 (710) —— 3
of z, there are multiple possibilities of the number of fragnsent, %[ Miix2z el Sl I i S

16
lost amongst the retained and imaginary primary fragments. ;

For example, one fragment could be lost from the set
retained primary fragments ar{d — 1) from imaginary primary
fragments, or 2 from retained primary fragments gnrd- 2)

from imaginary primary fragments, and so on. In geneyal,
fragments being lost from the set of retained primary fragtae

Total Comple&n

Total Completion Time
59
3

could occur in(?) ways. The othef: — j) lost fragments are 050 100 150 200 250 30 350 400 50500 050 100 150 200 250 300 350 400 450 500
then secondary which have effectively resulted in the ldss o Nurber of Objects Reconfigured Number of Objects Reconfigured
(z — j) imaginary primary fragments (the number of possible (c) (6,10) to (9,10)* (d) Baseline starting from (6,10)

combinations of the lost imaginary primary fragmentfzisj)). Fig. 5. Comparison of completion time (in minutes) offered by &ia®, Uni-

For a f|Xed set Otz_j) |Ost |mag|nary pnmary fragments |et usshare Spllt, and Multi-share Spllt Recall that Uni-sha{nﬁt% a special case of
' Multi-share Split. We use * to denote a non-fragment-eqentktonfiguration

denote the possible number of Combmaﬂons by Wf(tt:.h j) resulting from Multi-share Split. We report the average efeval runs with the
secondary shares could have resulted it by a function calles¥s confidence intervals small enough to be omitted in this digur

c(z — j,t,i — 7). The functione(.) can be recursively defined

as follows:
(B) i A—1 batch size from 1 up to 500 objects to understand the sciyabil
c(AB,C) = { yF (B) K e(A—1,B C_Ci) otherwise with job size and processing parallelism of the different re
=14 T configuration approaches. We set the valud.pthe number of
We, therefore, have: original shares allowed to be accessed for Multi-sharet $pli

1 n : fw v its minimum value, i.e.L =n —m + 1.
1-CFT(R)= -+ X Z Z ( ) x( ) xc(z—j,t,i—j). We first consider re-configurations starting from (6,10). We
) R A A S observe that in our LAN setting when the batch size is 100

objects, the completion times of Uni-share Split for moviong
] (7,10)*, (8,10)*, and (9,10)* are 0.09, 0.15, and 0.22 mas,t
A. Experimental Setup respectively. We report these in Figures 5(a)-(d). We use “*

We implement the baseline technique and Multi-share Sgiit indicate the non-fragment-equivalent configuratiorssiltng
in our prototype LAN-based archival storage system. The LANMom Multi-share Split. (Recall that these configuratiored
consists of 41 machines with little outside contention fome inferior availability properties than the correspondimggment-
puting or network resources. We use a dedicated machinesto hequivalent configuration; we study this degradation in lavai
a client with the rest serving as archival stores. All maekin ability in Section VI-C). The corresponding values for Mult
have dual Hyper-threaded Intel Xeon processors clockedat 3share Split with the aggregation parameter= 2 are 0.12,
GHz and 1 GB RAM. The operating system running on th@18, 0.36 minutes. As seen, the completion time increases
machines is Linux v2.6.13-1.1532. For the computationagusiwith the aggregation parameter. Most importantly, we finak th
Shamir's secret sharing algorithm, we use #8s5[9] tool. In  Multi-share Split completes by an order of magnitude sooner
all our experiments, we uséF(219), i.e., the size of the finite than the state-of-the-art Baseline technique. The cooredipg
field used for Shamir's polynomial interpolation is 16 bits. values for the Baseline technique are 30.5, 31.4, and 32.6

) minutes, respectively. As the batch size increases fromt@00

B. Performance Evaluation 500 objects, the completion times of Uni-share Split for ingv

We consider re-configurations where the security budget fsbm (6,10) to (7,10)*, (8,10)* and (9,10)* increase by 0.38
archival objects is increased by 1, 2, or 3 starting from ¢hré.61, and 0.92 minutes, respectively. For Multi-share tSypith
different configurations (6,10), (12,20) and (15,20). Wasider x = 2, the corresponding increase in values are 0.49, 0.73, and
a varying number of objects in a batch job of re-configuratioh.48 minutes, respectively. On the other hand, the congpleti
where each object size is assumed to be 1MB. We vary ttimes for Baseline increase by 122.0, 125.6, and 130.4 mnut

i

VI. EMPIRICAL EVALUATION OF FLEXARCHIVE



respectively. We observe that Baseline also scales verylypodhe primary shares. The amount of parallelism is reduced as
with the batch size. This supports our proposition that ouitM we move to Multi-share Split with larger values of Also,
share Split can be deployed to achieve significantly faster the computation involved in transforming primary fragnettd
configuration times compared to the Baseline. Multi-shglt S secondary fragments is higher in Multi-share Split than ii-U
exhibits increased parallelism compared to Baseline ambis share Split.
limited by the additional synchronization phase of fragimen o ) )
reconstruction required by Baseline. D. Availability Evaluation: Failure Traces

Finally, we conduct measurements of completion time for In our availability characterization so far, we have asstime
starting configurations of (12,10) and (15,20) and makelammi failure independence of nodes. However, the failure catieh
observations about the significant speedup offered by Multietween nodes may not be completely absent in real world
share Split. Due to space constraints, we only mention twystems, e.g., due to nodes being managed using common
salient observations here and present these figures in a seépanagement strategies, system software bugs, DDos attacks
rate research report [16]. First, our experiments yieldilsim etc. We study three real-world traces with failure inforioat
observations as above about the significant speedup oftgred(described in Table 1) to evaluate the impact of realistitufe
Multi-share Split. Second, we find that the completion tiffaes patterns. WS trace [33] is intended to be representative of
the starting configuration of (12,20) are much larger coragarpublic-access machines that are maintained by differemirad
to that of (15,20) for Multi-share Split, whereas the oppmsiistrative domains, while PL and RON traces [33] potentially
is true for Baseline. This is because Multi-share Split apes  describe the behavior of a centrally-administered disted
only on (n —m + 1) original fragments whereas Baseline usesystem that is used mainly for research purposes as well as

m fragments. for a few long-running services. A probe interval is a contple
o ) - round of all pair pings; a node is declared as failed if none of
C. Availability Evaluation: Conditional Fault Tolerance the other nodes can ping it during that interval.

We evaluate the availability resulting after a re-configiom We estimate the “availability of data,” for a given configura
using CFT(.) as definition in Section V. We measure thdion as follows. First we assume that the nodes used to store
CFT(.) of resultant configurations obtained by incrementinthe fragments of an object are chosen uniformly at randomn fro
the security budget of three fragment-equivalent configoma among the nodes associated with the trace. We then determine
(6,10), (12,20) and (15,20). As before, due to limited space probability that the object can be recovered within pver
we present the results for only (6,10) and present the restgrobe interval. Availability of data is then expressed gsin
the research report [16]. Figures 6(a)-(c) sheWw'T'(.) for the average of these probability values over the entireetrac
configurations obtained by incrementing the security buddge With our assumption on placement of fragments, availgbdit
(6,10) configuration. In all the cases, we assume the s@i$hgidata is given b)Egzl (CFT(R) x FSF(R)). Here,CFT(.)
budget in terms of the number of original fragments thas the conditional fault tolerance computed for a resultant
are permitted to be accessed during the re-configuratien, iconfiguration with the number of system noddsset to the
L =n—m+ 1. In Figure 6(a), we compare the FT(.) of total number of nodes in a given failure trace. The function
(7,10)* configuration achieved using Uni- and Multi-sham@iS FSF(R) represents “failure size frequency” and is the fraction
techniques with the (7,10) configuration achieved usingebas of instances in the trace where exacitynodes fail. Figures 7-
when the security budget incremeht= 1. Figures 6(b),(c) 9 show the availability for different resultant reconfigtivas
report CFT(.) for final configurations (8,10)* and (9,10)* and traces. The “Num Nines” on the y-axes indicate that the
respectively. availability values are extremely close to one, hence we use

As expected, we observe that th&'T'(.) of configurations the number of leading nines after the decimal point in our
using Multi-share Split lag behind those using Baselinee Tipresentation. From these figures, we observe results simila
gap initially increases when the security budget increnieigt those seen in Section VI-C where as we move from Uni-share
raised from 1 to 2 but it tends to become smaller for> 3. Split to Multi-share Split with higher values of the aggréga
We also observe that' F'T'(.) using Multi-share Split improves parameter, the availability of data increases and appesatiat
with the aggregation parameter In particular, CF'T(.) using for the corresponding fragment-equivalent configuration.
Multi-share Split withz > 1 are superior to those using Uni-
share Split. One might argue that a FlexArchive administrat
should always prefer Multi-share Split with the largest gibke The motivation for this work stems from the complex trade-

x as it provides the best CFT. However, as already seen tbifés between the confidentiality, availability, and penfance
improvement in availability comes with an increased cortipie that modern storage systems need to address. We argued that
time for re-configurations. For example, the completionetim secret sharing-based encoding of data offers two desirable
for Multi-share Split withxz > 1 are larger than those for properties—(i) information-theoretically provable guatees on
Uni-share Split. In fact, the completion time increaseshwitdata confidentiality unlike conventional encryption, arig (

x in general. This is because of the following reasons. buantifiable guarantees on the availability of encoded-data
Uni-share Split, there is inherent parallelism in the setigg that make it particularly suitable for the design of inciegy

the (¢,t) splittings are done in parallel on the nodes storingopular and important distributed archival data storeseseh

VIl. CONCLUDING REMARKS
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[ Trace | Duration [ Nature of nodes [ No. of nodes[ Probe interval]
WS | 09/2001 to 12/2001 Public Web servers 130 10 mins
PL 03/2003 to 06/2004| PlanetLab nodes | 277 on avg | 15 to 20 mins
RON | 03/2003 to 10/2004 RON testbed 30 on avg 1 to 2 mins

TABLE |
THREE FAILURE TRACES USED IN OUR STUDY

guarantees, however, come at the cost of increased resoupggG. R. Goodson, J. J. Wylie, G. R. Ganger, and M. K. Reiter. Efficigmabtine-

; : ; tolerant erasure-coded storage.Hroceedings of the 2004 International Conference
consumption during reads./wntes and hence could degrf_aeig th on Dependable Systems and Networking (DSN 20T 2004,
performance offered to clients. Consequently, we arguei, i [25] A. Haeberlen, A. Mislove, and P. Druschel. Highly durable, decentralitecge

; ; despite massive correlated failures. Rroceedings of the 2nd symposium on
desirable tha_t such a storage system' emp.on techniques that Networked Systems Design and Implementation (NS 2005,
could dynamically transform data configuration to operdie t [26] R. Hassan, W. Yurcik, and S. Myagmar. The evolution of storageceproviders.
y y g p
ithi ; 1 fali ; HH _ In Proceedings of the Workshop on Storage Security and Survival@0g5s.
store Wlthm reqUIrEd Conﬂdentla“tY’ avallablllty’ aanmDr [27] Tony Hey and Anne Trefethen. Data deluge - an e-science perspectiveridn
mance regimes (or budgets) despite changes to the operating computing - Making the Global Infrastructure a Realiianuary 2003.

environment. Since state-of-the-art transformation I’DG]]JJIES [28] A. lyengar, R. Cahn, J. A. Garay, and C. Jutla. Design and implememtafia

o secure distributed data repository. Broceedings of the 14th IFIP International
suffer from prohibitive data transfer overheads, we devetb Information Security Conference (SEC' 98eptember 1998.

a dynamic data transformation technique called Multi-ehaf?®
Split that imposes significantly lower overheads. Usingg,thi

we proposed the design and operation of a secure, availabfd]

and tunable distributed archival store, called FlexArehispan-
ning a wide-area network. Using a combination of analysis
and empirical evaluation, we demonstrated the feasibiity

FlexArchive.

(32]
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