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ABSTRACT

Content Addressable Storage (CAS) is a data representatibn
nique that operates by partitioning a given data-set intointersecting
units called chunks and then employing techniques to efiigie
recognize chunks occurring multiple times. This allows C&S
eliminate duplicate instances of such chunks, resultingduced
storage space compared to conventional representatiodataf
CAS is an attractive technique for reducing the storage ahsark
bandwidth needs of performance-sensitive, data-interegdplica-
tions in a variety of domains. These include enterpriseiegibns,
Web-based e-commerce or entertainment services and tpghly
allel scientific/engineering applications and simulasici® name a
few.

In this paper, we conduct an empirical evaluation of the bene
offered by CAS to a variety of real-world data-intensive laggp
tions. The savings offered by CAS depend crucially on (i)rthe
ture of the data-set itself and (ii) the chunk-size that CAleys.
We investigate the impact of both these factors on disk space
ings, savings in network bandwidth, and error resiliencelaf.
We find that a chunk-size of 1 KB can provide up to 84% savings
in disk space and even higher savings in network bandwiditstvh
trading off error resilience and incurring 14% CAS relategro
heads. Drawing upon lessons learned from our study, we ¢eovi
insights on (i) the choice of the chunk-size for effectivaspsav-
ings and (ii) the use of selective data replication to cautfte loss
of error resilience caused by CAS.
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1. INTRODUCTION

High-performance distributed applications that mustestoe-
trieve, manipulate and transfer large amounts of data abdbata-
sets managed by such applications have increased steadhg t
order of terabytes [5, 6, 34]. TeraShake [34], a grid appbtica
that periodically checkpoints its data for recovery or wigation
purposes generates close to 50 TB of data from one run. Such ap
plications impose tremendous strain on the infrastrudgtuseveral
ways. Continuing with TeraShake as an illustrative apfitica at
least three requirements from the storage/networkingatfucture
emerge. First, such applications desire the ability tokjyitrans-
fer such large volumes of data from scratch volumes or in-orgm
buffers on the local node to remote storage. If the networidba
width is insufficient, researchers are forced to minimizexdgner-
ation and/or collection to ensure that the buffer or storzaEacity
of the local node is not overwhelmed. Second, the storagasnf
tructure must provide enough disk bandwidth at the datasitpy
site to keep up with the flood of incoming data. Finally, thenast
be enough spare storage capacity to house all experimeattal d
perhaps even across multiple runs.

A data management technique that can reduce the above needs
can potentially change a task (like generation of “on-tg&gtaph-
ics for TeraShake) from the realm of infeasible to feasiSienilar
issues exist in the context of data from enterprise-clagsVsiab-
based Internet-scale applications, that must often dehlteiabyte
or even petabytes [20, 26, 35, 36, 37]. In all these systerdsicing
the amount of data that must be transferred, stored, andgedna
is a crucial requirement with implications on applicatioerfor-
mance, storage costs, and administrative overheads.

Two complementary and well-researched approaches focredu
ing the amount of on-disk data and volume of network traffe ar
caching and compression. Caches range from those withiabpe
ing systems and applications to those within dedicatedypnoxles
and are an extremely well-studied topic. Compression igdes,
besides their direct benefit of reducing the size of the dataalso
offer the indirect benefit of increasing the fraction of dtitat can
be effectively cached. Many data-intensive storage prisdak
ready employ various forms of data compression [16, 19,@8h-
tent Addressable Storage (CAS) has emerged as an incrgasing
popular alternative to traditional compression techrsginerecent
systems literature [27, 22, 47, 24, 43, 32].

CAS operates by partitioning a data set into non-intersgcti
blocks calledchunksand then building efficient meta-data to rec-
ognize chunks occurring multiple times. This allows it torehate



duplicate instances of such chunks, resulting in more efftoiise 2. CAS OVERVIEW
of disk space. The same meta-data allows CAS to compare data Content addressable storage (CAS) is a data management tech

residing at two repositories — a local cache and a remote.sitris nique that can potentially improve storage and networkieffizy.
enables CAS to make efficient use of the network by holding and cag operates on data by dividing it into non-intersectingckb
then transmitting from the local cache only the data thatrid  or chunks, and eliminating the common chunks as describetd ne
previously exist on a backing store. It is important to ndtat ta First, a cryptographic hash is generated to uniquely ifignime
CAS-based cache is unique in that it can optimize away nét jus each chunk. The use of a cryptographic hash function, tiipica
reads, but also writes for content that already exists obaoking SHAL, ensures that two chunks will hash to the same name if and

store. Since CAS does not modify the data content itself, & CA only if their contents are identical. By storing only uniguashes
compressed dataset can be further subjected to standaptenm (and their corresponding data chunks) in the CAS reposithy
sion techniques like gzip [49], if greater savings are aebir plicate chunks in the data are eliminated. As a trivial extagmo
Thus CAS is a technique to enafleduplicationof data. The  chunks, both comprising of zeroes would hash to the same.name
amount of savings achieved by CAS crucially depends onthelch  Hence by storing just one instance of the above chunk, sawing

size - smaller chunk sizes provide more opportunities fentidy- storage space and network bandwidth is achieved.

ing duplicates at the cost of increased meta-data storagj@ran The compression ratio thus achieved is highly dependenit@n t
cessing overheads. The choice of a small chunksize is noigéno  ata being stored. A dataset with highmmonalitywill have some

to guarantee a certain amount of space savings. Data deattigpti chunks occurring a large number of times. On the other hand, a
using CAS relies on the existence of significant duplicate&s in dataset with hardly any commonality would be comprised atmo
data - an intrinsic property of the data-set itself. Themefthe ben-  \ynolly of unique data chunks. Thus the commonality in data di

efits that CAS has to offer are intimately dependent onthe-slet.  rectly affects the savings achievable by CAS. The sourcesmf
A side effect of removing duplicate data chunks is the magmifi  monality could be numerous. For example, backup or checkpoi

tion of corruption or loss of a single data chunk in a CAS répog storage systems like Internet Suspend/Resume([32]) czndig-
making reliability a concern. nificant time invariant data being stored multiple times. ofkrer
Unfortunately, minimal investigation of these three isshas example could be a data-store housing trace data from rieultips
been undertaken, especially in the context of two very irfgar of an application.
classes of applications — enterprise applications andtsféeor In addition to the commonality inherent to the data, theigbil
grid applications. Available literature has mostly exphbrthese  of CAS to exploit it depends on the choice of chunksize. In the
issues for web-pages, home-directories and source-ceube{4i, previous example, consider the case when two runs of the apme
38, 30, 9, 44]. We believe that CAS can significantly impaetttho plication generating a singlegarlyidentical data chunk, differing
most important components of any enterprise and sciewfiiit/ by a single bit. In this case, since the chunks are not idaip@AS

computing application, namely the the network and the ki cannot obtain any savings. However, by using a smaller ciinek
store. In this paper, we attempt to quantify the impact of @RS the data common to the two chunks could have been eliminated.
real-world dataobtained from enterprise applications and scientific The choice of a chunksize is a tunable parameter that we @xjpio

applications. this paper.

We note that there is a fairly large entry-barrier to undenig. Use of CAS also gives another advantagglebal naming A
such a study. First, we observe that the benefits of CAS dependyser can presertny CAS repository with a hash and check if the
on the data in question, forcing the use of real applicatatadas  data block is present in that repository. Addressing a bincks
opposed to synthetically generated data traces. Unfdelynanost content-hash thus provides a way to globally name a block — in
readily available file-system traces generated from theugian of dependent of the namespace where the block may be housed, in-
real applications lack requisite information to identifyetactual dependent of geographical or server IP address locatiensBst

content of the data. Thus for a CAS-based study, we attempt t0 removing these constraints on themingof the block, issues such
first find and then run real world applications on a more amienab 55 retrieval of data and location based caching are sinplifie

file-system, in order to generate traces with adequaterivgtion. A file-system using a CAS-based store or back-end needs to
We used a publicly available file-system — CAPFS, the Content translate requests for a file offset into requests for dataspond-
Addressable Parallel File-System [47] to carry out our sitiga- ing to a chunk name (hash). For this purpose, an additiontd-me

tions. A unique consequence of this choice is that we are in a gata structure calledracipemust be maintained by the file-system.
position to comment on CAS related run-time performance-ove p recipe is a sequential list of chunk names (hashes), quores

heads obtained on an actual content-addressable file sySteis ing one-to-one with the file data (chunks) that make up the filat
is another significant contribution of this paper. o For example, if on a file-system with chunksize 4 KB, theresei
Our empirical evaluation provides a number of valuableghts, a 12 KB file, then it would need to be stored as three chunks. If

both positive and negative, into the applicability anditytibf CAS the hashes for these chunks hgeh, andhs respectively, then the
for real-world applications. We find that a chunksize of 1 KB 0 yecipe for the file would béhy, hy, hs}. In this example, a request
2 KB provides best results for optimizing storage requiretse {0 read bytes 4097 to 5097 would generate a request to read the
More interestingly, we observe that at times, even though- st gata for the chunk with hash,. The use of a recipe can provide

age space reduction is not possible (dataset containsynumstjue for bandwidth optimizations or consistency needs [12, £3,32]
chunks), network bandwidth reductions to the order of 5% oren and for signing/verifying data [31]. On the downside, aidial
even when a standard caching policy would require transomiss meta-data (recipe) needs to be maintained for every file.hén t
all data to the remote backing store. We also find that CAS make apove example, even if the file were entirely composed ofszero
the data highly vulnerable to loss, but a selective repboatsing and hencéy, h, andhz were identical, the recipe would still need
5% of additional storage space can offset the loss probabitiile to store a hash for all three chunks. At small chunksizes, dan

keeping the storage space gains. We choose to ignore tteeabsu  pe 4 significant overhead that eats away at the savings etitain
hash-based collisions by agreeing with the view that they nu the use of CAS.

pose as significant a threat [28, 8] as perceived earlier [21]
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Figure 1: Simplified CAPFS system architecture.

3. METHODOLOGY

Currently available public domain file-system traces assl@
quate to undertake a CAS based analysis. Most traces fitersys
or disk level traces record the timestamp, block number doe{fi
name,offset} tuple requested and type of operatiarddor write).

To undertake a CAS based analysis of the data, knowledgeeof th
block number or offset being requested is of no use — whatiis-(m
imally) required is arace of the same read/write operations and
the content of the read/write operation or its equivaleme ¢thunk
names/hash values). Note that for an accurate analysssiréte
needs to be collectdive, while the application is running. This is
because due to over-writes, the chunk-names cannot beageder
by post-processing the final file data, at the end of the aqijdic
execution.

Unfortunately, such a trace, collected at a particular kbize,
does not permit a CAS based analysis at any other chunksize. T
synthesize a trace for a smaller chunksize, it would be isiptes
to generate the sequence of hashes that would have beestextjue
since the data/content is not available. One might tedyduslable
to generate a trace for a larger chunksize by correlatingfitets
or block numbers with the hashes being requested. Howexen, e
then this would not be accurate since if the application wasa-
tively with the larger chunksize, then the sequence of reaiss

| Name | Type | Description | Size ]
gene-dbasg Static [ Contains genes from GeneBarlk103 MB
btio | Live | Part of NAS parallel benchmark 400 MB
bssn| Live | The BSSN PUGH benchmark | 1.6 GB
heat-solver| Live | Generic heat-solver 106 MB
dbt2 | Live | OSDL Database Test 2 306 MB

Table 1: Benchmarks used.

data read/write requests are sent directly to the CAS server

In our experimental setup CAPFS was configured to use a single
CAS server with POSIX consistency semantics. The CAS server
was configured to house a Berkeley DB [3] stored in a btreedbrm
indexed by 20 byte SHA1 hashes corresponding to data blatsks.
ing a single CAS server made it easy to log the get/put regtiest
hashes as they arrived. Similar logging was enabled atattitant
nodes running the benchmark. The trace thus generateddigthe
and server end, helped us reconstruct the execution of thehbe
mark. CAPFS was run with various chunksizes and the traees th
obtained were analyzed. By instrumenting the CAPFS cliedt a
server daemons we also gained valuable insight into othéorpe
mance issues including SHA1 computation overhead and foku
overheads at the CAS servers.

The experiments were run on an IBM pSeries 20-node cluster.
Each each node has a dual hyper-threaded Xeon clocked at 2.8
GHz, equipped with 1.5 GB of RAM and a 36 GB SCSI disk. The
nodes run Redhat 9.0 with Linux 2.4.20-8 kernel compileSitP
use and are connected by a gigabit ethernet network.

3.2 Benchmarks

A synthetically generated dataset may either contain tidie li
commonality (a dataset made from random data) or might have
too many regular patterns (a dataset made by repeating szaje d
With this in mind, we use the fiveeal-world datasets listed in Ta-
ble 1 as benchmarks for studying the performance of CAS. fiixce
for thegene-dbasbenchmark, all other traces contain the sequence
of read/write operations as carried out during the appboatun,
and are hence labeled ge datasets. For these datasets, we can
analyze the impact of CAS on network bandwidth and effentrgs

observed would have been different from what was observed at of caches.

a smaller chunksize size owing to reads/writes straddlimgnk
boundaries.

Hence, we need an observational infrastructure that cpace gk
ture hashes for read/write operatidng, and (ii) can be config-
ured to collect the trace at different chunksizes. To acdismp
this, we developed CAPFS, the Content Addressable PaFlkel
System [47] and use it here for our empirical study.

3.1 CAPFS: A Content Addressable Parallel
File-System

As explained above, we need a mechanism to run the appli-

cation(s), calculate and record the SHAL hashes of the raads
writes. For this reason we chose to use CAPFS, a Content ssldre
able Parallel File System designed and implemented by us [47
Figure 1 shows the simplified CAPFS system architecture. The
client nodes mount the file-system exported by the metasdmter.

The CAS servers form the back-end storage and house the file-

system data. The blocks are striped in parallel across th8 CA
servers for performance. Each CAS server exports two pviesit
i) get(hash) and ii) put(hash,data). To implement thegsmitivies,
the CAS server runs a simple database that mirrors the almive g
and put operations. When the application is run on the cfiedes,
meta-data accesses are synchronized at the meta-datazsehad!

Thegene-dbasdataset contains a few randomly chosen genomes
from the NCBI GenBank database [33]. This dataset was athtic
analyzed as-is for inherent commonality and hence is natethat
of a live application, as indicated in Table 1. The BTIO benahk
[2] is based on a computational fluid dynamics (CFD) code that
uses an implicit algorithm to solve the 3D compressible Havi
Stokes equations. We ran the A class version of the benchmark
using the full-mpiio version. Thessnbenchmark is a numerical
relativity code using finite differences on a uniform grid.[The
heat-solveiis a standard heat solver written in Fortran using MPI.
Thebtio, bssmandheat-solvebenchmarks run in iterations, create
data periodically and update either the same data or geneest
data during the application lifetime. These three sciengifiplica-
tions can be configured to run on a single node or multiple s.ode
Thedbt2benchmark is the OSDL Database Test 2 benchmark [17].
Itis a TPCC-like benchmark that loads tables into a mysgleseat
startup and runs queries on the tables for a specified timedhe
figured the benchmark to run with three warehouses (withuitefa
values) and ran queries on all three warehouses for five esnut
The mysql server was configured to store it's innodb tablespa
on the file-system exported by CAPFS. All other tables thaewe
loaded by mysqgl were also stored on this file-system. The dou-
blewrite buffer was stored on a local scratch file-system.tiAfee
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Figure 2: Savings in storage space as a function of chunk size Figure 3: Identifying commonality in data due to iterative be-
havior.

the execution of all the abovéve applications by instrumenting o )

the CAPFS file-system. The trace logs thus obtained help de to KB chunksize lies in the fact that the innodb tablespace étum
post-mortem analysis on the data. The above five datasets cov the CAS store uses an internal page size of 16 KB. As a redult, a
data from different sources and of varied size, hopefullping us chunksizes less than or equal to this value extract the saerd
make informed conclusions. of commonality from the tablespace data. This also expltias
sharp drop in savings beyond the 16 KB chunksize. fere-

. dbasedata has some exploitable commonality (12%), only at the
4. CAS:PROS smallest chunksize of 128-bytes.

In this section we look at the advantages of using CAS - namely . .
the savings in storage space and the savings in network baghdw ~ 4.1.2  Applications benefiting from CAS

from using a CAS-based cache on a client. We can view commonality in data as arising from, i) incidénta
. . commonality between data chunks (generated in the sanatigtey
4.1 Savings in Storage Space and i) commonality due to data chunks that are not modifiedsac

CAS has a direct impact on the amount of space required te stor iterations. The three scientific application benchmabssii, heat-
data. We compare the savings obtained by the use of CAS againssolver, btiohave clear, well-defined iterative behavior in data gen-
a default non-CAS case where the data is stored on a reg@ar fil eration. The iterative nature of these benchmarks coréibto

system with no in-place writes. similarity in the data remaining constant across iteratigerative
. commonality. Thedbt2 andgene-dbaséenchmarks do not have

4.1.1 Impact of chunksize such iterative data generation pattern. For these two Inesudts,
The chunksize in use for a CAS-based store is a tunable param-gains from the use of CAS are realized by any incidental commo

eter that affects its performance. The curves in Figure @ystoe ality in the data itself. It is important to note here that Ch&sed

effect of chunksize on storage space required. The commen ob schemes can explolioth types of commonality, while non-CAS
servable trend for all the datasets is that savings in stospace based schemes may be able to identify only iterative comlitgna

decrease with increase in chunksize. The reasoning behimdst In order to quantify the commonality from the iterative natu
intuitive. Imagine two blocks differing only at the first bit the of an application, we applieddiff like filter to the data generated
current chunksize, both chunks will have a different hastging across iterations. This was done by examining the list ohéss

the CAS store to house two chunks, thus providing no space sav of stored data for one iteration and comparing it with thé di
ings. On halving the chunksize, we get four chunks, two ofclvhi  hashes of stored data for the next iteration. The savings dbu
are identical, yielding a 25% savings in space. Hence, small tained from this diff-like operation indicates the savirgsained
chunksizes can identify more commonality (when it existalB from unchanging data across iterations. This is shown inrEig.
and thus yield higher savings. The curves labeled dsssn, heat-solveandbtio are the same as
Figure 2 shows that all the live applications benefit from CAS the ones from Figure 2, while the curves obtained by applging
The bssnbenchmark at a 128-byte chunksize achieves 99% disk- diff appear with adiff subscript.
space savings. As the chunksize increases to 1 KB and 2 KB, the We observe that iterative commonality has a significant tole
savings fall only marginally to 98% and 97% respectively.eTh play. For example, the two curves fbtio and btig;ss are iden-
savings for theneat-solverdata decrease from 19% at a 128-byte tical indicating that all the savings for thdio benchmark are due
chunksize to a steady value of 5% at a 2 KB chunksize and beyond to its iterative nature. Similarly, a very large fractiontoke sav-

The use of CAS saves saves 6% at a 128 byte chunksizZtitor ings for the other two benchmarkisssn and btipcomes from the
and about 3% at chunksizes greater than 4 KB. iteration based behavior. The amount of incidental comnitgna
The dbt2benchmark also benefits tremendously from the use of within data chunks of an iteration can be seen as the difterén
CAS, with the savings declining marginally from 72% at a 188e values between a curve and its diff-based version in Figuiieh®
chunksize, to 64% at a 16 KB chunksize and declining furthenf value varies not just with the specific application itselfi blso

there on. The reason behind the gentle decline in savifdsdill6 with chunksize. Fobssnthis value is as high as 21% at a 1 KB
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Figure 4: Percentage savings in network I/O when using a coent addressable cache

chunksize. In the case bkat-solver this difference is as high as
7% at a 128-byte chunksize, but tapers down to less than amerc
at a 1 KB chunksize, whilbtio hardly has any commonality be-
tween chunks of the same iteration. This brings us to thewatig
two conclusions,

e Commonality from older iterations provides significant sav

The use of CAS directly impacts the amount of data that needs t
be sent over the network in two ways. First, CAS can be used lik
a compression mechanism. By internally chunking a large cea
write into smaller parts, CAS can remove the repeated chanils
send only the unique chunks over the network. Second, CAS can
be viewed as a caching technique that can eliminate readslbasy
writes (as opposed to traditional caching techniques wtahot

ings. These savings may be realized by the use of a diff-basedoptimize writes). For example, a write may not require thesalc

mechanism.

e Applications also have commonality from data chunks within
the same iteration. These savings can only be exploited & CA
based schemes. The extent varies from application to applic
tion, and also with chunksize.

We further investigated the cause of commonality in apfitica
data. For example, for thdbt2 application, we find that the most

data to be written out if the chunk to be created already €kighe
CAS repository. Similarly, a read need not be sent to thesiemy

if it may be satisfied by another chunk with the same conteai|-a
able from a locally cached pool of chunks fetched earliereseh
advantages of CAS extend beyond the case of networked It@to t
case of /0 on a local machine. In case of local I/O such cachin
is anyway done by thbuffer cache CAS can be used to design a
content addressable buffer cache to manage objects, thgdbeir

common chunk occurs over ten thousand times and the secastd mo SHA1 hashes. Thus the results in this section indicate theflis
common chunk occurs just ten times. We inspected the data to©f using CAS not only for network data, but also for say a syste
find that the most popular chunk was a chunk composed entirely level buffer cache.

of zeroes). This is due to disk space allocation behavionmddlb.
An important lesson here is that applications that use spagdri-
ces or datasets (perhaps arising out of internal allocgtidicies)
can have portions of their data that benefit from CAS compess
This is especially true if an uncompressed representafisparse
datasets is used.

4.2 Content Addressable Caching: Savings in
Network Bandwidth

In this section we wish to examine the savings in network band
width by use of CAS. We note that this section analyiresdata
requests made on the storage subsystem, as opposed toysisanal
of a static snapshot of the storage undertaken in Section 4.

For this study, a trace of all the read/write requests wasgded
by running all the live benchmarks. This trace was then ueed t
evaluate a the performance of a local buffer, with LRU beimg t
eviction policy. The percentage savings obtained with delpuff
a size S in Figure 4 indicates, i) savings when using a CASdase
cache to absorb reads/writes, and ii) savings in networkl\watth
when outgoing messages are buffered by upto S bytes. Thirlease
case (the 100% mark) is the amount of data to be sent when no
caching used.

The three scientific application benchmarks perform vegriyo
when using a traditional LRU-based cache (Figure 4(d)) and p
vide less than 0.5% savings even in the best case (32 KB chunk-
size). The underlying reason is that these benchmarks asdymo
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including meta-data overheads

sequential write workloads, hence the only gains from aaghrise

out of spatial locality. The most important point here isttbeen
while all the benchmarks perform miserably under LRU, theSCA
based schemes perform better. In fact, we can reason thaSa CA
based LRU policy will always outperform an LRU based cache. |
cases where there is absolutely no locality of referenca hamce

no exploitable commonality, a CAS based cache will perfoem a
well as the non-CAS LRU cache.

We observe that the use of CAS tremendously bernefisa(Fig-
ure 4), in-spite of this being a sequential, mostly writdyamork-
load. This is an interesting result because traditionatigehe can-
not reduce the amount of write data when temporal localighis
sent (no in-cache over-writes). However, a CAS based caahe ¢
detect that some or more of the N dirty pages have the samertont
and hence need to be written out just once, reducing the nuofibe
writes to less than N. As a result, thesnbenchmark, which has a
large commonality in its data can reduce the amount of dake to
written by almost 100% at a 1 KB chunksize, using a very small
CAS based cache.

The use of CAS brings tangible results for all the three gifien
application benchmarks. Intuitively, these three benckmae-

16 KB, but the CAS based cache still brings some savings.

Another interesting observation is that a CAS based cacke ha
the distinct advantage of being able to lookadlt the data en-
countered, even across file-names. As a result, fohéag-solver
benchmark, which creates new data in new files every iteratie
CAS cache has a reasonable hit-rate.

We conducted the same experiment with a CAS based cache
when running the scientific application benchmarks on rpidti
client nodes. With each node managing a specific subset of the
whole data, we found that CAS finds significantly more common-
ality on every node. For example, on increasing the number of
nodes from 1 to 4 to 9 fdotio, the savings obtained by the use of a
very small cache increase from about 4% to 18% to almost 40% re
spectively. As the number of nodes increase, the data gedgvar
node, per iteration decreases, hence a progressivelyesralthe
size is required to realize the benefits. On the other handss |
than ideal data-partitioning across nodes leads to minimakg-
ative increase in savings, with increase in number of clientes.
Poor data partitioning could occur due to a poor algorithndue
to the algorithm data mapping poorly onto the number of nodes

In summary, the use of a content addressable caches pragide s
nificant benefits over a non-CAS based cache. For the CAS based
cache to be effective for an iterative application, the sibecated
should be larger than the size of the unique data generatetépe
ation.

5. CAS: CONS

In this section we look at the challenges brought up by the use
of CAS. We look at the problem of added overheads in terms of
maintaining extra meta-data, concerns of decreased esilience
at the CAS store and performance related issues.

5.1 Meta-Data Overheads

Figure 2 from Section 4.1 indicates that a CAS based store has
the potential for significant space savings. These saviags An
added cost — that of having to maintain an additional mapfromg
file offset to the hash (the name) of the chunk. This meta-cidtad
the recipe (described in Section 2) stores a hash value for each N
bytes of the file (N being the chunksize of the file-system). On
deducting the cost of storing these hashes (20 bytes perfoash
SHAL1), the net savings obtained from the use of CAS are shown i
Figure 5.

For thebssndata, after including the overheads, the savings peak

ing iterative benchmarks, as long as the CAS based cache is largeat 96.5% at a 1 KB chunksize, and then decrease monotontoally

enough to hold data from an entire iteration, the next itenatan
exploit commonality across iterations. This is corrobedan Fig-

ure 4(b), wherdbtio (which generates 10 MB of data per iteration)
performs better when using a cache at least 10 MB large. &iyil

in the case oheat-solvey which generates 2 MB files per itera-
tion, a 2 MB CAS based cache is enough to exploit commonality.
For both applications, savings of the order of 4% is achieved

the other hand, foossnwhich generates about 260 MB of data per
iteration, the savings occur with a very small cache sizds Th
dicates that it is not the size of the data in the whole iterathat
impacts the minimal cache size. Rather, it is the size of thieue
data generated per iteration. Recall from Figure 2 that 688%

of thebssndata can be eliminated via CAS. This leaves about 1%
of the data as data belonging to unique chunks, which fits ih we
with our hypothesis regarding the cache size.

The dbt2benchmark also benefits from the use of a CAS based
cache, indicating that eliminating redundant data bringy sig-
nificant gains (Figure 4(b)). The performance is severehafieed
for using a larger chunksize of 32 KB than the internal page of

70% at a 32 KB chunksize. This interesting curve is a result of
the tension between two opposing trends : commonality ia dat
and meta-data overhead. Smaller chunksizes have the jpbtent
expose more commonality, and hence can save more disk space.
However, smaller chunksizes lead to more chunks per filegdhen
largerrecipes leading to more meta-data overhead. The large over-
head at a 128 byte chunksize reduces the CAS savings from al-
most 99% in Figure 2 to 84%. As the chunksize increases to 1 KB
and 2 KB, the commonality decreases marginally (less thainl%
Figure 2), while the meta-data overheads drop 8-fold anébltb-
respectively. This remarkable drop in the meta-data oweftier
almost no drop in the savings leads to 1 KB being the most opti-
mal chunksize for storingpssndata. Beyond a 2 KB chunksize,
the commonality itself drops appreciatively, leading tagmgicant
drop in the savings. The nature of ttiigt2curve is almost identical,
peaking at a 1 KB chunksize.

A similar behavior is also observed for theat-solverandbtio
benchmarks. Theeat-solvebenchmark peaks at a 512-byte chunk-
size saving 7.8% and falls marginally to 6.6% at 1 KB. For $mal
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Figure 6: Storage profile for 128-byte chunks

chunksizes, the savings for thxio benchmark starts in negative
territory when including the meta-data overhead cost. AR&-1
byte chunksize the CAS store requires 9.6%re storage than a
conventional data store. With increase in chunksize froBile
to 2 KB, commonality stays relatively constant at around 3be
mark (Figure 2), while the meta-data overhead drops 16-fadda
result, the curve has its highest savings of 4.4% at 2 KB céigek
The gene-dbaselata does not exhibit any commonality (Figure 2)
and the added meta-data overhead makes the CAS store #rffici

The above analysis indicates that a) small chunksizes ohdro
1 KB are best, and b) applications with iterative data geimra
behavior have better chance of profiting from CAS.

5.2 Decreased Error Resilience

achieves space savingsammpressiomt the cost of error resilience.
If the value of a chunk were measured in the amount of file data
(user data) that would be lost on losing a single chunk, thea i
traditional data store each chunk would be equally valuahleile

in a CAS based store, a chunk with a higher commonality woeld b
more valuable. Using the data from Figure 6, we can estinhate t
amount of user data rendered unusable on losing a certainramo
of (CAS based) storage. Specifically, we would like to find it
fraction of the user data lost lost on losing a certain fraactf the
storage space. We observe that the amount of user data lestavh
chunk i in the storage system is destroyed, is given by

loss = commonality= chunksize

@)

In the worst case scenario for a CAS store, we would lose the
most valuable chunks (chunks with highésss values) first. Ar-
ranging all the chunks in non increasing order of thegs values
as the sequence in which the storage data is lost gives ugeFigu
In line with our expectations, higher commonality in datads to
poorer error resilience. From Figure 7 we observe the copores
ing trend — the smaller the chunksize (more commonalityg, th
farther the curve from the non CAS case, and hence higher dam-
age on loss of single chunk. Thssnanddbt2 data which have a
large amount of commonality, also have the worst erroriszgib.

At a 1 KB chunksize, losing a few percentage of the storageespa
can destroy close to 100% of the user datab&sn Increasing the
chunksize to 32 KB reduces this probability to about 60%.hi. t
heat-solver and btidata, we notice that the use of a 1 KB chunk-
size brings the loss probability close to the 32 KB chunkizs
probability. The above observations indicate that the fiseloKB
chunksize is a much better choice than a 128-byte chunkeize f

By storing duplicate data chunks just once, a CAS based store safety reasons. We note that the: x line shows the baseline case
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indicates the time required to do everything but write thenks to

On the other hand, CAS exposes enough information about the disk on the data-server, while thetal curve indicates the total time

chunks to make informed replication choices. One might shoo
a suitable replication policy, perhaps based on commagnafita
chunk, or its access popularity, or its age, or even a cortibma
of the above. Using such a policy, one might significantly iawe
the availability of theright chunks, or the dataset as a whole, with-
out losing too much space. Figure 8 shows the effect of onk suc
replication policy on error resilience of thessndataset for a 1 KB
chunksize. In this policy, the chunks are replicated in a&dye
manner depending on their commonality. The percentage eumb
indicated in the graph indicates what percent of the unigafdd
CAS data store was additionally allocated for replicatedndis.
Even a small amount of replication (5%) makes significarfedif
ence to the error resilience of the dataset as a whole.

5.3 CAS Overheads

required to complete the operation including disk /0. Bi¢Al

curve indicates the time required to generate the SHA1 lsashe
The SHA1 hash generation cost is larger at small chunksizes.

a 128-byte chunksize it accounts for 5.8 seconds out of aujpok

time of 22.5 seconds and drops to 1.9 seconds out of 10.2 ata 1

KB chunksize. At 32 KB this reduces to 1.5 seconds out of 8.8

seconds for the lookup. In general the SHA1L cost is about 1#4% o

the total time. The disk 1/0 overhead at the data-server shqw

as the difference between th@kupand thetotal cost curves. It

accounts for almost half the total time at small chunksizesset-

tles at nearly to less than 20% of the total time for chunlssafe2

KB and more. The lookup overhead comprises of SHA1 hash gen-

eration, updating file recipe, time required to lookup eastink

name in the data-server database and other constant rarssalis

overheads. The file recipes are updated in-memory and dmnet ¢

Data in a CAS based chunk store undergoes more operatians tha tribute much to the above times. On excluding the SHA1 hash ge

in a traditional file system. For example in the CAPFS file syst
the CAPFS kernel module intercepts a write (and all othetesys

eration cost, the remaining lookup overhead takes 16.6skscat a
128-byte chunksize, 8.3 seconds at a 1 KB chunksize, 7.7hdsco

calls) and passes it down to a user-space CAPFS daemon. Thisat a 2 KB chunksize and finally settling to 7.3 seconds at a 32 KB
daemon chunks the data and generates a SHA1 hash (CAS name}hunksize. At small chunksizes the database componergrig-si

for all chunks. It updates the file recipe and sends the chimtke
CAS data-servers. On receiving a chunk, the data-serveldiiss

up a database of hashes to find if the chunk already existsislf i
a new chunk then the database is updated and assigned addisk lo
tion. The chunk is then finally written out to disk. The chuiaks
critically affects the performance of the CAS store. A smhlink-
size increases the recipe size of the file, causes ineffinetmtork
messaging and poor disk throughput at the data server. &Jalita-
ditional file-system where large contiguous writes are seulisk,
the largest contiguous write that the data-server can staupials
the chunksize (before processing the next chunk). The nuofbe
chunks to be processed (which depends on the chunksize}saffe
the processing overheads (hash generation time) as wak diste
required to query and update the database at a data-server.

In order to quantify the net effect of the above factors, we ob
served the wall-clock time to store 200 MB of data into CAPFS.
our experiment we ran CAPFS with the data-server and the-meta
data server housed on the client itself. This setup avoitlsank
latencies. Then we generate a 200 MB file from /dev/urandaain an
place it in /dev/shm. The time to copy this file to the CAPFS file
system was noted and averaged over multiple runs. Betwedn ea
run the file-system was un-mounted, cleaned of pre-existatg
and re-mounted again.

Figure 9 shows the results of our evaluation. Tdmkupcurve

icant due to the large number of hashes stored in the in-memor
database. The original CAPFS project [47] used an ineffiéian
plementation of the database where this cost was much higher
small chunks.

Removal of unused chunks resulting from over-writes ortdsle
would require garbage collection at the data-server. Tdasguie
was disabled in our tests and the cost has been ignored sty
We conclude that at 2 KB chunksize or larger yields good perfo
mance. We also note that the SHA1 hash generation cost ascoun
for about 14% of the total time.

6. LESSONS LEARNT

When to use CASAs seen in Section 4.1, the amount of com-
monality varies from application to application. In centaipplica-
tions commonality it may be obvious. For example considéa da
from a backup tool like Internet Suspend/Resume [23] thHatga
a non-incremental snapshot of the entire hard-disk of tlee. ug
this case one can expect significant similarity between napshot
and another. Similar is the case for applications that pexaly
checkpoint their results for recovery purposes. Othercassude
applications that deal with large sparse matrices, bitrapables.
Applications the periodically generate data could alsoehsame



commonality across iterations. When such commonality tohe 8. CONCLUSION

vious (as might be the case most of the time), space savinggdsh In this paper we have evaluated the pros and cons of content
not be the primary motivation behind the use of CAS. addressable storage for five real world datasets. We find @AS t
Caching or network bandwidth always gains from the use of pe yseful for applications that display iterative data gatien pat-
CAS — in the worst case of no extractable commonality, a CAS terns, or manage sparse tables or datasets. Significangsavi
based cache will perform as well as a non-CAS cache with added network bandwidth can be achieved by the use of a contenessidr
overheads. This boost in performance comes from the alofity  gple cache only a few megabytes in size. We find that a 1 KB or
CAS to look not just at different parts of a file, but acrosssfites 2 KB chunksize provides the best space savings when acogunti
well (global naming. By using this property of CAS to de-link the  for meta-data overhead due to SHA1 hashes. This chunksize al
chunk name from the filename, a system can exploit cachesutith provides good savings in network bandwidth and reasonable e
overheads typically associated with consistency as auatlin [47, ror resilience. We note that the overheads of computing H&1S

44]. . o hashes in a CAS based store are about 14% and that a churiksize o
What chunk-size to use Our results indicate that at small chunk- 1 KB or larger achieves good throughput.

sizes (specifically, smaller than 1 KB), the overheads oigfiwe
any gains from the use of CAS. Use of a chunk-size of 1 KB or
even 2 KB provides a good tradeoff between gains from space sa ACknowledgements

ings/caching, meta-data overheads, error resilienceecoscand  This research was supported in part by NSF grant CNS-0720456
performance. and a gift from Cisco. The authors would also like to thank the
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recommend that, (i) a CAS-based cache should always be (ii3ed,
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