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Abstract. Classicmethodsto overcomesoftware faults include designdiver-
sity thatinvolves creatingmultiple versionsof an application.However, design
diversetechniquegypically require a staggeringinvestmentof time and man-
power. Thereis alsono guaranteg¢hatthe multiple versionsarecorrector equiv-
alent. This paperpresentsa novel approachthat addresseghe above problems,
by automaticallyproducingmultiple, semanticallyequivalentcopiesfor a given
array/loop-basedpplication. The copies,when usedwithin the framework of
commondesigndiversetechniquesprovide a high degreeof softwarefaulttoler-
anceat practicallyno additionalcost.In this paper we alsoapply our automated
versiongenerationapproachto detectthe occurrenceof soft errorsduring the
executionof anapplication.

1 Intr oduction

Designdiversity is a techniqueusedfor achieving a certaindegree of fault tolerance
in software engineering[1-5]. Sinceexact copies of a given programcannot always
improvefaulttolerancegreatingmultiple, differentcopiess essential6]. However, this
is notatrivial taskasindependentlylesigningdifferentversionsof thesameapplication
softwarecantake alot of time andresourcesmnostof whichis spentverifying thatthese
versionsare indeedsemanticallyequivalent and they exhibit certaindiversity which
helpsus catchdesignerrorsas much as possible(e.g., by minimizing the causedor
identicalerrors). The prodem becomesnore severeif alarge numberof versionsare
required.

Automaticallygeneratinglifferentversionsof agivenprogramcanbeusefulin two
aspectsprovided that the versionsgeneratedare sufciently diverse for catchingthe
typesof errorstargeted.First, designtime and costcanbe dramaticallyreducedasa
resultof automation.Secondsincethe versionsare generatechutonatically, we can
be surethatthey are semanticallyequivalentsave for the errorsof interest.However,
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as mentionedearler, theseversionsshouldbe sufciently differentfrom eachother,
dependingn thetypesof errorstargeted.

Numericalapplicationswhich malke extensive useof arraysand nestedoopsare
goodcandidatedor automaticversiongeneratiorasthey areamenabldo be analyzed
andrestructuredy optimizing compilers.Currentcompilersrestructuresuch applica-
tionsto optimizedatalocality andimproving loop-level parallelismaswell asfor other
reasong7—-10]. The main stumblingblock to full edged re-orderingof computations
aredatadependenceis the programcode.

The main contribution of this paperis a tool that geneatesdifferentversionsof a
numericalapplicationautonatically a priori. Thetool generatesheseversionsby re-
structuringthe givenapplicationcodein a systematidashionusingthe conceptf data
tiles. A datatile is a portion of an array which may be manipulatedby the applica-
tion. Hence,an array canbe thoughtof asa seriesof datatiles. Given sucha seriesof
datatiles, of a particularsize and shapewe cangeneratea new versionof the code
by restucturingthe codein sucha fashionthatthe accesseso eachtile arecompleted
beforemoving to the next tile. As a resut, computationsare performedon a per tile
basis.Therefore adifferenttile shapeor a differentorderof tiles (to the extentallowed
by data)givesan entirely differentversionof the application,therebycontrilbuting to
diversity. In this paperwe alsopresenta methodfor selectingthe tile shapess well as
methodto systematicallyeorderthembasedon the numberof versionsrequired.

We apply our tool to theemegentarchitecturatchallerge of softerrors.Soft errors
are a form of transienterrorsthat occur when chaged neutronsstrike logic devices
which hold chagesto indicatethe bit thatthey represen[11-14].A neutronstrike can
changethe chage held on the device eitherby chaging or dischagingit. This change
in chage canleadto a bit ip in memoryor logic componentf the systemwhich
canaffect the endresultsgeneratedy the application.We shav how the tool canbe
usedto detecterrorsthat remainundetectedy a stateof the art architecturalrecovery
approach.

The remainderof this paperis organizedasfollows. Section2 presentghe theory
behindthe proposedpproachSection3 presentsmplementéion detailsof ourtool as
well asresultsobtainedusinga scienti ¢ benchmarkSectiond concludesthe paperby
summarizingour major contrikutions and giving a brief outline of the plannedfuture
work.

2 Detailed Analysis

This sectionexplainsthe detailsof the approachproposedo automaticallycreatethe

multiple versionsof agivenarray/loopbasedapplication Our goalis to obtaindifferent

(but semanticallyequivalent) versionsof a given codefragmentby restructuringthe

fragmentbasedon a datatile shapeTheinputto our approachs a codefragmentthat

consistof theseries of loop nestsandthe dataarray(s)thatis accesseth thefragment.

Theloop nestsin the fragmentcontainexpressionscalledarrayreferencesthataccess
locationswithin the array Figure 1(8 shavs anexampk codefragmentand the array

beingaccesseth theloop nests.
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Fig. 1. (a) A codefragment. (b) Data tiles formed from a seedtile. (c) Iteration set
that accessethe data in a data tile. (d) Co-tile identi cation. (e) Default order of
iteration sets.(f) Neworder of iteration sets,asa result of restructuring.

Our approachrst createsaseedtile which is a uniquelyshad subsectiorof the
array (selectionof a seedtile is detailedin Section2.7). Using this seedtile asa tem-
plate,we logically divide the arrayinto multiple sectionscalleddatatiles asshavn in
Figure1(b). In thefollowing paragraphsve discusswvhatis performedon a particular
datatile.

In the next stageshawn in 1(c), we identify for eachloop nestthe array references
thataccessemcaionswithin thedatatile. Then,for eachloop nest,we use theserefer
encedo determinghesetof iterationsthataccesshis paticular datatile. Theiterations
from aloop nestthatareassociateavith a particulardatatile arecalledtheiteration set
of thatdatatile with respectto thatloop nest.

Now, let usconsiderthe casefor a particula iterationsetas®ciatedwith adatatile.
It is possiblethat theseiterationsaccessarray locationsoutsidethe datatile aswell.
Theseexternallocationsarecalledtheextra tile, ard the original datatile andthe extra
tile arecollectively referredto astheco-tile. Figure1(d) shavstheco-tile corresponding
to aniterationset.

Ourideais to rst identify, for eachcombinaton of datatile andloop nest,the as-
sociatediteration set. Oncewe have the iteration setcorrespondingo a datatile and
loop nest,we canexecuteall the computationghatshouldtake placeon thatpair. The
original codecanthereforebethoughtof asthe default orderof iterationsetsshawvn in
Figurel(e).Next, in orderto creat new codeswe systematicallye-ordertheiteration
setsto createmultiple differentsequenceasshavn in Figure1(f). Eachunigueorder of
iterationsetsleadsto a uniqueversionof the code Suchare-orderingis legal provided
thatdatadependencedo not exist betweeriterationses. Datadependencesnposean
orderingconstrainton the iterationsetsandpreventfull edged re-ordering.If depen-
denceglo exist betweertheiterationsets,we explore otherdatatile shapedo arrive at
adependencé&ee groupof iterationsets.

The restof this sectbn detailsour approachAfter presentingbasicde nitions in
Section2.1, Sedion 2.2 presentour methodof forming datatiles. Section2.3 shavs
how iterationsetsandco-tilesarecalculated Our algarithm to detectdependencelde-
gality requirementsare presentedn Section2.4. Section2.5 showvs how the iteration
setsaresystematicallye-orderedSection?.6 presentsheoverallalgorithmusedo cre-



atemultiple versionsof code.Section2.7 discuseshow datatiles of differentshapes
and sizesare created,and Section2.8 explainshowv we dealwith codethat accesses
multiple arrays.

2.1 BasicDe nitions

This sulsectionpresentsmportantde nitions thatwe useto formalizeour approach.
Program : A programsourcecodefragment is representedsP = fN ; Ag, where
N isalistof loop nestsandA is thesetof arraysdeclaredn P thatareaccesseth
N . Figure2 shavs thebenchmek sourcecodefragmentemployed.

Array : An array A, is describedby its dimensons, , andthe extent (size)in
eachdimension, , A, = f ; g@. For example,thearrayDW de ned in the code
fragmentin Figure2 canbeexpressecsDW = f 3; f 10; 10; 4ggin our framework.
Loop Nest : A loopnestN;, isrepresentedsf ;Ay;l ;L;U;S; g,where is
the numberof loopsin thenestandL , U, andS arevectorsthatgive, respectiely,
the valuesof the lower limit, upperlimit, andthe stepof the loop index variables
which aregivenin | . It is asumedthatat compiletime all the valuesof thesevec-
torsareknown. Thebody of theloop neg is representethy . Thearraysaccessed
within N; arerepresentedsAy, whereAy, A, i.e.,eachloopnesttypically ac-
cesses subsebf thearraysdeclaredn the programcode.For example thesecond
loop nestin Figure2 canberepresenteds
8 2 32 32 3 2 3 9
< N 1 4 1 =

N1 = 3;DW;4 J5;425;4105;415;
: | 2 10 1

Loop Body : A loopbodyis madeof aseriesof statements/hichusethereferences
tothearraysA declaredn P. Consequentlyjoopbody canbeexpressedsaset
of references.
Iteration : Foraloopnest,N,, aniterationis a particularcombinatiorof legal val-
uesthatits index variablesin | canassumelt is expressedis! , andit represents
anexecutionof theloop body.
Iteration Space : Theiterationspaceof aloop nestN; is thesetof all iterationsin
theloop nest.
Data Space : Thedataspaceof adatastructurge.g.,anarray)areall theindividual
memorylocationsthatform the datastructurein question.
Reference : Itisanelememof expresseds( ,rfW =fNp;Aa;L;00).Itisan
af ne relationfrom theiterationspaceof aloopnestN, =f ;An;I ;L;U;S; ¢
to thedataspaceof anarray (A, = f ; g). Fromcompilertheory[7], it is known
thatthis relationcanbe describedby Li + 0 wherei is a vectorthat captureghe
loopindicesof N, L is amatrix of size , ando is anoffsetdispla@mentvector
As anexample thereferenceAfi +j  1][j + 2] isrepresentethy

r=w 11 [ 1

P 01 ] T2
A referencewithin the body of a loop nesthelpsus calculatethe locationsof an
arraythattheloop nestaccesses:urther areferencecanbeareadreferencewhich



int  DW[10][10][4];

for (N=1;N<=4;N++) {
for (J=2;J<=10;J++)
DWI1][J][N] =0

for  (N=1;N<=4;N++) {
for (J=2;J<=10;J++)
for (1=2;1<=10;1++)
DWI[I[IIIN] = DWI[I[J]IN]
-R*(DWIII[JI]N]
) -DW[I-1][J][N]);

for (N=1;N<=4;N++) {
for (J=2;J<=10;J++)
DWI[10][J][N] = T1*DWI[10][J][N];

for (N=1;N<=4;N++) {

for(11=3; llk= 9; llI++)
for (3=2;J<=10;J++)
DWIII][J][N] = DWII][J]N]
-R*(DWII][J][N]
-DWI[II+1][J][N]);

}

Fig.2. A code fragment with four
loop nestsand an array.

. /

10
(b)

10 (@)
Fig. 3. (a) Seedtile for thearray DW in the
code fragment of Figure 2. (b) The array
DW divided into multiple tiles using the
seedtile.

meansthat an array locationis readfrom, or a write referencewhich meansthat
anarraylocationis written to. Thisis identi ed by attachinga r=w superscripto
thereferenceHene, ,’J(Nn) representshe setof all arraylocationsread by the

referencen loop nest\, .

2.2 DataTile Formation

In this paper we usethe conceptof dataspaetiling to logically divide the dataspace
of anarrayinto multiple sectionsThis subsectiomprovidesthetheoreticabasisandthe

algorithmusedto performtiling.

e Data Tile : A datatile Da, . .y is aregularsubpart(region) of thearray.A,. The
sizeof the datatile in eachdimensionis given by the differencebetweerL. andU
plusl. It is assumedhatthe sizeof a ddartile is notzeroin ary dimension Based
onthede nition of adatatile, dataspaceof D4, .. .u canbeformally expresseds

follows:

DagiL;u =ffdisdoidg j Ly di Ug

&& L2

U, i1t && L d Uug

e Seed Data Tile : A datatile, Da . .u, is describedasa seeddatatile if L = 0.
This tile is used(asa template)to partition the array A4, into further tiles. As an
example,Figure 3(a) shavs a seedtile for thearrayDW thatis de ned in Figure
2, andFigure 3(b) illustrateshow DW is pattitioned into multiple tiles usingthis
seedile. This partitioningis outlinedin Algorithm 1. Multiple seediles cansimply
formedby changingthevalues of theentriesof U. By supplyingdifferentseedtiles
asinputto Algorithm 1, we areableto split anarrayinto differently shapediles.



Algorithm 1 DataTile(Da,...u)

1: Tiledist:=;
2. fori =1to byU[ ]do
3 L =i
4: U ]:=min (i +U[] 1, )
5/ fori ;=1t0 ;byU[ 1]do
6: L[ 1]:=i , ®
7: U 1]:=min (i 1+U[ 1] 1
8: 1)
9:
10: .
11: fori; = 1to 1 byU[1] do ® '
12: LOM1] :=iy @ ®
13: U%M1] :=min (i1 +U[1] 1; 1)
14: Tile:=Da 00 Fig. 4. The iteration set corresponding a
15: Tile_list := Tile_list ~ Tile data tile in the array DW (accessed by
%673: end for the code fragment in Figure 2) and the
. end for
18: end for second loop nest in the code fragment.

19: ReturnTile_list

2.3 Iteration Set and Co-tile Formation

An iteration setis assocatedwith aloop nestN,, anda datatile Da, .. .u. It is the
subsef theiterationspaceof N, in whichthe elementgiterations)have the property
that ;™" (Z ) 2 Da,.L.u. Thatis, it is the setof all iterationsin a particularloop
nestthat accessethe locationsin a given datatile. We can calculatethe iteration set
| (Da,:L:u;Ny) of datatile Da .. .y andloopnestN, as

|(DAa;L;U;Nn): [ [ fol j f {;=W(| )\ DAa;L;Ug&; g: @)

Figure 4 shows the iteration set correspondingo the datatile of the array DW
andthe secondoop nestin the codegivenin Figure2. It is possble thatthe iteration
setl (Da,:L:u;Np) accessefocationsin the array A, thatlie outsidethe datatile,
Da,:Lu-Inotherwords,(|J , p(I(Da,:L:usNn)) Da,.L;u 8 ; maybetrue.

Recallthat our overall goalis to captureall the conputationsthat needto be per
formedby aloop neston a datatile. As a consequenceaye needto expressthe extra
locationsthatareaccessedly theiterationset.As mentionedearlier, the extralocations
andthe original datatile togetherare calledthe co-tile of theiterationsetandis given
by:

Cop,iuiNg = [ p(1(DagiLiuiNn)) @
8 p2Nnp

Usingthe formulationfor iterationsetin Equation(1), the formulationfor a co-tile
givenin Equation(2) andthe list of all datatiles generatedy Algorithm 1, we can
now gereratea list of all iteration set/co-tilepairs. The default list of pairsdescribes
thedefault programbehavior (i.e.,withoutany restructuing). It is this behaior thatwe
wantto changewhile maintaning the samesemanticasthe original code.



Algorithm 2 DependenceDetector(Tile list)

1: DepArray:=0
2. forallDp 2 Tilelist do

3: forallN; 2 N do

4: calculatel p , ;N

5. endfor

6: endfor

7. forallDy 2 Tilelist do

8: forallN; 2 N do

9: forallD, 2 Tilelist do

10: forallN; 2 N do

11: U pGoman ) U v pollonin; D96 i
FU 5 pUomin ) U vy ollonin; )96 ]
fU g §omn) MU v, Jollonin; )g6 : then

12: DepAmaymin; | =1

13: endif

14: endfor

15: endfor

16: endfor

17: endfor

18: ReturnDepArray

2.4 Data Dependenced\crosslteration Sets

All iterationsin the given programfragmentare executedin a default ordercalledthe
programordet This programorder can be exterdedto the pairs of iteration setsand
co-tiles.In orderto changethe code the executionof iteration setsmustbere-ordered.
A fundamentakedriction on whetherwe canre-orderthe iteration setsare ordering
relationsamongthem,which arealsoknown asdata dependences.

Theexecutionorderof ary two iterationscanbearbitrarywith respecto eachother
aslong asthesetwo iterationsdo not have ary datadependencbeetweerthem.A data
dependencexistsbetweertwo iterationswithin aloop nestif oneiterationreadsavalue
of a variable computedby anotheriterationor if bothiterationscomputethe value of
the samevariable[7].

Consequentlyin orderto re-arder ary two iteration sets,there shouldnot be ary
datadependenctherebetweerthem.Furthermoreif we wantto arbitrarily re-orderall
the iteration sets,there shouldnot be ary datadependencéetweenary two iteration
sets.Otherwisejt is possiblethatthewrong daa is readby oneiterationsetor written
by anotheriteration set. The restof this sub-sectiorpresentsour algorithmto detect
datadependencesetwea iterationsetandco-tile pairs. This analysiss differentfrom
cornventionaldatadependencanalyss as we perform it at aniterationsetand co-tile
granularity

Formally, two iterationsl andl © within anes N,, have a datadependencée-
tweenthemif andonly if

PO = PO Y )= L0 )= 30 %) ®



Data Tiles
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N2

Loop Nests

N3

N4

Fig. 5. Arrows indicate the data dependence between iteration sets formed by loop
nests in Figure 2 and data tiles formed using the seed tile in Figure 3(a).

is true, where E):W and ;; " are two references that appear in N, .

This formulation can be extended to iteration sets and the co-tiles that are accessed
in them. In the context of our paper, a dependence is said to exist between two iteration
sets if and only if,

F(U p0@aawiNa)) N (U g0 (D, 0u0iN0))g8 i

p po
f(u p(1(Daa:usNa)) N (U po(1(Dy, . 0.505N0))G 6 5 ]

p pO
f(LMJ, p (1(DaLiLuiNa)) N (LMJ po(1 (D ;1 0,y0iN10))g 6 ;

p po

(C))
is true.

Based on Equation (4), Algorithm 2 detects the data dependences between the iter-
ation sets formed from a list of data tiles. As we are not interested in re-ordering the
iterations within an iteration set, dependence detection is performed at the level of loop
nest granularity. The algorithm sets D ep_Ar ray[m; i; n;j] to 1 if a dependence exists
between the iteration set | p, N, and the iteration set Ip - ; » Where Dy and Dy, are
data tiles created by Algorithm 1. For two iteration sets associated with the same loop
nest, the dependence flows from the iteration set that contains the earlier iterations to
the other iteration set. Let us now discuss what the matrix Dep_Array represents. The
dependence relations between iteration sets can be described by a graph in which the
nodes are the individual iteration sets. A directed edge from the node that represents
iteration set I p , ;n; to the node that represents I p ,;n; means that Ip ;N; is dependent
on Ip, N, . Consequently a node that represents an iteration set that is independent of
all other iteration sets has a fan-in value of zero in this graph. Given these observa-
tions, we can conclude that the matrix Dep_Array is simply the representation of this



Position  CodeVersion Algorithm 3 VersionGenerator (Py; V)
12345678
1 12345678 % GenerateSeedTile 3
2 23456781 5 (e
3 34567812 4 while Dependencesxist do
4 45678123 g if GeneratdNew SeedTile() == failurethen
5 |56781234 7 oenar
6 67812345 8 CreatelterationSetsandPartitions
Verify dependences
7 78123456 10: endwhile
8 81234567 11: createv Versions

Fig. 6. The differ ent orders of it-
eration setsin the differ ent ver-
sionsof the code

graphin anadjaceng matrix form. The dependenceelationsbetweeniterationsetsis
representegictorially in Figure5.

At this point, we have generated list of iteration setswhich whenexecutedindi-
vidually performall the computationshatshouldbe performedon a patticular datatile
by the associatedoop nest.However, it is possiblethattwo iterationsets,Ip, ;n; and
I, .:n; » Whichareassociateavith thesamenes andhave adependencbetweerthem,
mightintersectThatis, someiterationsmaybelongto bothlp, ;n; andlp ,:n; . Inor-
derto producecodethatis semanticallyidenticalto the original code,the intersecting
iterationsneedto be associateavith only oneof the iteration sets.Assumingthatthe
iterationsetlp ,:n; isdependenonlp v, theintersectingterationsareexecutedoy
||:)n,;|\|J . Thatis, IDn iN; is setto IDn iN; (| Dn;Nj \ ||:)n,;|\|J )

2.5 Re-ordering Iteration Sets

Thekey requirementor full re-orderingof iterationsetsis thatthereshouldbe no data
dependencatall betweeriterationsets However, thisbehaior is notexhibitedby most
real applications.Therefore we relax this requirenentandallow reorderingwhenthe
only dependenceare betweenterationses correspondingo the samedatatile. That
is, directededgesof the form, Ip .y, to Ip, :n; Which representsiatadependences
betweeriteration setsassociatewvith thesamedatatile areallowed.Oncethiscondition
hasbeensatis ed,we rstgroupall theiterationsetsassociateavith eachtile. Then,we
partitionthe groupsof iterationsetsinto V groups,whereV is the numberof versions
of codethatarerequiredandnumbereachpartitionfrom 1 to V. We usethis numbering
to createa circular sequencever all the iteration setpartitions. Thatis, to createthe
i™ versionof the codethe orderof iterationsetpartitionsis :i,i + 1...V 1,V, 1,
2.0 2,1 1 Figure6 presentsheordersof partitionswhenV is 8.

2.6 Generating Multiple Versions

This sectiondescrbesAlgorithm 3 to createthe multiple versionsof aninput program.
Theinput to the algorithm is the original programP, andnumberof versions,V, of



the codethataredesired.In orderto crede a semanticallyequivalentversionof P, a
new seedelement(thathasnot beenusedprevioudy) is formed.Then,usingthis seed
elementthedataspaceof P, is brokenupinto furtherdatatiles.

Usingthesedatatiles andthe loop nestsin P,, the dependencgraphbetweerthe
iterationsetsthatcorrespondo thesedatatiles is createdlIf thereareno dependences
betweeriterationsetscorrespondingdo differentdatatiles, thenthedifferentversionsof
the codearecreatedusingorders asexplainedin Section2.5.1f however, dependences
do exist, a new seedtile is used.If no satishctory seedtile can be found, an error
is reported.In orderto generatethe actualcode,we rely on the Omega Library [15]
which s a polyhedraltool in which iteration spacesanbe describedising Preshirger
arithmetic[16]. Giventhedesciption andorderof theiterationtiles, thecodegenutility
of the Omega Library is usedto generatehe acual loop nests.Oncethe loops have
beengeneratedthey arecombinedsothatthe generatedodeis ascompactaspossible.
However, the conbining is donesuchthatthe orderbetweerthe iterationsetsremains
the same.In fact, the combining methodsimply generatesoopsthat iterate over the
partitionsof iterationsets.A portion of the semanticallyequivalentversionof the code
correspondindgo onedatatile is shovn in Figure??.

2.7 DataTile Selection )
int  DW[10][10][4];

Sofarwe have ignored

) for  (J=2;J<=5;J++)
the problemof generating DW[II] = O;
the actualseedtiles which 1 (322.5<=5.344)
divide the arraydataspace for (1=2;1<=10;1++) .
into its componentiles. PWHIRIE = DWHIDIE :Svf,[[),\_’xl['[ﬁ[ﬁll[]); 4
The potentid spaceto for | (=2:04=5:344)
H or =2;J<=5;J++
explorem orderto sgledap— DWIIOIDIA] = T1DWL0]W]]:
propriateseedtiles is vast. N o
We rst trim thisspaceby (0% 10550 Y
consideringpnly thosetiles DWII[1] = DWIIPI[] -R*OW[I[  J][1]
-DWI[I+1][3][1]);

whoseboundariesare par
allel to the axes of the ar-
ray thatis being tiled. The
rationalebehindthisis that
the outputcodesgenerated
using suchtiles tendto be simplerthat thosegeneratedising arbitrary tiles. That is,
if thearrayis §-dimensionalthe seedis shapedegularly, andthe referencedrom the
loop nestto the arrayarethroughaf ne expressionstheniterationsetsthataccesshe
datatiles areregularin shage.

Further aswe requre V differentversionswe assumehatthe sizeof the sedl tile
shouldimply thatthereare V' datatiles. This alsoimplies thatthe iterationsetsin an
iterationsetpartitionareall associateavith the samedatatile.

Let us considera §-dimensionalarray A[ni,ny,..n ] for which V' unique seed
tiles arerequired.As A is §-dimensionalary seedtile of A, S[s1, s2,..s ], is alsod-
dimensional Therefore, the problemof nding thevaluesof s3, s2,..s which de nes
theshapeof theseedile translatesnto the problemof selectinganappropriatevalueof

Fig. 7. The codegeneratedfor onedatatile of the code
givenin Figure 2.



si from thefactorsof n; suchtha ; s; = V. Asn; is boundeddy thearraysizelarge,

thenumberof combinationdrom which S[s;; so; ::s ] is selecteds notvery large.

2.8 Handling Multiple Arrays

Ourformulationsofar hasassumedhatthereferencedn theloop nestgof the codefor
whichwe meantto generatanultiple versions)accessa singlearray In orderto extend
our approachto multiple arrays,we rst needto extendthe conceptof aniterationset.
An iteration setis now associted with a loop nestaswell asdatatiles belongingto
differentarrays.As a result, the iteration setis expressedaslp g;n; , WherefDg is
the setof datatiles (from differentarrays)which are accessedn thatiteration set. If
the loop nestassociatedvith the iteration setdoesnot containreferenceghat access
anarrayf Dg will not containa datatile from thatarray Consequentlydependences
betweentwo iterationsetscanpotentially occur if they bothaccess commonlocation
in ary arrayusedby the program.

Another consideratiorwith multiple arraysis how the seedtile for eacharrayis
created.One approachis to simply have the sameseedtile for eacharray Another
approachs to createdifferentseedtiles for differentarrays,wherethe shapeof a seed
tile associatedvith one arrayis independentf theseedile choserfor anothemrray In
yet anotherapproacha seedtile is createdfor a chosenarrayAs with a x ednumber
of elementsTheratio of theelementsn a seedtile for anarrayA e is x edrelative to
thenumberof elementsn aseedile usedfor A 5, andbasednthenumberof elements
in this seedtile, the shapeof the tiles is deermined.Consequetly, by changingthe
numberof elementsn theseedile usedfor A 4 theseedile usedfor A s is changedAs
eachapproah potentiallygivesus differentversionsof code,the approachwe choose
dependn the numberof versionsthat needto be created The default approachused
is theonein which eachtile in eacharrayis of the sameshape.

3 Implementation and Experiments

While our autamatedapproachcanbe usefulin any scenariowheremultiple versions
of the samecodeare neededwe focuson one partiaular scenarioin this work. This
section rst describeghe targetedscenariovhereour proposedapproachs applied.It
thenillustratesthe architectureof the tool thatis createdbasedon the approach Fi-
nally, it describeghe experiments conductedisingthetool in thetargetedscenarioAs
mentionedearlier, soft errorsarea growing threatto the correctexecutionof anappli-
cation[11-13]. A softerroris de ned asan unwantedchangen the stae of abit in a
computers componensuchasthe memorysysten. It canresultfrom particle strikes
onlogic deviceswhich causethebit representetdy thedeviceto ip. Increasedcaling
of technologyhasexacerbatedhis problem[14]. As result,the problemof sdt errors
hasreceved considerablattenton with mary proposechardware aswell assoftware
solutions.In chip multiprocessofCMP) architecturestedundant-threadin(RT) is one
of thewaysto overcomesoft errors[17]. In an RT framework the samecodeis simul-
taneouslyexecutedacrossall the processorandperiodicallythe resultsare compared
to checkif the computedresultsacrossthe differentthreadsagree.If they agree,it is
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Fig. 8. Details of the o w within the tool. Phasel involvesthe creation of data tiles
(Section 2.2) using a unique seedtile (Sectbn 2.7). Phase?2 involvesthe parsing
of the input codefragment, formation of iteration sets(Section2.3), and detection
of data dependenesbetweenthem (Section2.4). Phase3 re-orders iteration sets
(Section2.5).Finally, phase4 generateshe output codefragment usingthe Omega
Library (Section2.6).

assumedhat no error hasoccurredasonly a single soft error is expectedin ary sin-
gle threadandin ary time frame. Anotherway is to run the codemultiple timesone
after anotherandto checkwhetherthe resultsfrom eachrun agreewith eachother
Obviously, running eachversionsimultaneouslyif the resourcesare available,is the
preferredoption asit restts in a faster nish time for the thread.The disadwantageis
thatin a CMP thatis basednthe sharednemoryconceptthreadshatoperatesimulta-
neouslyin the RT framework would readthe samedatafrom memoryin closetemporal
proximity. Therefore,if a datumin memoy is corruptedby a soft error, running the
samecodemultiple timesin parallelcould resultin the corruptedvalue beingreadby
all threads Suchareadcouldresultin thewrongresultbeingcomputedandthis error
would remainundetectedh currenttechniquesAlthougherror correctingcodeg ECC)
have beenproposedto overcomeerrorsin the cachesECC is not a viable solution
in all computingsystemsdueto the high costsit involves, especiallyform the power
consumptiorangle[18,19]. Furthermoe, ECCwould not catchmultiple errors,which
would bedetectedby our method.

We proposeo useour automaticversioningalgorithm to createmultiple versionsof
thethread.Theseversionswhenrun in parallel,will accesslatain differenttemporal
orders.Thus,thepropo®dapproactwill achieze temporaldiversitywithoutincreasing
the overall executiontime. As a result,a particulardatumwhich is corruptedat some
time during the executionof the threads,could be accessedeforecorruptionby one
threadandafter corruptionby anaher. Therefore,it is possiblethatthe changedvalue
of the datumwill be obsenablein the resultsof the different threads.Obviously; if
the datumdoesnot affect the endresult,the proposedapproachwould performexactly
like the RT caseanddeclarethat no soft error hasoccurred.However, if that datum
affectstheendresults,our approachis morelik ely to detectit. A tool wasimplemented
basedn the datatile basedcoderestructuringapproachseeFigure8). Thistoolsuses
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the Omega Library to evaluatethe relationsdescribedin Section 2 andto generatehe

loops correspondingo the nal relationsusingthe Library's codegen utility on each
relationoneby one[20]. Thetool wasusedto automaticallycrede eightversionsof the

tsfbenchmarkshavn in Figure2 usingthe seedile shavn in Figure3(a).Eachversion

useda differentorderof iterationtiles shovn in Figure6. Therefore eachiterationset
will executeata particulartime slotin atleastoneversion.ln anerrorfreescenariothe
differentversionsshouldgeneratehesameresults However, in caseof asofterror, two

versionsmay differ in the resultsgeneratedfor a particulariterationset.In that case,
the versionthat scheduledhe iteration setearlier thanthe otheris assumedo be the

correctone. Thatis, the error is assumedo have occurredbetweenthe executionsof

theearliersetandsetexeautedlater.

We ran the original benchmarkin conjunctionwith a fault injection module[21]
to simulateexecutionunderthe soft error scerario. This setupwasusedto recordthe
stage atwhich eacherrorwasinjectedandwherein thememoryspacet occurred Then,
eachautomaically generatedersionof thecodewasrunundertheerrorinjectionmode
usingthe previously recordecerroroccurrencendtheresultswerecomparedvith each
other A simplearbiteris usedto reasorabouttheresultsthataregeneratedf theresults
of ary datatile in theautomaticallygeneratedersionsweredifferent,thearbiterchose
the resultsof the versionin which the iterationtile correspondingo the datatile is
executedearlier In orderto simulateRT, the errorsrecordedearlier are injectedfor
eachversion,oneatatime. At eachstageary errorthatis notinjectedinto thememory
is assumedo be caughtbut ary changsto thememoryitself areallowedto propagte.
Figure9 shavsthenumberof remainingerrorsin theproposedpproaclascomparedo
thestandardRT approachwhich useshe sameversionin eachprocessorjor different
injectionrates.It canbe seenthatthe proposedapproab reduceghe numberof errors
thataffecttheendresult.

4 Concluding Remarks

This papempresentsa tool thatusescoderestructuringecmiquesto automaticallygen-
eratemultiple semanticallyequivalentversionsof a givennumericalapplicationthatis



organizedasa seriesof loopsthataccesglatain arrays We createddifferentversions
of the codethat differ in the order in which they accesghe dataand usedthesedif-
ferentversionsof the codeto detectthe occurrenceof soft errorsduring the execution
of the code.We believe that, this tool providesaninexpensve andautomatednethod
to enablefault toleranceto critical applicatons. Our plannedfuture work includesde-
veloping more techniquego generateseedtiles easily and developing techniquego
generatenorecompacttode . We alsoplanto useourtool in otherscenarioghatbene t
from multiple versions.
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