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Abstract

Radiation induced soft errors in combinational logs
expected to become as important as directly indeceats
on state elements. Consequently, it has becomertampo
to develop techniques to quickly and accuratelydjote
soft error rates (SER) in logic circuits. In thisger, we
propose a new approach, which can be applied tigdes
that use cell libraries characterized for soft aranalysis
and utilizes analytical equations to model the
propagation of a voltage pulse to the input of atest
element. The average error of the SER estimateg) wsir
approach compared to the estimates obtained usnegit
level simulations is 6.5% while providing an avezagpeed
up of 15000. We have demonstrated the scalabifityuo
approach using designs from the ISCAS-85 benchmarks

1. Introduction

Soft errors are transient errors caused mainly tue
high energy particle strikes from cosmic radiati®uch
radiation directly or indirectly induces localizéthization
capable of upsetting internal data states. Theicpart
strikes can directly occur on state elements sush a
memories, flip-flops and latches and change theites
Additionally, state elements can latch incorrecluga
propagated from strikes that occur in combinational
elements. With reducing pipeline depth and dowirsgaif
nodal capacitance and supply voltages, radiatioluded
soft errors in combinational logic is gaining inaseng
attention and is expected to become as important as
directly induced errors on state elements [1].

Consequently, it has become important to develop
techniques to quickly and accurately predict SER in
combinational circuits. Recently, there have bearious
approaches to estimate SER in logic circuits effidy [1 -
4, 8]. In this paper, we propose a new approadstionate
SER for logic circuits that attempts to capture theee
masking effects concurrently. A tool known as SEAN-
(Soft Error Analysis Tool — Logic Analyzer), haseipe
developed using the above methodology. This toalpsrt
of hierarchical Soft Error Analysis Toolset (SEAMat
supports different levels of abstractions.

The rest of the paper is organized as follows.doti®n
2 a basic introduction to soft errors in logic aits and
related works is presented. Section 3 describes
methodology used in SEAT-LA for soft error analydise
tool implementation is discussed in Section 4. i8ach
presents experimental verification of the tool aoné error
estimates for some ISCAS circuits. Section 6 catesuthe
paper.
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2. Soft Errors in Logic Circuits

High energy particles striking the silicon subgrat
generates electron hole pairs as they pass thrihggp-n
junctions. These electron hole pairs generate shwetion
current pulses that cause soft errors. In memaguits
and latches, these errors flip the stored valuetewhey
cause transient glitches at the output of combinati
circuits. In combinational circuits, errors occunem these
transient glitches are latched by state elemeits [6

In logic circuits, there are three inherent masking
mechanisms that prevent the propagation of anyngive
pulse along a path towards the input of a statmeé.
Logical, electricaland htching window or time window
masking are the three masking effects that needs to be
modeled for SER estimation in logic circuits. Reosorks
have proposed different methods to model the above
masking effects [1-3, 8]. In [1] electrical magkins
categorized into two further effects — increaseis$e and
fall time and delay degradation. It models these tw
separately and then combines them to model elattric
masking. They however do not verify their methodglo
using device or circuit level analysis results. TBERA
tool [2] combines probability theory, circuit sination,
graph theory and fault simulation to estimate SERis
tool characterizes inverter chains and extendsséimee to
all gates which can result in inaccuracies. In @sttour
approach characterizes each cell in the library[3[n a
mathematical model based on set-up and hold time wa
used for timing windowt(v) estimation while the electrical
masking effect was determined using noise rejeatignes
on various gates. Instead of noise rejection, weatly
model the transfer of a glitch across the comibdmeti
logic. The tool ASERTA used in [8] models soft esrdy
modeling electrical masking using mathematical éqna
for pulse propagation. However they do not consitier
effect of pulse heights on the electrical maskisgva do in
our work. Also our approach to re-convergent nasdegry
different from the methodologies presented aboveusT
our approach is unique from all the previous apgmea
that have been proposed so far [1-3, 8]. There haen
various works on glitch modeling for power consuimpt
[5, 6]. These models, however, do not calculategitith
properties such as pulse amplitude and width reduiior
modeling SER. A mathematical expression to modghyl
amplitudes as it propagates through logic gatesdposed
in [7]. In this work, we propose a mathematical regsion
for output amplitude based on geometrical calcotatn
approximated input pulse widths. We also use
mathematical expression for the output pulse-wiskked



on approximating the output voltage to a trapedoidaa
triangular pulse.

3. Characterization and Methodology
3.1. Logic Cell Characterization

Our methodology assumes that a soft error upset is VO, =

modeled by the injection of a current pulse. Thst fpart

of our characterization involves capturing the eotr
voltage transfer characteristics for the logic séti our
library for different current pulses occurring aetinput
nodes. The output of this characteristic table jpies the
output voltage pulse parameters that include thisepu
magnitude, width and the rise and fall times of dugput
voltage pulse. The characterization is performed fo
different input and output capacitances and cumeifges.
The device level version of SEAT was used to detegm
the dominant type of current pulses for which this
characterization needs to be done. One disadvanfages
approach is that for a large library the numbemabfes will

be large.

The second pre-characterization involves delay
characterization for all the cells in our librarfhis
characterization may already be available for #nget cell
library. Our analytical models for calculating glit
amplitude and width propagation require these delay
values. It is well known that the delay of a gaseal
function of the slope and the load capacitance.cHdn
our work, we have characterized the delay and slopéhe
output for each of the basic cells for differenpuih slopes
and for different input combinations by varying doa
capacitance.

3.2. Flip-Flop Characterization

This characterization is used to determinetthef the
flip-flops used in our designs. Our characterizatio
involves sweeping a voltage pulse of a specificthviand
height at the input of the flip-flop and findingettw during
which this pulse is latched by the flip-flop usikgPICE
simulation. This characterization is repeated fiffecent
pulse widths and heights. Th& is expressed as a fraction
of the over all clock period. We repeat this expent for
different pulse widths and heights to complete the
characterization. The fact that height of the putsalso
used to characterize thev makes this method more

Consequently, we use a scaling factor of 1.25 tmimia
complete swing from Y, to zero. Similarly, for a 0->1
output pulse of an inverter, the maximum outputtags
Vonax€an be given as follows:

PW (t *1.25), PW<t*1.25 @)
o PW>t *1.25

Where, tis the rise time of the output pulse (from10% to
90% of Vg). The accuracy of the model is directly
dependent on the accuracies of the pulse widthtand
slope values from the pre-characterized tables.

Next, we focus on estimating the width of the oaitpu
voltage pulse. The pulse width of the output puae be
modeled as a function of delay of the gate. Apprating
the output pulse to be a triangular pulse, we makdel
output pulse width (PVY using the following equation:

PW, = (PW-d;) + X *d, 3
Where the delays ;dand @ are the first and second
transition delays of the output waveform and

X = (Vdd/2— Vq,,)/(Vdd/2) for a 0->1
and

X = (Vomax— Vdd/2)/(Vdd/2)for a 1->0 input pulse.

This scaling using X is performed because delays (d
and d2) in the characterization table are determhine
assuming full voltage swing at 50% switching point
(Vdd/2), while actual voltages are swinging onlyMop,
or Voma Figure 1 can be used to explain the value of X for
positive input pulse. As can be seen the distamteden
the negative edge of input pulse and the positigeeof
output pulse is not the delay but just a fraction of it
given by the expression for X.

input pulse

dy

PW, Vouin

PW

|
Figure 1. Modeling Pulse Propagation
3.4 Soft Error Estimation Methodology
Figure 2 shows our methodology as applied to aclogi
chain for a specified set of primary inputs. Herarrent
pulses are injected in each node. The corresponding
voltage pulse is obtained by using the values fram

accurate. For example, two pulses of same width but current-voltage (I-V) transfer table. Once a cquresling

different heights might have differettvs making our
approach more accurate than approximations suat inse
[1], which assume that only a pulse completely
encapsulating the latching window can cause am.erro

3.3. Modeling Voltage Glitch Propagation

Next, we propose a set of mathematical equations

assuming a triangular or trapezoidal pulse for rieitgng
how the voltage pulse amplitude and width vary Feesyt
propagate through logic gates towards the flip-flgput.

First, we focus on estimating the amplitude of the
output voltage pulse given the input pulse widtidv(Pand
the slopes of the output pulsednd t). Assuming a linear
output slope, for a 1->0 output pulse of an invertee
minimum output voltage Vg, can be calculated as follows

1-PW (t*1.25), PW<t*1.25
0, PW >t*1.25 (1)

Here, tis the output fall time which was found from the
delay and slope table discussed in section gidthe time
required for the output changing from 90% to 10%/gf

VO, =

output voltage is obtained, the propagated pulsihwand
amplitude at the output of each gate along the path
calculated using the equations presented in theique
sections and the pre-characterized delay modetseSie
also account for the state of each node when pedipag
the pulse, logical masking is accounted for inhyen
Once the voltage pulse propagates to the flip-fltpe
pulse-width and amplitude values are used to ohitzén
correspondingw using the flip-flop characterization table
explained in section 3.2.

Once thetw for a node to one output is known,
assuming the probability of a pulse hitting a ndtléo be
Py ., which is a factor of area occupied by the node, t
pulse size etc., the soft error rate for the outpdor
example O in Figure 2), SBRcan be calculated as
follows:

SERy = Y Py * tw @)
Thus if the circuit has outputs, the overall SER is:
SER =},SER, (5)
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Figure 2. Estimation Methodology

3.5 Re-convergent Paths

The soft error estimation methodology discussedvabo
requires enhancements for handling re-convergetitspa
Here, the pulse propagation has to be considered as
special case. There are a couple of important fedteat
affect the pulse propagation through such paths. firkt
factor is the input conditions at the re-convergeote
which can either result in a magnified or a mitgghpulse
at the output re-convergent node. Another importactor
is the delay difference between the two paths leed to
the re-convergent gate. This determines the delahe
gate and also determines whether the output pasebe
considered a singe pulse or two different pulsasour
methodology, both these factors can be taken iotownt
by characterizing the cell delays and slopes byingrthe
time difference between glitches occurring at rplsti
inputs of the re-convergent gate. After a certdmet
difference between the arrivals of the glitchegsthedges
can be considered as separate pulses and hendapthe
pulses at the re-convergent gate propagate toutpmibas
two separate pulses. It is to be noted that in bwghcases
the equations presented in previous sections carsédx to
obtain the pulse characteristics.

4. SEAT-LA Tool Flow — Implementation

with those observed by HSPICE. Next we calculat th
error rate based otws and compare them with HSPICE
results. Finally, we present the results of runrimg tool
on bigger ISCAS benchmarks.
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inputs Gate level Net-list

Intemal node | | Ppath extraction
States using | | by design compiler
Model-sim l
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Figure 3. SEAT-LA Tool Flow
5.1 Timing Window Verification

In this section, we present the of the one of the
designs (c17) obtained using SEAT-LA and compaeenth
to observedw from HSPICE simulations. The results for
the other small designs are not presented due d@oesp
constraints. Each of the smaller designs was impieed
using Micromagic, a VLSI layout tool and 70nm BPTM
technology. These designs were simulated using EEPI
and the extracted gate level net-list was alsorgiae an
input for the tool. Next, thetw was experimentally
measured using HSPICE simulation by moving theecurr
pulse over a clock period at every node to obtan t
Observed (See Figure 4) for a given input. The rigni

Figure 3 shows the SEAT-LA tool implemented as a window (tw SEAT-LA) was calculated by the tool SEAT

part of the bigger tool flow. The tool was implertesh
using perl and Tcl scripts to work in conjunctioithwother
required tools. As can be seen from Figure 3, thekb
annotated gate level net-list is taken as an inpesign
compiler is used to extract the paths from eactertodhe
output. The tool also requires the capacitancaett @ode
using which the delay and slope tables are to dexied.
These capacitances were obtained from the backatedo
net-lists. The state of each node was obtained fgiven
input vector using the model-sim simulator. Onae state

of every node is obtained, SEAT-LA (in Figure. 3)
computes the pulse propagation from each node ¢o th
output and finds thaw as explained in the sections 3.3 and
3.4. This analysis is done for each path of evesgen
Thus, as described in section 3.5, the SER is mdédaby
summing up théw for all nodes in the path.

5. Experimental Results

In this section, we present the validation resiHisst
we present thetw results of experiments using small
designs: ISCAS benchmark - c17, a 4-bit ripple ycarr
adder, a 2x4 decoder and the logic chain showrigaré
2. All our designs were mapped using the followfogr
pre-characterized cells: an inverter, a 2-inputdpaen 2-
input nor and a 2-input xor gate and each of thigpuds
were connected to a Transmission Gate flip-flog. GAlr
pre-characterizations were performed for 70nm Bsrkl
Predictive Technology Model using HSPICE circuitde
simulations. We compare thev obtained from our tool

LA for the same input for each node using the exéc
net-list.
022
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Figue 4. c17 Schematic and Timing Window
Results
Thetw for the ISCAS benchmark c17 are presented in
Figure 4. Here the observed and calculatesi differ by a
mean error margin of 9.8% and a maximum error o444
The c17 circuit does have a re-convergent node3atas

shown in Figure 4. Thus at certain input stategulae at

G11 can propagate through both nodes G16 and G19 to
023. Since the delays to both the nodes are sameelay
difference between the two pulses is zero. Thusdtiay
corresponding to both inputs switching is usedaicdate

the output voltage characteristics by our tool éadt of



treating them as two separate glitches at the tifferent
inputs of G16. Thaw evaluation for node G11 for two
different cases illustrates the importance of reveogent
modeling. In Figure 4, thew for a pulse at G11 when it
propagates through both G16 and G19 results tw af
0.127. Now, if thew is calculated assuming that the pulse
propagates only through G19, in that case, theevidu
0.094.

5.2 Soft Error Rate Verification

In this section, we present our results in verifythe
SER from the observed and the calculategresented in
the previous section using equations in section Bhe
soft error numbers obtained from the equation are
compared with values obtained from errors obseatdtie
flip-flop when injecting random errors at the nodesng
HSPICE circuit simulation. For this purpose a sntefit
bench was set up to inject random pulses in thesad
each design. The injection site (node) and timéhfwione
clock period) were chosen randomly by the test beic
current pulse of given width and height were subsatly
injected. The test bench observed the state ofliitdop
and checked for the occurrence of an error. Thosguure
was iterated 5000 times for each design and the
corresponding errors obtained to calculate the “SER
Hspice” entries in Table 1. The times required 5®00
iterations are reported in column 6.

Table 1 presents the results for all the abovegdssi
along with an inverter chain design. Here, the $E6bs
is the SER calculated from the tw observed in Fagdy
SER SEAT-LA is the SER calculated by the tool amRS
HSPICE is the SER as obtained from the test bench
explained above. The error percentage between SER
SEAT-LA and SER Hspice is presented in the lastrool.

The SEAT-LA results match well with the HSPICE
with an average error margin of 6.5% (mean). Thisp a
match well with the SERwobs with a mean error of 7.3%.
SEAT-LA also has a maximum speed up of 27000 and an
average speed up of 15000 over HSPICE simulation.

SER SER Time | SER | Time
Design | twobs JSEAT-LA] (min) | Hspice| (min)|% Erro
invchain] 0.0733] 0.0765 0.01 0.07%6 2y0 1.176
cl7 0.1498] 0.13824 0.04 0.1410 4p6 2.027
Decoder] 0.0205] 0.0234 0.0p 0.0210 70 101120
logicchair] 0.0668 | 0.0649] 0.24 0.0620 719 4.399
Adder 0.0355] 0.0388 1.4 0.0332 8f2 14433

Table 1.Soft Error Rate Comparison

5.3 Experiments on ISCAS Benchmarks

In this section, we present the scalability of our
approach using larger ISCAS benchmarks. All the
benchmarks used were much bigger than the smafirdes
and hence verification by HSPICE could not be dasién
the case of previous designs due to very long sitioul
times. All the simulations were run on sun-fire-02d0rk
stations with solaris-unix operating system and 4GB\.
Table 2 gives the error rate and also the timentake
minutes. We observe that the time required by oot t
increases with the number of paths in the designvéver,
soft errors in combinational logic become more intgoot
with shallower pipeline stages. Consequently, thmlmer
of paths to be analyzed by our tool for a single
combinational logic stage is expected to reduce wue

reduced logic depth in a pipeline stage in futlirés also
to be noted that since this tool was written ugieg and
tcl scripts, there can be many optimizations to entie
tool work much faster and efficiently than its @ant status.

6. Conclusion

In this work we have proposed a new methodology to
model SER in logic circuits. We have built a lodgwvel
tool which takes in a verilog net-list and the siia
capacitances for the nodes in the net-list as iapdtgives
the SER for the circuit for any given current pul¥ée
verify this tool and hence the methodology usingPH=E
simulations and present our results.

We first verify thetw for different nodes in small
circuits by showing theéws calculated by our tool match
the observed values closely. Next, the soft erate lis
verified by using a tool running HSPICE simulatioms
these designs with random node selection and aoran
time. The results for the same are presented hetena
find that the error margins are around 6.5% (mea)
compared to circuit level simulations with an agera
speed up of 15000. Next we run the same tool ogebig
ISCAS benchmark net-lists and present the SER iamal t
required to run the same.

Circuit Circuit Total | # of | # of SER Time in

Name Func. Gates| I/Ps | O/Ps min

caz2 | POty 60 | 36| 7| 00724 108
Decoder

C499 | ECAT | 202| 41| 32] o.o004t 21d

ceso | AV and | s | 60| 26| 00184 102
Control

C1355 | ECAT | 546| 41] 32 00040 161

cio08 | Ecat | sso| 33| 25 o000 1078

c2670 | AV and | 4193 233| 140 00038 547
control

Table 2.SER for ISCAS Benchmarks
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