
Transaction Level Error Susceptibility Model for Bus Based SoC Architectures

I.-C. Lin, S. Srinivasan, N. Vijaykrishnan
Dept. of Computer Science and Engineering

The Pennsylvania State University
University Park, PA, 16802

{ilin,ssriniva, vijay}@cse.psu.edu

N. Dhanwada
IBM Electronic Design Automation

Systems and Technology Group
Hopewell Junction, NY

nagu@us.ibm.com

Abstract

System on Chip architectures have traditionally re-
lied upon bus based interconnect for their communication
needs. However, increasing bus frequencies and the load
on the bus calls for focus on reliability issues in such bus
based systems. In this paper, we provide a detailed analysis
of different kinds of errors and the susceptibility of such sys-
tems to such errors on various components that the bus com-
prises of. With elaborate experiments we determine the ef-
fect of a single bit error on the bus system during the course
of different transactions. The work demonstrates the fact
that only a few signals in a bus system are really critical
and need to be guarded. Such transaction based analysis
helps us to develop an effective prediction methodology to
predict the effect of a single bit error on any application
running on a bus based architecture. We demonstrate that
our transaction based prediction scheme works with an av-
erage accuracy of 92% over all the benchmarks when com-
pared with the actual simulation results.

1 Introduction and Motivation

Bus based interconnect have been traditionally used
as communication channel in System on Chip architec-
tures. However, growing demands for on-chip integration
have lead to significant increase in the number of compo-
nents connected to the bus, raising concerns over architec-
tures of such bus systems. Consequently, bus architectures
have evolved over time from single shared bus models to
multi layer complex topologies for supporting the growing
demands of bandwidth, concurrency and the constrained
power budgets. The frequency of operation has also been
on a rise, from traditionally under 100Mhz to as high as
close to 200Mhz. Commercial buses standards like ARM
AMBA [1], PCI Express [3], and IBM CoreConnect [2] has
experienced frequency increase by nearly three times over
their original designs. Further complexity is introduced in
such systems due to different power and performance en-
hancing features, like operating different buses connected
by bridges at different frequencies, voltages etc [16]. Con-
sequently, the probability of errors occurring in such sys-

tem buses increases significantly, which is further aggra-
vated due to technology scaling. The errors may occur due
to wide range of causes, including capacitive coupling, soft
errors, cross talk, and process variations, as discussed in
[11, 15] . Most of such errors lead to transient single-bit
errors which may effect the system in many different ways,
ranging from creating undetected data corruption to system
crashes. The reasons for such single-bit errors and various
error protection schemes have been widely studied for dif-
ferent bus architectures.

On-chip communication architecture could be primar-
ily classified into either packet-based communication or
bus-based communication as shown in Figure 1. Packet-
based communication is employed in different bus proto-
cols like PCI Express and Xpipes [9]. Bus-based com-
munication is adopted in commercial bus standards like
AMBA, AMBA AHB [1], CoreConnect and Wishbone [4].
Most packet-based communication system have the reliabil-
ity models adopted from the traditional packet-based error
detection and fault tolerance schemes. PCI Express has all
the packets containing CRC bits appended to them at the
link layer to ensure a highly reliable data transfer. Similar
approaches may not be completely applicable or suitable to
the bus-based bus protocols. Various schemes for error de-
tection and correction in bus-based systems are described in
[5, 6, 7, 12].

However, with the increasingly stringent power and area
budget all such schemes are under reconsideration. [10]
provides a detailed comparison of the power and area im-
plications of various error protection schemes. In this paper
we particularly focus on the reliability issues in the bus-
based protocols. We demonstrate the significance of differ-
ent control signals of the bus based on the effect of an error
in any of those signals. It is however quite important to
note that not all the signals in the system are actually very
critical for the functionality of the system. [8] presents a
vulnerability analysis of various components in contempo-
rary micro architectures. We exploit such an observation for
bus architecture under consideration to provide an effective
criticality factor for each of the signals of the bus system.
We provide a transaction based error characterization model
for bus systems. Such transaction based models have been
analyzed with respect to power consumption previously in
[14].



Figure 1. Packet-based vs bus based proto-
cols

In this paper we introduce a novel transaction based re-
liability model. We provide a detailed analysis of the types
and causes of different errors that may occur due to single-
bit flips on a bus based system during different transactions.
We characterize the susceptibility of AMBA bus on errors
in various signals over different transactions. Such suscepti-
bility analysis provides an effective way to characterize the
error susceptibility of a bus architecture based on the trans-
actions in the application. The proposed prediction scheme
provides results with 92% accuracy as compared to the sim-
ulation results on an average for all the applications.

2 Bus Architectures

Figure 2 shows a typical single shared bus architecture.
This is the architecture of most of the bus-based systems.
The main components in such systems are essentially:

• Master and Slaves: The core components that are con-
nected to the bus. Typically the masters are processing
cores, DMA controllers etc, and the slaves are memo-
ries, bridges and peripheral devices.

• Interconnect Structure: The logic that deals with the
transfer of the data. Most of the bus control follows
state machine based logic. This primarily comprises
of the arbiter, decoding logic and the various control
signals to control the bus protocol.

In our analysis we deal with errors on the interconnect struc-
ture which in turn includes the errors occurring in the mas-
ters and the slave ports connected to interconnect. These
are the typical components of any bus-based architectures.
We have provided an comprehensive error analysis for the
AMBA bus architecture. Moreover, our model and charac-
terization can be extended to any bus architecture.

3 Error Characterization Model

In order to develop a generic characterization model we
need to focus on the following issues:

Figure 2. AMBA Bus Architecture

• Determine an effective error injection model which
simulates a single-bit error scenario in the best man-
ner.

• Find the most common effects of single-bit errors in
the bus system

• Find the cause for such effects and quantify their de-
pendency on various components of the bus system.

• Provide an effective scheme to predict the effect of any
single-bit error on the whole system while executing
any application.

We demonstrate achieving the aforementioned goals in
the context of AMBA bus. A cycle-accurate virtual plat-
form simulator written in SystemC, for the AMBA bus-
based System on Chip architecture, is used for simulations
of our model. Details about the platform may be obtained
from [13]. Table 1 shows the various signals in AMBA
bus which we consider for analysis in our model. We have
considered almost all the signals in the AMBA bus system
in this study. Other signals are either not implemented in
the virtual platform used by us for simulations or are used
to support different kinds of operations which are beyond
the scope of this study.

3.1 Error Injection

We inject a single-bit error by corrupting the various sig-
nals of interconnect during the operating phase of the bus’s
finite state machine. The single bit error is injected just
once by modifying the state of one of the interconnect sig-
nals. Such an error is injected randomly at any time instant.
However, to obtain the effect of the error on a particular
transaction we ensure that the error is injected during the
required transaction in the bus. This simulates the single-
bit error in our simulation precisely. In this paper we just
consider two types of transaction in the bus, namely the
BUS-READ and the BUS-WRITE operations. The charac-
terization model could be further extended to other transac-
tions like, BURST-READ, SPLIT-READ and similarly for
the write transactions.
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Signal name Function
HBURST[2:0] This signal indicates if the transfer is a form of a

burst.
HWRITE When HIGH, this signal indicates a write transfer

and when LOW, a read transfer is executed.
HTRANS[1:0] This signal indicates the type of current transfer,

which can be non-sequential, sequential, idle or
busy.

HSIZE[2:0] Indicates the size of transfer; typically byte(8-bit),
halfword(16-bit) or word(32-bit)

HREADY When HIGH, the signal indicates a transfer com-
pleted on the bus. The signals can be set on low if
we need to extend a transfer.

HRESP[1:0] Response from the slave. Four different re-
sponses are provided, OKAY, ERROR, RETRY
and SPLIT.

HBUSREQ This signal is from a bus master to the bus arbiter
which indicates that the bus master requires the
bus.

HMASTER[3:0] Arbiter indicating the bus master that is currently
performing a transfer.

HGRANT Ownership of the address and control signals
changes at the end of a transfer when HREADY
is HIGH, so a master gets access to the bus when
both HREADY and HGRANT signals are HIGH.

HSEL This signal indicates that the current transfer is in-
tended for the selected slave.

HADDR[31:0] This is the 32-bit syste address bus that indicates
the address to read or to write.

Table 1. Definition of signals and its func-
tion

3.2 Consequences of Errors

Based on the various errors observed due to single-bit
fault we have categorized the effects of the error into four
main classes. The errors are classified based on their effect
on the system. The four main kinds of implications of the
errors in the system are:

• Fatal Error (FE) : Errors that may lead to system
crashes. The fatal error means the system detects a
fatal situation that causes the system to crash. Fatal
error includes:

1. The address can not be mapped to any existing
slave. The reason for this is the address signals
are changed to incorrect status.

2. The core is trying to write an instruction that is
read-only. One reason for this error is an incor-
rect HWRITE signal

3. The core accepted a signal that should not have
happened. For example, consider a scenario
when the core expects to stop, but receives a spu-
rious grant signal from the arbiter due to an erro-
neous bit flip.

4. Incorrect or bad address that should not have oc-
curred during the transfer operations. For exam-
ple, during a burst transfer, the next requested ad-
dress is not correct offset address of previous ad-
dress. It is however important to note that this
error could easily be overcome if we somehow
retain the correct address information, in which
case we may prevent system crashes.

• Deadlock(DL): Errors that lead the system to get into
no progress states. Several reasons for the error are
infinite loops due to modifications in loop invariants,
or the errors cause incorrect arbitration so no master
can do its work and so the system deadlocks. We found
out two types of deadlock situations in our simulations.

1. Program counter corruption: Cases when the pro-
gram counter jumps to an unknown location and
there is an invalid instruction and the proces-
sor keeps retrying. We detect it by having a
stop simulation() function in our benchmarks,
which contains a software interrupt, is used to
end the simulations. If the Program counter is
affected and the program behavior is changed,
and thestop simulation() is either not executed
or executed incorrectly the system enters infinite
loop.

2. Undefined state: Cases when the state machine
of the bus which defines the bus protocol, enters
an undefined state, each of the processors wait
for the response from the bus to obtain access,
however there is no progress from anyone.

• Silent Data Corruption (SDC): Errors that remain
unnoticed until the end of the simulation but provide
incorrect results. SDC primarily occurs due to accu-
mulation of error over many cycles without the sys-
tem getting in deadlocks or crashing. One of the prime
reasons for SDC is the incorrect HADDR signals that
generate read or write transaction on the incorrect ad-
dress. This causes incorrect data processing that lead
to incorrect results.

• No Effect: Errors that do not affect the system in any
way.

3.3 Transaction based Error Characteri-
zation

The error simulations are executed for multiple bench-
marks and the criticality of each signal is assessed based on
the effects of a single-bit error on any signal over different
types of transactions, namely, read and writes in our case.
We define valuesPf |T=r, Pd|T=r, Pf |T=w andPd|T=w for
each signal, where:

• Pf |T=r stands for percentage of times the error in a
signal leads to fatal error during a read transaction.

• Pf |T=w stands for percentage of times the error in a
signal leads to fatal error during a write transaction.

• Pd|T=r stands for percentage of times the error in a
signal leads to a deadlock during a read transaction.

• Pd|T=w stands for percentage of times the error in a
signal leads to a deadlock during a write transaction.
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The behavior of the error was uniform in the cases of the
fatal errors and deadlocks for all the benchmarks; however
the silent data corruption was completely dependent on the
nature of the benchmarks and hence characterizing it was
not possible. The reason for such an abrupt behavior with
respect to silent data corruption could be attributed to the
fact that SDC are highly dependent on the nature of the ap-
plication. This error characterization step helps us finding
the criticality of different signals and our observations are
discussed in the results section 4.

3.4 System Level Prediction

The signal level susceptibility analysis is extended to
system level by using the error-effect percentages of the
signals described in the previous section. The errors are
injected in the signals based on a probability dependent on
the width of the signal. The effect of the errors are recorded
and compared with the estimated values. The effect of any
single-bit error on any signal is estimated using the follow-
ing equation:

Psf = Write%×
∑

allsignals

pi × Pf |T = w (1)

+Read%×
∑

allsignals

pi × Pf |T = r

, wherePsf is the probability of any error leading to a
fatal error in the system,pi is the probability of an error
hitting the signal andPf |T = r andPf |T = w are as de-
fined earlier. The valuepi is computed as the ratio of the
signal width over the total number of bits in all the signals
considered in our analysis. This reflects that the fact that
the probability of an error occurring in any signal is directly
proportional to the number of bits of a signal.

Such analysis provides a near accurate estimate of the
effect of any single bit error on the execution of any appli-
cation on the bus system. Similar equation for the differ-
ent effects of error may be written and their probabilities
may be estimated for different applications. Such probabil-
ity numbers characterize the effect of errors completely in
any bus-based systems. Note that the accuracy of the pre-
diction may further be improved by increasing the granular-
ity of our analysis. We may consider more system parame-
ters while characterizing each of the signals, like number of
memory accesses etc, and use those to increase the predic-
tion accuracy of the model. In such cases all the parameters
should be incorporated into the prediction equation.

4 Experimental Setup

We modify a cycle-accurate virtual platform, which
models System On Chip architectures having ARM cores
and has a capability of simulating different interconnect ar-
chitectures. We analyze AMBA-AHB interconnect in our
work. A boot time error file is enabled in the system during
which various types of errors may be injected at different in-
tervals on different components of the bus system. Another

set of scripts is written to perform the profiling operation
and determine the effects of various errors and finally ob-
serving the criticality of each of the errors. We perform the
susceptibility analysis for different signals of the AMBA
bus system.

We model the error susceptibility of the System-on-chip
by first identifying the error susceptibility of each signal.
The error susceptibility of each signal is found by execut-
ing a benchmark numerous numbers of times while inject-
ing only one error on a signal in each execution. The results
of the benchmarks are analyzed and we determine the num-
ber of executions resulting in fatal errors and deadlock sit-
uation. A deadlock is flagged when an application does not
complete by a particular time. After getting the results from
these executions of the benchmark, we can calculate the er-
ror susceptibility of each signal by dividing the error states
over the number of executions. We do the same for each of
the benchmarks and then get the average error susceptibility
for each signal of all the benchmarks.

We instantiated four ARM cores in the virtual simulation
platform and four private memories attached to the bus. Pri-
vate memories are slaves that could be used as caches by the
processor cores. The shared and semaphore memory space
was instantiated as well. Table 2 shows information about
the different applications used by us for error characteriza-
tion when executed on the SoC platform with the aforemen-
tioned specifications. Except for the first three benchmarks
which were implemented by us, the rest of the benchmarks
were picked from the SPLASH suite.

App C BB(%) BT(%) R W
Qsort 16576 47.4 23.53 56 743
Matrix 133503 36.59 18.29 240 23444
PIL Filter 220288 41.59 19.10 2640 7151
FFT 418920 61.21 29.97 1669 28053
DES 205307 54.01 20.61 33417 9370
LU 2051411 68.05 27.71 260717 302519
C:The number of the executing cycles. BB: The percent of time
that the bus is busy. BT: The percent of time that the bus is
transferring data. R: The number of read transaction W: The
number of write transaction

Table 2. The six benchmarks used in our simula-
tion

Signal Qsort MATRIX PILFILTER FFT DES LU
HBURST 0.1 0.1 0.1 0.3 0.4 0.0
HWRITE 1.4 0 0.5 1.1 0.9 1.1
HTRANS 1.2 0 0.3 0.7 0.55 0.7
HSIZE 18.6 18.4 18.2 23.1 23.4 21.5
HREADY 0.5 0.1 0.9 2 2.2 1.8
HRESP 0 0 0 0.1 0.1 0
HBUSREQ 0 0 0 0 0 0
HMASTER 0.3 0 0 0 0.2 0.1
HGRANT 1.8 0.1 0.1 0.7 1.6 1.6
HSEL 22.3 24.9 19.1 29 26.9 28.3
HADDR 7.4 5.2 10.3 8 8.1 9.4

Table 3. Fatal Error rate for each signal in differ-
ent benchmarks during a bus read transaction
(Pf |T = r)
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5 Results

To analyze the susceptibility of errors on different sig-
nals we first conducted experiments to find out the effect of
error on each signal for different benchmarks for different
transaction types. Table 3 shows the valuePf |T = r for
different applications obtained over 10000 runs. Clearly we
can observe that in general the effect of the error on different
signals remains similar across different benchmarks, mainly
due to the fact that the error is characteristic of the protocol
more than the nature of the benchmark. Similar character-
istics are observed for the valuesPd|T = r, Pf |T = w and
Pd|T = w, values for all the applications.

To obtain the criticality measure for each of the signals
we obtain the average probability values for all the sig-
nals over different benchmarks for read and write transac-
tions. Table 4 shows the average error rate ofPf |T = r,
Pd|T = r, Pf |T = w andPd|T = w for all the signals. We
may observe that signals like HBUSREQ are very sensitive
with respect to the system getting into deadlocks, on the
other hand the probability of an error in HBURST leading
to malfunctioning of the system is really low. The reason for
higher deadlocks due to erroneous HBUSREQ, HRESP and
HREADY signals could be attributed to the fact that all of
them are quite important in establishing the right communi-
cation protocol, and consequently and error in them makes
all the resources in the system in a busy wait state. HADDR
is another signal which leads to system crashes with a high
probability mainly due to the system address going out of
known or eligible ranges. The advantage of such an analy-
sis is the fact that it provides a good opportunity for the
reliability engineer to prioritize his focus on guarding the
signals.

Signal Pd|T = r Pf |T = r Pd|T = w Pf |T = w
HBURST 2.57 0.17 0.51 0.33
HWRITE 11.80 0.83 0.77 0.37
HTRANS 8.29 0.58 0.70 0.29
HSIZE 0.00 20.53 0.14 23.70
HREADY 13.20 1.25 12.14 2.07
HRESP 30.01 0.03 24.49 0.00
HBUSREQ 32.62 0.00 14.25 0.00
HMASTER 0.00 0.01 0.99 0.63
HGRANT 5.53 1.07 1.56 0.50
HSEL 5.59 25.08 8.21 35.63
HADDR 4.36 8.06 0.53 9.81

Table 4. Average error rate for each signal

The criticality, however, is also dependent on the bit
width of each of the signals, which reflects a higher vul-
nerability of the signal with respect to others. For example,
HADDR is more prone to errors as compared any of the
other signals due to higher bit-width. To analyze the criti-
cality of the signals while takinginto account the bit widths,
we executed the benchmark circuits 20000 times, with a
single-bit error injected during each run. The error injec-
tion was done probabilistically on all the signals, with the
probability of error on any signal proportional to its width.
The results were recorded and compared Figure 3 and 4
show the percentage of fatal errors and deadlocks caused
due to errors in different signals on different benchmarks.

As expected the probability of deadlock and fatal errors due
to the signal HADDR are the maximum due to its higher
vulnerability towards getting struck by an error.

Figure 3. Effects of error on different signals
for PIL-Filter benchmark

Figure 4. Effects of error on different signals
for Qsort benchmark

Using the probability values and the number of transac-
tions in different benchmarks, we predict the probability of
the effect of any single bit error in the system. Such pre-
diction is then validated with actual simulations. Figure 5
and 6 demonstrate the comparison of the predicted values
and the simulated values. Our prediction scheme predicts
the probability of the deadlocks with an accuracy of 94%
and fatal errors with an accuracy of 90% respectively. It is
important to note that the prediction accuracy is quite im-
portant considering the run-time of the simulations. The
prediction is just using the signal probability values form
Table 4 and the number of transactions from Table 2. Ta-
ble 5 shows the average run-time of the 20000 simulations
which we perform to obtain the system level effect of any
single-bit error. Clearly the prediction scheme provides a
much better methodology to obtain an estimate on the ef-
fect of any error in the whole system.
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Figure 5. Comparing experimental value with
predicted value for deadlocks

Figure 6. Comparing experimental value with
predicted value for fatal errors

6 Conclusion and Future Work

Our work has demonstrated a novel, generic and effec-
tive transaction based error characterization scheme for bus
architectures in SoCs. Such a model is quite generic and
can be extended to other systems. The criticality measure of
each of the signals provides an opportunity to ideally priori-
tize employing any error correction schemes on the system,
which is quite critical with the shrinking power and area
budgets. The error effect prediction scheme provides the
probability of the effect of any single-bit error on the sys-
tem with an accuracy of 92% on an average. Future work
could be focused on extending this model at a finer granu-
larity by classifying the impact of errors at different states

Benchmark Time (in
hours)

Qsort 5.44
MATRIX 15.93
PILFILTER 20.76
FFT 54.73
DES 56.16
LU 481.1

Table 5. Run time for obtaining system
level effect of any single-bit error

of the system.
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